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disk(s), when expungement is ordered by a court or other administrative authority. This report may also have an
application for other WORM system users; however, it was prepared to formulate uniform practices for the manage-
ment of public information.
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This technical report applies to the removal of information recorded on information systems that use WORM optical
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Foreword

This AIIM technical report describes practices for
court ordered expungement of information recorded on
Write-Once-Read-Many (WORM) optical disks. This
report has been prepared for public offices such as: courts,
clerks of the court, law enforcement, social services, pro-
bation and parole, juvenile services, schools, archives, and
vital record centers. This report may also have an appli-
cation for other WORM system users; however, it was pre-
pared to formulate uniform practices for the management
of public information.

The AIIM C18 Public Records Committee recognizes
that WORM disk media is inherently difficult to alter.
Therefore, the committee felt it necessary to provide guide-
lines to ensure that uniform practices are being followed,
in order to minimize the possibility of having information
recorded on WORM disk rejected in a court of law. For
example, a legally-ordered expungement, or expungement
during file maintenance, may jeopardize the admissibility
of the entire data set as evidence in a court of law if the
expungement is not documented and performed accord-
ing to standard practices.

Organizations that are subjected to expungement rul-
ings should work with the manufacturer and manufac-
turer’s engineering staff or supplier to obtain a satisfactory
method to eliminate expunged data. WORM system users
should require vendors to demonstrate their expungement
procedures and to prepare a certification assuring that in-
dex data recovery and image recovery can not be performed
following expungement. In addition, this certification and
demonstration should also be required when implement-
ing WORM system hardware or software upgrades.
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The manufacturers of some WORM systems construct
equipment and design software so that expunging data may
be difficult or impossible. Unless the information to be
expunged can be altered through software and/or hardware
changes, expungement can only take place by copying ac-
ceptable data (i.e., data that is not expunged) from one disk
to another, and then destroying the first disk that contains
negated data.

One method that can be used includes arranging a
controlled software module that would permit wiping out
the bit mapped image and any indices identifying the
image. It is recommended that the software module provide
a double overwrite of the selected data to lessen the possi-
bility of the destroyed information being reconstructed.

This report is divided into four sections:

® Section 1 explains the scope of this report, provides
references to standards and technical reports, and
defines essential terms.

¢ Section 2 presents an overview of file integrity recom-
mendations for expungement. It describes the major
types of file integrity such as capturing the court order
and change notice, overwriting the image, and rewrit-
ing and documenting the WORM disk. It provides
instruction for implementing these file integrity
recommendations.

¢ Section 3 illustrates the procedure used and index for
expunged records or pages.

® Section 4 provides information on how to handle
copies of the original WORM disk and copies of the
information removed by expungement.

Suggestions to improve this technical report are wel-
come. They should be addressed to: Chairman, Standards
Board, AIIM, 1100 Wayne Avenue, Silver Spring, Maryland
20910. The AIIM Standards Board had the following mem-
bers at the time it approved and processed this technical
report:

Marilyn Courtot, Chair
Thomas E. Berney
Loretta D’Agnolo
Don Klosterboer

E. Brien Lewis
Alan S. Linden
Wesley J. Micket
Charles A. Plesums
L. Don Prince
George Thoma
Charles F. Touchton
Herbert J. White 11
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This technical report was developed by the AIIM
C18 Public Records Commitiee which had the following

members.
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