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Abstract: This helps a RESPONSIBLE ORGANIZATION through the key decisions and steps required to
establish a RISK MANAGEMENT framework, before the organization embarks on a detailed RISK
ASSESSMENT of an individual instance of a MEDICAL IT-NETWORK. This Technical Report is
addressed to all Healthcare Delivery Organizations. A Healthcare Delivery Organization includes
hospitals, doctors’ offices, community care homes and clinics. It identifies a series of decision points
to steer the RESPONSIBLE ORGANIZATION through the process of understanding the MEDICAL
IT-NETWORK context and identifying any organizational changes required before undertaking the
RISK MANAGEMENT PROCESS identified in IEC 80001-1.
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AAMI Technical Information Report

A technical information report (TIR) is a publication of the Association for the Advancement of Medical
Instrumentation (AAMI) Standards Board that addresses a particular aspect of medical technology.

Although the material presented in a TIR may need further evaluation by experts, releasing the information is
valuable because the industry and the professions have an immediate need for it.

A TIR differs markedly from a standard or recommended practice, and readers should understand the differences
between these documents.

Standards and recommended practices are subject to a formal process of committee approval, public review, and
resolution of all comments. This process of consensus is supervised by the AAMI Standards Board and, in the case
of American National Standards, by the American National Standards Institute.

A TIR is not subject to the same formal approval process as a standard. However, a TIR is approved for distribution
by a technical committee and the AAMI Standards Board.

Another difference is that, although both standards and TIRs are periodically reviewed, a standard must be acted
on—reaffirmed, revised, or withdrawn—and the action formally approved usually every five years but at least every
10 years. For a TIR, AAMI consults with a technical committee about five years after the publication date (and
periodically thereafter) for guidance on whether the document is still useful—that is, to check that the information is
relevant or of historical value. If the information is not useful, the TIR is removed from circulation.

A TIR may be developed because it is more responsive to underlying safety or performance issues than a standard
or recommended practice, or because achieving consensus is extremely difficult or unlikely. Unlike a standard, a TIR
permits the inclusion of differing viewpoints on technical issues.

CAUTION NOTICE: This AAMI TIR may be revised or withdrawn at any time. Because it addresses a rapidly
evolving field or technology, readers are cautioned to ensure that they have also considered information that may be
more recent than this document.

All standards, recommended practices, technical information reports, and other types of technical documents
developed by AAMI are voluntary, and their application is solely within the discretion and professional judgment of the
user of the document. Occasionally, voluntary technical documents are adopted by government regulatory agencies
or procurement authorities, in which case the adopting agency is responsible for enforcement of its rules and
regulations.

Comments on this technical information report are invited and should be sent to AAMI, Attn: Standards Department,
4301 N. Fairfax Drive, Suite 301, Arlington, VA 22203-1633.

ANSI Technical Report

This AAMI TIR has been registered by the American National Standards Institute as an ANSI Technical Report.

Publication of this ANSI Technical Report has been approved by the accredited standards developer (AAMI). This
document is registered as a Technical Report series of publications according to the Procedures for the Registration
of Technical Reports with ANSI. This document is not an American National Standard and the material contained
herein is not normative in nature.

Comments on this technical information report are invited and should be sent to AAMI, Attn: Standards Department,
4301 N. Fairfax Drive, Suite 301, Arlington, VA 22203-1633.

Documents

Document Sharing Hub

Copyright Association for the Advancement of Medical Instrumentation

Full document details: Application of risk


http://www.avadocuments.com/doc/application-of-risk
http://www.avadocuments.com/doc/application-of-risk

Contents Page

Glossary of equivalent StANAAIAS.........ooueiii e v
ComMMILtEE rEPrESENTALION ...t e e s e e s e e e s r e nnreas Vi
Background of AAMI adoption of IEC/TR 80001-2-4:2012........cccoiiriieiirienee e vii
FOREWORD ..ottt ettt et e et e e et e e et e e e tn e e e aa e e et e eeanaaees viii
INTRODUGTION ettt ettt ettt e et ettt e e et e e et e e et e e et e e eea e e eb e e et e eeaneaeenns X
SIS Yo o o 1= Y PRSP 1
L N T Yo 1= 1

1.2  HEALTHCARE DELIVERY ORGANIZATION . .uuiiti ettt ettt e eet e e et e e et e e et e aean e e eat e e e et e eeeneeeanaaes 1

1.3 Field of application. ... e 1

L o U= T = To [ UL 1YL= PP 1
NOIrM AtV e ErENCES ... e 2
Terms and definitioNs ... e 2
RESPONSIBLE ORGANIZATION ...uuiitieeiti ettt eeet e eet e e eat e e e e e e et e e ea e ee et e eea e e ean e eaetnaeeaneeeanaaeennaeeenn 7

4.1 TOP MANAGEMENT responsibilities .. ... 7

4.2 Small RESPONSIBLE ORGANIZATION — points t0 CONSIder.........ccooeiiiiiiiiiiiiiiece e, 7

4.3 Large RESPONSIBLE ORGANIZATION — points t0 CONSIAEr .......ccovviiiiiiiiiiiiec e, 8

5 RISK MANAGEMENT implementation STEPS ..o 8
Lt O O 1 = Y 8

5.2 Determine the clinical context within which the healthcare provision is made ............... 9

5.3 Establish underlying RISK frameWOrK ...........oouiiiiiii e 9

5.4 Determining and understanding @ MEDICAL IT-NETWORK .......ccituiiuiiuiiiiiniiiieieieeeennen 10
5.4.1 Performing @ RISK ASSESSMENT ...cuuiuuiuuitati it et et eaeen et e et e et et aeaaaeaenaenaennas 10

5.4.2 MEDICAL IT-NETWORK configuration ............ccooiiiiiiiiiii e 10

5.4.3 Development status of MEDICAL IT-NETWORK .......ccuuiiuuiiiniiinieiiieiteeeieeeteeenneennas 13

5.4.4 Manufacturer identification ... 13

5.4.5 External IT and bio-medical engineering support........ccccoevviiiiiiiiiniiiieeene, 14

6  RESPONSIBILITY AGREEMENTS .tuutiti ittt etet ettt e eeta e eat e aeta e eeat e eea e eean e eet e aeanaeeet e eeanaeeenaaeennns 14
Annex A (informative) MEDICAL IT-NETWORK configuration examples ............cccooviiiiiiiiieicinennns 15
Bl O gAY e e 20
Figure A.1 — Standalone MEDICAL IT-NETWORK outside the scope of IEC 80001-1 ....................... 16
Figure A.2 — Standalone MEDICAL [T-NETWORK .....ucuuiiuiiiiiietei et e et eeteeteeaeae e e et et e et eaeaneeneenaenns 17
Figure A.3 — Collaborative MEDICAL IT-NETWORK......c.uttuuitiuiiit et et eet et ae et et e et e et e en e eaaeenaaennas 18
Figure A.4 — Centralized MEDICAL IT-NETWORK .. ...ttt ettt e e e e e e e e e eanas 19

Documents

Document Sharing Hub

Copyright Association for the Advancement of Medical Instrumentation

Full document details: Application of risk


http://www.avadocuments.com/doc/application-of-risk
http://www.avadocuments.com/doc/application-of-risk

Glossary of equivalent standards

International Standards adopted in the United States may include normative references to other International
Standards. AAMI maintains a current list of each International Standard that has been adopted by AAMI (and ANSI).
Available on the AAMI website at the address below, this list gives the corresponding U.S. designation and level of
equivalency to the International Standard.

www.aami.org/standards/glossary.pdf
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NOTE--Participation by federal agency representatives in the development of this document does not
constitute endorsement by the federal government or any of its agencies.
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Background of ANSI/AAMI adoption of IEC/TR 80001-2-4:2012

As indicated in the foreword to the main body of this document (page vii), the International Electrotechnical
Commission (IEC) is a worldwide federation of national standards bodies. The United States is one of the IEC
members that took an active role in the development of this technical report.

International technical report IEC/TR 80001-2-4:2012 was developed jointly by Sub-Committee IEC/SC 62A,
Common aspects of electrical equipment used in medical practice and ISO/TC 215, Health informatics, to define the
roles, responsibilities and activities that are necessary for risk management of IT-networks incorporating medical
devices to address safety, effectiveness and data and system security.

U.S. participation in this IEC SC is organized through the U.S. Technical Advisory Group for IEC/SC 62A
administered by the Advanced Medical Technology Association (AdvaMed) on behalf of the American National
Standards Institute. AAMI administers the International Secretariat for IEC/SC 62A on behalf of the United States,
and U.S. experts made a considerable contribution to this International Technical Report.

AAMI encourages its committees to harmonize their work with International Standards in the area of risk
management of information technology as it relates to medical devices. The AAMI Information Technology Working
Group together with the U.S. Technical Advisory Group for IEC/SC 62A, reviewed IEC/TR 80001-2-4 to formulate the
U.S. position and comments while the document was being developed. This close collaboration helped gain
widespread U.S. consensus on the document. As the U.S. Technical Advisory Group for IEC/SC 62A, AdvaMed
granted AAMI permission to consider adoption of IEC/TR 80001-2-4 as a new AAMI Technical Information Report.
Following AAMI procedures, the AAMI Information Technology Working Group voted to adopt the IEC technical report
as written.

AAMI (and ANSI) have adopted other IEC and ISO documents. See the Glossary of Equivalent Standards for a list of
IEC and ISO standards adopted by AAMI, which gives the corresponding U.S. designation and the level of
equivalency with the IEC and ISO standard.

The concepts incorporated in this technical information report should not be considered inflexible or static. This
technical information report, like any other, must be reviewed and updated periodically to assimilate progressive
technological developments. To remain relevant, it must be modified as technological advances are made and as
new data comes to light.

As used within the context of this document, “should” indicates that among several possibilities, one is recommended
as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not
necessarily required, or that (in the negative form) a certain possibility or course of action should be avoided but is
not prohibited. “May” is used to indicate that a course of action is permissible within the limits of the technical
information report. “Can” is used as a statement of possibility and capability. Finally, “must” is used only to describe
“unavoidable” situations, including those mandated by government regulation.

Suggestions for improving this document are invited. Comments and suggested revisions should be sent to
Standards Department, AAMI, 4301 N. Fairfax Dr. Suite 301, Arlington, VA 22203-1633.

NOTE- Beginning with the IEC foreword on page x, this AAMI Technical Information Report is identical to IEC/TR
80001-2-4:2012.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION OF RISK MANAGEMENT FOR
IT-NETWORKS INCORPORATING MEDICAL DEVICES -

Part 2-4: Application guidance — General implementation guidance
for healthcare delivery organizations

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation
is entrusted to technical committees; any IEC National Committee interested in the subject dealt with may
participate in this preparatory work. International, governmental and non-governmental organizations liaising with
the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected data
of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC 80001-2-4, which is a technical report, has been prepared by a Joint Working Group of
subcommittee 62A; Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice and ISO technical committee
215: Health informatics.

The text of this technical report is based on the following documents:
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Enquiry draft Report on voting
62A/818/DTR 62A/835/RVC

Full information on the voting for the approval of this technical report can be found in the report
on voting indicated in the above table. In ISO, the technical report has been approved by 15 P-
members out of 16 having cast a vote.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Terms used throughout this technical report that have been defined in Clause 3 appear in
SMALL CAPITALS.

A list of all parts of the IEC 80001 series, published under the general title Application of risk
management for IT-networks incorporating medical devices, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'color inside' logo on the cover page of this publication indicates
that it contains colors which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a color printer.
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