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Abstract:  Th i s  helps a RESPONSIBLE ORGANIZATION through  the key decisions and steps required  to 
establ ish  a RISK MANAGEMENT framework,  before the organization  embarks on  a detai led  RISK 
ASSESSMENT of an  individual  instance of a MEDI CAL I T-NETWORK.  This Technical  Report is 
addressed  to al l  Healthcare Del ivery Organizations.  A Healthcare Delivery Organization  includes 
hospitals,  doctors’  offices,  community care homes and  cl inics.  I t identifies a series of decision points 
to steer the RESPONSI BLE ORGANI ZATI ON through  the process of understanding  the MEDI CAL 
IT-NETWORK context and  identifying  any organizational  changes required  before undertaking  the 
RI SK MANAGEMENT PROCESS identified  in  IEC 80001 -1 .   
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AAMI Technical  Information Report 

A technical  information  report (TIR) is a publ ication  of the Association  for the Advancement of Medical  
Instrumentation  (AAMI) Standards Board  that addresses a particular aspect of medical  technology.  

Although the material  presented  in  a TIR may need  further evaluation  by experts,  releasing  the information  is 
valuable because the industry and  the professions have an  immediate need  for i t.  

A TIR differs markedly from a standard  or recommended  practice,  and  readers should  understand  the differences 
between these documents.  

Standards and  recommended practices are subject to a formal  process of committee approval,  publ ic review,  and 
resolution  of al l  comments.  This process of consensus is supervised  by the AAMI  Standards Board  and,  in  the case 
of American  National  Standards,  by the American  National  Standards Institute.  

A TI R is not subject to the same formal  approval  process as a standard.  However,  a TIR is approved for d istribution 
by a technical  committee and  the AAMI  Standards Board.   

Another d ifference is that,  although both  standards and  TIRs are periodical ly reviewed,  a standard  must be acted 
on—reaffirmed,  revised,  or withdrawn—and the action  formal ly approved usual ly every five years but at least every 
1 0 years.  For a TIR,  AAMI  consults with  a technical  committee about five years after the publ ication date (and 
periodical ly thereafter) for guidance on  whether the document is sti l l  useful—that is,  to check that the information is 
relevant or of h istorical  value.  I f the information  is not useful ,  the TIR is removed  from circulation.  

A TIR may be developed  because it is  more responsive to underlying  safety or performance issues than a standard 
or recommended  practice,  or because achieving  consensus is extremely d ifficult or unl ikely.  Unl ike a standard,  a TI R 
permits the inclusion  of differing  viewpoints on  technical  issues.  

CAUTION NOTICE: This AAMI  TIR may be revised  or withdrawn at any time.  Because i t addresses a rapidly 
evolving  field  or technology,  readers are cautioned  to ensure that they have also considered  information  that may be 
more recent than  this document.  

Al l  standards,  recommended practices,  technical  information  reports,  and  other types of technical  documents 
developed by AAMI  are voluntary,  and  their appl ication  is  solely within  the discretion  and  professional  judgment of the 
user of the document.  Occasionally,  voluntary technical  documents are adopted  by government regulatory agencies 
or procurement authorities,  in  which  case the adopting  agency is responsible for enforcement of i ts rules and 
regulations.  

Comments on  this technical  information  report are invited  and  should  be sent to AAMI,  Attn:  Standards Department,  
4301  N.  Fairfax Drive,  Suite 301 ,  Arlington,  VA 22203-1 633.  

 

 

ANSI  Technical  Report 

This AAMI  TI R has been  registered  by the American  National  Standards Institute as an ANSI  Technical  Report.  

Publ ication  of this ANSI  Technical  Report has been  approved  by the accredited standards developer (AAMI).  This 
document is registered  as a Technical  Report series of publ ications according  to the Procedures for the Registration 
of Technical  Reports with  ANSI .  This document is not an  American  National  Standard  and  the material  contained 
herein is not normative in  nature.  

Comments on  this technical  information  report are invited  and  should  be sent to AAMI,  Attn:  Standards Department,  
4301  N.  Fairfax Drive,  Suite 301 ,  Arlington,  VA 22203-1 633.  
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Glossary of equivalent standards 

International  Standards adopted  in  the United  States may include normative references to other International  
Standards.  AAMI  maintains a current l ist of each  International  Standard  that has been  adopted  by AAMI  (and  ANSI).  
Avai lable on  the AAMI  website at the address below,  this l ist g ives the corresponding  U.S.  designation and  level  of 
equivalency to the International  Standard.   

www.aami.org/standards/glossary.pdf  
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Background of ANSI/AAMI  adoption of IEC/TR 80001 -2-4:201 2 

 
I nternational  technical  report IEC/TR 80001 -2-4:201 2 was developed  jointly by Sub-Committee I EC/SC 62A,  
Common aspects of electrical  equipment used in  medical  practice and I SO/TC 21 5,  Health  informatics,  to define the 
roles,  responsibil i ties and  activities that are necessary for risk management of I T-networks incorporating  medical  
devices to address safety,  effectiveness and data and  system security.  
 
U.S.  participation  in  this I EC SC is organized  through the U.S.  Technical  Advisory Group for I EC/SC 62A 
administered  by the Advanced Medical  Technology Association  (AdvaMed) on  behalf of the American National  
Standards Institute.  AAMI  administers the International  Secretariat for IEC/SC 62A on  behalf of the United  States,  
and  U.S.  experts made a considerable contribution  to this International  Technical  Report.  
 
AAMI  encourages its committees to harmonize their work with  International  Standards in  the area of risk 
management of information  technology as i t relates to medical  devices.   The AAMI  Information  Technology Working 
Group together with  the U.S.  Technical  Advisory Group for IEC/SC 62A,  reviewed  I EC/TR 80001 -2-4 to formulate the 
U.S.  position  and  comments whi le the document was being  developed.  This close col laboration  helped  gain  
widespread  U.S.  consensus on  the document.  As the U.S.  Technical  Advisory Group for IEC/SC 62A,  AdvaMed 
granted  AAMI  permission  to consider adoption of I EC/TR 80001 -2-4 as a new AAMI  Technical  Information  Report.  
Fol lowing AAMI  procedures,  the AAMI  Information  Technology Working  Group voted  to adopt the IEC technical  report 
as written.  
 
AAMI  (and  ANSI) have adopted  other IEC and  ISO documents.  See the Glossary of Equivalent Standards for a l ist of 
IEC and  ISO standards adopted  by AAMI,  which  gives the corresponding  U.S.  designation  and  the level  of 
equivalency with  the IEC and  ISO standard.  
 
The concepts incorporated  in  this technical  information  report should  not be considered  inflexible or static.  This 
technical  information  report,  l ike any other,  must be reviewed  and  updated  periodical ly to assimilate progressive 
technological  developments.  To remain  relevant,  i t must be modified  as technological  advances are made and  as 
new data comes to l ight.     
 
As used  within  the context of this document,  “should” indicates that among several  possibi l i ties,  one is  recommended 
as particularly suitable,  without mentioning  or excluding  others,  or that a certain course of action  is preferred  but not 
necessari ly required,  or that (in  the negative form) a certain  possibil i ty or course of action should  be avoided  but is 
not prohibited.  “May” is used to indicate that a course of action  is permissible within  the l imits of the technical  
information  report.  “Can” is used  as a statement of possibil i ty and  capabi li ty.  Finally,  “must” is used only to describe 
“unavoidable” situations,  including  those mandated by government regulation.    
 
Suggestions for improving  this document are invited.  Comments and  suggested  revisions should  be sent to 
Standards Department,  AAMI ,  4301  N.  Fairfax Dr.  Suite 301 ,  Arl ington,  VA 22203-1 633.  

 

NOTE-  Beginning  with  the IEC foreword  on  page x,  this AAMI  Technical  I nformation  Report is identical  to I EC/TR 
80001 -2-4:201 2.  

 

 

  

As indicated in  the foreword to the main  body of this document (page vi i) ,  the International  Electrotechnical  
Commission (IEC)  is a worldwide federation of national  standards bodies.  The United States is one of the IEC 
members that took an  active role in  the development of this technical  report.  
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I N TERN ATI ON AL ELECTROTECH N I CAL COM M I SSI ON  
____________ 

 
APPLICATION  OF RISK MANAGEMENT FOR  

IT-NETWORKS INCORPORATING  MEDICAL DEVICES –  
 

Part  2-4:  Appl ication  gu idance – General  implementation  guidance  
for heal thcare del ivery organizations  

 
FOREWORD 

1 )  Th e  I n tern ati on al  E l ectrotech n i cal  Com m i ssi on  ( I E C)  i s  a  worl d wi d e  org an i zati on  for stan d a rd i zati on  com pri s i n g  a l l  
n ati on al  e l ectrotech n i cal  com m i ttees  ( I E C N ati on al  C om m i ttees).  Th e  obj ect  of I E C i s  to  p rom ote  i n te rn ati on al  co-
ope rati on  on  a l l  q u esti on s  con cern i n g  s ta n d a rd i zati on  i n  th e  e l ectri cal  an d  e l ectron i c fi e l d s .  To  th i s  en d  an d  i n  
ad d i ti on  to  oth er acti vi ti es ,  I E C pu bl i sh es  I n te rn ati on al  S tan d a rd s,  Tech n i cal  S peci fi cati on s ,  Tech n i cal  Re ports ,  
P u bl i cl y Avai l ab l e  S p eci fi cati on s  (P AS )  an d  G u i d es  (h ereafte r refe rred  to  as  “ I E C P u bl i cati on (s )”) .  Th ei r p rep arati on  
i s  en tru s ted  to  tech n i cal  com m i ttees;  an y I E C N ati on al  Com m i ttee  i n teres ted  i n  th e  su bj ect  d ea l t  wi th  m ay 
parti ci pate  i n  th i s  p rep aratory work.  I n te rn ati on al ,  g overn m en tal  a n d  n on -g overn m en tal  org an i zati on s  l i a i s i n g  wi th  
th e  I E C  a l so  p arti ci p ate  i n  th i s  p rep arati on .  I E C  col l a borates  cl os el y wi th  th e  I n te rn a ti on al  O rg a n i zati on  for 
S tan d a rd i zati on  ( I S O)  i n  accord an ce  wi th  con d i ti on s  d ete rm i n ed  b y ag re em en t  between  th e  two  org an i zati on s.  

2)  Th e  form al  d eci s i on s  or a g re e m en ts  of I E C on  tech n i cal  m atters  e xp ress ,  as  n ea rl y as  poss i bl e,  an  i n te rn ati on al  
con s en su s  of opi n i on  on  th e  rel e va n t  su bj ects  s i n ce  each  tech n i cal  com m i ttee  h as  represen tati on  from  a l l  
i n teres ted  I E C N ati on al  Com m i ttees .   

3)  I E C P u bl i cati on s  h a ve  th e  form  of recom m en d ati on s  for i n tern ati on al  u se  a n d  are  accepte d  b y I E C  N ati on al  
Com m i ttees  i n  th at  s en se.  Wh i l e  a l l  re ason abl e  efforts  are  m ad e  to  en s u re  th at  th e  tech n i cal  con ten t  of I E C  
P u bl i cati on s  i s  accu rate,  I E C can n ot be  h el d  resp on s i bl e  for th e  wa y i n  wh i ch  th e y are  u s ed  or for an y 
m i s i n terpretati on  by an y en d  u ser.  

4)  I n  ord e r to  prom ote  i n te rn ati on al  u n i form i ty,  I E C N ati on al  Com m i ttees  u n d ertake  to  a ppl y I E C P u bl i cati on s  
tran s p aren tl y to  th e  m a xi m u m  e xte n t  poss i bl e  i n  th e i r n ati on al  an d  reg i on al  p u bl i cati on s.  An y d i verg e n ce  b etwe en  
an y I E C P u bl i cati on  a n d  th e  corres pon d i n g  n ati on al  or re g i on al  pu bl i cati on  s h al l  be  cl e arl y i n d i cate d  i n  th e  l atte r.  

5)  I E C i tsel f d oes  n ot  provi d e  an y attestati on  of con form i ty.  I n d epe n d en t certi fi cati on  bod i es  provi d e  con form i ty 
assessm en t  servi ces  a n d ,  i n  som e  areas,  access  to  I E C m arks  of con form i ty.  I E C i s  n ot  res pon si b l e  for an y 
s ervi ces  carri ed  ou t  by i n d ep e n d e n t  certi fi cati on  b od i es.  

6)  Al l  u sers  s h ou l d  en su re  th at  th ey h ave  th e  l ates t  ed i ti on  of th i s  pu bl i cati on .  

7)  N o  l i abi l i ty  s h al l  attach  to  I E C or i ts  d i rectors,  em pl oyees ,  servan ts  or ag en ts  i n cl u d i n g  i n d i vi d u a l  e xp erts  an d  
m em bers  of i ts  tech n i cal  com m i ttees  an d  I E C  N ati on al  Com m i ttees  for an y pe rson al  i n j u ry,  p rope rty d am ag e  or 
oth e r d am ag e  of an y n atu re  wh atsoeve r,  wh eth er d i rect  or i n d i rect,  or for costs  ( i n cl u d i n g  l eg al  fees)  an d  e xp en ses  
ari s i n g  ou t  of th e  pu bl i cati on ,  u s e  of,  or re l i a n ce  u pon ,  th i s  I E C Pu bl i cati on  or a n y oth e r I E C P u bl i cati on s.   

8)  Atten ti on  i s  d ra wn  to  th e  N orm ati ve  refe re n ces  ci ted  i n  th i s  pu bl i cati on .  U se  of th e  refe ren ce d  pu bl i cati on s  i s  
i n d i sp en s a bl e  for th e  correct  appl i cati on  of th i s  p u bl i cati on .  

9)  Atten ti on  i s  d rawn  to  th e  possi bi l i ty th at  som e of th e  e l em en ts  of th i s  I E C P u bl i cati on  m ay be  th e  su bj ect  of p aten t  
ri g h ts.  I E C sh al l  n ot  b e  h e l d  res pon s i bl e  for i d e n ti fyi n g  a n y or a l l  su ch  paten t  ri g h ts .  

Th e m ai n  task of I E C tech n i cal  com m i ttees  i s  to  prepare  I n tern ati on al  S tan d ard s.  H owever,  a  
tech n i cal  com m i ttee  m a y propose th e  pu bl i cati on  of a  tech n i cal  report wh en  i t  h as  col l ected  d ata  
of a  d i fferen t ki n d  from  th at wh i ch  i s  n orm al l y pu bl i sh ed  as  an  I n tern ati on al  Stan d ard ,  for 
exam pl e  "state  of th e  art" .  

I E C 80001 -2-4 ,  wh i ch  i s  a  tech n i cal  report,  h as  been  prepared  b y a  J o i n t Worki n g  G rou p  of 
su bcom m i ttee  62 A:  Com m on  aspects  of e l ectri cal  eq u i pm en t u sed  i n  m ed i cal  practi ce,  of I EC  
tech n i ca l  com m i ttee  62 :  E l ectri cal  eq u i pm en t i n  m ed i cal  practi ce  an d  I S O  tech n i cal  com m i ttee  
21 5:  H eal th  i n form ati cs.  

Th e  text of th i s  tech n i cal  report i s  based  on  th e  fo l l owi n g  d ocu m en ts:  
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E n q u i ry d raft  Rep ort  on  voti n g  

62A/81 8/DTR 62 A/83 5/RVC 

Fu l l  i n form ati on  on  th e  voti n g  for th e  approval  of th i s  tech n i cal  report can  be  fou n d  i n  th e  report  
on  voti n g  i n d i cated  i n  th e  above  tabl e.  I n  I SO ,  th e  tech n i ca l  report h as  been  approved  b y 1 5  P-
m em bers  ou t of 1 6  h avi n g  cast  a  vote.  

Th i s  pu bl i cati on  h as  been  d rafted  i n  accord an ce wi th  th e  I SO/I EC  D i recti ves,  Part 2 .  

Term s u sed  th rou g h ou t th i s  tech n i ca l  report th at h ave  been  d efi n ed  i n  Cl au se  3  appear i n  
S M ALL CAP I TALS .  

A l i st of a l l  parts  of th e  I E C 800 01  seri es ,  pu bl i sh ed  u n d er th e  g en eral  ti tl e  Application of risk 
management for IT-networks incorporating medical devices,  can  be  fou n d  on  th e  I EC  websi te.  

Th e  com m i ttee  h as  d eci d ed  th at th e  con ten ts  of th i s  pu bl i cati on  wi l l  rem ai n  u n ch an g ed  u n ti l  th e  
stabi l i ty d ate  i n d i cated  on  th e  I EC web s i te  u n d er "h ttp: //webstore. i ec. ch "  i n  th e  d ata  rel ated  to  
th e  speci fi c pu bl i cati on .  At  th i s  d ate,  th e  pu bl i cati on  wi l l  be  

•  recon fi rm ed ,  

•  wi th d rawn ,  

•  repl aced  b y a  revi sed  ed i ti on ,  or 

•  am en d ed .  

A b i l i n g u al  vers i on  of th i s  pu bl i cati on  m a y be  i ssu ed  at  a  l ater d ate.  

 

IMPORTANT – The  'color inside'  l ogo  on  the cover page  of  th is  publ ication  ind icates  
that  i t  contains colors wh ich  are considered  to  be usefu l  for the correct  understanding  
of  i ts  contents.  Users shou ld  therefore  print  th is  document  using  a  color  printer.  
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