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Keeping Standards up-to-date 

Standards are living documents which reflect progress in science, technology and 
systems. To maintain their currency, all Standards are periodically reviewed, and 
new editions are published. Between editions, amendments may be issued. 
Standards may also be withdrawn. It is important that readers assure themselves 
they are using a current Standard, which should include any amendments which 
may have been published since the Standard was purchased. 

Detailed information about Standards can be found by visiting the Standards 
Australia web site at www.standards.com.au and looking up the relevant Standard 
in the on-line catalogue. 

Alternatively, the printed Catalogue provides information current at 1 January each 
year, and the monthly magazine, The Australian Standard, has a full listing of 
revisions and amendments published each month. 

We also welcome suggestions for improvement in our Standards, and especially 
encourage readers to notify us immediately of any apparent inaccuracies or 
ambiguities. Contact us via email at mail@standards.com.au, or write to the Chief 
Executive, Standards Australia International Ltd, GPO Box 5420, Sydney, NSW 
2001. 

 

This Standard was issued in draft form for comment as DR 02524.
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PREFACE 

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards 
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After 
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand 
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard. 

This Standard is identical with, and has been reproduced, from ISO/IEC 11770-1:1996, Information 
technology—Security techniques—Key management, Part 1: Framework. 

The objective of this Standard is to define the basic concepts, services and characteristics of the 
mechanisms of key management while describing specific requirements and a framework for the 
management of keying material during its life cycle. 

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to which they 
apply. A normative annex is an integral part of a standard, whereas an informative annex is only for 
information and guidance. 

As this Standard is reproduced from an international standard, the following applies: 

(a) Its number appears on the cover and title page while the international standard number appears 
only on the cover. 

(b) In the source text ‘this part of ISO/IEC 11770-1’ should read ‘this Australian Standard’. 

(c) A full point substitutes for a comma when referring to a decimal marker. 

References to International Standards should be replaced by references to Australian or 
Australian/New Zealand Standards, as follows: 

Reference to International Standard  Australian Standard 

ISO    AS   

7498 
 
 
7498-2 

Information processing systems—
Open Systems Interconnection—Basic 
reference model 
Part 2: Security architecture 

 2777 
 
 
2777.2 

Information processing systems—
Open Systems Interconnection—Basic 
reference model 
Part 2: Security architecture 
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ISOAEC 117704 : 1996 (E) 0 ISOAEC 

: vation deacti tation 

Reactivation allows a Post Active key to be 
used again for cryptographic operations. 

Destruction ends a key’s life cycle. lt covers 
logical destruction of the key and may also 
involve its physical destruction. 

Transitions may be triggered by events such as the 
need for new keys, the compromise of a key, the 
expiration of a key, and the completion of the key life 
cycle. All these transitions include a number of 
Services for key management. The relationships 
between the transitions and the Services are shown in 
Table 1. These Services are explained in Clause 5. 

Any particular cryptographic approach will only require 
a subset of the Services offered in Table 1. 

4.2.2 Transitions, Services and Keys 

Figure 1 - Key Life Cycle 

NOTE: The user of a Post Active key shall be assured that 
the data had been cryptographically processed before the 
key became Post Active. This assurance is commonly 
provided by a trusted time variant Parameter. 

A key that is known to be compromised shall become 
Post Active immediately and may require special 
handling. A key is said to be compromised when its 
unauthorised use is known or suspected. 

Figure 1 Shows these states and the corresponding 
transitions. 

Figure 1 represents a generic life cycle model. Other 
life cycle models may have additional details that may 
be substates of the three states presented. The 
majority of life cycles require an archival activity. This 
activity may be associated with any of the states, 
depending on the particular details of the life cycle. 

Keys for particular cryptographic techniques will use 
different combinations of Services during their life 
cycles. Two examples are given below. 

For symmetric cryptographic techniques, following the 
generation of a key, the transition from Pending Active 
to Active includes key installation and may also 
include key registration and distribution. In some 
cases, installation may involve the derivation of a 
specific key. The Iifetime of a key should be limited to 
a fixed period. Deactivation ends the Active state, 
usually upon expiration. If compromise of a key in the 
Active state is suspected or known, revocation also 
Causes it to enter the Post Active state. A Post Active 
key may be archived. If an archived key is needed 
again, it will be reactivated and may need to be 
installed or distributed again before it is fully active. 
Otherwise, following deactivation, the key may be 
deregistered and destroyed. 

4.2.1 Transitions between Key States 

When a key Progresses from one state to another it 
undergoes one of the following transitions as also 
depicted in figure 1: 

For asymmetric cryptographic techniques, a pair of 

of the two keys are related but not identical. Before it 

keys (public and private) is generated and both keys 
enter the Pending Active state. Note that the life cycles 

enters the Active state, a private key may optionally be 
registered, may optionally be distributed to its user and 

Generation is the process of generating a 
key. Key Generation should be performed 
according to prescribed key generation 
rules; the process may involve a test 
procedure to verify whether these rules 
have been followed.. 

Activation makes a keY valid for 
cryptographic operations. 

Deactivation limits a key’s use. This might 
occur because the key has expired or has 
been revoked. 

is always installed. The transitions between the Active 
and the Post Active states for a private key, including 
deactivation, reactivation, and destruction, are similar 
to those described above for symmetric keys. When a 
public key is certified, commonly a certificate 
containing the public key is created by the CA, to 
assure the validity and ownership of the public key. 
This public key certificate may be placed in a directory 
or other similar Service for distribution, or may be 
passed back to the owner for distribution. When the 
owner sends out information signed with his private 
key he may add his certificate. The key pair becomes 
active when the public key is certified. When a key 
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