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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian/New Zealand Standard.
This Standard is identical with, and has been reproduced from ISO/IEC TR 13335-1:1996,
Information technology—Guidelines for the management of IT Security, Part 1: Concepts and models
for IT Security.

The objective of this Standard is to provide an overview of the fundamental concepts and models used
to describe the management of IT security.

This Standard is Part 1 of AS 13335, Information technology—Guidelines for the management of IT
Security, which is published in parts as follows:

Part 1: Concepts and models for IT Security (this Standard)

Part 2: Managing and planning IT Security

Part 3: Techniques for the management of IT Security

Part 4: Selection of safeguards

Part 5: Management guidance on network security

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to which they
apply. A normative annex is an integral part of a standard, whereas an informative annex is only for
information and guidance.

As this Standard is reproduced from an International Technical Report, the following applies:

(a) Its number appears on the cover and title page while the international standard number appears
only on the cover.

(b) In the source text ‘ISO/IEC TR 13335’ should read ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian Standard

ISO AS

7498 Information processing systems— 27717 Information processing systems—
Open Systems Interconnection—Basic Open Systems Interconnection—Basic
reference model reference model

7498-2  Part 2: Security architecture 2777.2  Part 2: Security architecture
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AUSTRALIAN STANDARD

Information technology — Guidelines for the management of IT Security —

Part 1:
Concepts and models for IT Security

1. Scope

ISO/IEC TR 13335 contains guidance on the management of IT security. Part 1 of ISO/IEC TR 13335
presents the basic management concepts and models which are essential for an introduction into the
management of IT security. These concepts and models are further discussed and developed in the remaining
parts to provide more detailed guidance. Together these parts can be used to help identify and manage all
aspects of IT security. Part 1 is necessary for a complete understanding of the subsequent parts of ISO/IEC
TR 13335.

2, Reference

ISO 7498-2:1989, Information processing systems - Open Systems Interconnection - Basic Reference Model
- Part 2. Security Architecture.

3. Definitions

The following definitions are used in the three parts of ISO/IEC TR 13335.

3.1  accountability: the property that ensures that the actions of an entity may be traced uniquely to the
entity (ISO 7498-2: 1989).

3.2  asset: anything that has value to the organization.

3.3  authenticity: the property that ensures that the identity of a subject or resource is the one claimed.
Authenticity applies to entities such as users, processes, systems and information.

3.4  availability: the property of being accessible and usable upon demand by an authorized entity (ISO
7498-2: 1989).

3.5  baseline controls: a minimum set of safeguards established for a system or organization.

3.6  confidentiality: the property that information is not made available or disclosed to unauthorized
individuals, entities, or processes (ISO 7498-2: 1989).

3.7  data integrity: the property that data has not been altered or destroyed in an unauthorized manner
(ISO 7498-2: 1989).

3.8  impact: the result of an unwanted incident.
3.9 integrity: see data integrity and system integrity.

3.10 IT security: all aspects related to defining, achieving, and maintaining confidentiality, integrity,
availability, accountability, authenticity, and reliability.
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3.11 IT security policy: rules, directives and practices that govern how assets, including sensitive
information, are managed, protected and distributed within an organization and its IT systems.

3.12 reliability: the property of consistent intended behaviour and results.
3.13 residual risk: the risk that remains after safeguards have been implemented.

3.14 risk: the potential that a given threat will exploit vulnerabilities of an asset or group of assets to
cause loss or damage to the assets.

3.15 risk analysis: the process of identifying security risks, determining their magnitude, and identifying
areas needing safeguards.

3.16 risk management: the total process of identifying, controlling, and eliminating or minimizing
uncertain events that may affect IT system resources.

3.17 safeguard: a practice, procedure or mechanism that reduces risk.

3.18 system integrity: the property that a system performs its intended function in an unimpaired manner,
free from deliberate or accidental unauthorized manipulation of the system.

3.19 threat: a potential cause of an unwanted incident which may result in harm to a system or
organization.

3.20 vulnerability: includes a weakness of an asset or group of assets which can be exploited by a threat.

4. Structure

This part of ISO/IEC TR 13335 is structured as follows: Clause 5 outlines the aim of this report and Clause 6
provides information on the background requirements for the management of IT security. Clause 7 presents
a general overview of the concepts and models for IT security, and Clause 8 examines the elements of [T
security. Clause 9 discusses the processes used for the management of IT security, and Clause 10 presents a
general discussion of several models that are useful in understanding the concepts presented in this report.
Finally, Part 1 is summarized in Clause 11.

5. Aim

ISO/IEC TR 13335 is intended for a variety of audiences. The aim of Part 1 is to describe the various topics
within the management of IT security and to provide a brief introduction to basic IT security concepts and
models. The material is kept brief in order to provide a high level management overview. This should be
suitable for senior managers within an organization who are responsible for security and give an introduction
to IT security for others interested in the remaining parts of the report. Parts 2 and 3 provide more
comprehensive information and material suitable for individuals who are directly responsible for the
implementation and monitoring of IT security. This is based on the concepts and models presented in Part 1.

It is not the intent of this report to suggest a particular management approach to IT security. Instead the
report begins with a general discussion of useful concepts and models and ends with a discussion of specific
techniques and tools that are available for the management of IT security. This material is general and
applicable to many different styles of management and organizational environments. This report is organized
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in a manner which allows the tailoring of the material to meet the needs of an organization and its specific
management style.

6. Background

Government and commercial organizations rely heavily on the use of information to conduct their business
activities. Loss of confidentiality, integrity, availability, accountability, authenticity and reliability of
information and services can have an adverse impact on organizations. Consequently, there is a critical need
to protect information and to manage the security of information technology (IT) systems within
organizations. This requirement to protect information is particularly important in today's environment
because many organizations are internally and externally connected by networks of IT systems.

IT security management is a process used to achieve and maintain appropriate levels of confidentiality,
integrity, availability, accountability, authenticity and reliability. IT security management functions include:

determining organizational IT security objectives, strategies and policies,

determining organizational IT security requirements,

identifying and analyzing security threats to IT assets within the organization,

identifying and analyzing risks,

specifying appropriate safeguards,

monitoring the implementation and operation of safeguards that are necessary in order to cost
effectively protect the information and services within the organization,

developing and implementing a security awareness programme, and

detecting and reacting to incidents.

In order to fulfil these management responsibilities for IT systems, security must be an integral part of an
organization's overall management plan. As a result, several of the security topics addressed in this report
have broader management implications. This report will not attempt to focus on the broad management

issues, but rather on the security aspects of the topics and how they are related to management in general.

7. Concepts for the Management of IT Security

The adoption of the concepts that follow needs to take into account the culture and the environment in which
the organization operates, as these may have a significant effect on the overall approach to security. In
addition, they can have an impact on those that are responsible for the protection of specific parts of the
organization. In some instances the government is considered to be responsible and discharges this
responsibility by the enactment and enforcement of laws. In other instances it is the owner or manager who is
considered responsible. This issue may have a considerable influence on the approach adopted.

7.1  Approach

A systematic approach is necessary for the identification of requirements for IT security within an
organization. This also is true for the implementation of IT security, and its ongoing administration. This
process is referred to as the management of IT security and includes the following activities:

development of an IT security policy,

identifying roles and responsibilities within the organization,

risk management, involving the identification and assessment of:
- assets to be protected,
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