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PREFACE

This Standard was prepared by the Australian members of the Joint Standards Australia/Standards
New Zealand Committee IT-012, Information Systems, Security and Identification Technology. After
consultation with stakeholders in both countries, Standards Australia and Standards New Zealand
decided to develop this Standard as an Australian, rather than an Australian New Zealand Standard.
This Standard is identical with, and has been reproduced from ISO/IEC TR 13335-4:2000,
Information technology—Guidelines for the management of IT Security, Part 4: Selection of
safeguards.

The objective of this Standard is to provide guidance on the selection of safeguards, taking into
account business needs and security concerns. It describes a process for the selection of safeguards
according to security risks and concerns and the specific environment of an organization.

This Standard is Part 4 of AS/NZS 13335, Information technology—Guidelines for the management of
IT Security, which is published in parts as follows:

Part 1: Concepts and models for IT Security

Part 2: Managing and planning IT Security

Part 3: Techniques for the management of IT Security

Part 4: Selection of safeguards (this Standard)

Part 5: Management guidance on network security

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number appears
only on the cover.

(b) In the source text ‘this part of ISO/IEC TR 13335 should read ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian Standard

ISO/IEC AS

TR 13335 Information technology—Guidelines 13335 Information technology—Guidelines
for the management of IT Security for the management of IT Security

13335-1 Part 1: Concepts and models for IT 13335.1 Part 1: Concepts and models for IT
Security Security

13335-2 Part 2: Managing and planning IT 13335.2  Part 2: Managing and planning IT
Security Security

13335-3  Part 3: Techniques for the 13335.3  Part 3: Techniques for the
management of IT Security management of IT Security

Documents

Document Sharing Hub

Full document details: AS 13335.4-2003


http://www.avadocuments.com/doc/as-13335-4-2003
http://www.avadocuments.com/doc/as-13335-4-2003

CONTENTS
Page
1  SCOPE. w1
2  REFERENCES.. o1
3 DEFINITIONS w1
4 AIM.. o1
5 OVERVIEW w2
6 INTRODUCTION TO SAFEGUARD SELECTION AND THE CONCEPT OF BASELINE
SECURITY 4
7  BASIC ASSESSMENTS ....ocoviirinivinane ceterinenieninne 8
7.1 IDENTIFICATION OF THE TYPE OF IT SYSTEM .eiiiiiiitiieiiieireiieesietieeestteeessneaseesineassssanaensseaneensssanssnsssanssnens 8
7.2 IDENTIFICATION OF PHYSICAL/ENVIRONMENTAL CONDITIONS ....oiietiiirecneenvieeianeesaneeneseessensssanssnessnesnses 8
7.3 ASSESSMENT OF EXISTING/PLANNED SAFEGUARDS .....ocoiiiiiiriiviiiirie e seeneiesnemeie sneasea sneena sneens snsenoes 9
_ 8 SAFEGUARDS.. .9
e}
E 8.1 ORGANIZATIONAL AND PHYSICAL SAFEGUARDS .....ciiitieeieiiieeertirieeetieaestiaeasenaaeasseeaasassseesssssseasssseeanse 10
= 8.1.1 IT Security Management and POLICIES. ...............cccocviceiuevioriicrcnieeres i ieaevas v sea s avaenees 10
EC’ 8.1.2  Security Complianee CRECKING ..........c.cooivoivioriiirieiierceetereeie st ie e ess e s e staa st seaa s neaans e eans 10
z 8.1.3  INCIAENt HANAIING. ...........co.ocoeoeeeeiereeeeeeeeee e et st st ss st s 11
8 814 POFSOMHEL.....c.ooioiiiiiitiiiee ettt et ot e er e ch et en s 11
8 81,5 OPrAtiONAL ISSUES..........ccooviiieiiieiiec ettt st es e s seseneen s 12
S 8.1.6  Business CONURUILY PIGHAING ...........coocviiiveiactiiieeie e eteaeseeeaansisecaaa e snveesnstaa s e seaansesscaansanseenns 13
g 817 PRYSICAL SECUFILY ..ottt o et ch ettt er st eneen s 13
= 8.2 IT SYSTEM SPECIFIC SAFEGUARDS .....cocviiiiiiititieiieit sttt ettt et ss s bt et I8
% 8.2.1 Identification and Authentication (I&A)............cc.cccoiiiiiiiiiiniiniii e 18
5 8.2.2  Logical Access Control and AUdiL................c..c.cccoviiiiiiiniiiiniiiieiiitiii et 19
; 8.2.3  Protection against MaliCiOUS COE .............c.coeeceiieiieiieeeiieieeeeeieieeeie e ees v ee e s e anes 19
g 8.2.4  Network Mana@ement ..............c.cccooeeviccieiiieiniiiieit it er ettt et st sos et e ene s 20
§ 8.2.5  CFYPIOZIAPHY «.c.ooeveeeee et ettt e e et b st e e e et e s s s es e et e b e essnases e s anba e ensensnnse s 21
a)
o 9  BASELINE APPROACH: SELECTION OF SAFEGUARDS ACCORDING TO THE TYPE OF IT
3 SYSTEM.. 24
,5, 9.1 GENERALLY APPLICABLE SAFEGUARDS ... .uvitirieiieinrttaeesiteaeeene s ensesessessssessssasessessesesssnessssssnesssssnssnsseen 25
S 9.2 IT SYSTEM SPECIFIC SAFEGUARDS ....ccouiviiti ittt st ssis s st ss s s st s s st sn s sasnsssessnssnon 26
c
Nt 10 SELECTION OF SAFEGUARDS ACCORDING TO SECURITY CONCERNS AND THREATS.. 27
(%
é 10.1 ASSESSMENT OF SECURITY CONCERNS ..o..ititteentceeneraesessenessenscressessesesssssesesssnsesesssnessssssnssssssanssnsssanssns 27
g 10.1.1 L0SS Of CONfIAERIIAIILY ..ottt ettt ettt e er e 28
- 10.1.2 LOSS Of TNECZIID ..ottt et ettt e et er e 28
@ 10.1.3 LOSS 0f QVailability...........oo.ccooeviiiiiiiiiieiriiiiieiies ettt 28
W 10.1.4 LOSS 0f QCCOURLADIIILY ..ottt et er e er s 29
z 10.1.5 LOSS Of QUIRCHIICTLY «.....ovoiiivit ettt ettt et eb e en e eseae 29
2 10.1.6  L0SS Of reliability ...........ccooocooooviiiiiiiiiiiiiiiiic e 29
2 10.2 SAFEGUARDS FOR CONFIDENTIALITY Loviiiiiiiiiiiiie i s s s s s s s 30
é 10.2.1  EQVESAFOPPING ....c.oeeevee e sttt s sh st s et bbb st b s et 30
2
e}
@
3
3
<
Documents

Document Sharing Hub

Full document details: AS 13335.4-2003


http://www.avadocuments.com/doc/as-13335-4-2003
http://www.avadocuments.com/doc/as-13335-4-2003

Accessed by MONASH UNIVERSITY LIBRARY on 16 Jun 2015 (Document currency not guaranteed when printed)

Page
10.2.2 Electromagnetic FAAIAUION ................cccovoevioeiierceerieneeeraeeeetsavae s e v s e esaeeea s s s e e aese e anseeaneas 30
10.2.3 MOATICIOUS COA@ ..o vecvaii et et e e eae et e s et a e s e e s et aemsenseesssareenteansaesaeas 31
10.2.4 Masquerading Of USEr IAENIILY .........cccooveeiriiiieir e ceie et ee et e sa e e e s s e s et searsesaeaarseaee s 31
10.2.5 Misrouting/re-routing Of MESSUZES .......c.coeveruirerenrireeees et eies st eiaaraesieaesaeseeassaerseesaeseenteaseeases 31
10.2.6  SOfIWAFE fAITUFE. ...ttt ot ch st er e s 31
10.2.7 TREST ottt ettt ettt et et e r e et eb e ebar e b an e n e ebar e n e eben e eban b n e eban e neerenbanas 32
10.2.8 Unauthorized access to computers, data, services and appliCcations ...............ccoeoveeereeveeennnnn. 32
10.2.9 Unauthorized access (0 SIOPAZE MEIA ........cccoocoeeeeeeiieeeieiieeieseeeestaeceesaaniaessessesseseasaenssessann 32
10.3 SAFEGUARDS FOR INTEGRITY 1o tutttiieiieeeeeetieeesensaeesssnaseenssnasssssssessessssessssssesssssasessssesassssnesssssanasnsseasssnes 33
10.3.1 Deterioration of SIOFAZE MEAIA. ...........cccoocueeeeieiieeeeieieecie e etaeeetaaiseeseassaesessessessaassesnsenn 33
10.3.2 MUAIRTERATICE @FFOF ..ottt tee ettt etk e st et te bt e e nn s enbe st asnesesneseannteenn 33
10.3.3 MALICIOUS COA@ ... coe e ce ettt et ee et e e ee e s esa e e e e e an s e e anssesseasseeaeenbasnsseasann 33
10.3.4 Masquerading Of USEF IA@NIILY ......cc..ccovreiiieie et ceieete et eeie e e et e e e e eeneanseseaseeessessanssensann 33
10.3.5 MiSrouting/re-rOUtiNgG Of ESSUZES ......ovcveivireeeeeeiieeeeeareeeeaseeeeeataaneseesaansssssesnsaessessesseansasssesnsenn 34
10.3.6 NOF=REPUATALION ..ot ettt as e e et e e et aens s s eanesesseaseseseensaansseesann 34
10.3.7 SOFIWAFE JATTUFC. ........oceiieeiiee ettt sa e e e e s e anseeaseasee s e asaansseeneannes 34
10.3.8  Supply failure (power, air CONAIEIONIAG)........c.oe.veeiveiiiiieieeiiiieiiiiir et e er e 34
10.3.9 TECHRICAL fAIIUPE ...ttt e es e en e 35
10.3.10  TrANSMUESSION @FFOFS «...coevieeiviercntis et ce et aseeeess e aseeaes e sems s etseeatsaesens st e e s e aneeaas e ambenansecasnserans 35
10.3.11  Unauthorized access to computers, data, services and applications ...............cc.ooveevavvevereerene. 35
10.3.12  Use of unauthorized programmes and dQia................c.ccccuvccciiniciininnriniiinicinrce e 36
10.3.13  Unauthorized access t0 SIOPAZE MEAIA ..........c..cuveveevirreeenrirerisariereariesceaessesiesssseseessesasaesenaasaes 36
LO.3.14  USCE @FFOF oottt ettt ettt ettt st as s e s aeb et e st e e e eneerceaanieeanneneenses 36
104 SAFEGUARDS FOR AVAILABILITY w.ooviiiiiiiiiiiiiiicic i e s sr st s s 36
10.4.1 DESIFUCIIVE QUIACK ..o ettt sa e e st e a e s et e nsassesatsabse st eaabaeecaamaenns 37
10.4.2 Deterioration Of SIOPAZE MEIA. .............c..cccueiicvieeiriiireriieeresrir e et e et arse e arae e asaenees 37
10.4.3 Failure of communication equipment GNd SEFVICES........c..ovceiviirierieeiricrieaieeseserassieeeaansinnceasenaes 37
10.4.4 FFIF@, WATEE ..ottt ettt ettt st eb e e se bttt st e st e e bt anceeenaes 38
10.4.5 MAINECHANCE @FFOF ..o ivoeeee ettt ettt s eb s b s ans s et r et st e e it e enceaenses 38
10.4.6 MOTICTOUS COAE ...coeieeeiiee ettt s s et s et eaetnesteantnessearans e enaanneeens 38
10.4.7 Masquerading of uSer IdeRTILY ...........co.cccoeviiiiiniiriiees ittt et e 38
10.4.8 Misrouting/re-rOUting Of MESSAZES ........ccceveceiuiniieireiieieieieareieie ettt e e 39
10.4.9 MISUSE Of FESOUFCES......c.iieeeritiieiiee ettt ettt st e 39
1O 4. 10 NGIUEQL AISASTOFS ...o.vviiereirces e e eee et ea e e s e aeas e se e e aae s e e e e s esneanesessensecrsesarasneses 39
10.4.11  SOfIWAFE JAIIUFES ......c..coiiieriiiieiiee ettt e et er ettt e en e nae 39
10.4.12  Supply failure (power, air CORAIIONING).............oovieiiiieiiiieieeireieiiicreiee ettt 40
10.4.13  TeCRRICAL JATIUFES.........ccoooieriiiieiies ettt ettt sv et een e nae 40
JO4 14 TRET oottt e s et sa et es b et e bt e s e s anb et ess et es b e e bt st e en e eranbaenenns 40
10.4.15  Traffic 0Verloading ................cc.cccoevimieiiiiiiieiiiiieie ettt er et en e 40
10.4.16  TFANSIUISSION @FFOFS c.eevreiveieteiree et aeeeanee st e e et s ease oot atsese st e satsesne e aseteeanesensetaeanenoseesrasnanen 41
10.4.17  Unauthorized access to computers, data, services and applicQtions ...........cccocoveeeveoicvirearenen. 41
10.4.18  Use of unauthorized programmes and data...............c.c.cooeeiveoiivieaniiiriairiinceiraineesie s sesaraeseas 41
10.4.19  Unauthorized access 10 SIOFAZE MEAIA .............ccccoviveieeriirisiierieiriescceersoesiraaseesieasae e araeseeas 42
JO4.20 USEE @FFOF .ottt ettt et et as e e s s bt a st s s et eateaeseteenstsancsambeeaebcnanneeas 42
10.5  SAFEGUARDS FOR ACCOUNTABILITY, AUTHENTICITY AND RELIABILITY ...cociiiiiiiiniiiriniinne e 42
10.5.1 ACCOURIADITILY ..o oot ev e eb et et e bt teaebeeatean b e s st b e sbe s e abserneeane 42
10.5.2 AUIREHIICIIY oo ce ettt et ettt e eb e s a b e ea s e st e e s bt ea a2 beeateanbees o anaabbeseeaamnerneeane 42
10.5.3 REUADITILY ..ottt ettt ettt sttt ettt et ar e et ar e neeran s eranaanas 43
11  SELECTION OF SAFEGUARDS ACCORDING TO DETAILED ASSESSMENTSS...coviiimimrcsrsns 43
11.1 RELATION BETWEEN PART 3 AND PART 4 OF THIS TECHNICAL REPORT .....covvviiiiiiinciiriereeee e eieraeee e 43
112 PRINCIPLES OF SELECTION ..ottt et er e sr st s e ot s sa s ana s ssas st snsa s 43
12 DEVELOPMENT OF AN ORGANIZATION-WIDE BASELINE 45
13 SUMMARY 46
BIBLIOGRAPHY Documents

Document Sharing Hub

Full document details: AS 13335.4-2003


http://www.avadocuments.com/doc/as-13335-4-2003
http://www.avadocuments.com/doc/as-13335-4-2003

Page
ANNEX A CODE OF PRACTICE FOR INFORMATION SECURITY MANAGEMENT......ccccerveennee 47
ANNEX B ETSI BASELINE SECURITY STANDARD FEATURES AND MECHANISMS ......cuvceuee. 49
ANNEX C IT BASELINE PROTECTION MANUAL 51

ANNEX D NIST COMPUTER SECURITY HANDBOOK

7]

3

ANNEX E MEDICAL INFORMATICS: SECURITY CATEGORISATION AND PROTECTION FOR
HEALTHCARE INFORMATION SYSTEMS 55

ANNEX F TC68 BANKING AND RELATED FINANCIAL SERVICES - INFORMATION SECURITY
GUIDELINES 56

ANNEX G PROTECTION OF SENSITIVE INFORMATION NOT COVERED BY THE OFFICIAL
SECRETS ACT - RECOMMENDATIONS FOR COMPUTER WORKSTATIONS............ 58

ANNEXH CANADIAN HANDBOOK ON INFORMATION TECHNOLOGY SECURITY.......cccuuee. 60

Accessed by MONASH UNIVERSITY LIBRARY on 16 Jun 2015 (Document currency not guaranteed when printed)

Documents

Document Sharing Hub

Full document details: AS 13335.4-2003


http://www.avadocuments.com/doc/as-13335-4-2003
http://www.avadocuments.com/doc/as-13335-4-2003

Vi

NOTES

Documents

(paund usym pasjuesent Jou Aousiind JuBWINI0Q) GTOZ UNL 9T U0 AHVHEIT ALISHIAINN HSYNOW Aq passadoy

Document Sharing Hub

Full document details: AS 13335.4-2003


http://www.avadocuments.com/doc/as-13335-4-2003
http://www.avadocuments.com/doc/as-13335-4-2003

Accessed by MONASH UNIVERSITY LIBRARY on 16 Jun 2015 (Document currency not guaranteed when printed)

AUSTRALIAN STANDARD

Information technology — Guidelines for the management of IT
Security —

Part 4:
Selection of safeguards

1 Scope

This part of ISO/IEC TR 13335 provides guidance on the selection of safeguards, taking into account
business needs and security concerns. It describes a process for the selection of safeguards according
to security risks and concerns and the specific environment of an organization. It shows how to
achieve appropriate protection, and how this can be supported by the application of baseline security.
An explanation is provided on how the approach outlined in this part of ISO/IEC TR 13335 supports
the techniques for the management of IT security laid out in ISO/IEC TR 13335-3.

2 References

ISO/IEC 13335-1: 1997 Guidelines for the Management of IT Security - Part 1: Concepts and
Models

ISO/IEC 13335-2: 1997 Guidelines for the Management of IT Security - Part 2: Managing and
Planning IT Security

ISO/IEC 13335-3: 1997 Guidelines for the Management of IT Security - Part 3: Techniques for
the Management of IT Security

ISO/IEC 10181-2: 1996 Information technology - Open Systems Interconnection - Security
frameworks for open systems: Authentication framework

ISO/IEC 11770-1: 1996 Key Management - Part 1: Framework

3 Terms and definitions

For the purposes of this part of ISO/IEC TR 13335, the terms defined in ISO/IEC TR 13335-1 apply:
accountability, asset, authenticity, availability, baseline controls, confidentiality, data integrity, impact,
integrity, IT security, IT security policy, reliability, residual risk, risk, risk analysis, risk management,
safeguard, system integrity, threat, and vulnerability. In addition, the following terms are used:

3.1
authentication
provision of assurance of the claimed identity of an entity (ISO/IEC 10181-2)

3.2
identification
process of uniquely determining the unique identity of an entity

4 Aim

The aim of this part of ISO/IEC TR 13335 is to provide guidance on the selection of safeguards. This
guidance is provided for the situations where, for an IT system, a decision is taken to select
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safeguards:

e according to the type and characteristics of the IT system,
e according to broad assessments of security concerns and threats,
e in accordance with the results of a detailed risk analysis review.

In addition to this guidance, cross references are provided to indicate where safeguard selection can be
supported by the use of publicly available manuals containing safeguards.

This part of ISO/IEC TR 13335 also shows how an organization (or part of the organization) - wide
baseline security manual can be produced. Detailed network security safeguards are mainly dealt with
in the documents referenced in the annexes A - H; ISO is currently developing several other
documents on network security.

5 Overview

Clause 6 provides an introduction to safeguard selection and to the concept of baseline security.
Clauses 7 to 10 deal with the establishment of baseline security for an IT system. In order to select the
appropriate safeguards, it is necessary to make some basic assessments, no matter whether more
detailed risk analyses will follow later. These assessments are described in clause 7 which includes the
consideration of:

what type of IT system is involved (e.g. a standalone PC, or connected to a network),

what are the IT system's location(s) and surrounding environmental conditions like,

what safeguards are already in place and/or planned, and

whether the assessments made provide enough information to select baseline safeguards for the IT
system?

Clause 8 provides an overview of safeguards to be selected, divided into organizational and physical
safeguards (which are selected according to security relevant needs, concerns and constraints) and IT
system specific safeguards, both grouped into safeguard categories. For each safeguard category, the
most typical types of safeguards are described, including a brief explanation about the protection they
are aimed at providing. Specific safeguards within these categories, and their detailed description, can
be found in baseline security documents which are referenced in annexes A to H of this document. In
order to facilitate the use of these documents, a cross-reference between the safeguard categories of
this document and the chapters of the various documents in the annexes is provided in a table for each
safeguard category.

If it is decided that the type of assessment described in clause 7 is detailed enough for the selection of
safeguards, clause 9 provides a list of applicable safeguards for each of the typical IT systems
described in 7.1. If safeguards are selected based on the type of IT system, separate baselines might be
necessary for standalone workstations, networked workstations or servers. To achieve the required
level of security, all that is necessary to select the safeguards applicable under the specific
circumstances, is to compare these with the safeguards already existing (or planned), and to implement
those which are not already implemented.

If it is decided that a more in-depth assessment is necessary for the selection of effective and suitable
safeguards, clause 10 provides support for that selection taking into account the high level view of
security concerns (according to the importance of the information) and likely threats. Hence, in this
section, the safeguards are suggested according to the security concerns identified, taking into account
the relevant threats, and finally the type of IT system is considered. The Figure 1 gives an overview of
the ways to select safeguards described in clauses 7, 9, and 10.
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Basic Assessments
(Clause 7)

Identification of the Type of
IT System (Clause 7.1)

Identification of Physical/Environmental
Conditions (Clause 7.2)

Assessment of Existing/Planned Safeguards
(Clause 7.3)

l More

Advanced
Approach

Simple
Approach Simple or More
Advanced Baseline

Approach?

Baseline Approach: Selection of Safeguards Selection of Safeguards
According to the Type of IT System According to Security Concerns and Threats
(Clause 9) (Clause 10)
Generally Applicable Safeguards Assessment of Security Concerns
(Clause 9.1) (Clause 10.1)
IT System Specific Safeguards Safeguards for Confidentiality
(Clause 9.2) (Clause 10.2)

Safeguards for Integrity
(Clause 10.3)
Safeguards for Availability
(Clause 10.4)

Safeguards for Accountability, Authenticity
and Reliability (Clause 10.5)

www.standards.com.au

Figure 1

Selection of Safeguards According to the Type of IT System
or According to Security Concerns and Threats

Clauses 9 and 10 both describe a way to select safeguards from baseline security safeguard documents,
which can be applied either for an IT system, or to form a set of safeguards applicable to a range of IT
systems in defined circumstances. By focusing on the type of IT system considered, the approach
proposed in clause 9 yields the possibility that some risks are not adequately managed, and that some
safeguards are selected which are not necessary or not appropriate. The approach suggested in
clause 10 to focus on security concerns and associated threats is likely to produce a more optimised set
of safeguards. Clauses 9 and 10 can be used to support safeguard selection without more detailed
assessments in all instances that fall within the scope of baseline protection. However, if a more
detailed assessment, i.e. detailed risk analysis, is used, clauses 9 and 10 can still support the safeguard
selection.

Clause 11 deals with the situation where it is decided that detailed risk analysis is necessary because of

high security concerns and needs. Guidance on risk analysis is provided in ISO/IEC TR 13335-3.
Clause 11 describes the relationships between parts 3 and 4 of ISO/IEC TR 13335 and how the results
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of the techniques described in part 3 can be used to support safeguard selection. It also describes other
factors which might influence the safeguard selection, like any constraints that have to be considered,
any legal or other requirements which have to be fulfilled, etc. The approach considered in clause 11 is
different from the approaches described in clauses 9 and 10 in that it gives guidance for selecting a set
of safeguards that is optimised to a particular situation. This approach is not a baseline approach, but
might nevertheless be used to select safeguards to complement (i.e. add to) baseline safeguards in
some circumstances. Alternatively, this approach might be used without any relation to baseline
protection.

Clause 12 deals with the establishment of a baseline security manual (or catalogue) for the whole
organization or for parts of the organization. For the establishment of a baseline security manual (or
catalogue), the safeguards previously identified for IT systems or groups of IT systems are considered
and a common set of safeguards is identified. Depending on security needs, concerns, and constraints,
different levels of baseline security can be chosen. The advantages and disadvantages are discussed in
order to facilitate a suitable decision for each organization.

Finally, this part of ISO/IEC TR 13335 is summarized in clause 13 and a bibliography and annexes A
to H give an overview of the safeguard manuals referenced in clause 8.

6 Introduction to Safeguard Selection and the Concept of Baseline
Security

The following clause gives a brief overview of the topic of safeguard selection, and how and when the
concept of baseline security can be used in that process. There are two main approaches to safeguard
selection, i.e. using a baseline approach and carrying out detailed risk analyses. There are several
different ways of conducting detailed risk analyses, one of which is described in detail in
ISO/IEC TR 13335-3 and is called detailed risk analysis. Part 3 also discusses the advantages and
disadvantages of the different approaches to risk analysis, and thus safeguard selection.

Conducting a detailed risk analysis has the advantage that a comprehensive view of the risks is
achieved. This can be used to select safeguards which are justified by the risks, and thus should be
implemented. This avoids the provision of too much or too little protection. As this can require a
considerable amount of time, effort and expertise, it may be most suitable for IT systems at high risk,
whereas a simpler approach can be considered to be sufficient for lower risk systems. Using a high
level risk analysis can identify the lower risk systems. This high level risk analysis does not need to be
a formalized or complex process. Safeguards for low risk systems can be selected by applying baseline
security. Baseline security is at least the minimum level of security defined by an organization for each
type of IT system. This level of baseline security is achieved by implementing a minimum set of
safeguards known as baseline safeguards.

Because of differences in the safeguard selection process, two different ways of applying the baseline
approach are considered in this document;:

e using a baseline approach where safeguards are recommended according to the type and
characteristics of the IT system considered, and

e using a baseline approach where safeguards are recommended according to security concerns and
threats, as well as taking into account the IT system considered.

In order to have an overview of the different parallel ways of safeguard selection this document
provides, it helps to view Figure 1 as part of a bigger picture (shown in Figure 2) which also gives an
idea of the relation between parts 3 and 4 of ISO IEC TR 13335.
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Figure 2 — Ways of Safeguard Selection

The baseline approach to be used should be chosen depending on the resources which can be spent on
the selection process, the perceived security concerns, and the type and characteristics of the IT system
considered. If an organization does not wish to spend a lot of time and effort on the selection of
safeguards (for whatever reason), a baseline approach suggesting safeguards without further
assessments may be suitable. However, if the organization's business operations are moderately
dependent on the IT system or service, and/or the information handled is sensitive, it is very likely that
additional safeguards will be required. In this case, it is highly recommended that at least a high level
view is taken of the importance of the information and likely threats to gain a better focus of the
safeguards needed to protect the IT system most effectively. If the organization's business operations
are heavily dependent on the IT system or service, and/or the information handled is very sensitive, the
risks may be high, and a detailed risk analysis is the best way to identify appropriate safeguards.

Specific safeguards should be identified based on detailed risk analysis where

e the type of IT system considered is not represented appropriately by the types considered in this
report,

e it is felt that the business or the security needs are not commensurate with the solutions suggested
in these clauses, or
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e a more detailed assessment is warranted anyway due to potential high risks or the significance of
the IT system to the business.

1t should be noted that even when a detailed risk analysis is undertaken, it may still be useful to apply
baseline safeguards to an IT system.

The first decision an organization has to make is whether to use a baseline approach on its own, or as
part of a more comprehensive risk analysis strategy (see ISO/IEC TR 13335-3). In taking this
decision, it should be noted that in using the baseline approach on its own the resultant process for the
selection of safeguards may result in less optimised security than if a wider risk analysis strategy was
adopted. However, the lower costs and less resources needed for the selection of security safeguards,
and the achievement of at least a minimum level of security for all IT systems, could be reasons for
deciding to follow a baseline approach on its own.

Baseline protection for an IT system can be achieved through the identification and application of a set
of relevant safeguards which are appropriate in a variety of low risk circumstances, i.e. they fulfil at
least the minimum security needs. For example, the appropriate baseline security safeguards can be
identified through the use of catalogues which suggest sets of safeguards for types of IT systems to
protect them against the most common threats. These catalogues of safeguards contain information on
safeguard categories or detailed safeguards, or both, but generally do not indicate which safeguards
should be applied in particular circumstances. It is possible that if an organization’s (or part of an
organization’s) IT systems are very similar in nature and service provided, that safeguards selected
through a baseline approach could apply to all IT systems. Figure 3 shows the different ways of using
a baseline approach discussed in this part of ISO/IEC TR 13335.
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Figure 3 — Approaches to Safeguard Selection

If an organization decides to apply baseline security to either the whole organization or parts of it, it is
necessary to decide which parts of the organization are suitable to be protected by the same baseline,
and what level of security this baseline should be aimed at. In most cases when using baseline
security, a lesser level of security should not be allowed, whilst additional safeguards should be
implemented where justified and necessary to manage medium and high risks. Alternatively, the
baseline could reflect an average level for the organization, i.e. exceptions would be permitted above
and below the baseline if they were justified, for example, by the results of risk analysis.
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One of the benefits of baseline security is that if it is applied to a group of IT systems, a certain
security level can be relied on throughout that group. In these circumstances, it is usually most
beneficial to develop and document an organization or department-wide baseline catalogue of security
safeguards.

7 Basic Assessments

The process of safeguard selection always requires some knowledge of the type and characteristic of
the IT system considered (for example, a standalone workstation, or a workstation connected to a
network), since this has significant influence on the safeguards selected to protect the system. Also, it
is helpful to have an idea of the infrastructure, in terms of buildings, rooms, etc. Another important
factor involved in the selection of safeguards is the assessment of existing and/or planned safeguards.
This avoids unnecessary work, and waste of time, effort, and money. Hence, it is highly recommended
that the assessments described in clause 7 always are used as a basis for the selection of safeguards.
When selecting safeguards, business requirements and the organization’s approach to security should
be taken into account (see also ISO/IEC TR 13335-2). Finally, it is necessary to determine whether
these assessments provide enough information for the selection of baseline safeguards, or whether a
more detailed assessment (as described in clause 10) or a detailed risk analysis (as covered in
clause 11) is necessary.

71 Identification of the Type of IT System

For the assessment of an existing or planned IT system, the IT system considered should be compared
with the following components, and the components representing the system should be identified. In
clause 9, safeguards are suggested for each of the components listed below. Components to choose
from are:

e standalone workstation,
e workstation (client without shared resources) connected to a network,
e server or workstation with shared resources connected to a network,

7.2 Identification of Physical/Environmental Conditions

The assessment of the environment includes the identification of the physical infrastructure supporting
the existing and planned IT system, as well as related existing and/or planned safeguards. Since all
safeguards should be compatible with the physical environment, these assessments are essential for a
successful selection. When considering the infrastructure, the following questions can be helpful. The
reader should also think of the environment of the organization and any special circumstances that
need to be taken into account.

e Perimeter and building
- Where is the building situated - within its own site with a perimeter fence, or on the street at a
place with lots of traffic etc.?
- Is the building single or multi-occupancy?
- If multi-occupancy, who are the other occupants?
- Where are the sensitive/critical areas?
e Access control
- Who has access to the building?
- Is there a physical access control system in place?
- How robust is the structure of the building?
- How robust are the doors, windows etc. and what protection is afforded to them?
- Is the building guarded and if so is it for 24 hours per day or only during working hours?
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- Is the building and/or room housing critical IT equipment fitted with intruder alarms?
e Protection in place
- How is (are) the room(s) containing the IT system protected?
- What fire detection, alarm, and suppression facilities are fitted and where?
- What water/liquid leakage detection, alarm and dissipation facilities are fitted and where?
- Are support utilities like UPS, plumbing and air conditioning (to control the temperature and
humidity) in place?

By answering these questions, the existing physical and related safeguards can easily be identified. It
is worth noting that it is not a time consuming exercise when considering a building location to
identify issues concerning the doors, locks and physical access controls and procedures at the same
time.

7.3 Assessment of Existing/Planned Safeguards

After assessing the physical environment conditions and the components of the IT system, all other
safeguards already in place or planned for should be identified. This is necessary to avoid an already
existing or planned safeguard being reselected, and the knowledge of the safeguards implemented or
planned helps to select further safeguards acting in combination with them. When selecting
safeguards, the compatibility of the existing safeguards with the selected ones should also be
considered. A safeguard may conflict with another or hinder its successful operation and the protection
provided.

For the identification of existing or planned safeguards, the following activities can be helpful:

e have a look at documents containing information about the safeguards (for example, IT security
plans or concepts) - if the security process is well documented, all existing or planned safeguards
and the status of their implementation should be listed there,

e check with the persons responsible (e.g. IT system security officer, building manager or operations
manager) and the users as to which safeguards are really implemented for the IT system under
consideration, and

e walk through the building viewing the safeguards, compare those implemented with the list of
what safeguards should be there, and check those implemented as to whether they are working
correctly and effectively.

It may be determined that existing safeguards exceed current needs. In this case, consideration should
be given to removing these safeguards. If removing redundant or unnecessary safeguards is
considered, security and cost factors should be taken into account. Since safeguards influence each
other, removing a redundant safeguards might reduce the overall security in place. In addition, it can
be cheaper to leave safeguards in place then to remove them, or, especially if the safeguards have high
maintenance costs, it can be cheaper to remove them.

8 Safeguards

The following clause provides an overview of possible safeguards to be implemented to improve
security. Some of these safeguards are mechanisms, others can be considered as procedures, which
ought to be in place. Organizational and physical safeguards which could be applicable for IT systems
are summarized in 8.1. Safeguards specific to an IT system are considered in 8.2. It should be noted
that safeguards are described regardless of the way by which they might be selected, i.e. some of these
safeguards might be selected using any way, others might only be identified carrying out detailed risk
analysis.

To make it easier to describe the various types of safeguards, safeguard categories have been
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introduced. The following subclauses contain a brief description of these safeguard categories, and
which types of safeguards are relevant to them. Also, references to the manuals listed in annexes A to
H (for references [A] to [H] see the bibliography at the end of this document) are provided, pointing to
where more detailed information can be found about the safeguards mentioned here.

8.1 Organizational and Physical Safeguards

At the end of this clause tables relating to each subsection show where to find additional information
about the safeguard categories mentioned.

8.1.1  IT Security Management and Policies

This safeguard category contains all those safeguards dealing with the management of IT security, the
planning of what should be done, assignment of responsibilities for these processes, and all other
relevant activities. These safeguards have already been introduced in parts 1 to 3 of
ISO/IEC TR 13335. The aim of these safeguards is to achieve an appropriate and consistent level of
security throughout an organization. Safeguards in this area are listed below.
1. Corporate IT Security Policy
A written document should be developed which contains rules, directives and practices describing
how assets are managed, protected and distributed within an organization. It should indicate the
need for, and provide guidance on the content of the IT system security policy documents.
2. IT System Security Policy
For each IT system, an IT system security policy should be developed which describes the

=) safeguards which are in place or should be implemented. The procedures to be followed to secure

E this system, and where possible a summary of the security concerns and/or risks which justify the

g safeguards.

£ 3. IT Security Management

8 The management of IT security should be formalized and co-ordinated within the organization in a

£ manner appropriate to its size, for example by establishing an IT security committee and

8 nominating a person (often an IT security officer) being responsible for the security of each IT

2 system.

> 4. Allocation of Responsibilities

= The responsibilities for organization-wide IT security should be clearly documented and allocated

% according to the corporate IT security policy and IT system security policies.

= 5. Organization of IT Security

E All business processes which can support IT security (e.g. procurement, co-operation with other

é organizations) should be organized to provide that support in a secure manner.

Y 6. Asset Identification and Valuation

8 All assets within an organization and for each IT system should be identified, and their value to

5 the conduct of business should be assessed.

9 7. Approval of IT Systems

5 Approval of IT systems should take place according to the IT security policy. The approval

& process should aim at ascertaining that the safeguards implemented provide an appropriate level of

% protection. It should taken into account that an IT system might include networks and underlying

E communications.

=

@

w 8.1.2  Security Compliance Checking

5 It is important that compliance is maintained with all required safeguards, and relevant laws,

i) regulations and policies, since any safeguard, regulation or policy can only be working as long as users

3 comply, and systems conform, with them. Safeguards in this area are listed below.

= 1. Compliance with IT Security Policies and Safeguards

- Regular checks should be conducted to ensure that all safeguards that should be in place, as listed

2 in the corporate 1T security policy and the relevant IT system security policy, and other relevant
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documents, e.g. security operating procedures documents and disaster recovery plans, are
implemented correctly, used correctly and effectively (including by end users), and tested, if
necessary.
2. Compliance with Legal and Regulatory Requirements

The compliance checks mentioned above should encompass ensuring that all legal and regulatory
requirements related to the country or countries in which the IT system is located, are met. Where
this legislation exists, this includes legislation on data protection and privacy, software copying,
safeguarding of organizational records, misuse of IT systems or cryptography.

8.1.3 Incident Handling

Everybody in the organization should be aware of the need to report security incidents, including
software malfunctions, and identified weaknesses, as quickly as possible. The organization should
provide a reporting scheme which makes that possible. Incident handling includes:
1. Reporting of Security Incidents
Each employee should be aware of the commitment to report security incidents. Incidents can also
be identified and reported by tools. In order to facilitate effective incident handling, a reporting
scheme and contact points within the organization should be provided by the organization.
2. Reporting of Security Weaknesses
If users are noting any security relevant weaknesses, they should report them to the person
responsible as soon as possible.
3. Reporting of Software Malfunctions
If users are noting any security relevant software malfunctions, they should report them to the

g person responsible as soon as possible.
£ 4. Incident Management
& A management process should be in place that supports the protection against incidents, their
2 detection and reporting, and appropriate reaction to the incident. Information about incidents
3 should be collected and evaluated to avoid incidents in the future and limit the damage, if they
8 occur.
S
2
£ 8.1.4 Personnel
(&)
é Safeguards in this category should reduce the security risks resulting from errors or intentional or
3 unintentional breaking of security rules by personnel (permanent or contracted). Safeguards in this
|5 area are listed below.
% 1. Safeguards for Permanent and Temporary Staff
8 All employees should be aware of their security roles and responsibilities. All security relevant
9 procedures, which should be followed by the personnel, should be stated in a document.
§ Employees should be subject to recruitment checks before employment, and a confidentiality
3 agreement should be signed if that is necessary.
3 2. Safeguards for Contracted Personnel
E Contracted personnel (e.g. cleaning or maintenance staff) should be controlled, as well as any
& other visitor. Contracted, certainly long-term, personnel should sign a confidentiality agreement
& before having access (physical or logical) to the organization's IT facilities.
3 3. Security Awareness and Training
= All personnel who use, develop, support and have access to IT equipment should receive regular
e security awareness briefings and material. This should ensure that the personnel are aware of the
% importance of the information processed to the business, associated threats, vulnerabilities and
2 risks, and thus understand why safeguards are needed. Users should also be trained to use IT
@ facilities correctly, to avoid errors. For selected personnel, e.g. IT security officers, security
g administrators, more specific security training might be necessary.
2 4. Disciplinary Process
2 All employees should be aware of the consequences of an (intentional or unintentional) violation
2 of the organization-wide and specific IT system security policies or any other documented security
g agreement.
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8.1.5 Operational Issues

Safeguards in this area aim at all procedures maintaining the secure, correct and reliable functioning of

the IT equipment and related system(s) used. Most of these safeguards can be realized by

implementing organizational procedures. Operational safeguards are necessary in combination with

other, for example, physical and technical, safeguards. Safeguards in the area of operational issues are

listed below.

1. Configuration and Change Management
Configuration management is the process of keeping track of changes to IT systems. Its primary
security goal is to ensure that changes to IT systems do not reduce the effectiveness of safeguards
and the overall security provided. Change management can contribute to the identification of new
security implications when changes occur to IT systems.

2. Capacity Management
Capacity management should be used to avoid failures due to inadequate capacity. Future capacity
requirements and current trends should be taken into account when assessing the capacity
necessary for an IT system.

3. Documentation
All aspects of IT configurations and operations should be documented to ensure continuity and
consistency. The security of an IT system also needs to be documented in the IT system security
policy, security operating procedures document, and business continuity strategy report(s) and
plan(s). The documentation should be current and accessible.

4. Maintenance
IT equipment should be correctly maintained to ensure its continued reliability, availability and
integrity. All security requirements that have to be met by the maintenance providers should be
fully documented in the maintenance contracts. Maintenance should take place in accordance with
the supplier's contract, and should only be done by authorized personnel.

5. Monitoring Security Relevant Changes
Changes to the impacts, threats, vulnerabilities, and risks and their associated characteristics
should be monitored. The monitoring should include both existing and new aspects. The
environment within which the system is located should also be monitored.

6. Audit Trails and Logging
Auditing and logging capabilities of servers (for example, audit trail recording and analysis
facilities), networks (for example, the auditing facilities of firewalls or routers) and applications
(for example, the auditing facilities of messaging applications or transaction processing
applications) should be utilised to record details of security relevant events. This includes details
of readily identifiable unauthorized or error events and details of apparently normal events that
may need to be analysed at a later date. Audit trails and logs should be regularly reviewed to
detect unauthorized activities and allow appropriate corrective measures to be taken. Events in
logs should also be analysed for repetition of similar events that may indicate the presence of
vulnerabilities or threats for which inadequate safeguards are present. Such analysis may also
reveal patterns in apparently unrelated events which may allow identification of people performing
unauthorized activity or the root cause of a security problem.
NOTE In this text ‘auditing capabilities’ of systems and applications and ‘logging capabilities’ are used to mean the

same thing. Whilst such capabilities can be used to support broader audits of financial integrity they only meet part of
the requirements for such activity and the reader should be aware of this terminology usage.

7. Security Testing
Security testing should be used in order to ensure that all IT equipment and all related software
components are operating in a secure manner. Security testing should encompass the security
requirements defined in the IT system security policy and test plans, and acceptance criteria
should be established to demonstrate that the required level of security is achieved.

8. Media Controls
Media controls include a variety of safeguards to provide physical and environmental protection
and accountability for tapes, discs, printouts, and other media. This includes marking, logging,
integrity verification, physical access protection, environmental protection, transmittal, and secure
disposal.
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9. Assured Storage Deletion
The confidentiality of information previously written to a storage device should be preserved if the
information is no longer required. It should be ensured that files containing confidential material
are erased and physically overwritten or otherwise destroyed — the activation of delete functions
does not always do that. Facilities approved by the responsible personnel (e.g. the IT security
officer) should be available for the users to be used for complete and secure deletion.

10. Segregation of Duties
In order to minimize the risks and the possibilities of misuse of privileges, segregation of duties
should be applied where required and possible. In particular duties and functions which, in
combination, can lead to the circumvention of safeguards or audits, or to an undue advantage for
the employee, should be kept separate.

11. Correct Software Use
It should be ensured that no copyrighted material is copied, and that the license agreements are
obeyed for proprietary software.

12. Software Change Control
Software change control should be applied to maintain the integrity of software when changes are
made (software change controls applies only to software, whereas configuration and change
management described in safeguard area 1. of this clause applies to IT systems and their
environment as a whole). Change control procedures for software that manage all changes and
ensure that security is maintained throughout the whole process should be established. This
includes authorization for changes, security consideration for intermediate solutions, and security
checks of the final solution.

8.1.6  Business Continuity Planning

In order to protect business, especially critical business processes, from the effects of major failures or

disasters and to minimize the damage caused by such events, an effective business continuity,

including contingency planning/disaster recovery, strategy and plan(s) should be in place. This

includes the following safeguards.

1. Business Continuity Strategy
A business continuity, including contingency planning/disaster recovery, strategy should be
formulated and documented related to the IT system considered, based on the identified potential
adverse business impacts from unavailability, modification and destruction.

2. Business Continuity Plan
Based on the business continuity strategy, business continuity plan(s), including plans for
contingency and disaster recovery, should be developed and documented.

3. Testing and Updating the Business Continuity Plan
Before being accepted, a business continuity plan should be thoroughly tested to ensure that it is
working under 'real life' circumstances, and that it is known to all relevant members of the staff.
Since business continuity plans can become out-of-date quickly, it is important that they are
updated regularly. The business continuity strategy should also be updated whenever necessary.

4. Back-ups
Back-ups should be made of all important files and other business data and of important system
programs and documentation. The frequency of back-ups should be in line with the importance of
the information and the business continuity plan. Back-ups should be stored securely and
remotely, and recovery checked regularly for reliability.

8.1.7 Physical Security

Safeguards in this area deal with physical protection. They should be considered in combination with
the identification of the environment discussed in 7.2. Several of the following items apply to
buildings, secure areas, computer rooms and offices. The safeguard selection depends on which part of
the building is considered. Safeguards in this area are listed below.
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1. Material Protection
Physical safeguards to protect a building include fences, physical access control, strong walls,
doors, and windows. Secure areas within a building should be protected from unauthorized access
by physical access controls, guards, etc. Secure areas might be necessary for IT equipment, such
as servers, and associated software and data, supporting important business activities. Access to
such secure areas should be limited to the minimum number of personnel necessary, and details
recorded in a log. All diagnostic and control equipment should be securely stored and the use
should be strictly controlled.

2. Fire Protection
Equipment and surrounding areas, including access to them, should be protected against the spread
of fire from elsewhere in the building or adjacent buildings. Fire hazards in the vicinity of
rooms/areas containing equipment should be minimized. There also should be protection against
fires starting within and/or affecting all rooms/areas containing key equipment. Safeguards should
include fire and smoke detection, alarms and suppression. Care should be taken that the fire
protection does not lead to damage of IT systems from water or other extinguishing means.

3. Water/Liquid Protection
Essential facilities should not be sited in any area where serious flooding or water, or other liquid,
leakage is likely to occur. Appropriate protection should be provided where a significant threat of
flooding exists.

4. Natural Disaster Protection
Buildings containing key equipment should be protected against the effects of lightning. Also, the
key equipment itself should be protected against the effects of lightning. Protection against other
natural disasters can be achieved by avoiding areas where these are likely to happen (if possible)
and by having business continuity strategy and planning in place.

5. Protection against Theft
To achieve stock control, all items of equipment should be uniquely identifiable and an inventory
maintained. Security guards/receptionists should be encouraged to check for equipment or media
leaving rooms/areas or the building without authorization. Sensitive information and proprietary
software held on portable media (e.g. floppy discs) should be protected appropriately.

6. Power and Air-conditioning
All IT equipment should be protected from power failures, if necessary. A suitable power supply
should be provided, and an uninterruptable power supply should be introduced, if necessary.
Another aim of protection should be to ensure admissible temperature and humidity.

7. Cabling
Power and communication cabling carrying data or supporting IT services should be protected
from interception, damage and overloading. Cabling should be physically protected against
accidental or deliberate damage, and selected and laid appropriate for its purpose; careful planning
taking into account future developments can avoid a lot of problems. Wherever justified and
possible, cables should be protected against wiretapping.
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