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Preface

This Standard was prepared by the Standards Australia Committee EL-031, Alarm and electronic
security systems, to supersede AS 2201.2:2004, Intruder alarm systems, Part 2: Monitoring centres.

The objective of this document is to specify requirements for the construction, equipment, staff and
operation of centres used for the monitoring of client alarm and security systems. It also specifies a
grading system for assessing the risk profiles of such centres. The grading system may act as a guide
for customers of remote alarm monitoring services to choose the monitoring centre most suited to
their needs.

The major changes in this edition are:

(@ Inclusion of risk management processes.

(b) Inclusion of IT policy management.

(©) Updated maintenance considerations.

(d) Reference to video surveillance systems (VSS) to replace closed-circuit television (CCTV).
(e) Inclusion of new references to standards and other resources.

Alist of all parts in the AS 2201 series can be found in the Standards Australia online catalogue.

The terms “normative” and “informative” are used in Standards to define the application of the
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a
document, whereas an “informative’ appendix or annex is only for information and guidance.
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1 AS 2201.2:2022
Australian Standard®

Alarm and electronic security systems
Part 2: Monitoring centres

Section1 Scope and general

1.1 Scope

This document specifies requirements for the construction, equipment, staff and operation of centres
used for the monitoring of client systems. It also specifies a grading system for assessing the risk
profiles of monitoring centres. The grading system may act as a guide for customers of remote alarm
monitoring services to choose the monitoring centre most suited to their needs.

NOTE A checklistto provide guidance for determining the grade of the monitoring centre is given in Appendix D.

1.2 Application

Throughout this document, where clause titles include the grading level, the clause applies to the
stated grades.

Where the title does not include a grading level, the clause applies to all grades.

1.3 Assessment period

Assessment of a monitoring centre shall be conducted within the lease period of the monitoring centre
premises or 24 months, whichever is the lesser.

1.4 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document.

NOTE Documents referenced for informative purposes are listed in the Bibliography.

AS 1670.1, Fire detection, warning, control and intercom systems—System design, installation, and
commissioning, Part 1: Fire

AS 1682.2, Fire, smoke and air dampers, Part 2: Installation

AS 1851, Routine service of fire protection systems and equipment

AS 2118.1, Automatic fire sprinkler systems, Part 1: General systems

AS/NZS 2201.1, Intruder alarm systems, Part 1: Systems installed in client’s premises
AS/NZS 2201.5, Intruder alarm systems, Part 5: Alarm transmission systems

AS/NZS 62676.1.1, Video surveillance systems for use in security applications, Part 1.1: System requirements
— General (IEC 62676-1-1:2013, MOD)

AS/NZS 62676.4, Video surveillance systems for use in security applications, Part 4: Application guidelines
(IEC 62676-4:2014, MOD)

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

EN 1627, Pedestrian doorsets, windows, curtain walling, grilles and shutters - Burglar resistance -

Requirements and classification Documents
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NZS 4503, Hand operated fire-fighting equipment

1.5 Terms and definitions

For the purposes of this document, the terms and definitions given in AS/NZS 2201.1, AS/NZS 2201.5
and the following apply.

1.5.1
alternate power source
energy source used in addition to the stand-by power source

1.5.2
bureau
client that contracts their customer system monitoring needs to a monitoring centre

1.5.3
client
person or other legal entity contracting the service of the monitoring centre

Note 1 to entry: A bureau is a monitoring centre client

1.5.4

competent person

person who has acquired, through education, training, qualification or experience, or a combination of
these, the knowledge and skill enabling that person to perform the required task correctly and safely

1.5.5

continuously monitored

monitoring done via a display or other visual indicator that is available and viewable to at least one
operator from their normal seated position (without turning)

Note 1 to entry: A switched display is taken to not be continuous.

1.5.6
indicating and recording equipment
monitoring centre equipment used for displaying, recording and storing operational alarms and events

Note 1 to entry: Indicating and recording equipment does not include equipment exclusively forming part of the
alarm transmission systems that are defined in AS/NZS 2201.5.

Note 2 to entry: Operational alarms include client systems transmissions, as well as internal monitoring centre
system alarms.

1.5.7
may
indicates the existence of an option

1.5.8
legal entity
person or organisation that is bound legally for the purposes of a contract

1.5.9

client premises

location at which an alarm and electronic security system is installed and connected to a
monitoring centre

1.5.10
monitoring
ability to receive and respond to client systems transmissions
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1.5.11

monitoring centre

operational area and associated equipment for the purpose of monitoring alarm and electronic security
systems, which are displayed on the indicating and recording equipment

1.5.12

monitoring centre premises

building structure that contains the monitoring centre, including any other structure(s) on the same
title which are accessible within 30 m of the main entry door to the monitoring centre shell

1.5.13

monitoring centre shell

elements of the barrier surrounding the monitoring centre, including sallyport, permitted openings
and amenities as required

1.5.14
primary power source
energy source used to supply energy to monitoring centre equipment under normal conditions

1.5.15

sallyport

controlled entrance passage to a secure area where two or more passage doors are managed so that
only one of the doors can be open at any one time

1.5.16
shall
indicates that a statement is mandatory

1.5.17
should
indicates a recommendation

1.5.18

stand-by power sources

energy sources used to supply energy to monitoring centre equipment in the event of interruption of
power from the primary power source

1.5.19

subsistence alarm

alarm indicating a fault or failure of an item that is essential to the ongoing performance of the system
installed at the monitored location

Note 1 to entry: This can include battery low, communications errors and similar.

1.5.20

video surveillance system

VSS

system consisting of camera equipment, storage, monitoring, and associated equipment for video
footage transmission and controlling purposes

Note 1 to entry: CCTV systems are included in the more general term VSS.

[SOURCE: IEC 62676-1-1, ed. 1.0 (2013-10), Clause 3.1.24, modified]

1.6 New designs and innovations

This document does not prevent the use of materials, methods of assembly, procedures and the like that
do not conform with the specific requirements of this document, or are not mentioned in it, provided
the minimum dimensional and performance requirements specified herein are met.
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Section 2  Grading convention

2.1 General

Building services and constructions shall be assessed on a grading scale from A to C. “A” being most
resistant to attack and disaster events, and “C” being least resistant. Grading requirements for building

services and construction are described in Clause 4.

Operations, equipment and staff shall be assessed on a grading scale from 1 to 3. “1” having the highest
performance, and “3” the lowest. Grading requirements for operations, equipment and staff are

described in Clauses 5 to 11.

2.2 Grading format

The grading shall be expressed as a combination of the building services and construction parameter
(A, B or C) and the operations, equipment and staff parameter (1, 2 or 3), with A1 being the highest and

C3 being the lowest grades.

Figure 1 depicts the available gradings.

<— Building services and construction
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Figure 1 — Monitoring centre attributes

2.3 Gradings used in associated security standards

Associated security standards also have grading systems. Appendix C, Table C.1 provides indicative

comparisons between various standards.
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Section3 Risk management and assessment

3.1 General

All monitoring centres shall have a business risk management process in place. Refer to AS ISO 31000
and AS/NZS IEC 31010 for guidance.

3.2 Functionality and services within the control of the monitoring centre

Items that fall under the control of the monitoring centre should be managed according to manufacturers’
service and test specifications.

Service and maintenance reports shall be logged in accordance with Clauses 7.8 and 9.2.2. The reports
shall include (but not be limited to) information regarding:

@ Standby and alternate power systems (see Clause 8.3).
(b) Indicating and recording equipment (see Clause 9.2.2).
(0 Cyber vulnerability protection (see Clause 7.8).

(d) Fire detection and extinguishing system (see Clause 4.9).

Performance discrepancies shall be reviewed to establish that remedial action has been taken at the
time of the discrepancy occurring.
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Section4 Building services and construction

4.1 General

For a monitoring centre to meet the required grade overall, each element of the monitoring centre shall
meet the requirements specific to each grade, as detailed in this section. Meeting the required grade
will enable the monitoring centre to offer resistance against a range of specialist attack methods, such
as sophisticated physical and/or technical attacks.

4.2 Shell and sallyport construction

4.2.1 All grades

The complete monitoring centre shell (including walls, ceiling/roof, and floor) shall form a contiguous
enclosure. It shall be constructed in accordance with Clause 4.2 noting additional requirements for
the following:

(@) Doors, as described in Clause 4.4.

(b) Windows, as described in Clause 4.5.

(©) Service duct penetrations, as described in Clause 4.6.

(d) Monitoring centre security system, as described in Clause 5.7.

4.2.2 Construction materials

In order to minimize the likelihood of compromising monitoring centre operations described in
Clause 4.1, monitoring centres shall be constructed to meet the requirements detailed in Clause 4.3 and
using materials described in Table 1.

Table 1 — Shell and sallyport construction materials

Floors, ceiling and wallsa,b Minimum FRLc¢
Grade A 150 mm cast concrete, or equivalent 60/60/-
Grade B 100 mm cast concrete, or equivalent AND |60/60/-
Grade C Double brick construction, or equivalent No specific requirement

a  Alternative materials may be used providing the alternative can be demonstrated to provide equal or better
resistance to physical attack.

b Where the monitoring centre is located on an upper floor greater than 4 m above ground or any adjacent
public access area, the wall thickness may be reduced by 50 %.

¢ Minimum FRL does not preclude any additional statutory regulation requirement.

4.3 Sallyport requirements

In order to provide access management to the monitoring centre shell, a sallyport shall have the
requirements specified in Table 2.

Grade A monitoring centres shall be provided with a sallyport.

Grade B and C monitoring centres may optionally be provided with a sallyport. If a sallyport be
provided, the requirements in Table 2 will apply as indicated.
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