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PREFACE 

This Standard was prepared by the Standards Australia Committee IT-005, Financial 

Transaction Systems to supersede, in part, AS 2805.3—2000, Electronic funds transfer—

Requirements for interfaces, Part 3: PIN management and security. 

This Standard incorporates Amendment No. 1 (February 2011). The changes required by 

the Amendments are indicated in the text by a marginal bar and amendment number against 

the clause, note, table, figure or part thereof affected. 

The objective of this Standard is to revise AS 2805.3—2000 to provide enhanced security 

for the Australian financial payment system. 

The AS 2805 series of Standards, when published, will be as follows: 

AS  

2805 Electronic funds transfer —  Requirements for interfaces 

2805.1 Part 1: Communications 

2805.2 Part 2: Message structure, format and content 

2805.3.1 Part 3.1: PIN management and security—General (this standard) 

2805.3.2 Part 3.2: PIN management and security—Offline 

2805.4.1 Part 4.1: Message authentication  —  Mechanism using a block cipher 

2805.4.2 Part 4.2: Message authentication  —  Mechanisms using a hash-function 

2805.5.1 Part 5.1: Ciphers  —  Data encipherment algorithm 1 (DEA 1) 

2805.5.2 Part 5.2: Ciphers  —  Modes of operation for an n-bit block cipher algorithm 

2805.5.3 Part 5.3: Ciphers  —  Data encipherment algorithm 2 (DEA 2) 

2805.5.4 Part 5.4: Ciphers  —  Data encipherment algorithm 3 (DEA 3) and related 

techniques 

2805.6.1 Part 6.1: Key management  —  Principles 

2805.6.2 Part 6.2: Key management  —  Transaction keys 

2805.6.3 Part 6.3: Key management  —  Session keys  —  Node to node 

2805.6.4 Part 6.4: Key management  —  Session keys  —  Terminal to acquirer 

2805.6.5.1 Part 6.5.1: Key management  —  TCU initialization  —  Principles 

2805.6.5.2 Part 6.5.2: Key management  —  TCU initialization  —  Symmetric 

2805.6.5.3 Part 6.5.3: Key management  —  TCU initialization  —  Asymmetric 

2805.6.6 Part 6.6: Session keys—Node to node with KEK replacement 

2805.9 Part 9: Privacy of communications 

2805.10.1 Part 10.1: File transfer integrity validation 

2805.10.2 Part 10.2: Secure file transfer (retail) 

2805.11 Part 11: Card parameter table 

2805.12.1 Part 12.1: Message content  —  Structure and format 

2805.12.2 Part 12.2: Message content  —  Codes 

2805.12.3 Part 12.3: Message content  —  Maintenance of codes 

2805.13.1 Part 13.1: Secure hash functions  —  General 

2805.13.2 Part 13.2: Secure hash functions  —  MD5 

2805.13.3 Part 13.3: Secure hash functions  —  SHA-1 

2805.14.1 Part 14.1: Secure cryptographic devices (retail)  —  Concepts, requirements and 

evaluation methods 

2805.14.2 Part 14.2: Secure cryptographic devices (retail)—Security compliance 

checklists for devices used in magnetic stripe card systems 
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3

The following Handbooks relate to AS 2805 series of Standards: 

HB  

127 Electronic funds transfer—Implementing message content Standards—

Conversion Handbook (changing from AS 2805.2 to the AS 2805.12 series) 

128 Electronic funds transfer—Implementing message content Standards—

Terminal Handbook 

129 Electronic funds transfer—Implementing message content Standards—

Interchange Handbook 

In the AS 2805 series of Standards, the definitions of words and phrases used are specific to 

the Part in which they appear. 

The term ‘informative’ has been used in this Standard to define the application of the 

appendix to which it applies. An ‘informative’ appendix is only for information and 

guidance. 
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FOREWORD 

The Personal Identification Number (PIN) is a means of verifying the identity of a customer 

within an electronic funds transfer (EFT) network. 

The objective of PIN management is to protect the PIN against unauthorized disclosure, 

compromise, and misuse throughout its life cycle and in so doing to minimize the risk of 

fraud occurring within EFT systems. The secrecy of the PIN needs to be assured at all times 

during its life cycle, which consists of its selection, issuance, activation, storage, entry, 

transmission, validation, deactivation, and any other use made of it. 

PIN security also depends upon sound key management. Maintaining the secrecy of 

cryptographic keys is of the utmost importance because the compromise of any key allows 

the compromise of any PIN ever enciphered under it. 

Wherever possible, this Standard specifies requirements in absolute terms. In some 

instances a level of subjectivity cannot be practically avoided especially when discussing 

the degree of level of security desired or to be achieved. 

The level of security to be achieved is related to a number of factors, including the 

sensitivity of the data concerned and the likelihood that it will be intercepted, the 

practicality of any envisaged encipherment process, and the cost of providing, and breaking, 

a particular means of providing security. It is, therefore, necessary for each card acceptor, 

acquirer and issuer to agree on the extent and level of security and PIN management 

procedures. Absolute security is not practically achievable. Therefore, PIN management 

procedures should implement preventive measures to reduce the opportunity for a breach in 

security and aim for a ‘high’ probability of detection of any illicit access or change to PIN 

material should these preventive measures fail. This applies at all stages of the generation, 

exchange and use of a PIN, including those processes that occur in cryptographic equipment 

and those related to communication of PINs. 

This Standard is designed so that issuers can uniformly make certain, to whatever degree is 

practicable, that a PIN, while under the control of other institutions, is properly managed. 

Techniques are given for protecting the PIN-based customer authentication process by 

safeguarding the PIN against unauthorized disclosure during the PIN’s life cycle.
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STANDARDS AUSTRALIA 
 

Australian Standard 

Electronic funds transfer—Requirements for interfaces 
 

Part 3.1:  PIN management and security—General 
 

1   SCOPE 

This Standard specifies the minimum security measures required for effective PIN 

management. Standard means of interchanging PIN data are provided. This Standard does 

not cover the following: 

(a) The protection of the PIN against loss or intentional misuse by the customer or 

authorized employees of the issuer. 

(b) Privacy of non-PIN transaction data (see AS 2805.9). 

(c) Protection of transaction messages against alteration or substitution, e.g. an 

authorization response to a PIN verification (see AS 2805.4.1). 

(d) Protection against replay of the PIN or transaction. 

(e) Specific key management techniques (see AS 2805.6 series). 

(f) PIN management and security for transactions in which the PIN is locally verified by 

an integrated circuit card. 

(g) The use of asymmetric encipherment algorithms for PIN management. 

NOTES:  

1 For a detailed discussion on the need for PIN protection, see Appendix A. 

2 Further information on PIN management for security is given in Appendices A and C. 

2   APPLICATION 

This Standard is applicable to institutions responsible for implementing techniques for the 

management and protection of the PIN for card originated transactions. 

This Standard applies in all situations where a customer-entered PIN is part of a transaction 

with a financial institution. It applies when any part of the PIN entry, verification, and 

response process involves a financial institution. It also applies to all elements of the entire 

verification process, including interchange, network, switch, individuals, financial 

institutions, and any other designated end-user organizations. 

3   REFERENCED DOCUMENTS 

The following Standards are referred to in this Standard: 

AS  

2805 Electronic funds transfer—Requirements for interfaces 

2805.3.2 Part 3.2: PIN Management and security—Offline 

2805.4.1 Part 4.1: Message authentication—Mechanisms using a block cipher 

2805.5.4 Part 5.4: Ciphers—Data encipherment algorithm 3 (DEA 3) and related 

techniques 

2805.9 Part 9: Privacy of communications 

2805.14.1 Part 14.1: Secure cryptographic devices (retail)—Concepts, requirements and 

evaluation methods. 

2805.14.2 Part 14.2: Secure cryptographic devices (retail)—Security compliance 

checklists for devices used in magnetic stripe card systems 

3523 Identification cards—Identification of issuers (series) 
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4   DEFINITIONS 

For the purpose of this Standard, the following definitions apply. 

4.1   Acquirer 

The institution, or its agent, which acquires, from the card acceptor, the financial data 

relating to the transaction, and which initiates that data into an interchange system. 

4.2   Algorithm 

A clearly specified mathematical process for computation; a set of rules which, if followed, 

will give a prescribed result. 

4.3   Authentication 

The act of determining that a message comes from a source authorized to originate 

messages of that type and that the message is as authorized. 

4.4   Block encipherment 

The technique by which 64 bits of plain text are enciphered to yield 64 bits of cipher text. 

NOTE: This technique is described in AS 2805.5.4. 

4.5   Card acceptor 

The party accepting the card and presenting transaction data to an acquirer. 

4.6   Card issuer 

The institution, or its agent, which issues the identification card to the cardholder. 

4.7   Cardholder 

The customer associated with the Primary Account Number (PAN) requesting the 

transaction from the card acceptor. 

NOTE: This Standard also refers to the cardholder as the ‘customer’. 

4.8   Cipher text 

Enciphered information. 

4.9   Compromise 

In cryptography, the breaching of secrecy and/or security. 

4.10   Cryptographic key 

A mathematical value which is used in an algorithm to transform plain text into cipher text 

or vice versa. 

4.11   Data encipherment algorithm 3 (DEA 3) 

An algorithm designed to encipher and decipher blocks of data. 

NOTE: DEA 3 is specified in AS 2805.5.4. 

4.12   Decipherment 

The transformation of cipher text into plain text. 

4.13   Dual control 

A process of utilizing two or more separate entities (usually persons), operating in concert, 

to protect sensitive functions or information whereby no single entity is able to access or 

utilize the materials, e.g. cryptographic key. 

4.14   Encipherment 

The transformation of plain text into cipher text for the purpose of security or privacy. A
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4.15   Financial institution 

The institution responsible for the custody, loan, exchange or issue of money, for the 

extension of credit, and for facilitating transmission of funds. 

4.16   Identification 

The process of associating a unique characteristic to an individual. 

4.17   Interchange 

The mutual acceptance and exchange of financial transaction messages. 

4.18   Irreversible encipherment 

Transformation of plain text to cipher text in such a way that the original plain text cannot 

be recovered by other than exhaustive procedures even if the cryptographic key is known. 

4.19   Modulo 2 addition 

Binary addition with no carry (also called exclusive OR’ing). 

4.20   Node 

Any message processing entity through which a transaction passes. 

4.21   Personal identification number (PIN) 

A numeric or alphanumeric code or password made up of between 4 and 12 characters that 

the cardholder possesses for the purpose of identification. 

4.22   PIN assignment 

The process of establishing the relationship between an individual customer and that 

customer’s PIN. 

4.23   PIN issuance 

The act of conveying PIN information to a customer. 

4.24   PIN offset 

The number that mathematically relates a calculated identification code to a customer 

selected PIN. 

4.25   PIN verification 

The act of verifying a customer’s authenticity by the issuer. 

4.26   Plain text 

Unciphered information. 

4.27   Point of service (POS) 

The location where a transaction is originated. 

NOTE: This definition includes any device capable of initiating card-originated transactions, e.g. 

retail terminal, automatic telling machine (ATM), airline ticket dispenser. 

4.28   Primary account information 

Data at a financial institution that serves to identify an individual and relate that individual 

to accounts. 

4.29   Primary account number (PAN) 

The cardholder’s card number including the information identifying the issuer to which the 

transaction is to be routed. 

NOTE: See AS 3523.1 for construction of the PAN. 
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4.30   Pseudo-random 

A number that is statistically random and whose generation can be repeated. 

4.31   Reversible encipherment 

Transformation of plain text to cipher text in such a way that the original clear text can be 

recovered.  

4.32   Secure cryptographic device (SCD) 

A physically and logically protected hardware device that provides a secure set of 

cryptographic services. 

4.33   Transaction PIN 

The PIN as entered by the customer. 

4.34   True random 

A number that is statistically random and whose exact generation cannot be repeated. 

5   SECURITY 

5.1   General 

A PIN shall not exist outside of a secure cryptographic device unless it is enciphered using 

a symmetric cryptographic algorithm as defined in AS 2805.5.4 except— 

(a) during PIN entry, the interface between the customer and a secure PIN entry device; 

(b) in a physically secure environment, (see Clause 10.2.5.4) during PIN generation and 

printing; or 

(c) within a PIN mailer. 

5.2   Transmission and storage 

During transmission or storage, PINs, and data that can be used to discover PINs, shall be 

protected by encipherment in accordance with Clauses 9 and 12. 

5.3   PIN accessibility 

The system shall be such that access to or modification of customer PINs by unauthorized 

personnel shall be prevented. Authorized personnel involved with PIN generation, PIN 

assignment, or any PIN entry process in which the PIN can be related to account-identifying 

information, shall operate only under strictly enforced dual-control procedures. 

5.4   Verbal communications 

No procedure of an institution shall require or permit verbal communication of the clear 

text PIN, either by phone or in person. No procedure of an institution shall permit an 

institution employee to ask a customer to disclose the PIN or recommend possible values. 

5.5   Insecure devices 

Procedures of an institution shall not permit entry of the clear text PIN through the keypad 

of any device, unless the device is designed and constructed to meet the requirements of 

Clause 10 for PIN entry devices and of Clause 12 for PIN transmission. 

5.6   Record of transactions containing PIN data 

Terminals or other nodes in networks may be required to record the full text of transaction 

messages. Such messages shall not contain clear text PINs. Messages containing PINs 

enciphered according to Clause 12.3.2, may be recorded if the prevention of disclosure of 

the PIN encipherment key(s) can be assured for the lifetime of the PIN. 

A
cc

es
se

d 
by

 M
O

N
A

S
H

 U
N

IV
E

R
S

IT
Y

 L
IB

R
A

R
Y

 o
n 

15
 J

un
 2

01
5 

(D
oc

um
en

t c
ur

re
nc

y 
no

t g
ua

ra
nt

ee
d 

w
he

n 
pr

in
te

d)

Full document details: AS 2805.3.1-2008 (2011)

http://www.avadocuments.com/doc/as-2805-3-1-2008-2011
http://www.avadocuments.com/doc/as-2805-3-1-2008-2011


AS 2805.3.1—2008 10 

 

© Standards Australia  www.standards.org.au 

10

6   PIN GENERATION AND ASSIGNMENT 

6.1   General 

A PIN shall be chosen using one or more of the following techniques: 

(a) Assigned derived PIN. 

(b) Assigned random PIN. 

(c) Customer selected PIN. 

NOTE: Compromise during PIN generation or selection could prejudice the security of any issued 

PIN. 

6.2   Assigned derived PIN 

When the PIN is to be an ‘assigned derived PIN’ the issuer shall derive it cryptographically 

using DEA 3 from either or both of the following: 

(a) The primary account number. 

(b) Some other value associated with the customer. 

The PIN derivation process shall not contain a significant bias towards specific sets of 

values. 

If this technique is used, the issuer shall not maintain any record of the PIN as the PIN can 

be derived as needed. 

NOTE: ‘Text deleted’. 

When the PIN is derived from card data, a correct PIN may be used to validate that data. 

6.3   Assigned random PIN 

When the reference PIN is to be an ‘assigned random PIN’ the issuer shall obtain a value by 

means of either— 

(a) a true random number generator; or 

(b) a pseudo-random number generator, whose configuration data is securely managed in 

order to prevent illicit repetition of the PIN generation process. 

6.4   Customer selected PIN 

When a PIN is to be a customer selected PIN, the value shall be selected by the customer. 

In this case the issuer shall provide the customer with the necessary selection instructions 

and warnings. Delivery shall be in accordance with Clause 7.3. 

NOTES:  

1 To the issuer, a customer-selected PIN is random in value. 

2 Track 2 data may need to be rewritten. 

7   PIN DELIVERY AND ISSUANCE 

7.1   PIN mailer 

A PIN assigned by an issuer shall be conveyed to the customer by means of a PIN mailer. 

The PIN mailer shall be printed in a secure environment in such a way that the plain text 

PIN cannot be observed until the envelope is opened. The envelope shall display the 

minimum data necessary to deliver the PIN mailer to the correct customer. A PIN mailer 

shall be constructed such that it is highly likely that accidental or fraudulent opening will be 

obvious to the customer. The issuer shall warn the customer not to use a PIN that is 

contained in an opened PIN mailer or one that has been tampered with and to notify the 

issuer of such an event. 
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