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Preface
This Standard was prepared by the Standards Australia Committee IT-005, Financial Transaction
Systems, to supersede AS 2805.6.5.3 Int:2017.

The objective of this Standard is to specify the definition of the interface and method to initialize
remotely a terminal cryptographic unit (TCU) when the TCU is not required to be delivered via a
sponsor’s facility.

The major changes in this edition are as follows:

(@ Increase in the DEA 2 key sizes employed.

(b) Allows for hashes of keys to be used.

This Standard is Part 6.5.3 of the following series of Standards:

AS 2805.2, Electronic funds transfer — Requirements for interfaces, Part 2: Message structure,
format and content

AS 2805.3.1, Electronic funds transfer — Requirements for interfaces, Part 3.1: PIN management and
security — General

AS 2805.4.1, Electronic funds transfer — Requirements for interfaces, Part 4.1: Message authentication —
Mechanisms using a block cipher

AS 2805.4.2, Electronic funds transfer — Requirements for interfaces, Part 4.2: Message authentication —
Mechanisms using a hash function

AS 2805.5.1, Electronic funds transfer — Requirements for interfaces, Part 5.1: Ciphers — Data
encipherment algorithm 1 (DEA 1)

AS 2805.5.2, Electronic funds transfer — Requirements for interfaces, Part 5.2: Ciphers — Modes of
operation for an n-bit block cipher algorithm

AS 2805.5.3, Electronic funds transfer — Requirements for interfaces, Part 5.3: Ciphers — Data
encipherment algorithm 2 (DEA 2)

AS 2805.5.4, Electronic funds transfer — Requirements for interfaces, Part 5.4: Ciphers — Data
encipherment algorithm 3 (DEA 3) and related techniques

AS 2805.6.1.1, Electronic funds transfer — Requirements for interfaces, Part 6.1.1: Key management
— Principles

AS 2805.6.1.2, Electronic funds transfer — Requirements for interfaces, Part 6.1.2: Key management —
Symmetric ciphers, their key management and life cycle

AS 2805.6.1.4, Electronic funds transfer — Requirements for interfaces, Part 6.1.4: Key management —
Asymmetric cryptosystems — Key management and life cycle

AS 2805.6.2, Electronic funds transfer — Requirements for interfaces, Part 6.2: Key management —
Transaction keys

AS 2805.6.3, Electronic funds transfer — Requirements for interfaces, Part 6.3: Key management — Session
keys — Node to node

AS 2805.6.4, Electronic funds transfer — Requirements for interfaces, Part 6.4: Key management — Session
keys — Terminal to acquirer

AS 2805.6.5.1, Electronic funds transfer — Requirements for interfaces, Part 6.5.1: Key management —
TCU initialization — Principles
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AS 2805.6.5.2, Electronic funds transfer — Requirements for interfaces, Part 6.5.2: Key management —
TCU initialization — Symmetric

AS 2805.9, Electronic funds transfer — Requirements for interfaces, Part 9: Privacy of communications

AS 2805.10, Electronic funds transfer — Requirements for interfaces, Part 10.1: File transfer
integrity validation

AS 2805.11, Electronic funds transfer — Requirements for interfaces, Part 11: Card parameter table

AS 2805.12.1, Electronic funds transfer — Requirements for interfaces, Part 12.1: Message content —
Structure and format

AS 2805.12.2, Electronic funds transfer — Requirements for interfaces, Part 12.2: Application and
registration procedures for Institution Identification codes (IIC)

AS 2805.12.3, Electronic funds transfer — Requirements for interfaces, Part 12.3: Maintenance procedures
for messages, data elements and code values

AS 2805.13.1, Electronic funds transfer — Requirements for interfaces, Part 13.1: Secure hash
functions — General

AS 2805.13.2, Electronic funds transfer — Requirements for interfaces, Part 13.2: Secure hash
functions — MD5

AS 2805.13.3, Electronic funds transfer — Requirements for interfaces, Part 13.3: Secure hash
functions—SHA-1

AS 2805.14.1, Electronic funds transfer — Requirements for interfaces, Part 14.1: Secure cryptographic
devices (retail) — Concepts, requirements and evaluation methods

AS 2805.14.2, Electronic funds transfer — Requirements for interfaces, Part 14.2: Secure cryptographic
devices (retail) — Security compliance checklists for devices used in financial transactions

The following Handbooks relate to the AS 2805 series of Standards:

SAA HB 127, Electronic funds transfer — Implementing message content Standards — Conversion
Handbook (changing from AS 2805.2 to the AS 2805.12 series)

SAA HB 128, Electronic funds transfer — Implementing message content Standards — Terminal Handbook
SAAHB 129, Electronic funds transfer — Implementing message content Standards — Interchange Handbook

In the AS 2805 series of Standards, the terms and definitions used are specific to the Part in which
they appear.

The term “informative” is used in Standards to define the application of the appendix to which it applies.
An “informative” appendix is only for information and guidance.
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Introduction

Key management is a critical part of application specifications. In the AS 2805 series —

@ AS 2805.6.5.1, Key management — TCU initialization — Principles, defines the principles to be
observed for terminal cryptographic unit (TCU) initialization;

(b) AS 2805.6.5.2, Key management — TCU initialization — Symmetric, describes a TCU
initialization scheme which utilizes a symmetric cipher; whereas

(0 AS 2805.6.5.3, Key management — TCU initialization — Asymmetric (this Standard), describes
a scheme which incorporates the use of an asymmetric cipher.

The relevant Standard will be determined by the nature of the interface application and the constraints
of maintaining the security principles within it.
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1 AS 2805.6.5.3:2020
Australian Standard®

Electronic funds transfer — Requirements for interfaces
Part 6.5.3: Key management — TCU initialization — Asymmetric

1 Scope
ThisStandard definestheinterfaceand method toinitialize remotelyaterminal cryptographicunit(TCU).

This Standard provides a method that removes the requirement for visits by agents of sponsors
and acquirers during the life of a TCU for the purpose of initialization of key management
cryptographic variables.

This Standard defines the technique by which TCUs can be remotely initialized. Initialization is limited
to cryptographic initialization of the first symmetric key of the key management scheme used between
the TCU and each acquirer.

This Standard minimizes the probability of initialization of TCUs unknown to the sponsor.

2 Application

This Standard is intended for use wherever secure, remote terminal initialization is required and where
the TCU is not required to be delivered via a sponsor’s facility.

This Standard shall be used in conjunction with the key management scheme requirements in
AS 2805.6.2 and AS 2805.6.4.

3 Normative documents

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document.

NOTE Documents for informative purposes are listed in the Bibliography.

AS 2805.5.3, Electronic funds transfer — Requirements for interfaces, Part 5.3: Ciphers — Data
encipherment algorithm 2 (DEA 2)

AS 2805.6.1.1, Electronic funds transfer — Requirements for interfaces, Part 6.1.1: Key management
— Principles

AS 2805.6.2, Electronic funds transfer — Requirements for interfaces, Part 6.2: Key management —
Transaction keys

AS 2805.6.4, Electronic funds transfer — Requirements for interfaces, Part 6.4: Key management — Session
keys — Terminal to acquirer

AS 2805.6.5.1, Electronic funds transfer — Requirements for interfaces, Part 6.5.1: Key management —
TCU initialization — Principles

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

4 Terms and definitions

For the purpose of this document, the following terms and definitions apply.
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4.1

acquirer

institution, or its agent, which acquires from the card acceptor the financial data relating to the
transaction, and which may initiate that data into an interchange system

4.2

acquirer initialization key

KIA

DEA 3 key established in the TCU during its initialization process, and used to establish an initial key
for the key management scheme between the TCU and acquirer

Note 1 to entry: The key for acquirer “n” is denoted KIA,.

4.3

acquiring institution identification code

AlIC

code used to uniquely identify the acquiring institution

4.4

algorithm

clearly specified mathematical process for computation and a set of rules which, if followed, will give a
prescribed result

4.5
asymmetric cryptographic algorithm
cryptographic algorithm that uses two related keys, a public key and a private key

Note 1 to entry: The two keys have the property that, given the public key, it is computationally infeasible to
derive the private key.

4.6

asymmetric key pair

two related keys, called the public key and the private key, which are used with the DEA 2
asymmetric algorithm

Note 1 to entry: DEA 2 is specified in AS 2805.5.3.

4.7

authentication

process used between a sender and a receiver, to ensure data integrity and to provide data origin
authentication

4.8

card parameter table

CPT

see card prefix acquirer table (4.9)

4.9

card prefix acquirer table

CPAT

table containing a number of elements used to check the validity of the use of a financial transaction
card against a number of criteria

Note 1 to entry: It also provides the acquirer institution identification code (AIIC;), which may be used to derive

the KIA, for acquirer “n” in a multi-acquirer implementation.
Note 2 to entry: Also referred to as card parameter table (CPT).

Note 3 to entry: Refer to AS 2805.11 for more information.
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4.10

certificate

public key and identity of an entity together with some other information rendered unforgeable by
signing the certificate with the private key of the certifying authority, which issued that certificate

4.11
ciphertext
plain text or cleartext data that has been enciphered

412
confidentiality
confidential nature of data which requires protection against unauthorized disclosure

4.13

cross acquirer key

KCA

initial DEA 3 key generated by the sponsor and established between the TCU and sponsor during the
initialization process

Note 1 to entry: It is used to establish a unique key per acquirer.

4.14

cryptographic key

parameter that determines the operation of a cryptographic function such as —
@ the transformation from cleartext to ciphertext and vice versa;

(b) synchronized generation of keying material; or

(o) digital signature computation or validation

4.15

data encipherment algorithm

DEA

algorithm designed to encipher and decipher blocks of data
Note 1 to entry: For DEA 2 refer to AS 2805.5.3, for DEA 3 refer to AS 2805.5.4.

4.16

date time stamp

DTS

date and time provided by the TCU (optional)

417
decipherment
see decryption (4.18)

4.18
decryption
process of transforming ciphertext (unreadable) into cleartext (readable)

Note 1 to entry: Also referred to as decipherment.

4.19

digital signature

cryptographic transformation of data which, when associated with a data unit and accompanied by the
corresponding public-key certificate, provides the services of —

@ origin authentication;

(b) data integrity; and
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(©) signer non-repudiation
4.20
encipherment

see encryption (4.21)

4.21

encryption

process of transforming cleartext (readable) into ciphertext (unreadable) for the purpose of security or
confidentiality

Note 1 to entry: Also referred to as encipherment.

Note 2 to entry: Data encrypted under a public key, PK, may be represented as ePK (data) and data encrypted
under a symmetric key, E, as eK (data).

4.22
identification
process of associating a unique characteristic to an individual

4.23
initialization
initial set up of a symmetric cryptographic keying relationship between the TCU and the acquirer(s)

4.24

initialization key

KI

secret key, generated in the TCU, is the initial DEA 3 key encipherment key established between the
TCU and the sponsor

4.25
issuer
institution holding the account identified by the primary account number (PAN)

4.26
key
see cryptographic key (4.14)

4.27

key enciphering key

KEK

key which is used to encipher one or more other keys

Note 1 to entry: Refer to AS 2805.6.1.1 for more information.

4.28

keying material

data, e.g. keys and initialization vectors, necessary to establish and maintain a cryptographic
relationship

4.29
message
communication containing one or more transactions or related information

4.30
originator
person, institution or other entity that is responsible for, and authorized to, originate a message
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