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PREFACE

This Standard was prepared by the Australian members of the Joint Standards
Australia/Standards New Zealand Committee IT-012, Information Systems Security,
Security and Identification Technology.

After consultation with stakeholders in both countries, Standards Australia and Standards
New Zealand decided to develop this Standard as an Australian Standard, rather than an
Australian/New Zealand Standard.

The objective is to describe the high level architecture of the Public Key Authentication
Framework (PKAF) and to facilitate the interoperability of Certificate Management
Systems within the Australian PKAF.

This Standard is Part 1.1 of the AS 4539 series dealing with the PKAF, which are published
in the following parts:
AS 4539 Information technology—Public Key Authentication Framework (PKAF)
Part 1.1:  Genera—PKAF architecture (this Standard)
Part 1.2.1: General—X.509 certificate and Certification Revocation Lists (CRL) profile
Part 1.2.2: Genera—PICS Proforma for digital signature certificates
Part 1.2.3: General—PICS Proforma for Certificate Revocation Lists (CRL)
Part 1.3:  General—X.509 supported algorithms profile
Part 2.1:  Assurance framework—Certification authorities
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STANDARDS AUSTRALIA

Australian Standard

Information technology—Public Key Authentication Framework (PKAF)
related Standards

Part 1.1: General—PKAF architecture

1 SCOPE

This document describes the architecture to provide a scheme where a digital signature
(with an associated public/private key pair) will be linked to a particular distinguished name
by a chain of Public-key Certificates.

The ownership of, and right to use, the distinguished name is outside the scope of this
Standard.

The creation of Public-key Certificates for authorization, privilege management, delegation
of authority, confidentiality or key management purposes is outside the scope of this
Standard.

Theinternal design of Certification Authorities is outside the scope of this Standard.

2 REFERENCES

AS
4539 Information technology—Public Key Authentication Framework (PKAF)
4539.1.2.1 Part 1.2.1:General—X.509 certificate and Certificate Revocation Lists (CRL)

profile
4539.1.3 Part 1.3: General—X.509 supported algorithms profile
4539.2.1 Part 2.1: Assurance framework—Certification authorities

MP 59 Naming and addressing in the Australian OSI environment

ITU-T

Rec.X.509 ISO/IEC 9594-8:2000 Information Technology—Open Systems
Interconnection—The Directory: public-key and attribute certificate
frameworks

3 DEFINITIONS

For the purposes of this Standard the following definitions apply:

3.1 OSlI directory Public-key and Attribute Certificate frameworks
The following terms are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:
(@) Aduthority.

(b)  Authority Certificate.

(c) Attribute Certificate.

(d) CA-certificate.

(e) Certificate Policy.

(f) Certificate Revocation List (CRL).

(g) Certificate.
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(h) Certification Authority (CA).

(i)  Certification Path.

(1) End Entity.

(k)  Private-key; secret key (deprecated).

()  Privilege.

(m) Public-key.

(n)  Public-key certificate.

(0) Relying party.

(p)  Security policy.

(q) Seria number.

3.2 Definitions specific to this Standard

The following terms are defined in this Standard:

3.2.1 Certificate Creation Entity

An entity within a Certification Authority that can create certificates.
3.2.2 Certificate Subject

An entity that isissued with a certificate and which can sign digital documents.
3.2.3 Caertification Practice Statement

A document that states practices that a CA employs in issuing certificates to meet an
asserted Certificate Policy.

3.2.4 Policy Creation Authority (PCA)

An entity delegated by a Policy Approving Authority (PAA) for the creation of Certificate
Policy(ies) as part of a hierarchical implementation of a PKAF.

3.2.5 Policy Approval Authority (PAA)

An entity responsible for approval of policy and monitoring compliance for a PKAF.
3.2.6 Registration service

A service within a CA that performs the registration function.

3.2.7 Repository

A service within a CA that provides access to certificates and CRLs to End Entities.
3.2.8 Valid Certificate

A certificate which—

(a) arecognized CA hasissued;

(b)  hasnot been revoked; and

(c) hasnot expired.
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4 ABBREVIATIONS
For the purposes of this Standard, the following abbreviations apply:

CA Certification Authority

CRL Certificate Revocation List

IEC International Electrotechnical Commission
ISO International Organization for Standardization
ITU International Telecommunications Union
ITU-T ITU Telecommunications standardization sector
OID Object Identifier

PAA Policy Approving Authority

PCA Policy Creating Authority

PKAF Public Key Authentication Framework

RA Registration Authority

TTP Trusted Third Party

URI Universal Resource Identifier

5 ARCHITECTURE OVERVIEW

In this Standard a Public Key Authentication Framework (PKAF) is broken into four types
of element—

(&) a Policy Approving Authority (PAA) that approves policy for the PKAF and is
responsible for monitoring compliance;

(b) Certification Authorities (CAs) that issue, assign, generate, publish, revoke, renew
and archive Public-key certificates;

(c) End Entities; and

(d) Relying Party(ies) who rely on the correctness of certificates.

5.1 General principles

Public-key authentication and digital signature protocols require the following:

(a) A Private-key that is used to create a digital signature must be under the exclusive
control of the Certificate Subject.

(b) A Certification Authority creating a Public-key Certificate must be satisfied that the
Certificate Subject has possession of the Private-key that corresponds to the
Public-key contained within the certificate.

() A Relying Party must be able to access the certificate of the CA that created a
Certificate User’s Public-key Certificate.

(d) A Relying Party must be able to determine whether or not a Public-key Certificate
was valid at the time when the corresponding Private-key was used to create a digital
signature.

The PKAF architecture supports CAs interconnected in a hierarchy (called the hierarchical
model) as well as interconnected in other ways (called the networked model), or
unconnected (called the stand-alone model). Each of these three models are further
discussed in Clause 8.
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Certificate Revocation Lists (CRLs), and optionally certificates, shall be available in a
Repository for retrieval by Relying Parties. Depending on the Certificate Policy,
authentication might or might not be required before a Relying Party can gain access to a
Repository. PKAF End Entities will perform path validation by obtaining the necessary
certificates and CRLs from the appropriate repositories, using—

(i) thecertificate and CRL profiles as defined within AS 4539.1.2.1; and
(i)  using the algorithms as defined within AS 4539.1.3.

The Repository may be an X.500 directory or some other type accessible by using Universal
Resource Identifier (URI) notation.

Within the PKAF architecture CRLs are required to be available for all Relying Parties.
Optionally CAs may choose to provide an on-line mechanism for validating certificate
status in real time. CRL generation will be necessary for interoperability with users of other
CAs. In addition to current checks of certificate validity, CRLs provide an important
mechanism for documenting the historical revocation status of certificates. That is, a dated
signature may be presumed to be valid if the signature date is within the validity period of
the certificate, and the CRL of the issuing CAs at that date did not show the certificate to be
revoked.

Therefore, the PKAF architecture requires that CAs will be able to generate, and make
available CRLs to Relying Parties.

5.2 Major functions

The main function of the PKAF isto allow Relying Parties to be confident that a certificate
was valid at a given time. This means that the elements within the PKAF must be able to —

(a) correctly register Certificate Subjects;
(b) create Public-key Certificates;

(c) allow End Entities to obtain Public-key Certificates as necessary to construct and
verify a Certification Path; and

(d) provide information about revoked certificates.

The Relying Party can use—

(i)  the Certificate Subject’s Public-key Certificate; or

(i)  the Public-key Certificate of one or more Certification Authorities;

to verify the validity of a Certificate Subject’s Public-key usage within the context of the
asserted Certificate Policy.

The Relying Party can obtain the user’s Public-key Certificate directly from the user or
from a Certification Authority.

Figure 5.1 shows the relationships between PKAF elements.
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