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Keeping Standards up-to-date
Standards are living documents which reflect progress in science, technology and
systems. To maintain their currency, all Standards are periodically reviewed, and
new editions are published. Between editions, amendments may be issued.
Standards may also be withdrawn. It is important that readers assure themselves
they are using a current Standard, which should include any amendments which
may have been published since the Standard was purchased.
Detailed information about Standards can be found by visiting the Standards
Australia web site at www.standards.com.au and looking up the relevant Standard
in the on-line catalogue.
Alternatively, the printed Catalogue provides information current at 1 January each
year, and the monthly magazine, The Australian Standard, has a full listing of
revisions and amendments published each month.
We also welcome suggestions for improvement in our Standards, and especially
encourage readers to notify us immediately of any apparent inaccuracies or
ambiguities. Contact us via email at mail@standards.com.au, or write to the Chief
Executive, Standards Australia International Ltd, PO Box 1055, Strathfield,
NSW 2135.

This Standard was issued in draft form for comment as DR 00003.A
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PREFACE

This Standard was prepared by the Joint Standards Australia/Standards New Zealand
Committee IT/23, Transport Information and Control Systems as an Australian Standard.

Under the terms of the Active Cooperation Agreement this Standard is the result of a
consensus among Australian and New Zealand representatives on the Joint Committee to
produce this document as an Australian Standard.

The objective of this Standard is to describe methods of operation and modes of business
conduct that should be adopted by operators of electronic toll collection (ETC) systems and
electronic parking station management systems in order to protect the personal privacy of
their customers and their customers’ employees.

This document is based on the existing voluntary National Principles for the Fair Handling
of Personal Information issued by the Privacy Commissioner in January 1999.

After this Standard was finalised, the Australian Government introduced the Privacy
Amendment (Private Sector) Bill 2000 into Parliament on 12 April 2000. This new
legislation may impose different or additional requirements to those covered in this
Standard.

IT/23 will continue to review this Standard in light of this new legislation and will issue a
revised Standard if this is considered necessary.
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STANDARDS AUSTRALIA

Australian Standard

Personal privacy practices for the electronic tolling industry

1   SCOPE AND APPLICATION

This Standard describes methods of operation and modes of business conduct that should be
adopted by operators of electronic toll collection (ETC) systems and electronic parking
station management systems in order to protect the personal privacy of their customers and
their customers’ employees.

Throughout this document the abbreviation ETC is used to indicate both electronic toll
collection and electronic parking station operation. Most issues addressed apply equally in
both of these situations. Where there has been a difference identified, it will be clearly
noted in the text as applying to only one or the other type of operator.

This Standard is intended to assist ETC operators to address community, business and
political concerns about personal and business privacy in a pro-active and timely manner. It
is also anticipated that conformance with this code of practice will ensure that the operator
complies with the requirements of current or proposed State and Federal privacy legislation.

2   REFERENCED DOCUMENT

The following document is referenced in this Standard:

ISO
TR 14904:1997
(AS 4588—1999)

Road transport and traffic telematics—Automatic fee collection
(AFC)—Interface specification for clearing between operators

3   DEFINITIONS

3.1   Anonymous operation

A mode of operation of an ETC system such that no personal information or data is
recorded by the system (except in the event of a violation).

3.2   Customer

A person or organization that pays for the services of the operator by means of either a
standing account or on a casual basis.

3.3   Data

Although the terms ‘data’ and ‘information’ are often used interchangeably; within this
document the term data is used to indicate information that is provided in an automatic or
semi-involuntary manner e.g. the details that are stored within a radiofrequency ETC tag
and are transmitted to the ETC point by the tag with no operator intervention.

3.4   Electronic toll collection (ETC)

Electronic toll collection is the activity of automatically collecting payment from vehicle
drivers and/or owners for their use of a facility such as a road. It may include such activities
as vehicle identification, correlation between vehicle and account holder, and debiting an
account.

For the purposes of this Standard, as noted in Clause 1, the abbreviation ETC is used to
indicate both electronic toll collection and electronic parking station operation.A
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3.5   Information

Although the terms ‘data’ and ‘information’ are often used interchangeably; within this
document the term information is used to indicate details that are provided by a person or
organization in a intentional and deliberate manner e.g. the details that are included by a
customer on an account application form.

3.6   Intelligent transport systems (ITS)

Intelligent transport systems (ITS) is the application of modern technology to the
enhancement and development of transport systems in modern society. ITS exploits the
latest technologies in electronics, communications and information technology to produce
integrated systems for specific problems or development in transport.

3.7   Operator

The person or organization that manages the operation of the ETC system on a day-to-day
basis.

3.8   Patron

An individual person that uses the facilities provided by the operator; i.e. that drives along a
road or section of road for which a toll is applied, or that parks and/or collects a vehicle
in/from a parking station.

An individual may be both patron and customer.

3.9   Violation

An instance of use of the facilities provided by the operator without payment of the
appropriate fee or toll.

3.10   Personal information

Information or an opinion (including information or an opinion forming part of a database),
whether true or not, and whether recorded in a material form or no, about an individual,
whose identity is apparent, or can reasonably be ascertained, from the information or
opinion. Personal information includes vehicle identification numbers.

3.11   Informed consent

Informed consent is consent that is given with full understanding of all relevant facts. It
should be freely given and not made a condition of receiving goods, services, employment
or other financial incentive.

4   PRIVACY PRINCIPLES

4.1   Introduction

The concept of personal privacy, and to a lesser extent, business privacy, has come to the
forefront of community concern in recent years. The Commonwealth Privacy Act 1988
came into effect on 1 January 1989, and many other developed countries have, or are
considering, similar legislation.

This Clause first summarizes some of the basic principles of privacy (or more correctly,
information privacy) from a number of sources around the world; and then outlines the
privacy principles specific to intelligent transport systems developed jointly within
Australia by Standards Australia Committee IT/23 and ITS Australia.

4.2   General

4.2.1   Privacy and ITS

ITS applications raise few, if any, privacy issues, particularly where the applications cannot
or do not specifically identify a vehicle or driver. However, there are two dimensions to
privacy which are relevant to the ITS context. These are—

(a) the threat to autonomy posed by surveillance and loss of anonymity; and

(b) the resulting loss of information privacy.A
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