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PREFACE 

This Standard was prepared by the Standards Australia Committee EL-051, Non-broadcast 

Television. 

The objective of this Standard is to present requirements for the design, installation, 

commissioning, operation and management of remote CCTV systems for the purpose of 

providing— 

(a) alarm verification to initiate response from police (or other approved authorities) to 

Video Monitoring Centre (VMC) reported incidents; and 

(b) remote video surveillance or remote interactive video management, which may be 

used to initiate response from police (or other approved authorities) to VMC reported 

incidents. 

This document is intended for use by— 

(i) installers; 

(ii) video monitoring centre (VMCs); and 

(iii) owners and users. 

This Standard is largely based on British Standard BS 8418:2003, Installation and remote 

monitoring of detector activated CCTV systems—Code of practice. The major area of 

change has been to broaden the scope to include remote interactive video management and 

remote video surveillance in addition to remote video alarm verification. 

Cognizance has also been taken of the following in the preparation of this Standard: 

AS 

2201 Intruder alarm systems 

2201.1 Part 1: Systems installed in client’s premises 

2201.2 Part 2: Monitoring centres 

2201.3 Part 3: Detection devices for internal use 

2201.5 Part 5: Alarm transmission systems 

The term ‘informative’ has been used in this Standard to define the application of the 

appendix to which it applies. An ‘informative’ appendix is only for information and 

guidance. 
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FOREWORD 

As a Code of practice, this Australian Standard should not be quoted as if it were a 

specification and particular care should be taken to ensure that claims of compliance are not 

misleading. 

This publication does not purport to include all the necessary provisions of a contract. Users 

are responsible for its correct application. 

Attention is drawn to existing legislation concerning health and safety at work, data 

protection, human rights and the rehabilitation of offenders, race relations and equal 

opportunities. At the time of publication, the following are relevant: 

(a) Common Law Duty of Care. 

(b) AS/NZS 4360, Risk management. 

(c) OH&S Act 2000 and the Regulation: 2001. 

(d) Civil Liability Amendment (Personal Responsibility) Act 2002 (Civil Liability Act). 

(e) Impact of Crimes (Forensic Procedures) Act. 

(f) AS 4804, Occupational health and safety management systems—General guidelines 

on principles, systems and supporting techniques. 

(g) The Evidence Act. 

(h) AS 4806.1. 

Compliance with an Australian Standard does not of itself confer immunity from legal 

obligations. 
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STANDARDS AUSTRALIA 
 

Australian Standard 

Closed circuit television (CCTV) 
 

Part 4:  Remote video 
 

S E C T I O N  1    S C O P E  A N D  G E N E R A L  

1.1   SCOPE 

This Standard sets out requirements and recommendations for the design, installation, 

commissioning, operation and remote monitoring of the following: 

(a) Remotely monitored detector-activated alarm verification CCTV systems. 

(b) Remotely monitored interactive video management CCTV systems. 

(c) Remotely monitored CCTV surveillance systems. 

NOTES:  

1 Standards and legislation relevant to systems and equipment are listed in Appendix A. 

2 Information on choice of technology is given in Appendix B. 

1.2   REFERENCED DOCUMENTS 

The following documents are referred to in this Standard. 

AS 

4806 Closed circuit television (CCTV) 

4806.1 Part 1: Management and operation 

4806.2 Part 2: Application Guidelines 

4806.3 Part 3: PAL signal timings and levels 

AS/NZS 

2201 Intruder alarm systems 

2201.1 Part 1: Client’s premises—Design, installation, commissioning and 

maintenance 

2201.2 Part 2: Monitoring centres 

2201.5 Part 5: Alarm transmission systems 

For a list of other applicable standards, acts and regulations, see Appendix A. 

1.3   TERMS AND DEFINITIONS 

For the purposes of this Standard, the following terms and definitions apply. 

1.3.1   Activation 

The successful transmission of images to the video monitoring centre from the remote 

equipment as the result of an event. 

1.3.2   Alert 

An activation where there is no positive evidence in the images received of unauthorised 

access to the site, of actual criminal activity or of other activity that warrants a response. 
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1.3.3   Ancillary control equipment (ACE) 

A portable device used for arming and/or disarming a CCTV system. 

1.3.4   Armed 

A status of a CCTV system or part thereof in which an event results in an activation. 

1.3.5   Automatic timer 

A device that arms and/or disarms the CCTV system at pre-programmed times. 

1.3.6   CCTV control equipment 

Equipment for receiving, processing and initiating the onward transmission of data. 

1.3.7   CCTV system 

A system consisting of camera equipment, monitoring and associated equipment for 

transmission and controlling purposes, which might be necessary for the surveillance of a 

defined secure area 

1.3.8   Closed site 

A site entirely surrounded by a soundly constructed and secure barrier with the CCTV 

system is in an armed condition, to deter unauthorized access. 

1.3.9   Communications link 

A medium by which two devices communicate. 

1.3.10   Communications network 

A shared medium by which multiple devices communicate. 

1.3.11   Continuous video 

Uninterrupted flow of video images at the specified image rate. 

1.3.12   Data 

Information in the form of pictures, sound and any other associated, linked or processed 

information, including that about a person. 

1.3.13   Detector 

A device that detects an event. 

1.3.14   Disarmed 

The state of the CCTV system in which events are prevented from generating an activation. 

1.3.15   Event 

An action that triggers a detector within a secure area. 

1.3.16   Emergency 

A situation that is deemed life threatening to warrant an immediate response as determined 

by law, policy, procedures and experience. 

1.3.17   Help point 

A device used by a person in distress, consisting of at least a means of the person initiating 

an activation and optionally containing a video camera and/or a bi-directional voice 

communications interface. 

1.3.18   Incident 

An event where there is positive evidence of conditions requiring a response and/or of 

actual criminal activity or any other condition that the VMC has been contracted to respond 

to. 
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1.3.19   Initial activation 

First reaction that occurs after the CCTV system has been armed, or after a previous 

incident or alert has been closed down during the armed period. 

1.3.20   Intelligent digital video analysis 

The digital processing of video images, which enables the activity within the view of the 

cameras being analysed to generate an activation thus requiring an appropriate response. 

1.3.21   Intruder 

Person(s), vehicle(s) or unmanned devices (e.g., robots) entering a secured perimeter or 

area without authorization. 

1.3.22   Isolate 

To deactivate a detector or help point so that it will not initiate an activation. 

1.3.23   Observation 

The task carried out to clearly distinguish the type of activity and general make-up of 

participants, be they human or other, in the region being viewed. 

1.3.24   Open site 

Site not entirely surrounded by a soundly constructed and secure barrier when the CCTV 

system is armed. 

1.3.25   Owner 

Legal person or entity (individual or agency) designated as having overall responsibility for 

the formulation and implementation of the policies, purposes and control of a CCTV 

scheme. 

1.3.26   Parked PTZ position 

Position to which a pan, tilt and zoom (PTZ) camera automatically returns after a preset 

time, or earlier, on command. 

1.3.27   Recorded material 

Any data recorded on any medium that has the capacity to store data and from which data 

can later be recalled irrespective of time. 

1.3.28   Secure area 

An area within the site to which access cannot be gained without the creation of an event. 

1.3.29   User 

A person authorized by the owner to operate the CCTV system on site. 

1.3.30   Video monitoring centre (VMC) 

A monitoring centre that is continually manned and capable of receiving multiple 

concurrent CCTV images from multiple locations for the purpose of interacting with site(s) 

to provide security and related services. 

1.3.31   VMC operator 

Person located at the VMC who is specifically designated, trained and authorized to carry 

out monitoring of the CCTV system at the VMC. 
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1.4   ABBREVIATIONS 

For the purposes of this Standard, the following abbreviations apply: 

ACE:  ancillary control equipment 

CCTV:  closed circuit television 

PIR:  passive infra-red 

PTZ:  pan, tilt and zoom 

VMC:  video monitoring centre 

VMD:  video motion detection 

SLA:  service level agreement 

UPS:  uninterruptible power supply 
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S E C T I O N  2    C C T V  S Y S T E M  D E S I G N  A N D  

I N S T A L L A T I O N  

2.1   GENERAL 

All CCTV system designs, installations and the operation thereof are covered by the 

following Standards: 

AS 

4806 Closed circuit television (CCTV) 

4806.1 Part 1: Management and operation 

4806.2 Part 2: Application Guidelines 

4806.3 Part 3: PAL signal timings and levels 

2.2   MODES OF OPERATION 

2.2.1   General 

Remote video systems may support one or more of the following modes of operation: 

(a) Remote video alarm verification. 

(b) Remote interactive video management. 

(c) Remote video surveillance. 

2.2.2   Remote video alarm verification 

Remote video alarm verification systems allow centralized operators to use video to verify 

the cause of alarms at remote sites, in order to determine what the appropriate response 

should be. The response, for example, can be site attendance by police, guarding personnel 

or as instructed by the owner. Alarm verification is event-triggered and does not involve 

interaction with people on the remote site. 

When a detector senses an event, images are transmitted to and displayed at the VMC and 

this is initially regarded as an alert. An emergency response shall not simply be called in 

relation to this alert; it shall only be called when a suitable threat level is confirmed after 

viewing the video images from the remote location. 

The video alarm verification system may be directly linked to the alarm system (for 

example, by an interface into the existing intruder alarm system at the remote site), so that 

visual information sent to the VMC provides the operator adequate information to enable 

verification of the alarm. 

AS/NZS 2201.1 and AS/NZS 2201.2 specify requirements for intruder alarm systems and 

alarm monitoring centres respectively. Alarm monitoring shall be in accordance with these 

standards. 

2.2.3   Remote interactive video/audio-based incident management 

Remote interactive video/audio-based incident management systems allow an operator to 

respond to an incident from, or initiate a call to, a remote site to view activity at the remote 

site within the field of view of the cameras, while controlling cameras or other remote site 

equipment (gates, doors, lighting, etc). The system may also allow bi-directional audio 

interaction with person(s) at the remote site, within the camera’s field of view. 

Interaction with the site may be initiated by— 

(a) an event on that site, such as a manually triggered, or automatic detection devices; 

(b) an automated (scheduled) connection that instigates a remote site patrol; A
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