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PREFACE 

This Standard was prepared by the Australian members of the Joint Standards 

Australia/Standards New Zealand Committee, IT-012, Information Security. After 

consultation with stakeholders in both countries, Standards Australia and Standards New 

Zealand decided to develop this as an Australian, rather than an Australian/New Zealand 

Standard. 

Security of electronic access to facilities and services often depends on the ability to 

remotely authenticate the identity of people. Authentication is a complex topic and a 

number of standards exist to facilitate the design of authentication solutions. For example: 

(a) ISO 10181-2* specifies an authentication framework for open systems 

interconnection. 

(b) AS 4539.1.1† specifies an authentication architecture relevant to public key 

infrastructure. 

(c) ISO/IEC 7498‡ specifies a model and mechanisms for entity authentication. 

(d) AS 4590§ specifies syntax for identity attributes. 

This Standard is relevant to provisioning electronic access to facilities (e.g. provisioning 

remote access to web services) within an authentication framework and provides 

requirements that allow organizations to share authenticated knowledge about a person’s 

identity for the purposes of provisioning electronic access to services and facilities, while 

protecting that person’s privacy. 

Appendix A is normative and describes the access control lifecycle model that is relevant to 

the scope of this Standard. Appendix B is informative and gives an example of identity 

assurance classification levels. Appendix C is informative and discusses the use of common 

identity authentication credentials by more than one relying party. Appendix D is 

informative and summarizes the requirements in this Standard that provide privacy 

protection. 

The terms ‘normative’ and ‘informative’ have been used in this Standard to define the 

application of the appendix to which they apply. A ‘normative’ appendix is an integral part 

of a Standard, whereas an ‘informative’ appendix is only for information and guidance. 

Standards Australia gratefully acknowledges the financial assistance and technical input 

from the Australian Government Information Management Office (AGIMO) into the 

development of this Standard. 

                                                                                                                                                               

* ISO 10181-2:1996, Information technology—Open Systems Interconnection—Security frameworks for open 

systems: Authentication framework—Part 2 

† AS 4539.1.1—2002, Information technology—Public Key Authentication Framework (PKAF) related 

Standards Part 1.1: General—PKAF architecture 

‡ ISO/IEC 7498 (all parts) Information technology—Open Systems Interconnection—Basic Reference model 

§ AS 4590—2006, Interchange of client information 
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FOREWORD 

Electronic access to services and facilities is common in a variety of situations, for 

example: 

(a) Electronic access by people to on-line enterprise applications doing their job. 

(b) Electronic access by people to on-line web services over the internet for a variety of 

personal purposes. 

(c) Electronic access by people to buildings using an electronic access card. 

(d) Electronic identity authentication when people access services with the assistance of 

service-provider staff. 

Electronic access to services and facilities is often convenient and efficient. However, 

prevention of fraud and other crime arising from misrepresentation of the identity of users 

is a major challenge to providers of services and managers of facilities with electronic 

access. This challenge is typically met by applying identification standards (concerning 

who people are) and identity authentication standards (concerning assurance that a person is 

who they claim to be) when people apply for access to services and facilities. 

In some cases, identity authentication standards are mandated by regulations. In other cases, 

they are determined in an ad hoc manner by the provider of services or the manager of 

facilities. Whatever approach is taken, the provisioning process can be expensive, 

repetitive, inconvenient, and time consuming when it is necessary to be sure a person is 

who they say they are. 

Sometimes a person, whether acting as an individual or as a representative of an 

organization, has to undertake identity authentication processes requiring authentication of 

Evidence of Identity on many occasions to meet similar requirements for different purposes. 

This Standard specifies requirements for organizations to share authenticated knowledge 

about a person’s identity for the purposes of provisioning electronic access to services and 

facilities. These requirements potentially minimize the inconvenience and cost of 

provisioning electronic access while protecting the privacy of the people involved. 

This Standard makes no assumptions about the relationship between the person with 

electronic access capabilities and the organizations that provide the services and facilities 

that are accessed; for example, users may be employees, customers, or have some other type 

of relationship with the service or facility provider. 

This Standard does not assume or prescribe any particular technologies for the 

implementation of systems to authenticate a person’s identity. Thus, for example, this 

Standard could be used in association with systems that use static passwords, one-time 

pass-codes, Public Key Infrastructure (PKI), and/or biometric authentication techniques. 
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STANDARDS AUSTRALIA 
 

Australian Standard 

Knowledge-based identity authentication—Recognizing Known 
Customers 
 

1   SCOPE, OBJECTIVE AND APPLICATION 

1.1   Scope 

This Standard specifies requirements for using pre-existing, authenticated knowledge about 

a person’s identity held by one organization to streamline provisioning of electronic access 

to services and facilities by other organizations. These requirements relate to the access 

control lifecycle model specified in Appendix A. 

This Standard provides an alternative to repeating identity authentication checks requiring 

authentication of Evidence of Identity when applying for access to electronic services 

where it is possible to rely on authentication of Evidence of Identity performed at an earlier 

time. 

The following are excluded from the scope of this Standard. 

(a) System-to-system access where a person is not associated with each instance of 

electronic access. 

(b) Determination of those identity attributes that are necessary to identify a Customer. 

(c) Syntax for identity attributes. 

(d) Telecommunications protocols for interactions between Customers, Known Customer 

Organizations, and other Relying Parties. 

(e) Requirements for Evidence of Identity and authentication of Evidence of Identity. 

(f) Criteria concerning whether or not a relationship history is satisfactory. 

(g) The choice of type of identity authentication credential. 

(h) Requirements for management of identity authentication credentials (including issue, 

re-issue, change). 

(i) Criteria for a Relying Party to decide whether or not identity information held by a 

Known Customer Organization and identity authentication credentials assigned by a 

Known Customer Organization meet their needs. 

(j) Operations in Relying Parties concerning a Customer’s access that take place after 

completion of access provisioning. 

(k) Other services that Known Customer Organizations may provide to Relying Parties. 

(l) Requirements for certification of compliance with the requirements of this Standard. 

(m) Requirements for accreditation of Known Customer Organizations to provide the 

services specified in this standard. 

(n) Procedures to be followed to report fraud or suspected fraud. 

1.2   Objective 

The objective of this Standard is to provide a convenient and cost-efficient way for people 

to apply on-line for electronic access to services and facilities when another trusted 

organization has previously authenticated their identity and assigned identity authentication 

credentials to them. A
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1.3   Application 

This Standard is relevant to government agencies, commercial organizations or other types 

of organizations (such as not-for-profit organizations or clubs). Organizations acting in any 

of the roles specified in this Standard may be separate legal entities or government 

agencies, or may be different parts of a single legal entity or government agency. 

This Standard applies to provisioning electronic access for— 

(a) remote access to multiple on-line applications such as web-services; 

(b) electronic access to buildings and other facilities; and 

(c) electronic access to assisted services provided to people in shops and offices. 

This Standard is applicable when all of the following conditions apply: 

(d) Knowledge about the identity of a person is needed by an organization when 

provisioning electronic access to services and facilities. 

(e) Personal identity authentication credentials (i.e. identity authentication credentials 

assigned to a particular person for their exclusive use) are used to facilitate electronic 

access to services and facilities. 

(f) Pre-existing, authenticated knowledge about a person’s identity is available and a 

person has been assigned identity authentication credentials. 

This Standard is not applicable in circumstances where more than one person legitimately 

uses the same identity authentication credentials. 

This Standard does not specify requirements for a particular identity assurance level. 

Instead, it specifies requirements that are applicable in cases where organizations have 

compatible identity assurance requirements.  

NOTE: Appendix B gives an example of identity assurance levels. 

This Standard does not assume a particular approach or technology to be used for on-line 

identity authentication. It is applicable to systems that use a range of technologies and with 

a range of identity authentication assurance requirements. Thus, for example, this Standard 

can be used in situations where on-line identity authentication is based on passwords, one-

time pass-codes, Public Key Infrastructure, and/or biometrics. 

Users of this Standard need to decide whether or not available pre-existing, authenticated 

knowledge about a person’s identity is suitable or sufficient for their purposes. 

NOTE: This Standard is not applicable in circumstances where there are legal or regulatory 

requirements for identity assurance that conflict with the requirements specified in this Standard. 

2   REFERENCED DOCUMENTS 

The following documents are referenced in this Standard: 

Standards  

AS 4590, Interchange of client information 

AS/NZS ISO/IEC 27001, Information technology—Security techniques—Information 

security management systems—Requirements 

AS/NZS ISO/IEC 27002, Information technology—Security techniques—Code of practice 

for information security management (This Standard was previously published as AS/NZS 

ISO/IEC 17799.) 

Other publications 

[1] NIST Special Publication 800-103 (Draft), An Ontology of Identity Credentials Part 1: 

Background and Formulation, US National Institute of Standards and Technology, October 
2006. 
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[2] Gatekeeper Public Key Infrastructure Framework, Australian Government Department of 

Finance and Administration, Australian Government Information Management Office, 
http://www.agimo.gov.au/infrastructure/gatekeeper. 

[3] ACSI 33, Australian Government Information and Communications Technology Security 

Manual, http://www.dsd.gov.au/library/infosec/acsi33.html. 

[4] Federal Privacy Law, http://www.privacy.gov.au/act/index.html. 

3   DEFINITIONS 

For the purposes of this Standard, the following terms and definitions apply. 

3.1   Authenticate 

Provide assurance that something, typically an identity attribute or identity, is what it is 

claimed to be. 

3.2   Customer 

Any person, whether acting as an individual in their own right or as an authorized 

representative of an organization, who electronically accesses services or facilities. 

NOTE: The term ‘Customer’ includes people with a traditional customer relationship with 

organizations that sell products and services, suppliers of goods and services, citizens that access 

government services, members of associations, and clients of organizations that provide 

professional services. 

3.3   Electronic access 

Access to systems and facilities using an electronic interface. 

NOTES:  

1 Electronic access often requires authentication of the identity person or entity requesting 

access using a suitable identity authentication protocol and identity authentication credentials. 

2 Electronic access includes remote access to on-line applications and web services, access to 

assisted services in person at a point of service such as a shop, access to offices and other 

facilities where the release of locks depends on successful electronic identity authentication. 

3.4   Evidence of Identity 

Evidence (e.g. in the form of documents) used to substantiate the identity of the presenting 

person. 

NOTE: Documents and other Evidence of Identity may be in any form (e.g. paper, electronic). 

3.5   Identifier 

Data assigned to a person or organization that is unique to that person or organization 

within an identification domain. 

NOTES:  

1 An identifier allows a person or organization to be distinguished from all others within a 

domain of interest. 

2 Identifiers can be used as keys to records in access control lists and/or other databases 

containing information about a person or organization. 

3 Examples of identifiers are email addresses and computer login user names. 

3.6   Identity 

A set of attributes that together uniquely identifies a person. 

NOTE: The identity of a person allows them to be distinguished from all other people within a 

domain of interest and allows accessed services or facilities to be provisioned, used and managed 

with respect to that person. 
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3.7   Identity attribute 

A piece of information about a person. 

NOTE: Examples of attributes are given name, family name, date of birth, sex, occupation, 

address, and telephone number. AS 4590 contains additional examples of identity attributes. 

3.8   Identity authentication credentials 

Information used to authenticate the claimed identity of a person who accesses services and 

facilities electronically. 

NOTES:  

1 Examples are passwords, private keys and public key certificates, authentication tokens, 

representations of biometrics. 

2 NIST SP 800-103 [1] provides more information about identity authentication credentials. 

3 The process of applying for and being assigned identity authentication credentials is 

sometimes called registering or registration. 

3.9   Known Customer 

A person, whether acting in their own right or as an authorized representative of a Known 

Organization, that has previously had their identity authenticated by a Known Customer 

Organization, and has been assigned identity authentication credentials by the Known 

Customer Organization. 

3.10   Known Customer Organization 

An organization with defined procedures to authenticate identity attributes, determine 

whether or not a person has a satisfactory relationship history, and assign identity 

authentication credentials. 

NOTES:  

1 The description of Known Customer provisioning in this standard is based on a scenario 

where a Relying Party deals with a single Known Customer Organization because this is the 

most likely application scenario. However, this standard can be applied in cases where a 

Relying Party uses multiple Known Customer Organizations when provisioning electronic 

access.  Throughout this standard, references to a single Known Customer Organization can 

be interpreted as applying to one or more Known Customer Organizations. 

2 Assignment of identity authentication credentials may involve issuance by a Known Customer 

Organization and/or recognition of identity authentication credentials possessed by a person. 

3.11   Known Organization 

An organization that can be uniquely identified, communicated with, and that can confirm 

whether or not a named person is authorized to act as a representative of that organization. 

3.12   Provisioning 

The process of receiving and processing applications for electronic access to services and 

facilities, including collection of provisioning information. 

NOTE: Provisioning is sometimes called enrolling or enrolment. 

3.13   Provisioning Information 

Information about people with electronic access to services and facilities (acting in their 

own right or as a representative of an organization) which is reasonably required for the 

issue and/or use of identity authentication credentials and to provision and manage use of 

services and facilities, including information needed to— 

(a) authenticate the identity of the person; 

(b) authenticate the identity of the organization they represent; and 

(c) confirm that the person has the authority to access the on-line services on behalf of 

the organization they represent. 
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3.14   Public Key Infrastructure  

The system consisting of trusted third parties, together with the services they make 

available to support the application (including generation and validation) of digital 

signatures, and of the persons or technical components, that use these services. 

3.15  Relationship History 

A record of the frequency of interactions of a Customer with a Known Customer 

Organization.  

3.16   Relying Party 

An organization whose operations depend on assurance that the identity of people is as 

claimed. 

NOTE:  When providing electronic access to services and facilities, Relying Parties authenticate 

the claimed identity of people using identity authentication credentials provided by the claimant. 

3.17  Satisfactory Relationship History 

The frequency of interactions of a Customer with a Known Customer Organization meets or 

exceeds a value specified by the policies of the Known Customer Organization.  

NOTE: The relationship history does not consider the nature of the dealings with the provider of 

services or facilities. For example, even if a person incurs an unacceptable debt using a service or 

engages in unacceptable on-line conduct, the relationship history is considered satisfactory if the 

person meets usage frequency criteria. 

4   PRE-EXISTING KNOWLEDGE ABOUT A PERSON’S IDENTITY 

Application of this Standard relies on pre-existing, authenticated knowledge about a 

person’s identity held by a Known Customer Organization.  Pre-existing, authenticated 

knowledge about a person is obtained by authenticating Evidence of Identity provided by a 

person and developing a relationship history with that person.  This Standard requires that 

pre-existing, authenticated knowledge about a person’s identity is held by a Known 

Customer Organization, but does not specify requirements that particular identity attributes 

are to form part of this knowledge and does not specify requirements for authentication 

Evidence of Identity.   

5   OPERATIONAL MODEL 

The requirements in this Standard facilitate the following operational model: 

(a) A Known Customer Organization has an established Customer base. 

(b) The identity of the Customers has been established by means of authentication of 

Evidence of Identity followed by Customers establishing a satisfactory relationship 

history with the organization. This establishes knowledge about Customers and is a 

prerequisite for the application of this standard. Requirements for Evidence of 

Identity, authentication of Evidence of Identity, and criteria concerning whether or 

not a relationship history is satisfactory is outside the scope of this Standard. 

(c) On the basis of the Known Customer Organization’s confidence in the authenticated 

identity of its Customers, it assigns an identity authentication credential to each 

Customer for use in subsequent interactions. The choice of type of identity 

authentication credential and requirements for management of identity authentication 

credentials are outside the scope of this Standard. 

(d) As a means of providing its Customers with added value, the Known Customer 

Organization will confirm authenticated identity attributes and allow use of 

associated identity authentication credentials with other Relying Parties. The purpose 

of this is to simplify provisioning of electronic access to the services and facilities 

provided by other Relying Parties. 
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(e) The Known Customer Organization publishes its Evidence of Identity authentication 

policies, identity authentication credential management policies, privacy policies, 

liability policies and data management policies to inform other Relying Parties and 

assist them in making a decision regarding acceptance of their identity authentication 

credentials. The Known Customer Organization may also set and publish a fee 

structure for confirmation of identity attributes and identity authentication 

credentials. 

NOTES: 

1  Organizations that act as Known Customer Organizations need to make their existence 

known to providers of services or facilities that can be electronically accessed and that 

can potentially use the Known Customer provisioning process. For example, some 

Known Customer Organizations may advertise their Known Customer authentication 

services and policies on their internet web site. Others may operate in a community of 

interest that provides a directory of Known Customer Organizations. Requirements for 

advertising Known Customer services are beyond the scope of this Standard. 

2  Known Customer Organizations will often face costs associated with providing identity 

attribute authentication and relationship history confirmation services to other Relying 

Parties. Recovery of such costs is beyond the scope of this Standard. However it is 

noted that some organizations may charge for identity attribute authentication and 

relationship history confirmation services, while others may find mutual benefit in 

providing such services to each other. 

(f) The Known Customer Organization will only provide other Relying Parties with 

information concerning a Customer’s identity attributes and identity authentication 

credentials if it has obtained the informed consent of the Customer to do so. 

(g) The Known Customer Organization may require other Relying Parties to enter into 

agreements regarding privacy, security and liability as a condition of providing the 

identity services described above. The terms of such agreements are left to 

negotiation between the parties and are outside the scope of this standard. 

(h) Known Customers may apply on-line for electronic access to other services and 

facilities provided by other Relying Parties using identity authentication credentials 

assigned at an earlier time by the Known Customer Organization. 

(i) At the time a Customer uses the identity authentication credential with another 

Relying Party as part of an access provisioning process, that Relying Party will seek 

the Customer’s informed consent for confirmation of the correctness of identity 

attributes and identity authentication credentials with a Known Customer 

Organization. 

(j) Relying Parties seek confirmation from a Known Customer Organization that identity 

authentication credentials are valid and, if necessary, that identity attributes are 

correct. 

(k) The Known Customer Organization is not required to inform Relying Parties of 

changes to identity attributes and credentials subsequent to the time when their 

correctness is confirmed. 

NOTES: 

1  Ongoing operations of Relying Parties concerning a Customer’s access after 

provisioning is complete are outside the scope of this Standard. Typically, each Relying 

Party will have their own procedures to determine whether or not to provide ongoing 

electronic access, whether or not identity authentication credentials are valid, and to 

recover from situations when identity authentication credentials fail or become invalid. 

2  Some Known Customer Organizations may offer identity credential authentication and 

management services to other Relying Parties on an ongoing basis. However such 

services are beyond the scope of this Standard. 
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