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 ii

PREFACE 

This Standard was prepared by the Australian members of the Joint Standards 

Australia/Standards New Zealand Committee IT-012, Information systems—Security and 

identification technology. After consultation with stakeholders in both countries, Standards 

Australia and Standards New Zealand decided to develop this Standard as an Australian, rather 

than an Australian/New Zealand Standard. 

This Standard is identical with, and has been reproduced from ISO/IEC 15945:2002, 

Information technology—Security techniques—Specification of TTP services to support the 

application of digital signatures. 

The objective of this Standard is to define those TTP services needed to support the application 

of digital signatures for the purpose of non-repudiation of creation of documents. It also defines 

interfaces and protocols to enable interoperability between entities associated with these TTP 

services. 

As this Standard is reproduced from an international standard, the following applies: 

• its number appears on the cover and title page while the international standard number 

appears only on the cover 

• In the source text ‘this International Standard’ should read ‘this Australian Standard’. 

• A full point substitutes for a comma when referring to a decimal marker. 

References to International Standards should be replaced by references to Australian or 

Australian/New Zealand Standards, as follows: 

 

Reference to International Standard  Australian Standard 

ISO/IEC   AS  

11770-1 Information technology—Security 

techniques—Key management—

Part 1:  Framework 

 11770.1 Information technology—Security 

techniques—Key management, Part 1:  

Framework 
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AUSTRALIAN STANDARD 

 

ISO/IEC 15945:2001 (E) 

INFORMATION  TECHNOLOGY  –  SECURITY  TECHNIQUES  –  SPECIFICATION 
OF  TTP  SERVICES  TO  SUPPORT  THE  APPLICATION  OF  DIGITAL  SIGNATURES 

1 Scope 
This Recommendation | International Standard will define those TTP services needed to support the application of digital 
signatures for the purpose of non-repudiation of creation of documents.  

This Recommendation | International Standard will also define interfaces and protocols to enable interoperability 
between entities associated with these TTP services. 

Definitions of technical services and protocols are required to allow for the implementation of TTP services and related 
commercial applications.  

This Recommendation | International Standard focuses on: 
– implementation and interoperability; 
– service specifications; and 
– technical requirements. 

This Recommendation | International Standard does not describe the management of TTPs or other organizational, 
operational or personal issues. Those topics are mainly covered in ITU-T Rec. X.842 | ISO/IEC TR 14516, Information 
technology – Security techniques – Guidelines on the use and management of Trusted Third Party services. 

NOTE 1 – Because interoperability is the main issue of this Recommendation | International Standard, the following restrictions 
hold: 

i) Only those services which may be offered by a TTP, either to end entities or to another TTP, are covered in this 
Recommendation | International Standard.  

ii) Only those services which may be requested and/or delivered by means of standardizable digital messages are 
covered.  

iii) Only those services for which widely acceptable standardized messages can be agreed upon at the time this 
Recommendation | International Standard is published are specified in detail. 

Further services will be specified in separate documents when widely acceptable standardized messages are available for them. In 
particular, time stamping services will be defined in a separate document.  
NOTE 2 – The data structures and messages in this Recommendation | International Standard will be specified in accordance to 
RFC documents, RFC 2510 and RFC 2511 (for certificate management services) and to RFC 2560 (for OCSP services). The 
certificate request format also allows interoperability with PKCS#10. See Annex C for references to the documents mentioned in 
this Note. 
NOTE 3 – Other standardization efforts for TTP services in specific environments and applications, like SET or EDIFACT, exist. 
These are outside of the scope of this Recommendation | International Standard. 
NOTE 4 – This Recommendation | International Standard defines technical specifications for services. These specifications are 
independent of policies, specific legal regulations, and organizational models (which, for example, might define how duties and 
responsibilities are shared between Certification Authorities and Registration Authorities). Of course, the policy of TTPs offering 
the services described in this Recommendation | International Standard will need to specify how legal regulations and the other 
aspects mentioned before will be fulfilled by the TTP. In particular, the policy has to specify how the validity of digital signatures 
and certificates is determined. 

2 Normative references 
The following normative documents contain provisions which, through reference in this text, constitute provisions of this 
Recommendation | International Standard. For dated references, subsequent amendments to, or revisions of, any of these 
publications do not apply. However, parties to agreements based on this Recommendation | International Standard are 
encouraged to investigate the possibility of applying the most recent editions of the normative documents indicated 
below. For undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC 
maintain registers of currently valid International Standards. The Telecommunication Standardization Bureau of ITU 
maintains a list of currently valid ITU-T Recommendations. 
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ISO/IEC 15945:2002 (E) 

2 ITU-T X.843 (10/2000 E) 

2.1 Identical Recommendations | International Standards 

– ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology – Open Systems 
Interconnection – The Directory: Models. 

– ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology – Open Systems 
Interconnection – The Directory: Public-key and attribute certificate frameworks. 

– ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:1998, Information technology – Open Systems 
Interconnection – The Directory: Selected attribute types. 

– ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology – Abstract Syntax 
Notation One (ASN.1): Specification of basic notation. 

– ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology – Abstract Syntax 
Notation One (ASN.1): Information object specification. 

– ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology – Abstract Syntax 
Notation One (ASN.1): Constraint specification. 

– ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology – Abstract Syntax 
Notation One (ASN.1): Parameterization of ASN.1 specifications. 

– ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology – ASN.1 encoding 
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished 
Encoding Rules (DER). 

– ITU-T Recommendation X.810 (1995) | ISO/IEC 10181-1:1996, Information technology – Open Systems 
Interconnection – Security frameworks for open systems:  Overview. 

– ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology – Open Systems 
Interconnection – Security frameworks for open systems:  Non-repudiation framework. 

2.2 Additional references 

– ISO/IEC 9796-2:1997, Information technology – Security techniques – Digital signature schemes giving 
message recovery – Part 2: Mechanisms using a hash-function. 

– ISO/IEC 9796-3:2000, Information technology – Security techniques – Digital signature schemes giving 
message recovery – Part 3: Discrete logarithm based mechanisms. 

– ISO/IEC 10118-1:1994, Information technology – Security techniques – Hash-functions – Part 1: 
General. 

– ISO/IEC 10118-2:1994, Information technology – Security techniques – Hash-functions – Part 2: 
Hash-functions using an n-bit block cipher algorithm. 

– ISO/IEC 10118-3:1998, Information technology – Security techniques – Hash-functions – Part 3: 
Dedicated hash-functions. 

– ISO/IEC 11770-1:1996, Information technology – Security techniques – Key management – Part 1: 
Framework. 

– ISO/IEC 11770-2:1996, Information technology – Security techniques – Key management – Part 2: 
Mechanisms using symmetric techniques. 

– ISO/IEC 11770-3:1999, Information technology – Security techniques – Key management – Part 3: 
Mechanisms using asymmetric techniques. 

– ISO/IEC 13888-1:1997, Information technology – Security techniques – Non-repudiation – Part 1: 
General. 

– ISO/IEC 13888-2:1998, Information technology – Security techniques – Non-repudiation – Part 2: 
Mechanisms using symmetric techniques. 

– ISO/IEC 13888-3:1997, Information technology – Security techniques – Non-repudiation – Part 3: 
Mechanisms using asymmetric techniques. 

– ISO/IEC 14888-1:1998, Information technology – Security techniques – Digital signatures with appendix 
– Part 1: General. 

www.standards.com.au Copyright ISO www.isostandards.com.au
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 ISO/IEC 15945:2002 (E) 

  ITU-T X.843 (10/2000 E) 3 

– ISO/IEC 14888-2:1999, Information technology – Security techniques – Digital signatures with appendix 
– Part 2: Identity-based mechanisms. 

– ISO/IEC 14888-3:1998, Information technology – Security techniques – Digital signatures with appendix 
– Part 3: Certificate-based mechanisms. 

– ISO/IEC 15946-2 (to be published), Information technology – Security techniques – Cryptographic 
techniques based on elliptic curves – Part 2: Digital signatures. 

3 Definitions 

The following term is defined in ISO/IEC 11770-1: 

key management 

The following term is defined in ISO/IEC 10181-1: 

Trusted Third Party (TTP) 

The following terms are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8: 

CA-certificate 
Certification Authority (CA) 
public key certificate  

NOTE – The shorter term "certificate" will also be used in this Recommendation | International Standard to denote "public key 
certificate". 

certificate policy 
certificate revocation list (CRL) 
certification path 

The following terms are defined in ISO/IEC 10118-1: 

hash function 
hash-code (hash-value) 

The following term is defined in ISO/IEC 14888-1: 

domain parameter 

For the purposes of this Recommendation | International Standard, the following definitions apply: 

3.1 certificate management services: All services needed for the maintenance of the lifecycle of certificates, 
including registration, certification, distribution, and revocation of certificates. 

3.2 certification service: The service of creating and assigning certificates performed by a CA and described in 
ISO/IEC 9594-8:1995. 

3.3 digital signature: A cryptographic transformation of a data unit that allows a recipient of the data unit to prove 
the origin and integrity of the data unit and protect the sender and the recipient of the data unit against forgery by third 
parties, and the sender against forgery by the recipient. 

NOTE – Digital signatures may be used by end entities (see below) for the purposes of authentication, of data integrity, and of 
non-repudiation of creation of data. The usage for non-repudiation of creation of data is the most important one for legally binding 
digital signatures. The definition above is taken from ISO/IEC 9798-1. 

3.4 directly trusted CA: A directly trusted CA is a CA whose public key has been obtained and is being stored by 
an end entity in a secure, trusted manner, and whose public key is accepted by that end entity in the context of one or 
more applications. 

www.standards.com.au Copyright ISO www.isostandards.com.au
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ISO/IEC 15945:2002 (E) 

4 ITU-T X.843 (10/2000 E) 

3.5 directly trusted CA key: A directly trusted CA key is a public key of a directly trusted CA. It has been 
obtained and is being stored by an end entity in a secure, trusted manner. It is used to verify certificates without being 
itself verified by means of a certificate created by another CA. 

NOTE – If, for example, the CAs of several organizations cross-certify each other (see Annex A), the directly trusted CA for an 
entity may be the CA of the entity's organization. Directly trusted CAs and directly trusted CA keys may vary from entity to entity. 
An entity may regard several CAs as directly trusted CAs. 

3.6 directory service: A service to search and retrieve information from a catalogue of well defined objects, which 
may contain information about certificates, telephone numbers, access conditions, addresses, etc. An example is provided 
by a directory service conforming to the ITU-T Rec. X.500 | ISO/IEC 9594-1.  

3.7 key distribution service: The service of distributing keys securely to authorized entities performed by a Key 
Distribution Center and described in ISO/IEC 11770-1. 

3.8 non-repudiation of creation: Protection against an entity's false denial of having created the content of a 
message (i.e. being responsible for the content of a message). 

3.9 personal security environment (PSE): Secure local storage for an entity's private key, the directly trusted CA 
key and possibly other data. Depending on the security policy of the entity or the system requirements, this may be, for 
example, a cryptographically protected file or a tamper resistant hardware token. 

3.10 personalization service: The service of storing cryptographic information (especially private keys) to a PSE. 
NOTE – The organizational and physical security measures for a service like this are not in the scope of this Recommendation | 
International Standard. For organizational measures, refer to ITU-T Rec. X.842 | ISO/IEC TR 14516 Guidelines on the use and 
management of Trusted Third Party services. 

3.11 public key directory (PKD): A directory containing a well defined (sub)set of public key certificates. This 
directory can contain certificates from different Certification Authorities. 

3.12 public key infrastructure (PKI): The system consisting of TTPs, together with the services they make 
available to support the application (including generation and validation) of digital signatures, and of the persons or 
technical components, who use these services. 

NOTE – Sometimes the persons and the technical components participating in a PKI, by using the services of TTPs, but not being 
TTPs themselves, are referred to as end entities. An example of a technical equipment used by an end entity is a smartcard which 
may be used as a storage and/or processing device. 

3.13 registration authority (RA): Authority entitled and trusted to perform the registration service as described 
below.  

3.14 registration service: The service of identifying entities and registering them in a way that allows the secure 
assignment of certificates to these entities. 

3.15 time stamping service: A service which attests the existence of electronic data at a precise instant of time.  
NOTE – Time stamping services are useful and probably indispensable to support long-term validation of signatures. They will be 
defined in a separate document. 

4 Abbreviations 

For the purposes of this Recommendation | International Standard, the following abbreviations apply: 

CA Certification Authority 

CRL Certificate Revocation List 

EE End Entity 

OCSP On-line Certificate Status Protocol 

PKD Public Key Directory 

PKI Public Key Infrastructure 

PSE Personal Security Environment 

RA Registration Authority 

TTP Trusted Third Party 

www.standards.com.au Copyright ISO www.isostandards.com.au
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 ISO/IEC 15945:2002 (E) 

  ITU-T X.843 (10/2000 E) 5 

5 Descriptive classification of services 

This clause describes services that may be used within the context of TTP services for digital signatures. Here a 
high-level description for those services is given, this description is independent of data formats, algorithms, description 
languages, etc.  

A detailed specification of some of these services is given in the following clauses. 

It is not required that every TTP planning to support the application of digital signatures offers all of these services. It is 
possible that a number of TTPs, offering different services, cooperate in supporting the use of digital signatures. 

NOTE 1 – Because interoperability is the main issue of this Recommendation | International Standard, only those services which 
are offered by a TTP, either to end entities or to another TTP, are described here. Furthermore, only those services are covered 
which may be requested and/or delivered by means of standardizable digital messages. (However, this does not imply that 
standardized messages are in fact defined for all services mentioned in this Recommendation | International Standard.) 
The following examples show services that are not covered: 

1) Logging of security relevant events. With respect to a digital signature PKI this is an internal service of TTPs but 
not offered to entities. 

2) General cryptographic services (e.g. encryption service). Processes like encryption are part of some services but 
not relevant as stand-alone service in the context of digital signatures. 

3) Key archiving or recovery. This may be an internal service for directly trusted CA keys. This will usually not be 
done for digital signature keys of end entities. 

NOTE 2 – Time stamping services will be defined in a separate document. 

5.1 Certificate management services 

This subclause contains a description of the following services that are part of the certificate lifecycle: 

• Registration; 

• Public Key Certification; 

• Revocation of Certificates; 

• Certificate Update; and 

• Key Update. 

A detailed specification for the online message flow of these services (except certificate status determination) is given in 
clause 7, and the ASN.1 specification of the data structures needed for these messages is given in clause 8. The analogue 
specifications for online certificate status determination (see 5.1.3.3, second method) are given in clause 9. 

The directory access protocols used to make certificates and CRLs publicly available are not specified here since 
specifications for these protocols already exist in ITU-T Rec. X.511 | ISO/IEC 9594-3 and ITU-T Rec. X.519 | 
ISO/IEC 9594-5. 

NOTE – Other protocols for directory access are LDAP (RFCs 1777, 2555 and 2587-LDAPv2) or WEB-access (RFC 2585). 

Figure 1 gives an overview over the architecture of a PKI with some example services. 

 

T0733480-00

OCSP

PKD RA

CACA

EE

PKD

– certificate
   information

– cross certification

– certificate retrieval
– certificate revocation
   status determination

– registration
– certification

 

Figure 1 – Overview of Certificate Management Services 
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5.1.1 Registration 

The trustworthiness of any Public Key infrastructure relies on the proper identification and registration of entities.  

For all end entities, an RA (which may also be the CA) has to verify the end entity's identity by suitable means, and has 
to assign an unambiguous and unique name to each end entity within its own domain. The certificate policy determines 
the kind of means to be used for identification (e.g. ID documents) and whether the end entity has to be present in 
person. Aliasing of end entity's names may also be required. Those end entities which are technical components are 
registered according to the security policy for the application, e.g. network management. Applications, for which the 
distinction between human and non-human end entities is important, should make this distinction clear within the 
certificate. For example, a "name" could be "device type X", number "Y" located in "Z", the distinction could be made 
according to policy, or an extension may indicate the difference. 

A registration form may be used to collect the relevant data, e.g. name, business unit, business address, and delivery 
address for the keying material.  

EXAMPLE: A scenario within a company may be that each employee has to be present in person at the relevant 
personnel office, showing his valid identity card. The personnel officer in charge attests the identity and sends a signed 
registration form to the CA. 

5.1.2 Public Key certification 

The CA is responsible for the certification process, the binding of an entity's name or a pseudonym with public keys. A 
certificate format is described in ITU-T Rec. X.509 | ISO/IEC 9594-8.  

This Recommendation | International Standard requires that proof of possession of the private key corresponding to the 
public key included in the certificate is carried out in the course of the certification service. Depending on policy, a CA 
may guarantee further properties of the public key of the end entity, e.g. by including one or both of the services 
described in 5.3.2 and 5.3.3. 

5.1.3 Revocation of certificates 

5.1.3.1 General considerations 

A major concern with public key certificates is that they may have to be revoked prior to their scheduled expiration time 
due to different circumstances. Revoking may be done by the issuing CA or by another authority, depending on the 
policy. 

The revocation is mandatory, if a private key is compromised. Other reasons may be change of name, termination of 
employment, etc.  

The certificate policy should state all revocation reasons. Some of these reasons can be found in ITU-T Rec. X.509 | 
ISO/IEC 9594-8. The policy should include who can request revocations, and also if a specific token can be used to 
identify entities who are authorized to revoke certificates such as one-time revocation passwords.  

5.1.3.2 Revocation methods 

Two different methods can be used to revoke certificates: 
1) Issuing of a Certificate revocation list (CRL). 

A CRL is a periodically issued list which is signed by the CA and identifies all certificates that are 
revoked.  

Revocation leads to an immediate entry in the CRL which also includes the time of revocation of the 
concerned certificate. Additionally, the policy of the CA may require that the certificate is removed from 
the PKD. 

NOTE – Depending on the policy, it may be suitable to keep the certificate in order to check the validity of 
signatures made before the revocation date (e.g. if the revocation reason is not key compromise). 

In addition to the periodic publishing, the updated CRL may be published immediately. 
ISO/IEC 11770-1 identifies two different revocation time stamps: 

– The time of known or suspected compromise; and 

– the time at which the CA was notified of the compromise by the entity. 
Depending on the policy, the entry of the certificate in the CRL may be deleted when the certificate 
expires (compare 5.1.3.3 Certificate revocation status determination). 

2) Storing the status of the certificate in an internal trusted database of the CA and offering online certificate 
status information to entities (compare 5.1.3.3 Certificate revocation status determination). 
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Both methods may be combined. 

If a key is compromised, the standard procedure is to revoke the corresponding certificate, re-initialize the end entity, 
generate a new public/private key pair, and certify the new public key with the previous attributes. 

Depending on the policy, a certificate may: 

– be revoked permanently; 

– be suspended. The CRL entry includes a flag indicating the status "on hold".  

The policy of the CA shall specify what the status "on hold" means with regard to the level of trust it represents to an 
entity, and how an entity should treat this situation. For example, a certificate might be suspended as a result of an 
unauthorized revocation request. Some policies do not allow the status "on hold" at all. 

EXAMPLE: A policy may state the following: Whenever a verification is performed, it shall be rejected as long as the 
certificate is suspended. When an evidence is verifiable using a suspended certificate, the result of the verification shall 
be negative if a result is immediately needed, but can also be interpreted as a conditional validity. When the suspension 
is followed by a revocation, then the evidence becomes invalid and the revocation date shall be the date of the start of the 
suspension (i.e. not the date of the end of the suspension). 

5.1.3.3 Certificate revocation status determination 

This service allows an entity to determine if a certificate is revoked. This can be done by different methods 
corresponding to the methods of revocation as described in 5.1.3.2: 

1) Method 1: Checking the PKD and CRL.  

2) Method 2: To request on-line the status from a TTP that is trusted for that purpose. The TTP's answer has 
to be conveyed in an authentic manner to the entity. 

5.1.3.4 Revocation of a CA certificate 

A special scenario is encountered if a CA's private key is compromised. If that occurs: 

– the certificate of the public key corresponding to the CA's compromised key has to be revoked. 

Trust in the certificates, calculated with the compromised key of the CA, is not provided any more by the 
CA's signature contained in these certificates. However, it is possible to guarantee the validity of such 
certificates with other means (e.g. if the certificates are stored in a trustworthy way by a TTP which 
provides an OCSP service). In any case, the entities should obtain a new certificate and a new directly 
trusted CA key for future signatures. 

Depending on the policy, the certificates calculated with the compromised key are revoked as a means of 
informing the end entities about the necessity of getting new certificates. 

In some situations, depending on the certificate policy and the system architecture, new key pairs should 
be generated for the entities. 

It is important to note that under this scenario, any signatures that were issued before the compromise 
occurred, and are made secure by additional means (e.g. that are time-stamped by a time stamping 
authority whose certificate is still valid), may still be considered valid, depending on policy, while any 
signatures issued after the time of determined compromise, or not made secure by additional means, will 
be considered invalid. 

– if the public key corresponding to the CA's compromised private key is cross-certified with other CAs, an 
alert message has to be sent to the other CAs. This alert message will notify them to revoke the cross-
certified CAs certificate. 

5.1.4 Certificate update 

In case of expiration of a certificate, it may be updated by issuing a new certificate for the public key of the entity that 
was already contained in the old certificate.  

This method shall not be used if : 

– the key pair of the entity is compromised; or 

– the state of cryptography indicates that the public key algorithm in connection with the parameters of the 
key pair may not guarantee security of signatures generated with this key pair for the validity period of the 
new certificate; or 

– the new certificate will have substantial differences in terms of policy, extensions or attributes from the 
old certificate. 

www.standards.com.au Copyright ISO www.isostandards.com.au

www.standards.com.au                                                                                                                                                        Standards Australia

7

A
cc

es
se

d 
by

 M
O

N
A

S
H

 U
N

IV
E

R
S

IT
Y

 L
IB

R
A

R
Y

 o
n 

16
 J

un
 2

01
5 

(D
oc

um
en

t c
ur

re
nc

y 
no

t g
ua

ra
nt

ee
d 

w
he

n 
pr

in
te

d)

Full document details: AS 5045-2004

http://www.avadocuments.com/doc/as-5045-2004
http://www.avadocuments.com/doc/as-5045-2004


ISO/IEC 15945:2002 (E) 

8 ITU-T X.843 (10/2000 E) 

The certificate policy of the CA may specify that a simplified registration procedure is acceptable to issue a new 
certificate. 

EXAMPLE: If the old certificate is not revoked, this may be accepted as sufficient to issue a new certificate. 

The change of non-critical attributes in a certificate during its period of validity, such as name or affiliation (e.g. by a 
change to another department), may also lead to the requirement for a recertification of the amended attributes with the 
same keys as before. Nevertheless, in this case the previous certificate has to be revoked. 

5.1.5 Key update 

A new key pair is generated, either by the entity itself or by the TTP, and a certificate is issued for the public key of this 
new pair. 

This method shall be chosen in case of expiration of a certificate if certificate update is not acceptable for one of the 
reasons given in 5.1.4. Depending on the policy of the CA, it may also be used in other situations. 

The certificate policy of the CA may specify that a simplified registration procedure is acceptable to issue a certificate 
for an updated key.  

5.2 Key management services 

General descriptions for key management services are given in ISO/IEC 11770 (all parts). 

This subclause contains a description only of those key management services that may be offered as a part of services 
related to the certificate lifecycle (compare 5.1). The detailed specification for the on-line message flow of those services 
in clause 7, and the ASN.1 specification of the data structures in clause 8, cover the key management services as far as 
they result in on-line messages between CA, RA and/or EE. 

5.2.1 Key generation 

In the context of digital signatures, TTPs may generate private/public key pairs for end entities if this is not done by the 
entities themselves. Though the service might be offered by independent TTPs, it is assumed further on that it is done 
either by a CA or a RA in response to a certification request or by the end entity prior to a certification request. 

5.2.2 Key distribution 

5.2.2.1 Distribution of private keys 

For the description of the service, "key distribution", different modes of key transmission (on-line or off-line) and the key 
generating component (TTP or entity) can be distinguished. In the case of a centralized key generation, the TTP is 
responsible for a secure transmission of the entity's private key and public key certificate. Moreover, it must be ensured 
that an entity's private key will be sent in a confidential manner. This can be achieved by encrypting this key with a 
special (symmetric) transportation key known only to the TTP and the corresponding entity. Alternatively, the private 
key may be transmitted using appropriate secure hardware facilities as for example, smartcards. The transmission of the 
private key is not necessary if the entity is able to generate its own asymmetric key pair. In this case, the TTP merely has 
to perform some plausibility checks (e.g. if the entity is able to sign a message with a private key corresponding to the 
public key), to certify the entity's public key, and to make this certificate available. 

5.2.2.2 Distribution of public keys 

Public keys must be made available to entities in a way that guarantees their authenticity. In the case of certified public 
keys, the key distribution is done by distribution of the certificate and authenticity is guaranteed by the signature of the 
CA which has created the certificate.  

In the case of a directly trusted CA key, other means of secure distribution have to be used. If private keys of an entity 
are distributed to an entity using a secure hardware token, this token can also be used for delivery of the CA key. In other 
cases an additional process is required. See ISO/IEC 11770-3, subclause 8.1 "Public key distribution without a trusted 
third party" for methods to do this. 

5.2.3 Personalization 

The storage of private keys and additional data may be provided by using a physical token. In this situation the 
personalization of a token has to be supported by the CA, RA or end entities. For example, the personalization of 
smartcards may include set-up procedures (e.g. creation of the file system), the selection of a random PIN (Personal 
Identification Number) or password and the shipment and storage of all relevant data within a smartcard. 
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5.3 Other services 

5.3.1 Cross certification 

Cross certification is a service offered to allow verification of signatures from end entities with certificates from one CA 
by end entities with certificates from another CA. For example, a CA1 issues a certificate for a CA2 in another PKI with 
the effect that entities trusting CA1 can verify certificates of entities in the other PKI via a certification path including 
this new certificate. 

A detailed specification for the on-line message flow of this service is given in clause 7 and the ASN.1 specification of 
the data structures needed for these messages is given in clause 8. 

5.3.2 Domain parameter validation 

Domain Parameter Validation is the validation of a proposed set of domain parameters to ensure that each parameter in 
the set meets all the attributes that are claimed for it.  

EXAMPLES:  

a) a valid parameter may be required to be a prime: to validate this, a primality test (perhaps probabilistic) is 
run to make sure that the claimed prime is actually a prime; 

b) a valid parameter may be required to be in some arithmetic relationship with some other parameter(s): to 
validate this, the arithmetic relationship is tested to ensure it holds; 

c) a specific weak case (for example, on an exclude list) may be checked to ensure it does not apply to the 
set in question; or  

d) a parameter may be required to be generated by use of a seed in a canonical seeded hash function: to 
validate this, the seed is input to the canonical seeded hash function to ensure that it actually does generate 
the parameter.  

The generator of a set of domain parameters should ensure that they pass domain parameter validation. Whether anyone 
else needs to do domain parameter validation depends on the trust relationship between the generator and the entity. If a 
set of invalid domain parameters is used, unpredictable results may occur, including loss of any intended security. As 
domain parameters are typically public, it is best if the validation can be done in an off-line manner (that is, not needing 
the generator of the domain parameters to answer queries) and this is typically the case. 

Usually a CA will generate and validate a set of domain parameters which can then be implicitly trusted by all members 
of the PKI. 

5.3.3 Public key validation 

Public Key Validation is the validation of a claimed public key to ensure it conforms to the arithmetic requirements for 
such a key, that is, that the claimed public key is plausible. Public Key Validation assumes that any domain parameters 
have previously been validated.  

EXAMPLES: 

a) a valid parameter may be required to be in a specific range of values: to validate this, the claimed 
parameter is tested to ensure it is in the correct range; 

b) a valid parameter may be required to have a specific order (typically a large prime order): to validate this, 
the claimed parameter is tested to ensure it has the correct order; or  

c) a valid parameter may be required to be in a specific arithmetic relationship with some other parameter(s), 
to validate this, the arithmetic relationship is tested. 

If an invalid public key is used, unpredictable results may occur, including loss of any intended security of the owner of 
the associated private key, recipients of documents signed with that key, or both. A trusted third party, such as a CA, can 
do Public Key Validation to assure all entities in its domain. 

5.3.4 Certificate validation 

If an end entity that wants to rely on a digital signature of another end entity is not able to verify the corresponding 
certificate, it may ask a TTP to do this. 

Certificate validation concerns the validity of a single certificate. A single certificate may be supplied in the request, or 
that single certificate may be supplied and followed by a sequence of certificates (not necessarily forming a certification 
path).  
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There are two conditions to be met in order to test the validity of a certificate: 

a) A single certificate may only be valid against a certificate policy. It is thus necessary to know which 
certificate policy applies. The certificate policy defines, among other things, a rule, how to build a valid 
certification path. So the task is to determine if it is possible to build a certification path. If the supplied 
certificates are not sufficient, the service may attempt to gather itself the missing certificates. There can be 
different ways to identify the certificate policy, but there must be some pointer to point to the right policy. 
For this, an OID (Object Identifier) or a URL can be used. In order to make sure that the pointer is correct, 
a hash code value of the policy should be added. A simple and degenerated form for a policy is a single 
self-signed certificate. In that case, it is needed to point to this self-signed certificate by providing the 
name of the CA and the serial number of the certificate.  

b) It is also important to know on which date the validity test should be made. This is of particular 
importance in order to make sure that the certificate has not been revoked prior to that date. Depending on 
the certificate policy, the validity not only of the certificate itself but also of all certificates in the 
certificate path will have to be checked for points in time, which may be different from each other and 
may which depend on the signature time. The knowledge of the signature date is thus of particular 
importance. 

As a conclusion, the input parameters for this service would be:  

– an identifier of the certificate to be tested for validity, followed by zero or more certificates; 

– zero, one or more CRLs (Certificate Revocation Lists); 

– the identifier of a certificate policy against which the certificate shall be tested, i.e. a pointer such as an 
OID or a URL followed by a hash of the certificate policy, or the identifier of a self-signed certificate (in a 
degenerated case); 

– the instant of time for which the test shall be made. 

The output parameter should be enumerated. 

5.3.5 Archival service 

Since digital signatures may be used to sign documents that have to be valid for a long time, it must be possible to 
determine the validity of a signature even a long time after the expiration of the corresponding certificate. Special 
provisions exceeding the normal CA procedures have to be made for this, since the certificate validity period is the time 
interval during which the CA normally warrants that it will maintain information about the status of the certificate. The 
policy of a conforming PKI shall define these provisions. Possible provisions are the use of time-stamping services or 
archival services. 

Archival services may be important to resolve conflicts concerning digital signatures. For example, certificates, CRLs 
and other data may be archived by dedicated TTPs, since usual directory services may only contain certificates and CRLs 
that are not expired. To achieve this, the history of the lifetime of certificates and CRLs may be recorded in such a way 
that their validity time frame can be reconstructed. The certificate policy may require that the CA itself archives all 
certificates and CRLs that have ever been issued. 

6 Minimal certificate and CRL profile 

6.1 Minimal certificate profile 

Certificates shall comply to X.509 format as specified in ITU-T Rec. X.509 | ISO/IEC 9594-8. Entities verifying 
certificates shall be able to process this format.  

No full certificate profile will be given here, but the following certificate fields shall be implemented for reasons of 
security and/or interoperability (the names of the certificate fields refer to ITU-T Rec. X.509 | ISO/IEC 9594-8): 

a) The version shall at least be v3. 

b) The following extensions shall be used by CAs and applications shall be able to process them: 

– basic constraints; 

– key usage; 

– authority key identifier (possible exception: self-signed certificates for directly trusted CA keys); 

– certificate policies. 
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c) Applications shall be able to process the subject alternative name extension. CAs shall use this extension 
if the subject field of a certificate is empty. 

d) Applications shall be able to process the name constraints, policy constraints and extended key usage 
extensions. The name constraints extension shall be used in CA certificates only. 

6.2 Minimal CRL profile 

CRLs shall comply to X.509 format as specified in ITU-T Rec. X.509 | ISO/IEC 9594-8. Entities using CRLs shall be 
able to process this format.  

No full CRL profile will be given here, but the following fields shall be implemented for reasons of security and/or 
interoperability (the names of the certificate fields refer to ITU-T Rec. X.509 | ISO/IEC 9594-8): 

a) The CRL-version shall be at least v2 as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8. 

b) CRLs shall contain the next update field, the CRL number extension and the keyIdentifier field of the 
authority key identifier extension. Applications shall be able to process these fields. 

7 Certificate management messages 
Messages are defined in this clause for all relevant services of certificate management. The data structures will be 
specified in accordance with RFC documents RFC 2510 and RFC 2511. The messages will be specified in detail in 
clause 8 using ASN.1. The ASN.1 syntax is defined in ITU-T Recs. X.680-X.683 | ISO/IEC 8824 parts 1-4, coding rules 
are described in ITU-T Rec. X.690 | ISO/IEC 8825-1. 

NOTE 1 – Note that on-line protocols are not the only way of implementing these services. For all services there are off-line 
methods of achieving the same result, and this Recommendation | International Standard does not mandate use of on-line 
protocols. For example, when hardware tokens are used, many of the services may be achieved as part of the physical token 
delivery.  
NOTE 2 – The ASN.1 code is equivalent to that in the RFCs mentioned above, though the syntax looks different in parts. 

Basically, each TTP information exchange type consists of a request-message sent forward by the initiator and a 
response-message sent back by the responder, as shown in Figure 2. In case of problems, the response may be substituted 
by an error-message. 
 

T0733120-00

#xx

#xx

Initiator
user/TTP

Request
message

Reply/error
message

Responder
user/TTP

 
Figure  2 – Information exchange 

 

Figure 3 shows the basic information flow in a TTP environment and all involved entities. 
 

TTPTTP TTPTTP

UserUser UserUser

    
T0733130-00

TTP TTP

User UserUU

TT

TU

 
Figure 3 – Information flow  
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The following classes of TTP Information Exchange Types can be distinguished: 

– TTP initiated information exchange types to TTPs: "TT"-class. 

– TTP initiated information exchange types to end entities and vice versa: "TU"-class. 

– End entity initiated information exchange types to other end entities: "UU"-class. 

The "UU"-class of information exchange types is outside the scope of this Recommendation | International Standard. 

7.1 Overview of certificate management services and messages 

Note that not all PKI management services result in the creation of a PKI message. 

The services including entities and CAs described below may additionally include a RA. 

The message names printed in bold refer to the definitions in 8.1.2. 

7.1.1 Initialization 

7.1.1.1 CA initialization 

Before issuing any certificates, a newly established CA (which plans to issue CRLs) shall produce initial revocation lists, 
i.e. "empty" versions of each CRL which is to be periodically produced. 

If a newly created CA will serve as a directly trusted CA for some end entities, it shall produce at least one 
"self-certificate" which is a certificate for the CAs public key signed with the CA's own key. Different self-signed 
certificates, including different naming constraints, may be needed in order to support different applications. In order to 
make the CA's self-certificate useful to end entities that do not acquire the self-certificate via "out-of-band" means, the 
CA should also produce a hash-code for every self-signed certificate. End entities that acquire this hash-code and an 
identifier of the corresponding self-certificate securely via some "out-of-band" means can then verify this self-certificate 
and hence the other attributes contained therein. 

From the perspective of PKI management protocols, the initialization of a CA, which is not a directly trusted CA, is the 
same as the initialization of an end entity. The only difference is that the CA must also produce an initial revocation list. 

7.1.1.2 CA to CA initialization 

Before entities of one CA can use the public keys of an entity certified by another CA, trust between these CAs must be 
established. This may be achieved by using a cross-certificate between these CAs or by means of a trusted certification 
path. This function may be supported by exchange mechanisms different from that used for entity interactions with the 
CA (e.g. physical exchange between CA managers), and so need not necessarily be supported by on-line exchange 
protocols. 

Cross certification involves the use of three messages: 

– Cross-certification request message (CrossCertReq); 

– Cross-certification response message (CrossCertRep); 

– PKI Confirm message (PKIConfirm). 

The requester CA is the CA that will become the subject of the cross-certificate; the responder CA will become the issuer 
of the cross-certificate.  

7.1.1.3 Entity initialization 

This is the process whereby an end entity first makes itself known to a CA or RA, prior to the CA issuing a certificate, or 
certificates, for that end entity. The end result of this process (when it is successful) is that a CA issues a certificate for an 
end entity's public key, and returns that certificate to the end entity and/or posts that certificate in a public repository. 
This process may, and typically will, involve multiple "steps", possibly including an initialization of the end entity's 
equipment. For example, the end entity's equipment must be securely initialized with the public key of a CA, to be used 
in validating certificate paths. Furthermore, an end entity typically needs to be initialized with its own key pair(s). 

The identity of the entity shall be verified by the RA. This registration procedure may involve off-line and even non-
electronic communications (e.g. using the postal service) and need not be supported by any on-line exchange protocols. 
Various authentication schemes for initial registration of an end entity are described in 7.2.1. 

Before using services offered by a TTP, an entity may need to obtain information about the functions supported by the 
TTP along with keys needed to communicate securely with the TTP and the TTP's public key needed to verify 
certificates. 
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The PKI GenMsg dialogue may be used to request and supply this PKI information. In this case, the request shall be the 
GenMsg message, the response shall be the GenRep message and the error response shall be the ErrorMsg message. 
These messages are protected using a MAC based on shared secret information (i.e. PasswordBasedMAC) or any other 
authenticated means (if the end entity has an existing certificate). 

– PKI Information Request (GenMsg message); 

– PKI Information Response (GenRep message). 

This message pair is designed for general requests for PKI information and may be used after initialization too. It may 
also be used by other TTPs to acquire information about the current status of a CA. The CA shall respond to the request 
by providing the requested information, or by conveying an error if some of the information cannot be provided. 

When carrying out the registration/certification process an entity may indicate that the request is its first certification 
request by using the following message instead of the CertReq and CertRep messages, as described later on: 

– Initial Registration/Certification request (InitReq); 

– Initial Registration/Certification response (InitRep). 

7.1.2 Key generation  

The public/private key pair used in an asymmetric system may be generated by either the entity, or a TTP. Wherever the 
key pair is generated, this must be done in a manner which can be trusted to properly generate it according to the 
algorithm used and maintain the integrity of both keys and the confidentiality of the private key.  

a) Entity generated 

If the entity generates the public/private key pair, the public key is passed to the TTP as part of the 
registration/certification process. This is included in a field of the certificate template contained in the CertReqMessage. 

b) TTP generation 

If the TTP generates the public/private key pair, this pair is passed to the entity as part of the registration/certification 
process (see 7.1.1.3). The private key is passed by physical PSE delivery or within the private key field of CertKeyPair 
within CertRep. The public key is passed within its certificate; the certificate field of CertKeyPair within CertRep is 
contained in CertRepContent. 

c) Key update 

When a key pair is due to expire, the relevant end entity may request a key update, that is, it may request that the TTP 
issues a new certificate for a new key pair. The request is made using a key update request message. If the end entity 
already possesses a signing key pair (with a corresponding verification certificate), then this message will typically be 
protected by the entity's digital signature. The TTP returns the new certificate (if the request is successful) in a key 
update response message: 

– Certification request for an updated key (KeyUpdReq); 

– Certification response for an updated key (KeyUpdRep). 

The new key pair may be generated by the entity or by the TTP. In the second case the key is generated and carried in 
these messages as part of the registration/certification process as described above. 

NOTE – In the case where the entity wishes to extend the life of an existing certified key, then the certificate needs to be updated. 

d) CA key update announcement 

CA keys (as all other keys) have a finite lifetime and will have to be updated on a periodic basis.  

Special certificates (see 7.2.3) are issued by the CA to aid existing end entities who hold the old self-signed CA 
certificate to make a secure transition to the new self-signed CA certificate, and to aid new end entities who will hold the 
new self-signed CA certificate to acquire the old one securely for verification of existing data. 

When a CA updates its own public/private key pair, the following messages may be used to announce this event to 
entities: 

– Announce CA key update (CAKeyUpdAnn) 

7.1.3 Key certification  

An initialized end entity may request a certificate at any time (as part of an update procedure, or for any other purpose). 
This request will be made using the certification request message. If the end entity already possesses a signing key pair 
(with a corresponding verification certificate), then this message will typically be protected by the entity's digital 
signature. The CA returns the new certificate (if the request is successful) in a CertRep message. 
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