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PREFACE

This Standard was prepared by the S tandards Australia Committee IT/24, Supervisory Control and

Data Acquisition.

The S tandard is identical with and has been reproduced from IEC 60870-1 -1 :1 988, Telecontrol

equipment and systems, Part 1 : General considerations, Section One—General principles.

IEC has decided to apply a new numbering system, the 60000 series, to all its existing and future

publications, including amendments to existing S tandards . As a consequence, IEC has modified the

bibliographic references in its databases to accord with the new numbering system. All IEC

publications issued since the beginning of 1 997 will carry references in terms of the 60000 series

numbering. Publications printed earlier than 1997 will continue to carry the old series of numbers.

For example, a reference to the IEC 60870 series of Standards will be to IEC 870 if the current

edition of the Standard was printed prior to 1 997.

This Standard is identical to a pre-1997 document; therefore, it uses the old series of numbers.

The objective of this S tandard is to provide manufacturers and users of telecontrol equipment and

systems with an explanation of their structural elements, configurations and basic functions in order

to provide an introduction to the more detailed standards of the series to be adopted in Australia.

As this S tandard is reproduced from an international Standard, the following applies :

(a) Its number does not appear on each page of text and its identity is shown only on the cover

and title page.

(b) In the source text ‘ this International Standard’ should read ‘this Australian Standard’ .

(c) A full point substitutes for a comma when referring to a decimal marker.

© Copyright STANDARDS AUSTRALIA

Users of Standards are reminded that copyright subsists in all Standards Australi a publications and software. Except where the
Copyri ght Act allows and except where provided for below no publications or software produced by Standards Australi a may be
reproduced, stored in a retri eval system in any form or transmitted by any means without prior permission in writ ing from
Standards Australia. Permission may be conditi onal on an appropri ate royalty payment. Requests for permission and information
on commercial software royalt ies should be directed to the head office of Standards Australi a.

Standards Australia wil l permit up to 1 0 percent of the technical content pages of a Standard to be copied for use
exclusively in-house by purchasers of the Standard without payment of a royalty or advice to Standards Australia.

Standards Australia wi ll also permit the inclusion of i ts copyri ght material in computer software programs for no royalty
payment provided such programs are used exclusively in-house by the creators of the programs.

Care should be taken to ensure that material used is from the current editi on of the Standard and that i t is updated whenever the
Standard is amended or revised. The number and date of the Standard should therefore be clearly identified.

The use of materi al in pri nt form or in computer software programs to be used commercially , with or without payment, or in
commercial contracts is subject to the payment of a royalty. This policy may be varied by Standards Australi a at any time.
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INTRODUCTION

Te l econtro l systems serve fo r mon ito ri ng and control o f processes whi ch are

geograph ical l y wi despread . They i nclu de all equi pment and fu nct io n s for acqu is i ti on,

processing , transmission and di spl ay of the necessary process i nfo rmat i on . The

pe rfo rmance o f a tel econ trol system is determin ed basicall y by:

1 ) th e data i ntegr ity of i n fo rmati on transfe r, from a source to i ts desti nati on, and

2) th e speed wi th wh i ch in format io n is transferred to i ts desti n at i on .

Th e data i n teg ri ty i s def in ed as the unchang eab il i ty of an i nformati on content from a

sou rce to i ts desti n at i on , wh i le the speed o f in formatio n tran sfer is measu red by th e overa ll

transfer t ime .

Th e hi gh responsib i l i ty whi ch is associa ted wi th the transmission of i n fo rmati on such

as command s an d the occu rrence of adverse environmental cond it i on s necessitate

standards for data acqu i si ti on an d of data tran smi ssi on wh ich ful f i l stri ng ent requ i remen ts

of data i nteg rity and tran smission ef f icien cy.

I t shoul d be noted th at al th ou g h th is series o f stan dards has been produ ced

speci f ical l y for te l econ tro l systems used i n e lectrica l power systems, th ey may also be

appl i ed to o th er fi el d s o f appl i cati on, e. g . gas and water supp l y and di stri bu ti on, e tc.

Th e aim of th ese stan dards i s to provi de adeq uate i n fo rmati on fo r correct p lanni n g and

re l iab le operat ion o f te l econtro l systems. The stan dards are d ivi ded i n to d i ffe rent parts,

l i sted i n Clau se 2 o f thi s report .

Th i s part o f th i s ser i es of tel econ trol standards i s in tended to g ive the u ser a gene ral

su rvey o f the systems an d the i r e lemen ts, thu s presen ti n g th e necessary basi c i n fo rmati on

fo r a tho rou gh unde rstan d in g of the fo l l owi n g parts o f th ese standards.
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AUSTRALIAN STANDARD

Telecontrol equ ipment and systems

Part 1 . 1 :
General considerations—General principles

1 . Scope

Th i s ser i es o f standards appl i es to te l econtro l eq u ipmen t an d systems wi th coded b it seri a l

da ta transmission fo r moni to rin g and contro l of geograph icall ywid espread processes.

2. Obj ect

Th i s series of standards descri bes con fi g urat i on s an d fu nction s o f te lecon tro l systems and

of re l ated el emen ts. I t def i nes the fun cti on al req u irements, l og i cal characteri sti cs an d in terface

condi t io ns o f the basi c e lemen ts and th e ru l es th ose e lemen ts shal l fol low i n co-exist in g wi th

other e lemen ts.

Th ese standards do not de fi n e the i nternal ph ysical characte risti cs o f such el ements no r the

layou t, constru cti on or mater i al used.

The fol l owin g subj ects are outside the scope of th ese stan dards:

- ri ppl e con tro l systems;

- prope rti es o f tran smissi on chan ne l s and l ocal bus (h i ghway) systems fo r communi cat ion

be tween process i npu t/ou tpu t el emen ts;

- te l ep rotect ion an d l ocal l y au tomated fu nct io ns even though th ey may somet imes be

implemen ted wi th in a tel econt rol system.

These standards are subdi vid ed in to severa l parts, whi ch are sub-di vi ded in to several

secti ons an d i ssued as separate pu b li cat io n s bearin g the fo l lowin g ti tl es and scopes:

IEC Pub l icat i on 870- 1 -1 : Part 1 : Gen eral consid erat io ns, Secti on One - General pri n cipl es (whi ch

consti tu tes th is report)

Th i s report expla i ns th e stru ctu ral e lemen ts, con f ig u rati ons an d basi c fun cti on s o f

te l econtro l systems.

I t gi ves an overview of fu ncti ona l e lemen ts wh ich contribute to basic structu res an d possi bl e

cho ice o f te lecon tro l systems conf ig u rat io ns.

I t deals with fu ncti ons whi ch are typi cal fo r an y process to be mon i to red an d con tro l l ed bu t

emphasizes th e specif ic prob lems wh ich character i ze geograph ical l y wi despread processes,

such as the dom i nan t in f lu ence of te le commun icati on l i nks wi th restr icted bandwid th an d of ten

low si gn al - to -no ise rat i o.

However, thi s report shal l onl y serve as an i nt rod uct ion to the de tai led stan dards and

recommen dation s la id down i n Parts 2-5 quo ted be l ow.

COPYRIGHT

Full document details: AS 60870.1.1-1998 (2015)

http://avadocuments2026.com/doc/as-60870-1-1-1998-2015
http://avadocuments2026.com/doc/as-60870-1-1-1998-2015


22

IEC Publ i cat io n 870 -1 -2: Part 1 : Gen eral consi de rat ion s, Secti on Two - Gu id e for speci fi cat io n s

(u nde r con sid erati on)

Th i s Secti on Two of Part 1 wi l l descri be gu i de l in es for p l an ni n g an d de fi n in g speci f icati on s

of tel econ trol systems and eq u ipmen t in orde r to accommodate i nd ivi du al app li cat io n deman ds.

IEC Publ i cat io n 870- 1 -3 : Part 1 : Gen era l considerat i on s, Secti on Th ree - G l ossary (u nde r

considerat i on )

Th i s Secti on Three of Part 1 wi l l presen t th e speci fi c te rms of te lecon tro l techni ques as

de fin ed i n th e I n te rnati ona l El ectro techn i cal Vocabu lary [1 EV] [ I EC Publ i cat io n 50 (37 1 ) ] as we l l

as other te rms whi ch are necessary for th e un derstand i ng o f th i s ser i es o f standards.

IEC Publ i cati on 870 -2 -1 : Part 2: Operati n g cond i ti on s, Secti on One - Environmen tal con d it i on s

an d power supp l i es

Th i s Secti on One of Part 2 def in es th e envi ronmen ta l and power supp l y condi t io ns to wh ich

th e tel econ trol eq u ipmen t shoul d be desig ned i n order to fu lf i l i ts specif i cat io ns. I t estab l ishes

classes fo r di ffe ren t con di t io n s and also defi nes test proced u res.

IEC Publ i cati on 870 -2-2 wi l l con sti tute Secti on Two and it wi l l d ea l with el ectromag net i c

compatib i l i ty as we l l as corros ive an d erosive in f lu en ces.

IEC Pub li cat io n 870-3: Part 3 : I nte rfaces (i n preparat ion )

Th i s part wi l l de fi n e the i n te rface condi t io ns th at have to be met i n orde r to corre l ate the

di ffe ren t p i eces o f equi pment needed to fo rm a te lecon tro l system and to al low th e u ser to

manag e such a system.

IEC Pub li cat io n 870-4: Part 4 : Performan ce requi remen ts ( in preparat ion )

Th i s part wi l l d ea l wi th th ose characteri sti cs that have to be met by tel econ trol equi pment

an d systems to accompl ish th e fu nct ions for wh i ch they are i nten ded in a con ti nu ous, secure and

preci se man ner, and in add it i on to be fl exi bl e enoug h to accommodate fu ture demands.

IEC Pub li cat io n 870-5: Part 5 : Transmi ssion pro tocol s ( in preparati on )

Th i s part wi l l descri be th e fu ncti ona l characte risti cs o f data transmission th at sha l l be met i n

order to impl emen t a te l econ tro l system by means of l in ks or networks. Data i n tegr i ty

requi remen ts for i nfo rmati on tran smi ssi on , di sti nct da ta fo rmats and transmission method s, wh ich

fu l fi l th ese requ iremen ts, wi l l be de fin ed .

COPYRIGHT

Full document details: AS 60870.1.1-1998 (2015)

http://avadocuments2026.com/doc/as-60870-1-1-1998-2015
http://avadocuments2026.com/doc/as-60870-1-1-1998-2015


33

Th i s part wi l l in clu de several secti ons.

Th e stan dards l isted above wi l l be comple ted by addi t io na l parts an d sect ions as

appropri ate .

3. General aspects re l ated to tel econ trol systems

The fun damen tal aspects re l at i ng to th e ope rat io n o f geograph icall y wi despread processes

in clu d in g the gene rat i on an d opt imum tran sportati on and d i stri but i on o f a prod uct are very simi l ar

fo r the di ffe ren t kind s o f produ cts (e .g . g as, water, o i l o r e lectrici ty) . Te lecon tro l systems

employed i n the ope rat io n o f e lectr i c power systems have been devel oped to a very ad van ced

state an d o ften serve as examples fo r appl i cat io ns in o the r areas. For thi s reason, the general

aspects rel ati n g to th e operati on o f an y geog raphi cal ly wi despread process are expl ai n ed in th e

fo l lowin g sub -clau ses by re feren ce where appropr i ate to the operati on of an e l ectri c power

system.

3. 1 The rol e o f te l econ tro l systems in power systems operati on

The qu al i ty o f th e power supp l y, whi ch i ncl ud es i ts re l iab i l i ty, depend s to a large exten t on

th e exi stence o f a coord i na ted tel econt rol system wh ich assures al l th e necessary superviso ry

an d con tro l fun cti on s. The stru cture of such a te lecon tro l system i s d ictated by the power

system’s arch i tectu re and by th e strateg y o f operati on adopted by the u ser(s) . I t is i n essen ce a

di str i bu ted process con tro l system conformi ng to the h ie rarch i cal stru ctu re o f the geograph icall y

wi despread power tran sportat i on an d d istri bu t io n ne tworks. A typical case o f a tel econtrol system

is dep icted i n Fi g ure 1 , page 55 .

A system can, from th e ope rat i on al po in t o f view, servi ce a who l e power ne twork or be spl it

up i nto di ffe ren t l eve ls of responsib i l i ty or even i n to parti a l l y or fu l ly i nd ependent sub-systems.

The l ocal con tro l systems of power stat io n s are usual ly in depen den t o f th e power ne twork

te l econtro l system bu t certa in mon itored i nfo rmati on i s fed from the power stat io ns con tro l

systems i nto the power network te lecon tro l system. Converse ly, certai n con tro l i n fo rmati on, such

as set po in ts for power gen erati on, are transmit ted i nto power stati ons (e .g . i n the case o f

au tomati c load/frequ ency cont rol ) .

Te l econt ro l system con fi g urati on s rang e from a few po i nt -to -po in t moni to rin g and con tro l

fu ncti on s up to mul t i l eve l systems coveri n g vast g eog raphi c areas. Th e u se of compu ter

techn o lo gy on all le vel s of the system al l ows tel econ trol systems an d arch itectu res to u se

di str i bu ted i ntel l ig ence with possib i l i ti es o f prep rocessin g i n fo rmati on to avoi d superf lu ous data

fl ow. Redu ndancy i s provi ded fo r vi ta l fu ncti ons i n orde r to fu lf i l specif ied avai l ab i l i ty and

re l iab i l i ty req u irements.
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Exten ded processi n g fun cti ons, such as l oad/frequency con trol , secu ri ty ana l ysi s, state

est imati on and short- te rm pred ict ive en erg y managemen t, may be carri ed out e i th er by a

separate real- time computer system or by the tel econ trol system i tsel f , accordi n g to th e cho ice of

th e systems arch i tectu re .

I t has al so to be no ted that equ i pment and subsystems are o ften manu factured by d if feren t

suppl i ers an d /o r stem from d if ferent generati on s of techno log y. The ir i n tegrati on i n to te l econ tro l

systems thus creates i nte rface prob lems whi ch are sometimes d if f icu lt to sol ve.

3. 2 The rol e o f th e data transmi ssio n system

One of the importan t facto rs wh ich has to be taken i n to accou nt in th e pl ann in g stage o f a

te l econtro l system i s th e speci f icat i on of th e data tran smi ssi on system.

Pri vate or pub li c communi cat i on cabl es, microwave channe ls and power l i ne carri e r (PLC)

are most wid e ly u sed. S i nce te lecon tro l systems have to ope rate i n rea l -t ime mode , l i m itati on s

imposed by the te lecommun icati on chan ne l s may heavi l y impa i r th e overal l system eff i ci ency.

Th e impl icati on i s restri cted bandwi dth and hence restr i cted bi t rates to be transmit ted u nde r

no i sy envi ronmental condi ti ons, wh i ch cause d isto rti on o f tran smi t ted sig nal el emen ts.

Conversely specif i cati ons of the overal l chan nel s have to be chosen to al l ow op t im izati on of th e

overal l system pe rfo rmance . The data transmi ssio n system has to be con sid ered i n th i s sense as

an i ntegrated part o f the te l econ tro l system .

In addi ti on, a l l tran smission equi pment l ocated in th e vicin i ty o f h ig h vol tag e eq u ipmen t such

as ci rcu it breakers and i sol ato rs, i s prone to i n te rmi ttent hi gh no ise level s of the bu rst type an d

transi en t vo ltages. Thi s i s especia l ly true for PLC chan nel s.

Th e performance req u irements an d boun dary condi t io ns fo r some te lecon tro l app l icat i on s,

such as tel e tr i pp in g i n transmission l i n e protecti on , gene rat i on /l oad re jecti on schemes, e tc. ,

where i n stantan eou s response in real - time mode is cri t ical , d i ctate the permanent d i rect l ogi cal

connecti on s between data sources and th e ir desti na t io ns. Thi s means that th e appl i cati on o f

store and fo rward techni ques or packet swi tch i ng are expl i ci tl y prohi b ited in su ch systems.

There are however tel econtrol fu ncti ons wi th l ess deman d in g pe rfo rmance requi remen ts

wh i ch may adopt the gen era l techn iq ues an d standards whi ch have been devel oped fo r of f ice

au tomati on appl i cat io ns. Data exchan ges among central stati ons for reg i on s, di str i cts or even

nat ion s may fal l i nto tha t catego ry.
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