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i i

PREFACE

This Standard was prepared by the S tandards Australia Committee IT/24, Supervisory Control and

Data Acquisition.

The S tandard is identical with and has been reproduced from IEC 60870-1 -3:1 997, Telecontrol

equipment and systems, Part 1 : General considerations —Section Three:Glossary .

IEC has decided to apply a new numbering system, the 60000 series, to all its existing and future

publications, including amendments to existing S tandards . As a consequence, IEC has modified the

bibliographic references in its databases to accord with the new numbering system. All IEC

publications issued since the beginning of 1997 will carry references in terms of the 60000 series

numbering. Publications printed earlier than 1997 will continue to carry the old series of numbers.

For example, a reference to the IEC 60870 series of Standards will be to IEC 870 if the current

edition of the Standard was printed prior to 1 997.

The objective of this Standard is to provide manufacturers and users of telecontrol equipment and

systems with a glossary of telecontrol terms in order to obtain consistency in their usage in

Australia.

As this S tandard is reproduced from an international Standard, the following applies :

(a) Its number does not appear on each page of text and its identity is shown only on the cover

and title page.

(b) In the source text ‘ this International Standard’ should read ‘this Australian Standard’ .

(c) A full point substitutes for a comma when referring to a decimal marker.

The references to international Standards should be replaced by references to the following

Australian or Joint Australian/New Zealand Standards.

Reference to International Standard

or other Publication

Australian or Joint Australian/New Zealand

Standard

IEC AS

60050 International Electrotechnical

Vocabulary (IEV)

1852 International Electrotechnical

Vocabulary

60050(191 ) Chapter 1 91 : Dependability and

quality of service

—

60050(351 ) Chapter 351 : Automatic Control —

60050(371 ) Chapter 371 : Telecontrol 1852.371 Part 371 : Telecontrol

60050(721 ) Chapter 721 : Telegraphy,

facsimile and data communication

—

60870 Telecontrol equipment and

systems

60870 Telecontrol equipment and

systems

60870-1 -4 Part 1 : General considerations

Section 4: Basic aspects of

telecontrol data transmission and

organization of standards

IEC 60870-5 and IEC 60870-6

60870. 1 .4 Part 1 .4: General considerations—

Basic aspects of telecontrol data

transmission and organization of

standards IEC 60870-5 and IEC

60870-6

60870-2-1 Part 2: Operating conditions—

Section 1 : Power supply and

electromagnetic compatibility

60870. 2. 1 Part 2.1 : Operating conditions—

Power supply and electromagnetic

compatibility
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IEC AS

60870-5-3 Part 5: Transmission protocols—

Section 3 : General structure of

application data

60870. 5.3 Part 5.3 : Transmission protocols—

General structure of application

data

60870-5-4 Part 5: Transmission protocols—

Section 4: Definition and coding

of application information

elements

60870. 5.4 Part 5.4: Transmission protocols—

Definition and coding of

application information elements

60870-5-5 Part 5: Transmission protocols—

Section 5: Basic application

functions

60870. 5.5 Part 5.5 : Transmission protocols—

Basic application functions

60870-5-101 Part 5: Transmission protocols—

Section 101 : Companion standard

for basic telecontrol tasks

—

60870-6-501 Part 6: Telecontrol protocols

compatible with ISO standards

and ITU-T recommendations—

Section 501 : TASE.1 Service

definitions

—

60870-6-502 Part 6: Telecontrol protocols

compatible with ISO standards

and ITU-T recommendations—

Section 502: TASE.1 Protocol

definitions

—

ISO AS /NZS

7498 Information technology—

Open Systems Interconnection—

Basic Reference Model

2777 Information processing systems—

Open Systems Interconnection—

Basic reference model

7498-1 The Basic Model 2777.1 Part 1 : The basic model

AS

7498-2 Part 2: Security Architecture 2777.2 Part 2: Security architecture

8326 Information processing systems—

Open Systems Interconnection—

Basic connection oriented session

service definition

3591 Information processing systems—

Open Systems Interconnection—

Basic connection oriented session

service definition

TR 8509 Information processing systems—

Open Systems Interconnection—

Service Conventions

3620 Information processing systems—

Open Systems Interconnection—

Service conventions

8648 Information processing systems—

Open Systems Interconnection—

Internal organization of the

Network Layer

3622 Information processing systems—

Open Systems Interconnection—

Internal organization of the

network layer

ISO/IEC AS /NZS

2382 Information technology—

Vocabulary

1189 Data processing—Vocabulary

2382-9 Part 9: Data communication 1189.9 Part 9: Data communication

3309 Information technology—
Telecommunications and

information exchange between

systems—High- level data link

control (HDLC) procedures—

Frame structure

2572 Information technology—

Telecommunications and
information exchange between

systems—High- level data link

control (HDLC)—Frame structure
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ISO/IEC AS /NZS

4335 Information technology—

Telecommunications and

information exchange between

systems—High- level data link

control (HDLC) procedures—

Elements of procedures

2571 Information technology—

Telecommunications and

information exchange between

systems—High- level data link

control procedures—Elements of

procedures

AS

8824 Information technology—

Open Systems Interconnection—

Specification of Abstract Syntax

Notation One (ASN.1 )

3625 Information technology—

Open Systems Interconnection—

Specification of Abstract Syntax

Notation One (ASN.1 )

9545 Information technology—

Open Systems Interconnection—

Application Layer structure

4021 Information technology—

Open Systems Interconnection—

Application layer structure
AS /NZS

9646 Information technology—

Open Systems Interconnection—

Conformance testing methodology

and framework

4103 Information technology—

Open Systems Interconnection—

Conformance testing methodology

and framework

9646-1 Part 1 : General concepts 4103. 1 Part 1 : General concepts

TR 10000 Information technology—

Framework and taxonomy of

International S tandardized Profiles

3966 Information technology—

Framework and taxonomy of

international standardized profiles

TR 10000-1 Part 1 : General principles and

documentation

3966.1 Part 1 : Framework

TR 10000-2 Part 2: Principles and Taxonomy

for OS I Profiles

3966.2 Part 2: Taxonomy of profiles

ITU-T

X. 1 5 Definition of terms concerning

public data networks

—
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1

AUSTRALIAN STANDARD

Telecontrol equ ipment and systems

Part 1 .3: General considerations—Glossary

1 Scope and object

Th i s techni cal repo rt appl i es to te l econ tro l equ i pment and systems wi th coded b it seri a l

da ta transmission fo r moni to rin g and contro l of geograph icall ywid espread processes.

Th i s sect ion o f I EC 60870- 1 covers those te rms wh ich are speci f ica l l y re levan t to

te l econtro l techn i qu es as wel l as o th er te rms wh ich are necessary fo r th e und erstandi ng o f

te l econt ro l standards.

Th i s report a lso g ives, whe re appl i cabl e , references to othe r d ict io nar ie s o f e lectrica l an d

el ectron ic terms.

Te rms wh ich are consi de red to be we l l known by readers o f te l econtro l stan dards are no t

in clu ded i n thi s repo rt . Th is app l ie s part i cu larly i n th e f i el d of commun i cat io ns whe re su ch

te rms as, for example , “i n fo rmati on” and “b i t” are commonplace and wel l un derstood .

2 Reference documen ts

The fol l owin g standards contain provi si ons wh ich , throu g h re ference in th i s text, consti tute

provi sions of th i s secti on of the IEC 60870 serie s. At the t ime of pub l icat i on , th e ed it io n s o f

th e re fe ren ce documen ts in d icated were val id . All standards are sub j ect to revi sion, so

reade rs are en cou raged to i n vesti ga te the possi bi l i ty of app l yi ng th e most recen t ed it i on s

of th e standards i nd icated be low. Members of I EC and ISO mai nta in reg i sters o f cu rrent ly

val id I n te rnati ona l Standards.

IEC 60050( 1 91 ) : 1 990, I nternat i on al El ectro techni cal Vocabul ary ( IEV) — Chapte r 1 9 1 :
Depen dab il i ty an d qua li ty o f service

IEC 60050(351 ) : 1 997, I nternat i on al El ectrotechni cal Vocabul ary ( IEV) — Chapte r 35 1 :
Au tomati c con tro l

IEC 60050(371 ) : 1 984, I nternat i on al El ectro techni cal Vocabul ary ( IEV) — Chapte r 37 1 :
Te l econtro l

IEC 60050(721 ) : 1 992, I nternat i on al El ectro techni cal Vocabul ary ( IEV) — Chapte r 72 1 :
Te l eg raphy, facsim i l e an d data commun i cat ion

IEC 60870-1 -4: 1 994, Telecontrol equipment and systems — Part 1 : General considerations —
Section 4: Basic aspects of telecontrol data transmission and organization of standards
IEC 60870-5 and IEC 60870-6

IEC 60870-2-1 : 1 995, Telecontrol equipment and systems — Part 2: Operating conditions —
Section 1 : Power supply and electromagnetic compatibi l i ty

IEC 60870-5-3: 1 992, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 3: General structure of application data

COPYRIGHT

Full document details: AS 60870.1.3-1998 (2015)

http://avadocuments2026.com/doc/as-60870-1-3-1998-2015
http://avadocuments2026.com/doc/as-60870-1-3-1998-2015


2

IEC 60870-5-4: 1 993, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 4: Definition and coding of appl ication information elements

IEC 60870-5-5: 1 995, Telecontrol equipment and systems — Part 5: Transmission protocols —
Section 5: Basic appl ication functions

IEC 60870-5-1 01 : 1 995, Telecontrol equipment and systems — Part 5: Transmission
protocols — Section 1 01 : Companion standard for basic telecontrol tasks

IEC 60870-6-501 : 1 995, Telecontrol equipment and systems — Part 6: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations — Section 501 : TASE.1 Service
definitions

IEC 60870-6-502: 1 995, Telecontrol equipment and systems — Part 6: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations — Section 502: TASE.1 Protocol
definitions

ISO/IEC 2382-9: 1 995, Information technology — Vocabulary — Part 9: Data communication

ISO/IEC 3309: 1 993, Information technology — Telecommunications and information exchange
between systems — High-level data l ink control (HDLC) procedures — Frame structure

ISO/IEC 4335: 1 993, Information technology — Telecommunications and information exchange
between systems — High-level data l ink control (HDLC) procedures — Elements of procedures

ISO 7498-1 : 1 994, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO 7498-2: 1 989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 2: Security Architecture

ISO 8326: 1 987, Information processing systems — Open Systems Interconnection — Basic
connection oriented session service definition

ISO TR 8509: 1 987, Information processing systems — Open Systems Interconnection —
Service conventions

ISO 8648: 1 988, Information processing systems — Open Systems Interconnection — Internal
organization of the Network Layer

ISO/IEC 8824: 1 990, Information technology — Open Systems Interconnection — Specification
of Abstract Syntax Notation One (ASN.1 )

ISO/IEC 9545: 1 994, Information technology — Open Systems Interconnection — Application
Layer structure

ISO/IEC 9646-1 : 1 994, Information technology — Open Systems Interconnection —
Conformance testing methodology and framework — Part 1 : General concepts

ISO/IEC TR 1 0000-1 : 1 995, Information technology — Framework and taxonomy of International
Standardized Profi les — Part 1 : General principles and documentation

ISO/IEC TR 1 0000-2: 1 995, Information technology — Framework and taxonomy of International
Standardized Profi les — Part 2: Principles and Taxonomy for OSI Profi les

ITU-T X.1 5: 1 984, Definition of terms concerning publ ic data networks
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3

3 Defin i ti ons

absol u te chrono logy; time taggi ng : Meth od of transmission of changes-o f-state so that

transmit ted in format ion i s accompani ed by data g ivi ng th e regi ste red time at wh ich the

chang e occu rred, wi thi n th e t ime resolu t io n . [I EV 371 -05-02 ]

acknowledgement: See pos i ti ve acknowledgement; negati ve acknowledgemen t

acqui s it ion time: Minimum time fo r correct de tecti on an d processi ng of a chang e-o f-state .

address: Part o f a message id ent ifyin g th e sou rce or i ts desti nat ion .

ad justing command : Command used to chang e the state o f operati ona l equi pment havin g

more th an two states. [I EV 371 -03 -1 0 ]

al arm: In format ion fo r attractin g at ten ti on to some abno rmal state .

NOTE — A transit ion from a normal in to an abnormal state causes a vi sual and/o r audib le warn in g wh ich has

to be acknowledged. A transit ion f rom an abnormal i nto a norm al state usual l y causes a change of i ndicat ion

and, i n some appli cati ons, al so causes a vi sual and/or audi bl e warn in g whi ch has to be acknowl edged.

analogue signa l : Si g na l in th e form of a con ti n uou sly var i ab le valu e .

appli cat ion assoc iation : Co-operati ve re la t io nsh ip between two appl i cati on-servi ce-

ob j ect-i nvocat ions wh ich govern thei r b i l ateral u se o f th e Presentat i on Servi ce fo r

commun icat i on of i nfo rmati on and co-ord in ati on o f th ei r j oi n t ope rat ion . [I SO/I EC 9545 ]

appli cat ion en ti ty (AE): Aspects of an app li cat io n -process pe rti nen t to Open Systems

In tercon necti on (OSI ) . [I SO 7498]

appli cat ion functions: Fun cti on s cover i ng the special needs of the process to wh ich a

te l econt ro l o r SCADA system i s app l ied.

Th e appl icati on fun cti ons are di vi ded in to basi c fu nctio ns and extended processi ng

fu ncti on s.

appli cat ion funct ions (i n the sense of the bas ic reference model ): Part of appl i cat io n-

processes wh i ch pe rfo rms th e remote commun i cat ions procedu res between app l icat i on -

processes. [I SO 7498 ]

appli cat ion -process: El emen t wi th i n a real open system wh i ch pe rfo rms the i nfo rmati on

processing fo r a parti cu l ar app li cat io n . [I SO 7498]

appli cat ion profil e : Prof i l e de fi ni n g th e use of pro tocol standards from Open Systems

In tercon necti on (OSI ) layers 5 to 7, to provi de fo r th e stru ctu red transfer o f i n fo rmati on

be tween systems.

appli cat ion service el ement: That part o f an app li cat io n -ent i ty wh ich provid es an Open

Systems I ntercon necti on (OSI) en vironmen t capabi l i ty, us i ng un derl yi ng services when

appropri ate . [I SO 7498 ]

COPYRIGHT

Full document details: AS 60870.1.3-1998 (2015)

http://avadocuments2026.com/doc/as-60870-1-3-1998-2015
http://avadocuments2026.com/doc/as-60870-1-3-1998-2015


4

assoc iat ion con trol service elemen t: Appl icati on service e lemen t tha t provid es the

exclu sive mean s for estab l ishi n g and termi na ti n g al l appl i cat io n-associat i on s.

[I SO/I EC 9545 ]

asynchronous telecontrol transmissi on: See start-stop te lecon trol transmission.

asynchronous transmiss ion : Data tran smissi on in wh ich th e time of occu rrence o f th e

start o f each characte r o r b l ock of characte rs is arbi trary; on ce started, th e t ime of

occurren ce o f each sig nal rep resen t in g a bi t wi th i n th e character or bl ock, has th e same

re l at i on sh i p to sig n if i cant in stants of a f i xed time base . [ ISO 2382-9]

au tomati c generati on control (AGC): See l oad -frequency con trol .

auxil i ary in formation: In format ion u sed i n orde r to con tro l th e ope rat ion o f a te le con tro l

system.

avail abi li ty: Abil i ty o f a u ni t o r system to perform i ts req ui red fu ncti on at an y g iven

momen t.

average transfer time: Average o f th e tran sfer ti me fo r every case o f i npu t o f th e primary

sig na l with respect to th e te l econtro l system. [ I EV 371 -08-1 8 ]

balanced circu i t; bal anced l ine; ba lanced si gna l pair: Tran smissi on l in e con sist in g o f

two con ductors i n the presence o f g rou nd , capab le o f be in g ope rated i n such a way th at,

when the vo ltages o f th e two cond uctors at al l tran sverse p lanes are equ al i n mag n itu de

an d opposi te i n po larity wi th respect to g rou nd , th e curren ts i n th e two con du cto rs are

eq ual in magni tud e and opposi te i n di rect io n.

balanced transmiss ion : Transmission method by whi ch e ith er Data Termina l Equi pment

(DTE) o f two con nected stati on s may i n it i ate a message tran smissi on at any time.

[I EC 60870 -1 -4]

barri er device: Device fo r gal van ic i sol ati on o f te lecon tro l equ i pmen t and the operati ona l

eq u ipmen t (e . g. a re lay, optocoupl er or transfo rmer).

base standard : Approved i nternat i on al stan dard, techn ical repo rt o r I TU -T

Recommen datio n whi ch is u sed i n th e defi ni t io n o f a Pro f i l e. [ ISO/I EC TR 1 0000 -1 ]

basic appl i ca tion funct ion (i n te lecon tro l) : Transmi ssion procedure th at performs a

supervisory or con tro l fu nction tha t i s g en era ll y used i n tel econ trol systems.

[I EC 60870 -5-5]

Exampl es: command t ransmi ssion, event t ransmi ssion, cycl i c t ransmi ssion, etc.

basic functi ons: Fu nct ion s deali ng with al l types o f in di vid ual i nfo rmat i on from and to the

operat iona l equ i pmen t and th e operato r.

basic reference model : See open system interconnecti on

baud (Bd) : Un it o f modu la t io n rate or u ni t o f transfer rate of si gn al e lemen ts of constan t

du rat i on i n a di screte ly ti med or d i gi tal sig nal ; th e number of baud i s equa l to the

recip rocal o f the du rat io n i n second s o f th e sho rtest si g na l e lemen t or o f th e uni t in te rval i n

such a sig nal . [ I EV 721 -03 -27 ]

NOTE — For example, if the durati on of the uni t in te rval i s 20 ms, the modu lati on rate is 50 Bd.
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bi nary state in formation: Moni to red i n fo rmati on o f th e status o f operati ona l equi pment

wh i ch is character ized by one o f two states, fo r example on /of f. [ IEV 371 -02-03 ]

bi t erasu re probabi li ty: Probabi l i ty tha t a recei ved sign al vari ab l e u sed to represent the

val ue of a bi t exceeds speci f ied l imi ts of to le rated sig nal qua l ity.

bi t erasu re rate: Ratio o f th e number o f b i ts recei ved with sig nal s exceed in g specif ie d

l i m its o f to l erated si gn al qual ity to th e to ta l n umber of b i ts sen t.

bi t error probabi l ity: Probab il i ty that a rece ived bi t wi l l be in verted wi th respect to the

correspond i ng bi t sen t. [I EV 371 -08-02]

bi t error rate: Ratio of th e number o f b its recei ved in verted to the to tal number o f bi ts

sen t. [I EV 371 -08-01 ]

bi t ori en ted data transmission: See code transparent data transmission

bi t ori en ted code: See transparent code

bi t rate: Speed at wh ich bi ts are transmi tted , usual l y expressed in bi ts pe r second (bi ts/s).

block: Sequ ence of b its transmi tted as a un i t, g en erall y subd i vi ded i nto fi e ld s fo r

conveyin g i n fo rmati on b its and erro r check bi ts.

block code: Sequence of in formatio n b i ts comple ted by b its u sed fo r erro r de tecti on or

error correcti on .

block error probabil ity: Probab il i ty tha t a b l ock wil l be i ncorrect ly recei ved .

[I EV 371 -08-04]

block error rate: Ratio o f th e numbe r o f b locks in correctl y received to the to tal number of

bl ocks sen t. [ I EV 371 -08 -03 ]

blocked: When the valu e of th e in fo rmat ion ob ject is b lo cked fo r transmission, th e valu e

remai n s in the state tha t was acqui red befo re it was bl ocked. B locki ng and deb l ocki n g may

be i ni t ia ted e .g by a local l ock or a l ocal au tomat ion cause .

blocked spon taneous data transfer: Simil ar to “spon tan eou s data tran sfe r” , bu t th e

in i ti ati ng appl i cat io n process wai ts a certai n t ime fo r more spon tan eou s data before

transmission to al low a more ef fi cie n t data tran sfe r in th e case of bu rsts o f spon taneous

data.

blocking : Functi on pe rfo rmed by an (N) -en ti ty to map mul t ip l e (N) -servi ce-data-un i ts i nto

on e (N ) -protoco l-data-u ni t . [I SO 7498 ]

Bose Chaudhu ri Hocquenghem-code (BCH-code) : Cycl ic code that can be defi ned by a

generato r po l ynomial ; every code word i s a mul t ip le o f th at pol ynomial.

breaking capabil ity: Cu rren t tha t a devi ce i s capabl e o f breakin g at a stated recovery

vol tag e under prescribed con di t io n s o f use an d beh avi ou r.

bridg e: Rel ay node o f a data network i n wh i ch transmission paths wi th di ffe ren t pro tocol

de f in i ti on s of th e physical l ayer are in tercon nected .
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