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PREFACE

This Standard was prepared by the Standards Australia Committee IT/24, Supervisory Control and

Data Acquisition.

The Standard is identical with and has been reproduced from IEC 60870-4: 1 990, Telecontrol

equipment and systems, Part 4: Performance requirements.

IEC has decided to apply a new numbering system, the 60000 series, to all its existing and future

publications, including amendments to existing Standards. As a consequence, IEC has modified the

bibliographic references in its databases to accord with the new numbering system. All IEC

publications issued since the beginning of 1 997 will carry references in terms of the 60000 series

numbering. Publications printed earlier than 1 997 will continue to carry the old series of numbers.

For example, a reference to the IEC 60870 series of Standards will be to IEC 870 if the current

edition of the Standard was printed prior to 1 997.

This Standard is identical with a pre-1 997 document therefore it uses the old series of numbers.

The objective of this Standard is to provide manufacturers and users of telecontrol equipment and

systems with a set of rules for accessing and specifying performance requirements in order to

determine the requirements for a particular telecontrol system to be used in Australia.

As this Standard is reproduced from an international Standard, the following applies:

(a) Its number does not appear on each page of text and its identity is shown only on the cover

and title page.

(b) In the source text ‘ this International Standard’ should read ‘ this Australian Standard’ .

(c) A full point substitutes for a comma when referring to a decimal marker.

© Copyright STANDARDS AUSTRALIA

Users of Standards are reminded that copyright subsists in all Standards Australia publications and software. Except where the
Copyright Act allows and except where provided for below no publications or software produced by Standards Australia may be
reproduced, stored in a retrieval system in any form or transmitted by any means without prior permission in writing from
Standards Australia. Permission may be conditional on an appropriate royalty payment. Requests for permission and information
on commercial software royalties should be directed to the head office of Standards Australia.

Standards Australia will permit up to 1 0 percent of the technical content pages of a Standard to be copied for use
exclusively in-house by purchasers of the Standard without payment of a royalty or advice to Standards Australia.

Standards Australia will also permit the inclusion of its copyright material in computer software programs for no royalty
payment provided such programs are used exclusively in-house by the creators of the programs.

Care should be taken to ensure that material used is from the current edition of the Standard and that it is updated whenever the
Standard is amended or revised. The number and date of the Standard should therefore be clearly identified.

The use of material in print form or in computer software programs to be used commercially, with or without payment, or in
commercial contracts is subj ect to the payment of a royalty. This policy may be varied by Standards Australia at any time.
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1

AUSTRALIAN STANDARD

TELECONTROL EQUIPMENT AND SYSTEMS

Part 4: Performance requ irements

INTRODUCTION

Rel iable and secure remote moni toring and control of a geographical ly widespread

process is the u l timate goal of a telecontrol system. Th is standard covers those aspects

which contribute to achieving a level of system performance consistent wi th that goal .

The approach adopted in th is standard has been to treat the subject of

performance requ irements on the basis of the inherent properties of telecontrol systems.

The inherent properties of a system are those intang ibles, such as avai labi l i ty, time

parameters, etc. , which in many ways affect the overal l system performance. During

normal system operation , these properties and thei r effect on the system performance go

largely unnoticed . Their real value is on ly noticed in exceptional ci rcumstances, such as

on detection of a fau l t, or when i t is necessary to extend the system. The system

performance, especial ly under these cond i tions, reflects the consideration g iven to these

properties in the plann ing , design and manufacture of the equ ipment.

I n determin ing the performance requ irements for a particu lar telecontrol system,

care shou ld be taken to stipu late standards which are adequate for the speci fic

appl ication , wi thout being tempted to place excessive demands. A balance shou ld be

found between the ideal requ i rements on the one hand , and the techn ical and financial

consequences on the other hand .

1 . Scope

This series of standards appl ies to telecontrol equ ipment and systems wi th

coded bi t serial data transmission for mon i toring and control of geograph ical ly

widespread processes. The scope of th is standard embraces telecontrol systems in

the restricted sense, as shown in IEC Publ ication 870-1 -1 , figure 2.

2. Object

This part deals wi th those characteristics which affect the performance of

telecontrol systems and relates the characteristics to the appl ication and

processing functions.

The object of th is part is to establ ish a set of ru les which can be used to

assess and speci fy the performance requ irements of telecontrol systems.
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I t i s in tended that th is part serves as a common platform for the system

planner and the suppl ier or manufacturer of telecontrol systems. The system

planner wi l l find the contents helpfu l in determin ing the requ irements for a

particu lar telecontrol system. I n add i tion , these ru les provide a means of comparing

the products of d i fferent suppl iers. The suppl ier or manufacturer wi l l find gu idel ines

for the system design and a base for classi fication of system performance.

Th is part comprises a main body, which contains the actual standard ,

together wi th two append ices, wh ich contain further information and

recommendations.

The main body is devoted ch iefly to a treatment of the various

characteristics as operational parameters. A short description of each operational

parameter is fol lowed by a l ist of the necessary performance requ irements and,

where feasible, a classi fication of the operational parameters in performance

classes.

The performance classes serve to speci fy the system requ irements for a

particu lar appl ication and to evaluate the system performance of d i fferent

telecontrol systems.

The performance classes used are to be optimized for each appl ication and

agreed upon between the user and the suppl ier.

3. Classi fication of operational parameters

This clause covers those properties which influence the performance of

telecontrol systems. Appropriate requ i rements and, where feasible, performance

classes have been specified for each of the properties covered.

The classi fication ratings g iven apply in general to the performance of the

un i ts of the overal l system. The performance of the overal l system shal l be derived

from the performance of al l components of a telecontrol system (in the restricted

sense), exclud ing the process and the operator’s equ ipment. Certain properties,

however, such as rel iabi l i ty and avai labi l i ty, can be appl ied as performance cri teria

to ind ividual i tems of equ ipment. The components of an overal l system are, for

instance:

— substations;

— nodes;

— transmission l ines;

— central processor;

— man/machine interface.

The requ irements for a particu lar telecontrol system are dependent on the

speci fic appl ication and are invariably subject to agreement between suppl ier and

user.
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3. 1 Rel iabi l i ty

Rel iabi l i ty is defined as a measure of an equ ipment or system to perform its

intended function under speci fied cond i tions for a speci fied period of time (see

IEC Publ ications 271 , 271 A and 300). I t is a probabi l i ty figure, based on fai lure

data and length of operating time.

The rel iabi l i ty of a telecontrol system is expressed by the “mean time

between fai lures” in hours (MTBF), and can be calcu lated from the rel iabi l i ty

figures of the ind ividual system components (see the standards of Technical

Committee No. 56).

The rel iabi l i ty of a system depends on the fol lowing factors:

— the rel iabi l i ty of the system equ ipment and the software;

— the configuration of the system.

Measures which may enhance the rel iabi l i ty are l isted in append ix A,

clause A. 1 .

3. 1 . 1 Rel iabi l i ty requ irements

The overal l system rel iabi l i ty and partial rel iabi l i ties of certain speci fied

sections of the telecontrol system are to be calcu lated by the suppl ier from the

rel iabi l i ty figures of the ind ividual components, and proved against the actual

performance in the field over a g iven trial period . The start and duration of the trial

period shou ld be agreed upon between the suppl ier and the user and shou ld

exclude the early fai lure period .

The equ ipment suppl ier shou ld provide on request fai lure d istribution data

for al l components, assembl ies and un i ts which, on fai lure, cou ld cause loss of a

function or mal function of the system.

The fai lure modes and the effects of fai lures on the system performance

shal l be analysed by the suppl ier and the resu l ts made avai lable on request.

3. 1 .2 Rel iabi l i ty classes

I n the rel iabi l i ty classes provided in table 1 , the values g iven refer to the

rel iabi l i ty of the un i ts of the overal l system.

Table 1 — Rel iabi l i ty classes

Rel iabi l i ty class MTBF

R1

R2

R3

MTBF ≥ 2 000 h

MTBF ≥ 4 000 h

MTBF ≥ 8 760 h
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3.2 Avai labi l i ty

The avai labi l i ty of a un i t of a system characterizes i ts abi l i ty to perform its

requ ired function at any given moment.

The avai labi l i ty is a probabi l i ty figure which concerns operation at a g iven

instant, in contrast to rel iabi l i ty wh ich concerns operation over a g iven period .

The avai labi l i ty of a un i t of the overal l system, expressed in “A”, may be

calcu lated using the equation :

(1 )

I n appl ications where outages due to preventive maintenance degrade

system operation , the downtime in equation (1 ) shou ld be the sum of the corrective

maintenance and the preventive maintenance.

For hardware design analysis and for pred iction of avai labi l i ty of system

subassembl ies and un i ts, equation (2) shal l be used , uti l i zing MTBF and MTTR as

defined in subclauses 3. 1 and 3.3 respectively:

(2)

where

Ap is the pred icted avai labi l i ty.

Th is equation governs the relationsh ip between the values given in tables 1

to 4. Therefore these values may not be combined arbi trari ly.

Measures aimed at improving the system avai labi l i ty are g iven in

appendix A, clause A.2.

3.2. 1 Requ irements

The class or classes of avai labi l i ty appl icable to the telecontrol system and

subsystems under consideration are subject to agreement between suppl ier and

user.

The avai labi l i ty of telecontrol systems or equ ipment al ready in operation ,

shal l be calcu lated using equation (1 ), on the basis of statistics provided by

operating and maintenance records. The records shou ld cover a time period of not

less than 6 months for systems and 1 2 months for equ ipment, starting after elapse

of the early fai lure period .
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For equ ipment not yet instal led , equation (2) shou ld be used to calcu late

the pred icted avai labi l i ty of the overal l system as wel l as the major system

components, such as master station equ ipment, outstation equ ipment, etc. , and

computer peripheral devices. The calcu lated resu l ts shou ld be checked against the

performance in the field once the equ ipment has been operating for the time

requ ired to exclude the early fai lures.

The consequence of outages of ind ividual system elements or functions on

the overal l system avai labi l i ty and of planned preventive maintenance shou ld be

mutual ly agreed upon between the user and the suppl ier.

3.2.2 Avai labi l i ty classes

I n the avai labi l i ty classes provided in table 2, the values g iven, un less

otherwise stated , refer to the avai labi l i ty of the un i ts of the overal l system.

Table 2 — Avai labi l i ty classes

Avai labi l i ty class
Avai labi l i ty

A

A1

A2

A3

A ≥ 99.00%

A ≥ 99.75%

A ≥ 99.95%

3.3 Maintainabi l i ty

Maintainabi l i ty is the abi l i ty of a system or equ ipment under g iven

cond i tions of use, after detection of a fau l t, to be restored to fu l l working order and

to be maintained during normal working operation .

The maintainabi l i ty, wh i lst being influenced by the respective maintenance

organization , is main ly dependent on the serviceabi l i ty and thus on the layout of

the equipment, together wi th the d iagnostic faci l i ties provided .

Maintainabi l i ty is expressed by the “mean time to restoration” in hours

(MTTR), which is g iven by the sum of the fol lowing components:

— admin istration time: the time interval between detection of a fau l t and

noti fication of the maintenance service;

— transport time: the time interval between noti fication of the maintenance

service and the arrival on si te of the maintenance personnel together wi th

the necessary equ ipment;

— mean repair time (MRT): the mean time requ i red by trained maintenance

personnel on si te, equ ipped wi th replacement parts and the recommended

test equ ipment, to d iagnose and to recti fy the fau l t, includ ing retesting the

equ ipment.
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