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PREFACE

This Standard was prepared by the Standards Australia Committee IT/24, Supervisory Control and

Data Acquisition.

The Standard is identical with and has been reproduced from IEC 60870-5-1 : 1 990, Telecontrol

equipment and systems, Part 5 : Transmission protocols, Section One—Transmission frame formats.

IEC has decided to apply a new numbering system, the 60000 series, to all its existing and future

publications, including amendments to existing Standards. As a consequence, IEC has modified the

bibliographic references in its databases to accord with the new numbering system. All IEC

publications issued since the beginning of 1 997 will carry references in terms of the 60000 series

numbering. Publications printed earlier than 1 997 will continue to carry the old series of numbers.

For example, a reference to the IEC 60870 series of Standards will be to IEC 870 if the current

edition of the Standard was printed prior to 1 997.

This Standard is identical with a pre-1 997 document therefore it uses the old series of numbers.

The objective of this Standard is to provide manufacturers and users of telecontrol equipment and

systems with a specification of the basic requirements for services to be provided by the link and

physical layers in order to achieve system interoperability within Australia.

As this Standard is reproduced from an international Standard, the following applies:

(a) Its number does not appear on each page of text and its identity is shown only on the cover

and title page.

(b) In the source text ‘ this International Standard’ should read ‘ this Australian Standard’ .

(c) A full point substitutes for a comma when referring to a decimal marker.

© Copyright STANDARDS AUSTRALIA

Users of Standards are reminded that copyright subsists in all Standards Australia publications and software. Except where the
Copyright Act allows and except where provided for below no publications or software produced by Standards Australia may be
reproduced, stored in a retrieval system in any form or transmitted by any means without prior permission in writing from
Standards Australia. Permission may be conditional on an appropriate royalty payment. Requests for permission and information
on commercial software royalties should be directed to the head office of Standards Australia.

Standards Australia will permit up to 1 0 percent of the technical content pages of a Standard to be copied for use
exclusively in-house by purchasers of the Standard without payment of a royalty or advice to Standards Australia.

Standards Australia will also permit the inclusion of its copyright material in computer software programs for no royalty
payment provided such programs are used exclusively in-house by the creators of the programs.

Care should be taken to ensure that material used is from the current edition of the Standard and that it is updated whenever the
Standard is amended or revised. The number and date of the Standard should therefore be clearly identified.

The use of material in print form or in computer software programs to be used commercially, with or without payment, or in
commercial contracts is subj ect to the payment of a royalty. This policy may be varied by Standards Australia at any time.
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1

AUSTRALIAN STANDARD

Telecontrol equipment and systems

Part 5. 1

Transmission protocols—Transmission frame formats

INTRODUCTION

This section h igh l ights speci fic requ irements and cond i tions for data transmission

in telecontrol systems and shows ways to meet those requ irements. Existing standards

for data transmission protocols are adopted where they fu l fi l the speci fic telecontrol

requ irements.

I n terms of the OSI (Open System Interconnection) reference model of ISO-CCITT,

wh ich subd ivides communication into seven layers, th is speci fies standards for the two

lowest layers, namely the physical layer and the l ink layer. I n particu lar the document

speci fies formats for bi t serial frame transmission which comply wi th speci fied classes of

data integri ty.

Publ ication 870-5-2: Section Two: Transmission Procedures (in preparation) wi l l

speci fy further standards for the l ink layer and for h igher layers. Th is comprises

d isposi tions for data contents wi th in frames, i . e. services in various traffic modes and for

various l ink - and network configurations.

The u l timate purpose of the communication function in process moni toring and

control is to ach ieve maximum system consistency, i . e. there shou ld be no d iscrepancies

between the physical states of process variables and their image in the data base of the

telecontrol system. This u l timate goal cannot be achieved completely. The laws of

causal i ty d ictate that the information about process states is delayed and environmental

noise or component fai lures may falsi fy the information . Al l that can be expected is that

the communication al lows a h igh degree of system consistency to be maintained . For th is

reason the data transmission method shal l support upgraded rel iable and efficient

in formation throughput in particu lar for short and urgent messages. The exploi tation of

the instal led bandwidth wi th respect to these two qual i ties is the cri tical measure for

telecontrol protocols, because the avai lable bandwidths are l im i ted .

I n an imperfect environment, however, h igh data integri ty and efficient data

transmission are confl icting properties: increasing demands for data integri ty can be

fu l fi l l ed at the expense of decreasing net speed of information flow. I t is necessary,

therefore, to find an acceptable compromise between these two properties, based on an

analysis of the requ irements. A pre-supposi tion for analytical treatment is the objective

measurement of the requ ired properties.
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Data transport is on ly one function of the total system. The speed and in tegri ty

requ i rements of data transmission shal l be chosen to be consistent wi th the accuracy of

the total system, i . e. al l the system parameters shou ld be matched. I n add i tion to the

requ i red compromise between transmission speed and transmission integri ty there are

further cond i tions which influence the choice of an appropriate telecontrol protocol , as

shown in the fol lowing d iagram:
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1 . Scope

This series of standards appl ies to telecontrol equ ipment and systems wi th

coded bi t serial data transmission for mon i toring and control l ing geograph ical ly

widespread processes. Th is standard covers asynchronous data transmission wi th

hal f duplex and duplex l ink protocols operating wi th window size one for message

transfers.

2. Object

This section speci fies the basic requ i rements for services to be provided by

the l ink plus physical layers, for telecontrol appl ications. I n particu lar i t speci fies

standards on cod ing, formatting and synchron izing data frames of variable and

fixed lengths which meet speci fied data in tegri ty requ irements.

The specified block codes are su i ted for the transmission of bi t serial frames

over binary symmetric transmission channels using a memoryless bi t encod ing

method . Th is means that the signal speci fication of each transmitted bi t shal l not

depend on signals transmi tted before that bi t.

Note. - Recommendations for data transmission services using other than memoryless bi t encod ing

methods (for example d ig i tal pu lse duration modu lation (DPDM), HDLC, etc. ) and duplex l ink

protocols wi th window sizes greater than one are under consideration .

3. Requirements for data transmission in telecontrol systems

Accord ing to the basic goals of telecontrol systems and to the particu lar

environmental cond i tions, i t is necessary that data transmission fu l fi l s the fol lowing

requ i rements:

3. 1 High data in tegri ty and data consistency

Correct data transmission is requ ired in the presence of harsh environmental

condi tions, such as electromagnetic interferences, d i fferences in earth potential ,

ageing components and other sources of d isturbance and noise incident on the

transmission path . Under these cond i tions i t is necessary to provide efficient

protection of messages against:

- undetected bi t errors;

- undetected frame errors caused by synchron ization errors;
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- undetected loss of information ;

- gain of un in tended information (i . e. simu lation of messages by noise);

- separation or perturbation of coherent information .

3.2 Short telecontrol transfer time (see IEV 371 -08-1 6)

Provision of short information transmission times by appl ication of efficient

frame transmission protocols, particu larly for event in i tiated messages over

transmission paths wi th l imi ted bandwidth and with uncertain noise characteristics.

3.3 Support of bi t oriented (code transparent) data transmission

No code restrictions on user data are requ ired . The data l ink protocol accepts

and transmits arbi trary bi t sequence structures from the data source.

4. Quanti fied rating of data integri ty

A quanti tative speci fication of the data integri ty in information transport

systems is achieved by evaluating the contributions of the complement of data

integri ty, the non in tegri ty of data. Basical ly there are two sources causing non

integri ty of data in a receiving station , namely:

(i ) residual error rate (see IEV 371 -08-05) =

number of undetected wrong messages

total number of messages sent

( i i ) rate of residual in formation loss (see IEV 371 -08-09) =

number of undetected lost messages

total number of messages sent

I t i s emphasized that on ly rates of undetected errors or losses contribute to

the non integri ty of information transmission . Detected errors and losses are

hand led by predefined strateg ies such as automatic retransmission or reports to

the user. They may affect the system avai labi l i ty as a whole but, in reporting these

errors, the data transmission protocol has fu l fi l led i ts function .
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4. 1 Quanti tative requ i rements for data integri ty in telecontrol systems

Three d i fferent data in tegri ty classes I 1 , I 2 and I3 have been establ ished for

telecontrol data transmission . The use of each class depends on the nature of the

data. Figure 1 shows a graphical representation of the upper l imi ts of the residual

error rate R depend ing on the bi t error rate (see IEV 371 -08-01 ) for these three

classes. The graphs end at the bi t error rate p = 0.5, the case of arbi trary bi t

reception , where no signal and only noise is received . The slope of the curves for

p < 1 0−4 represents the Hamming d istance d of the appl ied cod ing method . Th is

resu l ts from the introduction of double logari thmic scal ing in figure 1 , and the fact

that bi t error patterns wi th d inverted bi ts furn ish the predominating contribution to

residual errors for p < 1 0−4.

484/89

Figure 1 . - Data integri ty classes.
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The qual i ty of transmission channels shou ld be supervised continuously. The

average bi t error probabi l i ty is supposed to be less than 1 0−4 to achieve requ i red

overal l data in tegri ty values and overal l in formation transfer times.

Min imum Hamming d istance 2 is requ ired in the lowest data in tegri ty class I 1

whi le classes I2 and I3 requ i re codes with min imum Hamming d istance 4. I n

add i tion there is the requ irement that in class I3 the residual error rate shal l not

exceed R = 1 0−1 2 for any bi t error rate. I n order to i l l ustrate the sign i ficance of

these three data integri ty classes we assume a telecontrol channel wi th whi te noise

causing the bi t error rate p = 1 0−4, wh ich speci fies low, but not worst case

transmission qual i ty.

A system which permanently transmits message blocks of 1 00 bi t at a rate of

1 200 bi t/s over th is channel causes the fol lowing residual message error

probabi l i ties (R) and expected mean times (T) between undetected erroneous

messages, as shown in the table below.

The relation between expected mean time between undetected erroneous

message transfers T and residual error probabi l i ty R is g iven by the relation :

where:

n is the message length (in bi ts)

v is the transmission speed (in bi t/s)

I n tegri ty figures for: n = 1 00 bi t frames at

v = 1 200 bi t/s and p = 1 0−4

Data

integri ty

class

Residual

error

rate

Mean time

between

undetected

errors

Typical appl ication

R T

I 1 1 0−6 1 day Cycl ic updating systems;

telemetering

I2 1 0−1 0 26 years Event in i tiated transmission ;

teleind ication ; telecounting

I3 1 0−1 4 260 000 years Cri tical information transmission ;

telecommands
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5. Quanti fied rating of transmission efficiency

The information transfer efficiency is the ratio of the information content of a

message transferred from a data source and accepted as val id by a data sink to

the total number of bi ts used for the message transfer (see IEV 371 -08-1 2). Th is

means that the transmission efficiency of an ind ividual frame is the ratio of

correctly transferred information bi ts k to the total number of bi ts per frame n.

FRAME TRANSMISSION EFFICIENCY =

k q n/n

where:

k is the number of information bi ts per frame

q is the probabi l i ty of receiving correct bi ts

n is the total number of bi ts per frame includ ing frame del imi ters and error check

bi ts

q is related to the bi t error rate p = (number of bi ts received inverted) / (total

number of bi ts sent) by:

q = 1 - p

in case of a transmission over a binary symmetric channel wi thout signal qual i ty

supervision .

I f signal qual i ty supervision is used (“binary symmetric erasure channel ”), the rate

of receiving correct bi ts reduces to:

q = 1 - p - r

where:

r speci fies the rate of receiving bi ts wi th insufficient signal qual i ty (“bi t erasure

rate”, see Append ix A).

The information transfer rate is defined by the average number of bi ts of

information per second transferred from a data source and accepted as val id by a

data sink (see IEV 371 -08-1 1 ):

FRAME TRANSMISSION RATE = (FRAME TRANSMISSION

EFFICIENCY) v bi t/s

where:

v speci fies the bi t signal l ing rate of the transmission l ine expressed in bi ts per

second.
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