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PREFACE

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation, to supersede AS 61508.6—2001.

The objective of this revision is to adopt the current edition of IEC 61508-6.

This Standard is identical with, and has been reproduced from IEC 61508-6 Ed.2.0 (2010),
Functional safety of electrical/electronic/programmable electronic safety-related systems—
Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3.

As this Standard is reproduced from an International Standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number

appears only on the cover.

(b)  In the source text ‘this part of IEC 61508’ should read ‘this Australian Standard’.

(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or

Australian/New Zealand Standards, as follows:
Reference to International Standard

IEC

60947 Low-voltage switchgear and
controlgear

60947-5-1Part 5-1: Control circuit devices
and switching elements—
Electromechanical control circuit
devices

61508 Functional safety of
electronic/electronic/programmable
electronic safety-related systems

61508-1 Part 1: Requirements for
electrical/electronic/programmable
electronic safety-related systems

61508-3 Part 3: Software requirements

61508-4 Part 4: Definitions and
abbreviations

61508-7 Part 7: Overview of techniques and
measures

Australian Standard

AS

60947 Low-voltage switchgear and
controlgear

60947.5.1 Part 5.1: Control circuit devices and
switching elements—
Electromechanical control circuit
devices

61508 Functional safety of
electronic/electronic/programmable
electronic safety-related systems

61508.1 Part 1: Requirements for
electrical/electronic/programmable
electronic safety-related systems

61508.3 Part 3: Software requirements

61508.4 Part 4: Definitions and
abbreviations

61508.7 Part 7: Overview of techniques and
measures

Only international references that have been adopted as Australian or Australian/New Zealand

Standards have been listed.

The terms ‘normative’ and ‘informative’ have been used in this Standard to define the
application of the annex to which they apply. A ‘normative’ annex is an integral part of a
Standard, whereas an ‘informative’ annex is only for information and guidance.
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INTRODUCTION

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems) are being used in all application sectors to
perform non-safety functions and, increasingly, to perform safety functions. If computer
system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make these decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic (E/E/PE)
elements that are used to perform safety functions. This unified approach has been adopted
in order that a rational and consistent technical policy be developed for all electrically-based
safety-related systems. A major objective is to facilitate the development of product and
application sector international standards based on the IEC 61508 series.

In most situations, safety is achieved by a number of systems which rely on many
technologies (for example mechanical, hydraulic, pneumatic, electrical, electronic,
programmable electronic). Any safety strategy must therefore consider not only all the
elements within an individual system (for example sensors, controlling devices and actuators)
but also all the safety-related systems making up the total combination of safety-related
systems. Therefore, while this International Standard is concerned with E/E/PE safety-related
systems, it may also provide a framework within which safety-related systems based on other
technologies may be considered.

It is recognized that there is a great variety of applications using E/E/PE safety-related
systems in a variety of application sectors and covering a wide range of complexity, hazard
and risk potentials. In any particular application, the required safety measures will be
dependent on many factors specific to the application. This International Standard, by being
generic, will enable such measures to be formulated in future product and application sector
international standards and in revisions of those that already exist.

This International Standard

— considers all relevant overall, E/E/PE system and software safety lifecycle phases (for
example, from initial concept, though design, implementation, operation and maintenance
to decommissioning) when E/E/PE systems are used to perform safety functions;

— has been conceived with a rapidly developing technology in mind; the framework is
sufficiently robust and comprehensive to cater for future developments;

— enables product and application sector international standards, dealing with E/E/PE
safety-related systems, to be developed; the development of product and application
sector international standards, within the framework of this standard, should lead to a high
level of consistency (for example, of underlying principles, terminology etc.) both within
application sectors and across application sectors; this will have both safety and economic
benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;

— adopts a risk-based approach by which the safety integrity requirements can be
determined;

— introduces safety integrity levels for specifying the target level of safety integrity for the
safety functions to be implemented by the E/E/PE safety-related systems;

NOTE 2 The standard does not specify the safety integrity level requirements for any safety function, nor does it
mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework and
example techniques.

— sets target failure measures for safety functions carried out by E/E/PE safety-related
systems, which are linked to the safety integrity levels;
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— sets a lower limit on the target failure measures for a safety function carried out by a
single E/E/PE safety-related system. For E/E/PE safety-related systems operating in

— a low demand mode of operation, the lower limit is set at an average probability of a
dangerous failure on demand of 10-5;

— a high demand or a continuous mode of operation, the lower limit is set at an average
frequency of a dangerous failure of 10~9 [h—1];

NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

NOTE 4 It may be possible to achieve designs of safety-related systems with lower values for the target safety
integrity for non-complex systems, but these limits are considered to represent what can be achieved for relatively
complex systems (for example programmable electronic safety-related systems) at the present time.

— sets requirements for the avoidance and control of systematic faults, which are based on
experience and judgement from practical experience gained in industry. Even though the
probability of occurrence of systematic failures cannot in general be quantified the
standard does, however, allow a claim to be made, for a specified safety function, that the
target failure measure associated with the safety function can be considered to be
achieved if all the requirements in the standard have been met;

— introduces systematic capability which applies to an element with respect to its confidence
that the systematic safety integrity meets the requirements of the specified safety integrity
level;

— adopts a broad range of principles, techniques and measures to achieve functional safety
for E/E/PE safety-related systems, but does not explicitly use the concept of fail safe.
However, the concepts of “fail safe” and “inherently safe” principles may be applicable and
adoption of such concepts is acceptable providing the requirements of the relevant
clauses in the standard are met.
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AUSTRALIAN STANDARD

Functional safety of electrical/electronic/programmable
electronic safety-related systems

Part 6:
Guidelines on the application of IEC 61508-2 and IEC 61508-3

1 Scope

1.1 This part of IEC 61508 contains information and guidelines on IEC 61508-2 and
IEC 61508-3.

— Annex A gives a brief overview of the requirements of IEC 61508-2 and IEC 61508-3 and
sets out the functional steps in their application.

— Annex B gives an example technique for calculating the probabilities of hardware failure
and should be read in conjunction with 7.4.3 and Annex C of IEC 61508-2 and Annex D.

— Annex C gives a worked example of calculating diagnostic coverage and should be read in
conjunction with Annex C of IEC 61508-2.

— Annex D gives a methodology for quantifying the effect of hardware-related common
cause failures on the probability of failure.

— Annex E gives worked examples of the application of the software safety integrity tables
specified in Annex A of IEC 61508-3 for safety integrity levels 2 and 3.

1.2 |EC 61508-1, IEC 61508-2, IEC 61508-3 and IEC 61508-4 are basic safety publications,
although this status does not apply in the context of low complexity E/E/PE safety-related
systems (see 3.4.3 of IEC 61508-4). As basic safety publications, they are intended for use by
technical committees in the preparation of standards in accordance with the principles
contained in IEC Guide 104 and ISO/IEC Guide 51. IEC 61508-1, IEC 61508-2, IEC 61508-3
and IEC 61508-4 are also intended for use as stand-alone publications. The horizontal safety
function of this international standard does not apply to medical equipment in compliance with
the IEC 60601 series.

1.3 One of the responsibilities of a technical committee is, wherever applicable, to make use
of basic safety publications in the preparation of its publications. In this context, the
requirements, test methods or test conditions of this basic safety publication will not apply
unless specifically referred to or included in the publications prepared by those technical
committees.

1.4 Figure 1 shows the overall framework of the IEC 61508 series and indicates the role that
IEC 61508-6 plays in the achievement of functional safety for E/E/PE safety-related systems.
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Figure 1 — Overall framework of the IEC 61508 series
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

3 Definitions and abbreviations

For the purposes of this document, the definitions and abbreviations given in IEC 61508-4
apply.

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

Documents

Document Sharing Hub
www.standards.org.au © Standards Australia

Full document details: AS 61508.6-2011


http://www.avadocuments.com/doc/as-61508-6-2011
http://www.avadocuments.com/doc/as-61508-6-2011

13

Annex A
(informative)

Application of IEC 61508-2 and of IEC 61508-3

A.1  General

Machinery, process plant and other equipment may, in the case of malfunction (for example
by failures of electrical, electronic and/or programmable electronic devices), present risks to
people and the environment from hazardous events such as fires, explosions, radiation
overdoses, machinery traps, etc. Failures can arise from either physical faults in the device
(for example causing random hardware failures), or from systematic faults (for example
human errors made in the specification and design of a system cause systematic failure under
some particular combination of inputs), or from some environmental condition.

IEC 61508-1 provides an overall framework based on a risk approach for the prevention
and/or control of failures in electro-mechanical, electronic, or programmable electronic
devices.

The overall goal is to ensure that plant and equipment can be safely automated. A key
objective of this standard is to prevent:

— failures of control systems triggering other events, which in turn could lead to danger (for
example fire, release of toxic materials, repeat stroke of a machine, etc.); and

— undetected failures in protection systems (for example in an emergency shut-down
system), making the systems unavailable when needed for a safety action.

IEC 61508-1 requires that a hazard and risk analysis at the process/machine level is carried
out to determine the amount of risk reduction necessary to meet the risk criteria for the
application. Risk is based on the assessment of both the consequence (or severity) and the
frequency (or probability) of the hazardous event.

IEC 61508-1 further requires that the amount of risk reduction established by the risk analysis
is used to determine if one or more safety-related systems? are required and what safety
functions (each with a specified safety integrity)2 they are needed for.

IEC 61508-2 and IEC 61508-3 take the safety functions and safety integrity requirements
allocated to any system, designated as a E/E/PE safety-related system, by the application of
IEC 61508-1 and establish requirements for safety lifecycle activities which:

— are to be applied during the specification, design and modification of the hardware and
software; and

— focus on means for preventing and/or controlling random hardware and systematic failures
(the E/E/PE system and software safety lifecycles)3.

1 Systems necessary for functional safety and containing one or more electrical (electro-mechanical), electronic
or programmable electronic (E/E/PE) devices are designated as E/E/PE safety-related systems and include all
equipment necessary to carry out the required safety function (see 3.5.1 of IEC 61508-4).

2 Safety integrity is specified as one of four discrete levels. Safety integrity level 4 is the highest and safety
integrity level 1 the lowest (see 3.5.4 and 3.5.8 of IEC 61508-4).

3 To enable the requirements of this standard to be clearly structured, a decision was made to order the
requirements using a development process model in which each stage follows in a defined order with little
iteration (sometimes referred to as a waterfall model). However, it is stressed that any lifecycle approach can

be used provided a statement of equivalence is given in the safety plan for the project (se 7
IEC 61508-1). ﬁBL&"u rﬁents
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IEC 61508-2 and IEC 61508-3 do not give guidance on which level of safety integrity is
appropriate for a given required tolerable risk. This decision depends upon many factors,
including the nature of the application, the extent to which other systems carry out safety
functions and social and economic factors (see IEC 61508-1 and IEC 61508-5).

The requirements of IEC 61508-2 and IEC 61508-3 include:

— the application of measures and techniques#4, which are graded against the safety integrity
level, for the avoidance of systematic failures5 by preventative methods; and

— the control of systematic failures (including software failures) and random hardware
failures by design features such as fault detection, redundancy and architectural features
(for example diversity).

In I[EC 61508-2, assurance that the safety integrity target has been satisfied for dangerous
random hardware failures is based on:

— hardware fault tolerance requirements (see Tables 2 and 3 of IEC 61508-2); and

— the diagnostic coverage and frequency of proof tests of subsystems and components, by
carrying out a reliability analysis using appropriate data.

In both IEC 61508-2 and IEC 61508-3, assurance that the safety integrity target has been
satisfied for systematic failures is gained by:

— the correct application of safety management procedures;
— the use of competent staff;

— the application of the specified safety lifecycle activities, including the specified
techniques and measures®; and

— an independent functional safety assessment?.

The overall goal is to ensure that remaining systematic faults, commensurate with the safety
integrity level, do not cause a failure of the E/E/PE safety-related system.

IEC 61508-2 has been developed to provide requirements for achieving safety integrity in the
hardware8 of the E/E/PE safety-related systems including sensors and final elements.
Techniques and measures against both random hardware failures and systematic hardware
failures are required. These involve an appropriate combination of fault avoidance and failure
control measures as indicated above. Where manual action is needed for functional safety,
requirements are given for the operator interface. Also diagnostic test techniques and
measures, based on software and hardware (for example diversity), to detect random
hardware failures are specified in IEC 61508-2.

IEC 61508-3 has been developed to provide requirements for achieving safety integrity for the
software — both embedded (including diagnostic fault detection services) and application
software. IEC 61508-3 requires a combination of fault avoidance (quality assurance) and fault
tolerance approaches (software architecture), as there is no known way to prove the absence
of faults in reasonably complex safety-related software, especially the absence of
specification and design faults. IEC 61508-3 requires the adoption of such software

4 The required techniques and measures for each safety integrity level are shown in the tables in Annexes A
and B of IEC 61508-2 and IEC 61508-3.

5 Systematic failures cannot usually be quantified. Causes include: specification and design faults in hardware
and software; failure to take account of the environment (for example temperature); and operation-related faults
(for example poor interface).

6 Alternative measures to those specified in the standard are acceptable provided justification is documented
during safety planning (see Clause 6 of IEC 61508-1).

7 Independent assessment does not always imply third party assessment (see Clause 8 of IEC 61508-1).
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engineering principles as: top down design; modularity; verification of each phase of the
development lifecycle; verified software modules and software module libraries; and clear
documentation to facilitate verification and validation. The different levels of software require
different levels of assurance that these and related principles have been correctly applied.

The developer of the software may or may not be separate from the organization developing
the whole E/E/PE system. In either case, close cooperation is needed, particularly in
developing the architecture of the programmable electronics where trade-offs between
hardware and software architectures need to be considered for their safety impact (see
Figure 4 of IEC 61508-2).

A.2 Functional steps in the application of IEC 61508-2

The functional steps in the application of IEC 61508-2 are shown in Figures A.1 and A.2. The
functional steps in the application of IEC 61508-3 are shown in Figure A.3.

Functional steps for IEC 61508-2 (see Figures A.1 and A.2) are as follows:

a) Obtain the allocation of safety requirements (see IEC 61508-1). Update the safety
planning as appropriate during E/E/PE safety-related system development.

b) Determine the requirements for E/E/PE safety-related systems, including the safety
integrity requirements, for each safety function (see 7.2 of IEC 61508-2). Allocate
requirements to software and pass to software supplier and/or developer for the
application of IEC 61508-3.

NOTE 1 The possibility of coincident failures in the EUC control system and E/E/PE safety-related system(s)
needs to be considered at this stage (see A.5.4 of IEC 61508-5). These may result from failures of components
having a common cause due to for example similar environmental influences. The existence of such failures could
lead to a higher than expected residual risk unless properly addressed.

c) Start the phase of planning for E/E/PE safety-related system safety validation (see 7.3 of
IEC 61508-2).

d) Specify the architecture (configuration) for the E/E/PE safety-related logic subsystem,
sensors and final elements. Review with the software supplier/developer the hardware and
software architecture and the safety implications of the trade-offs between the hardware
and software (see Figure 4 of IEC 61508-2). lterate if required.

e) Develop a model for the hardware architecture for the E/E/PE safety-related system.
Develop this model by examining each safety function separately and determine the
subsystem (component) to be used to carry out this function.

f) Establish the system parameters for each of the subsystems (components) used in the
E/E/PE safety-related system. For each of the subsystems (elements), determine the
following:

— the proof test interval for failures which are not automatically revealed;
— the mean time to restoration;

— the diagnostic coverage (see Annex C of IEC 61508-2);

— the probability of failure;

— the required architectural constraints; for Route 1, see 7.4.4.2 and Annex C of
IEC 61508-2 and for Route 2, see 7.4.4.3 of IEC 61508-2.

g) Create a reliability model for each of the safety functions that the E/E/PE safety-related
system is required to carry out.

NOTE 2 A reliability model is a mathematical formula which shows the relationship between reliability and
relevant parameters relating to equipment and conditions of use.

h) Calculate a reliability prediction for each safety function using an appropriate technique.

Compare the result with the target failure measure determined in b) above and the
requirements of Route 1, (see 7.4.4.2 of IEC 61508-2) or Route 2, (see 7.4.4.3 of
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IEC 61508-2). If the predicted reliability does not meet the target failure measure and/or
does not meet the requirements of Route 1, or Route 2, , then change

— where possible, one or more of the subsystem parameters (go back to f) above);
and/or

— the hardware architecture (go back to d) above).

NOTE 3 A number of modelling methods are available and the analyst should choose which is the most
appropriate (see Annex B for guidance on some methods that could be used).

i) Implement the design of the E/E/PE safety-related system. Select measures and
techniques to control systematic hardware failures, failures caused by environmental
influences and operational failures (see Annex A of IEC 61508-2).

i) Integrate the verified software (see IEC 61508-3) onto the target hardware (see 7.5 of
IEC 61508-2 and Annex B of IEC 61508-2) and, in parallel, develop the procedures for
users and maintenance staff to follow when operating the system (see 7.6 of IEC 61508-2
and Annex B of IEC 61508-2). Include software aspects (see A.3 f)).

k) Together with the software developer (see 7.7 of IEC 61508-3), validate the E/E/PE
system (see 7.7 of IEC 61508-2 and Annex B of IEC 61508-2).

I) Hand over the hardware and results of the E/E/PE safety-related system safety validation
to the system engineers for further integration into the overall system.

m) If maintenance/modification of the E/E/PE safety related system is required during
operational life then re-activate IEC 61508-2 as appropriate (see 7.8 of IEC 61508-2).

A number of activities run across the E/E/PE safety related system safety lifecycle. These
include verification (see 7.9 of IEC 61508-2) and functional safety assessment (see Clause 8
of IEC 61508-1).

In applying the above steps the E/E/PE safety related system safety techniques and
measures appropriate to the required safety integrity level are selected. To aid in this
selection, tables have been formulated, ranking the various techniques/measures against the
four safety integrity levels (see Annex B of IEC 61508-2). Cross-referenced to the tables is an
overview of each technique and measure with references to further sources of information
(see Annexes A and B of IEC 61508-7).

Annex B provides one possible technique for calculating the probabilities of hardware failure
for E/E/PE safety-related systems.

NOTE 4 In applying the above steps, alternative measures to those specified in the standard are acceptable
provided justification is documented during safety planning (see Clause 6 of IEC 61508-1).
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(see figure A.3).

Figure A.1 — Application of IEC 61508-2

www.standards.org.au

Full document details: AS 61508.6-2011

Documents

Document Sharing Hub
© Standards Australia


http://www.avadocuments.com/doc/as-61508-6-2011
http://www.avadocuments.com/doc/as-61508-6-2011

18

From "A" in figure A.1

Start development of operating and
maintenance procedures

v
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A.3 Functional steps in the application of IEC 61508-3

Functional steps for IEC 61508-3 (see Figure A.3) are as follows.

a) Obtain the requirements for the E/E/PE safety-related systems and relevant parts of the
safety planning (see 7.3 of IEC 61508-2). Update the safety planning as appropriate
during software development.

NOTE 1 Earlier lifecycle phases have already:

— specified the required safety functions and their associated safety integrity levels (see 7.4 and 7.5 of
IEC 61508-1);

— allocated the safety functions to designated E/E/PE safety-related systems (see 7.6 of IEC 61508-1); and
— allocated functions to software within each E/E/PE safety-related system (see 7.2 of IEC 61508-2).

b) Determine the software architecture for all safety functions allocated to software (see 7.4
of IEC 61508-3 and Annex A of IEC 61508-3).

c) Review with the E/E/PE safety-related system’s supplier/developer, the software and
hardware architecture and the safety implications of the trade-offs between the software
and hardware (see Figure 4 of IEC 61508-2). Iterate if required.

d) Start the planning for software safety verification and validation (see 7.3 and 7.9 of
IEC 61508-3).

e) Design, develop and verify/test the software according to the:
— software safety planning;
— software safety integrity level; and
— software safety lifecycle.

f) Complete the final software verification activity and integrate the verified software onto the
target hardware (see 7.5 of IEC 61508-3), and in parallel develop the software aspects of
the procedures for users and maintenance staff to follow when operating the system (see
7.6 of IEC 61508-3, and A.2 k)).

g) Together with the hardware developer (see 7.7 of IEC 61508-2), validate the software in
the integrated E/E/PE safety-related systems (see 7.7 of IEC 61508-3).

h) Hand over the results of the software safety validation to the system engineers for further
integration into the overall system.

i) If modification of the E/E/PE safety-related system software is required during operational
life then re-activate this IEC 61508-3 phase as appropriate (see 7.8 of IEC 61508-3).

A number of activities run across the software safety lifecycle. These include verification (see
7.9 of IEC 61508-3) and functional safety assessment (see Clause 8 of IEC 61508-3).

In applying the above steps, software safety techniques and measures appropriate to the
required safety integrity are selected. To aid in this selection, tables have been formulated
ranking the various techniques/measures against the four safety integrity levels (see Annex A
of IEC 61508-3). Cross-referenced to the tables is an overview of each technique and
measure with references to further sources of information (see Annex C of IEC 61508-7).

Worked examples in the application of the safety integrity tables are given in Annex E, and
IEC 61508-7 includes a probabilistic approach to determining software safety integrity for pre-
developed software (see Annex D of IEC 61508-7).

NOTE 2 In applying the above steps, alternative measures to those specified in the standard are acceptable
provided justification is documented during safety planning (see Clause 6 of IEC 61508-1).
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Annex B
(informative)

Example of technique for evaluating probabilities of hardware failure

B.1 General

This annex provides possible techniques for calculating the probabilities of hardware failure
for E/E/PE safety-related systems installed in accordance with IEC 61508-1, IEC 61508-2 and
IEC 61508-3. The information provided is informative in nature and should not be interpreted
as the only evaluation techniques that might be used. It does, however, provide both a
relatively simple approach for assessing the capability of E/E/PE safety-related systems and
guidelines to use alternative techniques derived from the classical reliability calculations
techniques.

NOTE 1 System architectures stated in this part are provided by way of examples and should not be considered
exhaustive as there are many other architectures that may be used.

NOTE 2 See ISA-TR84.00.02-2002 [17] in the Bibliography.

A number of reliability techniques are more or less straightforwardly usable for the analysis of
hardware safety integrity of E/E/PE safety-related systems. Classically, they are sorted
according to the two following point of views:

— static (Boolean) versus dynamic (states/transitions) models;

— analytical versus Monte Carlo simulation calculations.

Boolean models encompass all models describing the static logical links between the
elementary failures and the whole system failure. Reliability Block Diagrams (RBD) (see C.6.4
of IEC 61508-7 and IEC 61078 [4]) and Fault Trees (FT) (see B.6.6.5 and B.6.6.9 of
IEC 61508-7) and IEC 61025 [18] belong to Boolean models.

States/transitions models encompass all models describing how the system behaves (jumps
from states to states) according to arising events (failures, repairs, tests, etc.). Markovian
(see B.6.6.6 of IEC 61508-7 and IEC 61165 [5]), Petri nets (see B.2.3.3 and B.6.6.10 of
IEC 61508-7 and IEC 62551 [19]) and formal language models belong to states/transitions
models. Two Markovian approaches are investigated: a simplified approach based on specific
formulae (B.3) and a general approach allowing direct calculations on Markov graphs (B.5.2).
For non Markovian safety systems, Monte Carlo simulations can be used instead. With
present time personal computers this is achievable even for SIL 4 calculations. Subclauses
B.5.3 and B.5.4 of this annex provides guidelines about handling Monte Carlo simulations
(see B.6.6.8 of IEC 61508-7) on behavioural models based on Petri nets and formal
languages modelling.

The simplified approach which is presented first is based on RBD graphical representations
and specific Markovian formulae obtained from Taylor's developments and slightly
conservative underlying hypotheses described in B.3.1.

All these methods can be used for the majority of safety related systems and, when deciding
which technique to use on any particular application, it is very important that the user of a
particular technique is competent in using the technique and this may be more important than
the technique which is actually used. It is the responsibility of the analyst to verify that the
underling hypotheses of any particular method are satisfied or any adjustments are required
to obtain an adequate realist conservative result. In case of poor reliability data or dominant
common cause failure, it may be sufficient to use the simplest model / techniques. Whether
the loss of accuracy is significant can only be determined in the particular circumstances.
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If software programmes are used to perform the calculations then the practitioner shall have
an understanding of the formulae/techniques used by the software package to ensure its use
is suitable for the specific application. The practitioner should also verify the software
package by checking its output with some manual calculated test cases.

Where a failure of the EUC control system places a demand on the E/E/PE safety-related
system, then the probability of a hazardous event occurring also depends on the probability of
failure of the EUC control system. In that situation, it is necessary to consider the possibility
of co-incident failure of components in the EUC control system and the E/E/PE safety-related
system due to common cause failure mechanisms. The existence of such failures could lead
to a higher than expected residual risk unless properly addressed.

B.2 Considerations about basic probabilistic calculations

B.2.1 Introduction

The reliability block diagram (RBD) on Figure B.1 is representing a safety loop made of three
sensors (A, B, C), one logic solver (D), two final elements (E, F), and common cause failures
(CCF).

v
O
o)
o]
T
o]

i
!

Figure B.1 — Reliability Block Diagram of a whole safety loop

This facilitates the identification of five failure combinations leading to the E/E/PE safety-
related system failure. Each of them is a so-called minimal cut set:

- (A, B, C) is a triple failure;

— (E, F) is a double failure;

— (D) (CCF1) (CCF2) are single failures.

B.2.2 Low demand E/E/PE safety-related system

When a E/E/PE safety-related system is used in low demand mode, the standard requires that
its PFD,,, (i.e. its average unavailability) be assessed. This is simply the ratio MDT(T)/T
where MDT(T) is the mean down time over the period [0, T] of the E/E/PE safety-related
system.

For safety system the probability of failure is, normally, very low and the probability to have
two minimal cut sets at the same time is negligible. Therefore, the sum of the mean down
times due to each cut sets gives a conservative estimate of the mean down time of the whole
system. From Figure B.1 we find:

MDT = MDT*8¢ + MDT® + MDT**
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PFD,,, ~ PFD2° 1+ PFD?, + PFDE,

avg avg avg

Therefore, for parts in series, PFD,,, calculations are very similar to those performed with
ordinary probabilities when they are very small compared to 1.

However for parallel parts where multiple failure are required before the loss of the function
like (E, F), it is clear that MDTEF may not be calculated straightforwardly from
MDTE and MDTF: The (E,F) system’s MDT has to be calculated as

)
MDTE = [ PFDF (t)PFD" (t)alt
0

Therefore, ordinary probabilistic calculations (additions and multiplications) are no longer
valid for PFDavg calculations (integrals) of parts in parallel. PFD,,, has not the same
properties as a genuine probability and its assimilation with a genuine probability is likely to
lead to non conservative results. In particular, it is not possible to obtain the PFD,,, of an
E/E/PE safety-related system just by combining in a conventional way the PFD,q; of its
components. As this is sometimes encouraged by commercial Boolean software packages,
analysts should be vigilant to avoid such non conservative calculations which are undesirable
when dealing with safety.

EXAMPLE For a redundant (1002) channel with a dangerous_undetected failure rate Ay, with a proof test interval
7, an incorrect probability model calculation could give (ﬂDU.r)2/4 when the actual result is (15,.7)4/3.

Calculations may be performed analytically or by using Monte Carlo simulation. This annex
describes how to do that by using conventional reliability models based on Boolean (RBD or
Fault-trees) or, states/transitions models (Markov, Petri nets, etc.).

B.2.3 Continuous or high demand mode E/E/PE safety-related system
B.2.3.1 General PFH formula

When an E/E/PE safety-related system is used in continuous or high demand mode, the
standard requires the calculation of its PFH (i.e. its average frequency of dangerous failure).
This is the average of the so called unconditional failure intensity (also called failure
frequency) w(t) over the period of interest:

PFH(T) = % j w(t)dt
0

Where the E/E/PE safety-related system is working in continuous mode and is the ultimate
safety barrier, then the overall safety-related system failure will lead directly to a potentially
hazardous situation. Hence for failures that cause the loss of the overall safety function no
overall safety-related system repair can be considered in the calculations. However, if the
failure of the overall safety-related system does not lead directly to the potential hazard due
to some other safety barrier or equipment failure then it may be possible to consider the
detection and repair of the safety-related system in its risk reduction calculation.

B.2.3.2 Un-reliability case (e.g. single barrier working in continuous mode)

This case is relevant when E/E/PE safety-related system working in continuous mode is the
ultimate safety barrier. Therefore a potential hazard can occur as soon as it is failing. No
overall system failures are acceptable over the period of interest.
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In this case the PFH may be calculated by using the unreliability over the period of interest:

1- exp{— ]‘A(t)dt}

F(T): PFH(T)= = _F (TT)

The overall system failure rate, A(t), may be time dependent or constant.

G 1—exp(-A,,T)

When it is time dependant, we have: PFH(T)= T 9 "= Aavg

When the system is made of components completely and quickly repairable with constant
failure and repair rates (e.g. dangerous detected failures), A(t) reaches quickly an asymptotic
constant value 4,4 and, when PFH(T)<<1., we have:

1-exp(-A,. T 1
PRHT)= p(T } )zAaS:MTTF

Ay exists only when the E/E/PE safety-related system working in continuous mode comprises
only safe and DD failures (i.e. quickly detected and repaired). No repair of failures that can
directly cause the overall failure of the safety function can be considered. For a redundant
configuration where it is relevant to consider proof tests, then the asymptotic failure rate is not
relevant and the previous equations have to be used. It is the job of the analyst to verify which
case is relevant.

B.2.3.3 Unavailability case (e.g. multiple safety barriers)

When the E/E/PE safety-related system working in continuous mode is not the ultimate
barrier, its failures only increase the demand frequency on other safety barriers, or when it is
working in the high demand mode, such that it is possible to detect (automatically or
manually) and repair a fault that could cause the direct loss of the safety function within the
expected demand period. In this case its overall failures can be repaired and PFH may be
calculated from the availability, A(f), and from the conditional failure intensity, A,(t), of the
system.

Again, when the system is made of components completely and quickly repairable (i.e. when,
in any degraded situation, there is an high probability to come back quickly to a good working
state), A,(t) reaches quickly its asymptotic value, A,,,, which, in addition, is also a good
approximation of the true asymptotic overall system failure rate, A,¢ introduced in B.2.3.2.

This leads to the following approximations:

1 1 1 1

PFH = = = ~
MUT +MDT ~ MTBF MUT MTTF

where

MUT is the acronym for Mean Up Time;

MDT is the acronym for Mean Down Time;

MTBF is the acronym for Mean Time Between Failure; and

MTTF is the acronym for Mean Time To Failure.

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

Documents

Document Sharing Hub
www.standards.org.au © Standards Australia

Full document details: AS 61508.6-2011


http://www.avadocuments.com/doc/as-61508-6-2011
http://www.avadocuments.com/doc/as-61508-6-2011

25

B.2.3.4 Failure rate considerations

Several formulae above use the overall system failure rate A(t). Its evaluation is not so easy
and some reminders are needed.

Series structures are very simple to handle as failure rates can be added. From Figure B.1,
we can write A(t) = A8PC(t) + ACCF1(t) + 2d(t) + Aef(t) + ACCF2(t) where A(t) is the overall failure
rate of the E/E/PE safety-related system and A2b¢(t), ACCF1(t), ad(t), A®f(t) and ACCF2(t) the
failure rates of the five minimal cut sets.

For parallel structures this is not so simple because there are no simple relationships with
individual components failure rates. For example, let us consider cut set (E, F):

1) When E and F cannot be immediately be restored (e.g. DU failures), A®f(t) varies
continuously from 0 to A (failure rate of E or F). An asymptotic value is reached when one
of the two components is likely to have failed. This is a very slow process as this arises
when t becomes larger than 1/4. This asymptotic value will be never reached in actual life
if E and F are periodically proof tested with a test interval r<< 1/4.

2) When E and F are restored in a relatively short period of time (e.g. DD failures), A¢f(t)
goes very fast to an asymptotic value AefAS = 242/u which can be used as an equivalent
constant failure rate. It is reached when t becomes greater than two or three times the
larger MTTR of the components. It is a particular case of the completely and quickly
repairable systems discussed above.

Therefore, in the general case, evaluating the overall system failure rates imply more complex
calculations than the more simple series structure.

B.3 Reliability block diagram approach, assuming constant failure rate

B.3.1 Underlying hypothesis
The calculations are based on the following assumptions:

— the resulting average probability of failure on demand for the system is less than 10-1, or
the resultant average frequency of dangerous failure for the system is less than 10-5 h'

NOTE 1 This assumption means that the E/E/PE safety-related system is within the scope of IEC 61508
series and within the SIL 1 band (see Tables 2 and 3 of IEC 61508-1).

— component failure rates are constant over the life of the system;

— the sensor (input) subsystem comprises the actual sensor(s) and any other components
and wiring, up to but not including the component(s) where the signals are first combined
by voting or other processing (for example for two sensor channels, the configuration
would be as shown in Figure B.2);

— the logic subsystem comprises the component(s) where the signals are first combined,
and all other components up to and including where final signal(s) are presented to the
final element subsystem;

— the final element (output) subsystem comprises all the components and wiring which
process the final signal(s) from the logic subsystem including the final actuating
component(s);

— the hardware failure rates used as inputs to the calculations and tables are for a single
channel of the subsystem (for example, if 2003 sensors are used, the failure rate is for a
single sensor and the effect of 2003 is calculated separately);

— the channels in a voted group all have the same failure rates and diagnostic coverage;

— the overall hardware failure rate of a channel of the subsystem is the sum of the
dangerous failure rate and safe failure rate for that channel, which are assumed to be

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

equal,
Documents
Document Sharing Hub
www.standards.org.au © Standards Australia

Full document details: AS 61508.6-2011


http://www.avadocuments.com/doc/as-61508-6-2011
http://www.avadocuments.com/doc/as-61508-6-2011

26

NOTE 2 This assumption affects the safe failure fraction (see Annex C of IEC 61508-2), but the safe failure
fraction does not affect the calculated values for probability of failure given in this annex.

— for each safety function, there is perfect proof testing and repair (i.e. all failures that
remain undetected are detected by the proof test), but for the effects of a non-perfect
proof test see B.3.2.5;

— the proof test interval is at least an order of magnitude greater than the MRT;
— for each subsystem there is a single proof test interval and MRT;

— the expected interval between demands is at least an order of magnitude greater than the
proof test interval;

— for all subsystems operating in low demand mode of operation, and for 1002, 1002D,1003
and 2003, voted groups operating in high demand or continuous mode of operation, the
fraction of failures specified by the diagnostic coverage is both detected and repaired
within the MTTR used to determine hardware safety integrity requirements;

EXAMPLE If a MTTR of 8 h is assumed, this includes the diagnostic test interval which is typically less than 1 h,
the remainder being the MRT.

NOTE 3 For 1002, 1002D, 1003 and 2003 voted groups, it is assumed that any repair is on-line. Configuring an
E/E/PE safety-related system, so that on any detected fault the EUC is put into a safe state, improves the average
probability of failure on demand. The degree of improvement depends on the diagnostic coverage.

— for 1001 and 2002 voted groups operating in high demand or continuous mode of
operation, the E/E/PE safety-related system always achieves a safe state after detecting a
dangerous fault; to achieve this, the expected interval between demands is at least an
order of magnitude greater than the diagnostic test intervals, or the sum of the diagnostic
test intervals and the time to achieve a safe state is less than the process safety time;

NOTE 4 For process safety time see 3.6.20 of IEC 61508-4.

— when a power supply failure removes power from a de-energize-to-trip E/E/PE safety-
related system and initiates a system trip to a safe state, the power supply does not affect
the average probability of failure on demand of the E/E/PE safety-related system; if the
system is energized to trip, or the power supply has failure modes that can cause unsafe
operation of the E/E/PE safety-related system, the power supply should be included in the
evaluation;

— where the term channel is used, it is limited to only that part of the system under
discussion, which is usually either the sensor, logic or final element subsystem;

— the abbreviated terms are described in Table B.1.

Sensor Input module

Logic voting
component

Sensor Input module

Sensor subsystem IEC 322/2000

Figure B.2 — Example configuration for two sensor channels
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Table B.1 — Terms and their ranges used in this annex
(applies to 1001, 1002, 2002, 1002D, 1003 and 2003)

Abbre- Term (units) Parameter ranges in
viation Tables B.2 to B.5 and
B.10 to B.13
T, Proof test interval (hour) One month (730 h)?
Three months (2 190 h)'
Six months (4 380 h)
One year (8 760 h)
Two years (17 520 h)?
Ten years (87 600 h)?
MTTR Mean time to restoration (hour) 8 h
NOTE MTTR = MRT =8
hours is based on the
assumption that the time
to detect a dangerous
failure, based on
automatic detection, is <<
MRT.
MRT Mean repair time (hour) 8h
= NOTE MTTR = MRT =8
g hours is based on the
£ assumption that the time
2 to detect a dangerous
2 failure, based on
B automatic detection, is <<
3 MRT
e
§ DC Diagnostic coverage (expressed as a fraction in the equations andasa |0 %
< percentage elsewhere)
S) 60 %
2 90 %
2y
§ 99 %
3 B The fraction of undetected failures that have a common cause 2%
g (expressed as a fraction in the equations and as a percentage 10 %
£ elsewhere) (Tables B.2 to B.5 and B.10 to B.13 assume =2 x f,) °
=
é 20 %
o By Of those failures that are detected by the diagnostic tests, the fraction 1%
S that have a common cause (expressed as a fraction in the equations o
‘; and as a percentage elsewhere) 5%
=
10 9
5 (Tables B.2 to B.5 and B.10 to B.13 assume S = 2 x f;) %
S Aoy Dangerous Undetected failure rate (per hour) of a channel in a 0,05 x 10°®
> subsystem
o 0,25 x 10°®
&
[T} 0,5x 107
-
-6
E 2,5x10
i 5 x 106
s 6
% 25 x 10
T PFD Average probability of failure on demand for the group of voted
2 channels
z
o (If the sensor, logic or final element subsystem comprises of only one
i voted group, then PFDg is equivalent to PFDg, PFD, or PFD.
2 respectively)
e}
% PFDg Average probability of failure on demand for the sensor subsystem
&(3 PFD, Average probability of failure on demand for the logic subsystem
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Term (units)

Parameter ranges in
Tables B.2 to B.5 and
B.10 to B.13

Average probability of failure on demand for the final element
subsystem

Average probability of failure on demand of a safety function for the
E/E/PE safety-related system

Average frequency of dangerous failure for the group of voted channels
(if the sensor, logic or final element subsystem comprises of only one
voted group, then PFH is equivalent to PFHg, PFH, or PFH .
respectively)

Average frequency of dangerous failure for the sensor subsystem

Average frequency of dangerous failure for the logic subsystem

Average frequency of dangerous failure for the final element subsystem

Average frequency of dangerous failure of a safety function for the
E/E/PE safety-related system

Total failure rate (per hour) of a channel in a subsystem

Dangerous failure rate (per hour) of a channel in a subsystem, equal to
0,5 A (assumes 50 % dangerous failures and 50 % safe failures)

Detected dangerous failure rate (per hour) of a channel in a subsystem
(this is the sum of all the detected dangerous failure rates within the
channel of the subsystem)

Undetected dangerous failure rate (per hour) of a channel in a
subsystem (this is the sum of all the undetected dangerous failure rates
within the channel of the subsystem)

Detected safe failure rate (per hour) of a channel in a subsystem (this is
the sum of all the detected safe failure rates within the channel of the
subsystem)

Channel equivalent mean down time (hour) for 1001, 1002, 2002 and
2003 architectures (this is the combined down time for all the
components in the channel of the subsystem)

Voted group equivalent mean down time (hour) for 1002 and 2003
architectures (this is the combined down time for all the channels in the
voted group)

Channel equivalent mean down time (hour) for 1002D architecture (this
is the combined down time for all the components in the channel of the
subsystem)

Voted group equivalent mean down time (hour) for 1002D architecture
(this is the combined down time for all the channels in the voted group)

Interval between demands (h)

Fraction of the success of the autotest circuit in the 1002D system

Proof Test Coverage

High demand or continuous mode only.

2 Low demand mode only.

B.3.2
B.3.2.1
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Average probability of failure on demand (for low demand mode of operation)

The average probability of failure on demand of a safety function for the E/E/PE safety-related
system is determined by calculating and combining the average probability of failure on
demand for all the subsystems which together implement the safety function. Since in this
annex the probabilities are small, this can be expressed by the following (see Figure B.3):
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where

PFDgys is the average probability of failure on demand of a safety function for the
E/E/PE safety-related system;

PFDg is the average probability of failure on demand for the sensor subsystem;

PFD is the average probability of failure on demand for the logic subsystem; and
PFDgg is the average probability of failure on demand for the final element subsystem.
Sensor subsystem ] Final element subsystem
(sensors and input Logic subsystem (output interface and
interface) final elements)

IEC 323/2000

Figure B.3 — Subsystem structure

To determine the average probability of failure on demand for each of the subsystems, the
following procedure should be adhered to for each subsystem in turn.

a) Draw the block diagram showing the sensor subsystem (input) components, logic
subsystem components or final element subsystem (output) components. For example,
sensor subsystem components may be sensors, barriers, input conditioning circuits; logic
subsystem components may be processors and scanning devices; and final element
subsystem components may be output conditioning circuits, barriers and actuators.
Represent each subsystem as one or more 1001, 1002, 2002, 1002D, 1003 or 2003 voted
groups.

b) Refer to the relevant table from Tables B.2 to B.5 which are for six-month, one-year, two-
year and 10-year proof test intervals. These tables also assume an 8 h mean time to
restoration for each failure once it has been revealed.

c) For each voted group in the subsystem, select from the relevant table of Tables B.2 to
B.5:

— architecture (for example, 2003);
— diagnostic coverage of each channel (for example, 60 %);
— the dangerous failure rate (per hour), Ap, of each channel (for example, 2,5 x 10-06);

- the common cause failure S-factors, fand fp, for the interaction between the channels
in the voted group (for example, 2 % and 1 % respectively).

NOTE 1 It is assumed that every channel in the voted group has the same diagnostic coverage and failure rate
(see Table B.1).

NOTE 2 It is assumed in Tables B.2 to B.5 (and in Tables B.10 to B.13) that the pg-factor in the absence of
diagnostic tests (also used for undetected dangerous failures in the presence of diagnostic tests), £, is 2 times the
p-factor for failures detected by the diagnostic tests, f.

d) Obtain, from the relevant table from Tables B.2 to B.5, the average probability of failure on
demand for the voted group.

e) If the safety function depends on more than one voted group of sensors or actuators, the
combined average probability of failure on demand of the sensor or final element
subsystem, PFDg or PFDgg, is given in the following equations, where PFDg; and PFDg;
is the average probability of failure on demand for each voted group of sensors and finai
elements respectively:

PFDg = PFD
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PFD.. = PFDy
J

The formula used in all the equations for both PFD and system failure rate are all a function of
component failure rate and mean down time (MDT). Where there are a number of elements in
the system and it is required to calculate the combined elements overall PFD or system failure
rate, then it is often necessary to use a single value for the MDT in the equations. However
each element may have different failure detection mechanisms with different MDT and
different elements may have different MDT values for the same failure mechanisms, in which
case it is necessary to calculate a single value for the MDT which can represent all the
elements in the path. This can be accomplished by considering the total paths overall failure
rate then proportioning the individual MDT’s equivalent to their failure rate contribution to the
total failure rate under consideration.

As an example, if there are two elements in series but one with a proof test, 7;, and the other

with a proof test, 7,, then the equivalent single value for the MDT is:
A=A+ A,

and

MDTE:ﬁ I +ﬁ I
A\2) 1 \2
B.3.2.2 Architectures for low demand mode of operation

NOTE 1 This subclause should be read sequentially, since equations which are valid for several architectures are
only stated where they are first used.

NOTE 2 The equations are based on the assumptions listed in B.3.1.
NOTE 3 The following examples are typical configurations and are not intended to be an exhaustive.

B.3.2.2.1 1o01

This architecture consists of a single channel, where any dangerous failure leads to a failure
of the safety function when a demand arises.

r———— Channel —e

. Diagnostics
. J' IEC 324/2000

Figure B.4 — 1001 physical block diagram
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L t.y = T+ MRT t., =MTTR ®

IEC 325/2000

Figure B.5 — 1001 reliability block diagram

Figures B.4 and B.5 contain the relevant block diagrams. The dangerous failure rate for the
channel is given by

2’1) = ﬂ’DU + ﬂ’DD

Figure B.5 shows that the channel can be considered to comprise of two components, one
with a dangerous failure rate Ap resulting from undetected failures and the other with a
dangerous failure rate App resulting from detected failures. It is possible to calculate the
channel equivalent mean down time (g, adding the individual down times from both
components, f.; and f.,, in direct proportion to each component’s contribution to the
probability of failure of the channel:

_ Aov (TZ—’ + MRT ] + —’ZDD MTTR

to =
CE //iD R

For every architecture, the detected dangerous failure rate and the undetected dangerous
failure rate are given by

Aoy = (1-DC); A,, =A,DC
For a channel with down time t-g resulting from dangerous failures

PFD =1— g *'ct
= Aptee since Apte <<1

Hence, for a 1001 architecture, the average probability of failure on demand is
PFDg = (Aoy + Aop Jce

B.3.2.2.2 1002

This architecture consists of two channels connected in parallel, such that either channel can
process the safety function. Thus there would have to be a dangerous failure in both channels
before a safety function failed on demand. It is assumed that any diagnostic testing would
only report the faults found and would not change any output states or change the output
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@ —| Channel
........ VAR
' Diagnostics
L ORI
Channel IEC 326/2000

Figure B.6 — 1002 physical block diagram

A
ﬂDU ﬂDD
tce
._ Common
cause failure _.
tGE IEC 327/2000

Figure B.7 — 1002 reliability block diagram

Figures B.6 and B.7 contain the relevant block diagrams. The value of ;g is as given in
B.3.2.2.1, but now it is necessary to also calculate the system equivalent down time fgg,
which is given by

toe = ’10—”(5 + MRT] + o0 TR
P PR

The average probability of failure on demand for the architecture is
? T
PFDg = 2((1 = f3p)Aop + (1 = B) Aoy V' teetor + BoAopMTTR + Sy, 2 +MRT

B.3.2.2.3 2002

This architecture consists of two channels connected in parallel so that both channels need to
demand the safety function before it can take place. It is assumed that any diagnostic testing
would only report the faults found and would not change any output states or change the
output voting.
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@ — Channel
P \I( ------- N
' Diagnostics
VSR
Channel IEC 328/200

Figure B.8 — 2002 physical block diagram

Ao Ap
® Abuy App @ Apu Aop L ]

tc E tCE

IEC 329/2000

Figure B.9 — 2002 reliability block diagram

Figures B.8 and B.9 contain the relevant block diagrams. The value of t-g is as given in
B.3.2.2.1, and the average probability of failure on demand for the architecture is

PFD, = 22t

B.3.2.2.4 1002D

This architecture consists of two channels connected in parallel. During normal operation,
both channels need to demand the safety function before it can take place. In addition, if the
diagnostic tests in either channel detect a fault then the output voting is adapted so that the
overall output state then follows that given by the other channel. If the diagnostic tests find
faults in both channels or a discrepancy that cannot be allocated to either channel, then the
output goes to the safe state. In order to detect a discrepancy between the channels, either
channel can determine the state of the other channel via a means independent of the other
channel. The channel comparison / switch over mechanism may not be 100 % efficient
therefore K represents the efficiency of this inter-channel comparison / switch mechanism, i.e.
the output may remain on the 2002 voting even with one channel detected as faulty.

NOTE The parameter K will need to be determined by an FMEA.

— Channel

‘Diagnostics |
;Plagnostit o

o——— Channel IEC 330/2000

Figure B.10 — 1002D physical block diagram
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Apu
tee’
._ Common _.

cause failure

Apu App Asp

’

tce IEC 331/2000

Figure B.11 — 1002D reliability block diagram
The detected safe failure rate for every channel is given by
Asp = ADC

Figures B.10 and B.11 contain the relevant block diagrams. The values of the equivalent
mean down times differ from those given for the other architectures in B.3.2.2 and hence are
labelled g “and tgg " Their values are given by

ADU@ + MRTj + (App + Ao MTTR

foro
o Apy + (ﬂ'DD + ﬂso)
toe'= % + MRT

The average probability of failure on demand for the architecture is

PFDG = 2(7 - ﬁ)ﬂou ((7 - ﬂ)ﬂou + (7 - ﬂo)loo + //iSD )tCE' tGE’+2(1 - K)/lDDtCE’—'—ﬁﬂDU[% + MRTJ

B.3.2.2.5 2003
This architecture consists of three channels connected in parallel with a majority voting

arrangement for the output signals, such that the output state is not changed if only one
channel gives a different result which disagrees with the other two channels.

It is assumed that any diagnostic testing would only report the faults found and would not
change any output states or change the output voting.

® Channel
......... Mool

. Diagnostics .
N S

o— Channel

o— Channel 1 IEC 332/2000

Figure B.12 — 2003 physical block diagram
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