
 
 

AS 62061—2006 
IEC 62061 ,  Ed.  1 . 0 (2005)  

Australian  Standard™  

Safety of machinery—Functional  safety 
of safety-related electrical,  electronic 
and programmable electronic control  
systems 

A
S
 6
2
0
6
1
—
2
0
0
6
 

Full document details: AS 62061-2006

http://www.avadocuments.com/doc/as-62061-2006
http://www.avadocuments.com/doc/as-62061-2006


 

 

This  Australian Standard was  prepared by Committee  EL-01 7,  Electrical Equipment 
of Industrial  Machinery.  It was  approved on behalf of the  Council  of Standards  
Australia on 1 9  April 2006.  
This  Standard was  published on 1 0  May 2006.  

 

The  following are  represented on Committee EL-01 7:  

 

Australian Electrical and Electronic  Manufacturers  Association 

Department of Consumer and Employment Protection,  WorkSafe Division (WA)  

Department of Industrial Relations  (QLD)  

Department of Primary Industries,  Mine Safety (NSW) 

Electrical Regulatory Authorities  Council 

Federal Chamber of Automotive  Industries  

Victorian WorkCover Authority 

 

 

Keeping Standards up-to-date 

Standards  are  living documents  which reflect progress  in science,  technology and 
systems.  To  maintain their currency,  all  Standards  are  periodically reviewed,  and 
new editions  are  published.  Between editions,  amendments  may be  issued.  
Standards  may also  be  withdrawn.  It  is  important that readers  assure  themselves  
they are  using a current Standard,  which should include  any amendments  which 
may have  been published since the  Standard was  purchased.  

Detailed information about Standards  can be  found by visiting the  Standards  Web 
Shop  at www.standards. com.au and looking up  the  relevant Standard in the  on-line  
catalogue.  

Alternatively,  the  printed Catalogue  provides information current at 1  January each 
year,  and the  monthly magazine,  The Global Standard,  has  a full  listing of revisions 
and amendments  published each month.  

Australian StandardsTM  and other products  and services  developed by Standards  
Australia are  published and distributed under contract by SAI Global,  which 
operates  the  Standards  Web Shop.  

We  also  welcome suggestions  for improvement in our Standards,  and especially 
encourage  readers  to  notify us  immediately of any apparent inaccuracies  or 
ambiguities.  Contact us  via email at mail@standards.org.au,  or write  to  the  Chief 
Executive,  Standards Australia,  GPO Box 476,  Sydney,  NSW 2001 .  

 

This Standard was issued in draft form for comment as DR 06015.  

Full document details: AS 62061-2006

http://www.avadocuments.com/doc/as-62061-2006
http://www.avadocuments.com/doc/as-62061-2006


 

 

AS 62061—2006 

Australian  Standard™  

Safety of machinery—Functional  safety 
of safety-related electrical,  electronic 
and programmable electronic control  
systems 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

First published  as AS 62061—2006.  

 

 

COPYRIGHT 

© Standards  Austral ia  

Al l  ri gh ts  are  reserved .  No  part  of th is  work may be  reproduced  or copied  in  any form  or by 

any means,  electron ic or mechan ical ,  includ ing  photocopying ,  wi thout  the  wri tten  

permission  of the  publ isher.  

Publ ished  by Standards  Austral ia ,  GPO Box 476,  Sydney,  NSW 2001 ,  Austral ia  

ISBN  0  7337  7400  8  

 

Full document details: AS 62061-2006

http://www.avadocuments.com/doc/as-62061-2006
http://www.avadocuments.com/doc/as-62061-2006


 

 

i i

PREFACE 

This  Standard was  prepared by the  Standards Australia Committee  EL-01 7,  Electrical 

Equipment of Industrial  Machinery.  

The obj ective  of this  Standard is  to  provide  guidance  and criteria on the  use  of safety-related 

electrical  control  systems,  with the  goal  of ensuring a suitably high level  of performance.  More 

information is  given in the  Introduction.  

This  Standard is  technically identical  with,  and has  been reproduced from IEC 62061 ,  Ed.  1 .0  

(2005),  Safety of machinery—Functional safety of safety-related electrical,  electronic and 

programmable electronic control systems .  

Editorial  variations  to  IEC 62061 ,  Ed.  1 .0  (2005)  are  indicated at the appropriate  places 

throughout this  standard.  Strikethrough (example)  identifies  IEC text,  tables  and figures which,  

for the  purposes of this  Australian Standard,  are  deleted.  Where  text,  tables  or figures  are  added,  

each is  set in its  proper place  and identified by shading (example).  Added figures  are  not 

themselves  shaded,  but are  identified by a shaded border.  

As this  Standard is  reproduced from an International Standard,  the following applies:  

(a)  Its  number does  not appear on each page  of text and its  identity is  shown only on the 

cover and title  page.  

(b)  In the  source text ‘ IEC  62061 ’  should read ‘AS  62061 ’ .  

(c)  A full  point should be substituted for a comma when referring to a decimal marker.  

The  terms ‘ normative’  and ‘ informative’  are  used to  define  the  application of the  annex to 

which they apply.  A normative  annex is  an integral  part of a standard,  whereas  an informative 

annex is  only for information and guidance.  
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INTRODUCTION  

As  a  resu l t  of au tomation ,  demand  for increased  production  and  reduced  operator physical  
effort,  Safety-Related  E lectrical  Con trol  Systems (referred  to  as  SRECS)  of mach ines p lay an  
i ncreasing  role  i n  the  ach ievement of overal l  mach ine  safety.  Furthermore,  the  SRECS  
themselves i ncreasing l y employ complex e lectron ic technology.  

Previousl y,  in  the  absence of standards,  there  has  been  a  reluctance  to  accept SRECS  in  
safety-related  functions  for s ign i ficant mach ine  hazards  because  of uncertain ty  regard ing  the  
performance of such  technology.   

Th is  I n ternational  Standard  is  i n tended  for use  by mach inery designers,  control  system  
manufacturers  and  i n tegrators,  and  others  i nvolved  i n  the specification ,  design  and  val i dation  
of a  SRECS.  I t  sets  ou t an  approach  and  provides  requ irements  to  ach ieve  the  necessary  
performance.   

Th is  standard  i s  mach ine  sector specific  wi th in  the  framework of I EC  61 508.  I t  i s  i n tended  to  
faci l i tate  the  specification  of the  performance of safety-related  e lectrical  control  systems i n  
re lation  to  the  s ign i fican t hazards  (see 3 . 8  of I SO 1 21 00-1 )  of mach ines.  

Th is  standard  provides a  mach ine  sector specific framework for functional  safety of a  SRECS 
of mach ines.  I t  on l y covers  those  aspects  of the  safety l i fecycle  that are  re lated  to  safety 
requ i rements  al l ocation  through  to  safety val idation .  Requ irements  are  provided  for 
i n formation  for safe  use  of SRECS of mach ines  that can  a lso  be  relevan t to  l ater phases  of 
the  l i fe  of a  SRECS.  

There  are  many s i tuations  on  mach ines  where  SRECS are  employed  as  part of safety  
measures  that have been  provided  to  ach ieve risk reduction .   A typical  case is  the  use  of an  
i n terlocking  guard  that,  when  i t i s  opened  to  a l l ow access  to  the  danger zone,  s ignals  the  
e lectrical  control  system  to  stop  hazardous  mach ine  operation .  Also  in  au tomation ,  the  
e lectrical  control  system  that i s  used  to  ach ieve  correct operation  of the  mach ine  process 
often  con tribu tes  to  safety by m i tigating  risks  associated  wi th  hazards  aris ing  d i rectl y  from  
con trol  system  fai lu res.  Th is  standard  g ives  a  methodology and  requ iremen ts  to  

•  assign  the  requ i red  safety i n tegri ty l evel  for each  safety-related  control  function  to  be  
implemented  by SRECS;  

•  enable  the  design  of the  SRECS appropriate  to  the  assigned  safety-related  control  
function(s) ;   

•  i n tegrate  safety-related  subsystems designed  i n  accordance wi th  I SO 1 3849  ;  

•  val i date  the  SRECS.  

Th is  standard  is  i n tended  to  be  used  wi th in  the  framework of systematic risk reduction  
described  i n  I SO  1 21 00-1  and  i n  con j unction  wi th  risk assessmen t accord ing  to  the  princip les  
described  in  I SO  1 41 21  (EN  1 050) .  A suggested  methodology for safety i n tegri ty l evel  (SI L)  
assignment is  g iven  in  i n formative  Annex A.  

Measures are  g iven  to  co-ord inate  the  performance of the  SRECS wi th  the  i n tended  risk 
reduction  taking  i n to  accoun t the  probabi l i ti es  and  consequences  of random  or systematic 
fau l ts  wi th in  the  e lectrical  control  system.  

F igu re  1  shows the  relationsh ip  of th is  standard  to  other re levan t standards.   

Table  1  g i ves  recommendations  on  the  recommended  appl ication  of th i s  standard  and  the  
revision  of I SO 1 3849-1 .   
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Figure 1  – Relationship  of IEC  62061  to  other relevant standards  

Information  on  the  recommended  appl ication  of IEC  62061  and  ISO  1 3849-1   
(under revis ion)  
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I EC  62061  and  I SO  1 3849-1  (under revision)  speci fy  requ irements  for the  design  and  
implementation  of safety-related  con trol  systems of mach inery.  The use  of e i ther of these  
standards,  i n  accordance  wi th  thei r scopes,  can  be  presumed  to  fu l fi l  the  re levan t essen tial  
safety requ i rements.  Table  1  summarises the  scopes  of I EC  62061  and  I SO 1 3849-1 (under 
revision) .  

NOTE  I SO  1 3849-1  i s  cu rren tly  u n der p reparation  by I SO  TC  1 99  and  CEN  TC  1 1 4.  

Table  1  – Recommended  appl ication  of IEC  62061  and  ISO  1 3849-1 (under revis ion)  

 Technology  implementing  the  safety-
related  control  function(s)  

ISO   
1 3849-1  (under revision)  

IEC  62061  

A Non  e lectrica l ,  e . g .  h yd rau l ics  X  Not  covered  

B  E lectromechan ical ,  e . g .  re lays,  or non  
complex e lectron ics   

Restricted  to  des ig nated  
arch i tectu res  
(see  Note  1 )  and  u p  to  PL=e  

Al l  arch i tectu res  and  u p  to  S I L  3  

C  Complex e lectron ics,  e . g .  p rog rammable  Restricted  to  desig nated  
arch i tectu res  (see  Note  1 )  an d  up  
to  PL=d   

Al l  arch i tectu res  and  u p  to  S I L  3   

D  A combined  wi th  B  Restricted  to  desig nated  
arch i tectu res  (see  Note  1 )  an d  up  
to  PL=e  

X  see  Note  3  

E  C  combined  wi th  B   Restricted  to  des ig nated  
arch i tectu res  (see  Note  1 )  an d  up  
to  PL=d  

Al l  arch i tectu res  and  u p  to  S I L  3  

F  C  combined  wi th  A,  or C  combined  wi th  
A and  B   

 

X  see  Note  2  X  see  Note  3  

“X”  i n d icates  that  th is  i tem  i s  deal t  wi th  by the  standard  shown  i n  the  co l umn  head in g .  

NOTE  1  Designated  arch i tectu res  are  defin ed  i n  Annex B  of EN  I SO  1 3849-1 (rev. )  to  g i ve  a  s impl i fied  approach  for 
q uan ti fication  of performance  leve l .  

NOTE  2  For complex e l ectron ics :   Use  of designated  arch i tectu res  accord ing  to  EN  I SO  1 3849-1 (rev. )  up  to  PL=d  or 
any arch i tectu re  accord in g  to  I EC  62061 .  

NOTE  3  For non -electrica l  technology use  parts  accord ing  to  EN  I SO  1 3849-1 (rev. )  as  subsystems.  
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STANDARDS AUSTRALIA 

 

Austral ian  Standard  

Safety of machinery—Functional  safety of safety-related  electrical ,  
electronic  and  programmable  electronic  control  systems 

 

Any table,  fig ure  or text of the  in ternational  standard  that is  struck th rough  is  not part of th is  
standard .  Any Austral ian /New Zealand  table,  fi gure  or text that i s  added  is  part of th is  
standard  and  is  i den ti fied  by shad ing .  

1  Scope 

Th is  I n ternational  Standard  specifies  requ irements  and  makes recommendations  for the  
design ,  i n tegration  and  val i dation  of safety-related  e lectrical ,  e lectron ic and  programmable  
e lectron ic control  systems (SRECS)  for mach ines  (see Notes  1  and  2) .  I t  i s  appl icable  to  
con trol  systems used ,  e i ther s ing l y or i n  combination ,  to  carry ou t safety-related  control  
functions  on  mach ines  that are  not portable  by  hand  wh i le  working ,  i n clud ing  a  g roup  of 
mach ines  working  together i n  a  co-ord inated  manner.  

NOTE  1  I n  th is  s tandard ,  th e  term  “e lectrica l  con tro l  systems”  i s  u sed  to  stand  for ”E lectrica l ,  E lectron ic and  
Prog rammable  E lectron ic (E/E /PE)  con tro l  systems”  and  “SRECS”  i s  used  to  stand  for “safety-related  e lectrical ,  
e lectron ic an d  prog rammable  e lectron ic con tro l  systems” .  

NOTE  2  I n  th is  standard ,  i t  i s  presumed  that  the  des ign  of complex prog rammable  e lectron ic subsystems  or 
subsystem  e lements  con forms  to  th e  re l evan t  requ i rements  of I EC  61 508.  Th is  standard  provides  a  methodology 
for the  use,  rather than  developmen t,  of such  subsystems  and  subsystem  e lemen ts  as  part  of a  SRECS.  

Th is  standard  is  an  appl ication  standard  and  is  not i n tended  to  l im i t or i nh ibi t  technolog ical  
advancement.  I t  d oes  not cover a l l  the  requ i rements  (e. g .  guard ing ,  non-electrical  i n terlocking  
or non-electrical  con trol )  that are  needed  or requ i red  by other standards  or regu lations  i n  
order to  safeguard  persons from  hazards.  Each  type of mach ine  has  un ique  requ irements  to  
be  satisfied  to  provide  adequate  safety.  

Th is  standard :   

– is  concerned  on l y  wi th  functional  safety requ i rements  i n tended  to  reduce the  risk of 
i n ju ry or damage to  the  heal th  of persons in  the  immed iate  vicin i ty  of the  mach ine  and  
those  d i rectl y  i nvolved  i n  the  use  of the  mach ine;  

– is  restricted  to  risks  aris ing  d i rectl y  from  the  hazards  of the  mach ine  i tsel f or from  a 
g roup of mach ines  working  together in  a  co-ord inated  manner;  

NOTE  3  Requ i remen ts  to  m i tigate  ri sks  aris ing  from  other hazards  are  provided  i n  re levan t  sector 
s tandards.  For example ,  where  a  mach ine(s)  i s  part  of a  p rocess  activi ty,  th e  mach ine  e lectrica l  con tro l  
system  functional  safety requ i rements  shou ld ,  i n  add i ti on ,  satisfy other requ i remen ts  (e . g .  I EC  61 51 1 )  
i n sofar as  safety of th e  process  i s  concerned .  

– does  not speci fy  requ i rements  for the  performance  of non-electrical  (e. g .  h yd rau l ic,  
pneumatic)  con trol  e lements  for mach ines;   

NOTE  4  Al though  the  requ i remen ts  of th is  standard  are  speci fic to  e l ectrica l  con tro l  systems,  the  framework 
and  methodology speci fied  can  be  appl icable  to  safety-re la ted  parts  of con tro l  systems  employin g  other 
technolog i es .  

– does  not cover e lectrical  hazards  aris ing  from  the  e lectrical  con trol  equ ipment i tsel f 
(e. g .  electric shock – see  I EC  60204–1 ) .  

The  objectives  of speci fic  C lauses  i n  I EC  62061  are  as  g iven  in  Table  2 .  
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Table  2  – Overview and  objectives  of IEC  62061  

Clause  Objecti ve 

4:  

Management  
of functional  
safety 

To  speci fy th e  managemen t and  techn ical  activi ti es  wh ich  are  necessary for the  ach ievemen t  of 
the  requ i red  functional  safety o f the  SRECS.  

5 :  

Requ i remen ts  
for the  
speci fication  of 
safety-re lated  
con trol  
functions  

To  set  ou t  the  procedu res  to  speci fy th e  requ i remen ts  for safety-re lated  con trol  functi ons.  These  
requ i rements  are  expressed  i n  terms  of functional  requ i rements  speci fication ,  an d  safety i n tegri ty 
requ i remen ts  speci fication .  

6 :  
Desig n  an d  
i n teg rati on  of 
the  safety-
rel ated  
e lectrical  
con trol  system  

To  speci fy th e  selection  cri teri a  and /or th e  d esign  and  implementation  methods  of the  SRECS  to  
meet  the  functional  safety requ i rements.  Th is  i ncludes:  
 
se lection  of th e  system  arch i tectu re,   
 
se lection  of th e  safety-rel ated  hardware  and  software,  
 
design  of hardware  and  software,  
 
veri fication  that  th e  designed  h ardware  and  software  meets  the  functional  safety requ i rements.  

7 :  
I n formation  for 
u se  of the  
mach ine  

 

To  speci fy requ i remen ts  for the  i n formation  for u se  of the  SRECS,  wh ich  h as  to  be  suppl i ed  wi th  
the  mach ine.  Th is  i ncl udes:  
 
provis ion  of the  u ser manual  and  procedures,  
 
provis ion  of the  main tenance  manual  an d  procedures.  

8 :  
Val idati on  of 
the  safety-
rel ated  
e lectrical  
con trol  system  

To  speci fy th e  requ i remen ts  for the  va l id ation  process  to  be  appl i ed  to  th e  SRECS.  Th is  i ncl udes  
i nspection  an d  testing  of the  SRECS  to  ensu re  that  i t  ach i eves  the  requ i rements  stated  i n  th e  
safety requ i remen ts  speci fication .  

9 :  
Mod i fication  of 
the  safety-
rel ated  
e lectrica l  
con trol  system  

To  speci fy th e  requ i rements  for the  mod i fication  procedu re  th at  has  to  be  appl i ed  when  mod i fyin g  
the  SRECS.  Th is  i ncl udes:   
 
mod i fications  to  an y SRECS  are  properl y p l anned  and  veri fied  prior to  making  the  change;   
 
the  safety requ i remen ts  speci fi cation  of th e  SRECS  is  satisfied  after an y mod i fications  h ave  taken  
p lace.  

 

2 Normative references   

The fol lowing  referenced  documents  are  i nd ispensable  for the  appl ication  of th is  document.  
For dated  references,  on ly  the  ed i tion  ci ted  appl ies.  For undated  references,  the  l atest ed i tion  
of the  referenced  document ( i nclud ing  any amendments)  appl ies.  

References  to  i n ternational  standards  that are  struck through  i n  th is  clause are  replaced  by 
references to  Austral ian  or Austral ian /New Zealand  Standards  that are  l i sted  immed iatel y  
thereafter and  identi fied  by shad ing .  Any Austral ian  or Austral ian /New Zealand  Standard  that 
i s  i den tical  to  the  I n ternational  Standard  i t replaces is  i denti fied  as  such .  

I EC  60204–1 ,  Safety of machinery – Electrical equipment of machines – Part 1 :  General 
requirements 
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AS 60204. 1 ,  Safety of machinery—Electrical equipment of machines—General requirements  

I EC  61 000-6-2 ,  Electromagnetic compatibility (EMC)  – Part 6-2:  Generic standards – 
Immunity for industrial environments   

AS/NZS 61 000. 6. 2 ,  Electromagnetic compatibility (EMC) ,  Part 6 . 2 :  Generic standards—
Immunity for industrial environments  ( i den tical  to  I EC  61 000-6-2)  

I EC  61 31 0  (a l l  parts) ,  Safety of machinery – Indication,  marking and actuation 

I EC  61 508-2 ,  Functional safety of electrical/electronic/ programmable electronic safety-related 
systems  – Part 2 :  Requirements for electrical/electronic/programmable  electronic safety-
related systems  

AS 61 508. 2 ,  Functional safety of electrical/electronic/programmable electronic safety-related 
systems,  Part 2 :  Requirements for electrical/electronic/programmable electronic safety-related 
systems  ( i den tical  to  I EC  61 508-2)  

I EC  61 508-3,  Functional safety of electrical/electronic/programmable electronic safety-related 
systems – Part 3:  Software requirements 

AS 61 508. 3,  Functional safety of electrical/electronic/programmable electronic safety-related 
systems,  Part 3 :  Software requirements  ( i dentical  to  I EC  61 508-3)  

I SO 1 21 00-1 : 2003,  Safety of machinery – Basic concepts,  general principles for design – 
Part 1 :  Basic terminology,  methodology 

I SO  1 21 00-2 : 2003 ,  Safety of machinery – Basic concepts,  general principles for design –   
Part 2:  Technical principles 

I SO  1 3849-1 : 1 999,  Safety of machinery – Safety related parts of control systems – Part 1 :  
General principles for design 

I SO 1 3849-2 : 2003 ,  Safety of machinery – Safety-related parts of control systems – Part 2:  
Validation 

I SO 1 41 21 ,  Safety of machinery – Principles of risk assessment 

3 Terms,  defin i tions  and  abbreviations  

3.1  Alphabetical  l i st of defin itions  

Term  Defin ition  
number 

appl ication  software 3 . 2 . 46  

arch i tectural  constrain t 3 . 2 . 36  

arch i tecture  3 . 2 . 35  

common  cause  fai l u re  3 . 2 . 43  

complex component 3 . 2 . 8  

con trol  function  3 . 2 . 1 4  

dangerous  fai lu re  3 . 2 . 40  

demand   3 . 2 . 25  

Full document details: AS 62061-2006

http://www.avadocuments.com/doc/as-62061-2006
http://www.avadocuments.com/doc/as-62061-2006


 

© Standards  Austra l ia   www. standards. com. au  
 

4

Term Defin ition  
number 

d iagnostic coverage 3 . 2 . 38  

e lectrical  con trol  system  3. 2 . 3  

embedded  software 3 . 2 . 47  

fai l u re  3 . 2 . 39  

fau l t 3 . 2 . 30  

fau l t  to lerance 3 . 2 . 31  

fu l l  variabi l i ty  l anguage  (FVL)  3 . 2 . 48  

function  b lock 3 . 2 . 32  

function  b lock e lement 3 . 2 . 33  

functional  safety 3 . 2 . 9  

hardware  safety i n tegri ty  3 . 2 . 20  

hazard  (from  mach inery)  3 . 2 . 1 0  

hazardous  s i tuation  3 . 2 . 1 1  

h igh  demand  or con tinuous mode 3 . 2 . 27  

l im i ted  variabi l i ty  l anguage (LVL)  3 . 2 . 49  

low complexi ty component 3 . 2 . 7  

l ow demand  mode   3 . 2 . 26  

mach ine  con trol  system  3. 2 . 2  

mach inery (mach ine)  3 . 2 . 1  

mean  time to  fa i l u re  (MTTF)  3 . 2 . 34  

probabi l i ty  of dangerous  fai lu re  per hour (PFHD)  3 . 2 . 28  

proof test 3 . 2 . 37  

protective  measure  3 . 2 . 1 2  

random  hardware  fai lu re  3 . 2 . 44  

risk 3 . 2 . 1 3  

safe  fai l u re  3 . 2 . 41  

safe  fai l u re  fraction  3 . 2 . 42  

safety function  3 . 2 . 1 5  

safety i n tegri ty 3 . 2 . 1 9  

safety i n tegri ty l evel  (SI L)  3 . 2 . 23  

safety-related  con trol  function  (SRCF)  3 . 2 . 1 6  

safety-related  e lectrical  con trol  system  (SRECS)  3 . 2 . 4  

safety-related  software 3 . 2 . 50  

SI L  cla im  l im i t 3 . 2 . 24  

software  safety i n tegri ty 3 . 2 . 21  

SRECS d iagnostic function  3 . 2 . 1 7  

SRECS fau l t  reaction  function  3 . 2 . 1 8  
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Term Defin ition  
number 

subsystem  3 . 2 . 5  

subsystem  element 3 . 2 . 6  

systematic fai l u re  3 . 2 . 45  

systematic safety i n tegri ty 3 . 2 . 22  

target fa i l u re  value  3 . 2 . 29  

val i dation  3 . 2 . 52  

veri fication  3 . 2 . 51  

 

3.2  Terms and  defin itions  

For the  purposes  of th is  standard ,  the  fo l lowing  terms and  defin i ti ons  appl y.  

3.2. 1   
mach inery 
assembly of l i nked  parts  or components,  at least one  of wh ich  moves,  wi th  the  appropriate  
mach ine  actuators,  con trol  and  power ci rcu i ts,  j o i ned  together for a  speci fic appl ication ,  i n  
particu lar for the  processing ,  treatment,  moving  or packag ing  of a  material .  

The  terms “mach inery”  and  “mach ine”  a lso  cover an  assembly of mach ines  wh ich ,  i n  order to  
ach ieve the  same end ,  are  arranged  and  control led  so  that they function  as  an  i n tegral  whole.  

[ I SO  1 21 00-1 : 2003,  3 . 1 ]  

3.2.2  
mach ine  control  system 
system  wh ich  responds  to  an  input from,  for example,  the  process,  other mach ine  e lements,  
an  operator,  external  control  equ ipment,  and  generates  an  ou tpu t(s)  causing  the  mach ine  to  
behave  in  the  i n tended  manner 

3.2.3  
electrical  control  system 
al l  the  e lectrical ,  e lectron ic and  programmable  e lectron ic parts  of the  mach ine  con trol  system  
used  to  provide,  for example,  operational  con trol ,  mon i toring ,  i n terlocking ,  commun ications,  
protection  and  safety-related  con trol  functions  

NOTE  Safety-re lated  con trol  functions  can  be  performed  by an  e l ectrical  con tro l  system  that  i s  e i ther i n tegral  to  or 
i ndependen t  of those  parts  of a  mach ine ’ s  con tro l  system  that  perform  non -safety-related  fu nctions.    

3.2.4 
Safety-Related  Electrical  Control  System    
SRECS 
electrical  con trol  system  of a  mach ine  whose  fa i l u re  can  resu l t i n  an  immed iate  increase of 
the  risk(s)  

NOTE  A SRECS  includes  a l l  parts  of an  e l ectrica l  con tro l  system  whose  fa i lu re  may resu l t  i n  a  reducti on  or l oss  of 
functional  safety an d  th is  can  comprise  both  e lectrica l  power ci rcu i ts  an d  con trol  ci rcu i ts .   

Full document details: AS 62061-2006

http://www.avadocuments.com/doc/as-62061-2006
http://www.avadocuments.com/doc/as-62061-2006


 

© Standards  Austra l ia   www. standards. com. au  
 

6

3.2.5  
subsystem 
en ti ty  of the  top-level  arch i tectural  design  of the  SRECS where a  fa i lu re  of an y subsystem  wi l l  
resu l t i n  a  fai l u re  of a  safety-related  con trol  function  

NOTE  1  A complete  subsystem  can  be  made  up  from  a  n umber of i den ti fi abl e  an d  separate  subsystem  e lements,  
wh ich  when  pu t  together implement  the  function  b locks  a l located  to  the  subsystem .  

NOTE  2  Th is  d efin i ti on  i s  a  l im i tation  of th e  g eneral  d efin i t ion  of I EC  61 508-4:  ` set  of e l emen ts  wh ich  i n teract  
accord ing  to  a  des i gn ,  where  an  e lement  of a  system  can  be  another system ,  ca l led  a  subsystem,  wh ich  may  
i nclude  hardware,  software  and  human  i n teracti on .  

NOTE  3  Th is  d i ffers  from  common  language  where  “subsystem”  may mean  any sub-d i vid ed  part  of an  en ti ty,  th e  
term  “subsystem”  i s  used  i n  th i s  standard  wi th in  a  strong l y d efined  h ierarchy of term inology:  “subsystem”  i s  the  fi rst  
l evel  subd ivis i on  of a  system .  The  parts  resu l ti ng  from  fu rther subd ivis ion  of a  subsystem  are  cal l ed  “subsystem  
e lements” .  

3.2.6  
subsystem  element 
part of a  subsystem,  comprising  a  s i ng le  component or any g roup of componen ts  

3.2.7  
low complexity  component 
component i n  wh ich   

– the  fai l u re  modes  are  wel l -defined ;  and  

– the  behaviour under fau l t  cond i tions  can  be  completel y defined  

[ I EC  61 508-4 ,  3 . 4 . 4  mod i fied ]  

NOTE  1  Behaviou r of the  l ow complexi ty componen t u nder fau l t  cond i ti ons  may be  d eterm ined  by anal ytical  
and /or test  methods.  

NOTE  2  A subsystem  or subsystem  e lemen t  compris ing  one  or more  l im i t  swi tches,  operati ng ,  possib l y vi a  
i n terposin g  e l ectro-mechan ical  re lays,  one  or more  con tactors  to  de-energ ise  an  e lectric motor i s  an  example  of a  
l ow complexi ty componen t.  

3.2.8  
complex component 
component i n  wh ich   
– the  fai l u re  modes  are  not wel l -defined ;  or 
– the  behaviour under fau l t  cond i tions  cannot be  completel y  defined  

3.2.9  
functional  safety  
part of the  safety of the  mach ine  and  the  mach ine  control  system  wh ich  depends  on  the  
correct function ing  of the  SRECS,  other technology safety-related  systems and  external  risk 
reduction  faci l i ti es  

[ I EC  61 508-4 ,  3 . 1 . 9  mod i fied ]  

NOTE  1  Th is  standard  on l y considers  the  fu nctiona l  safety that  depends  on  th e  correct  function ing  of the  SRECS  
in  mach inery appl icati ons.   

NOTE  2  I SO/IEC  Gu ide  51  defines  safety as  freedom  from  unacceptable  ri sk.  

3.2.1 0  
hazard  (from mach inery)  
poten tial  source of physical  i n j u ry or damage  to  heal th  

[ I SO  1 21 00-1 :  2003,  3 . 6  mod i fied ]  

NOTE  The  term  hazard  can  be  qual i fied  i n  o rder to  d efine  i ts  ori g in  or th e  n atu re  of th e  expected  harm  (e . g .  
e lectric shock hazard ,  crush in g  hazard ,  cu tting  h azard ,  toxic h azard ,  fi re  h azard ) .  

3.2.1 1  
hazardous  si tuation  
circumstance i n  wh ich  a  person  is  exposed  to  a  hazard(s)  

[ I SO  1 21 00-1 : 2003,  3 . 9  mod i fied ]  
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3.2.1 2  
protective measure 
measure i n tended  to  ach ieve  risk reduction  

[ I SO  1 21 00-1 : 2003,  3 . 1 8  mod ified ]  

3.2.1 3  
risk 
combination  of the  probabi l i ty  of occurrence  of harm  and  the  severi ty  of that harm  

I SO  1 21 00-1 : 2003 ,  3 . 1 1 ]  

3.2.1 4 
control  function  
function  that evaluates  input in formation  or si gnals  and  produces ou tput i n formation  or 
activi ties  

3.2.1 5  
safety  function  
function  of a  mach ine  whose  fa i lu re  can  resu l t  in  an  immed iate  i ncrease  of the  risk(s)  

[ I SO  1 21 00-1 : 2003,  3 . 28 ]  

NOTE  Th is  defi n i tion  d i ffers  from  the  defin i tions  i n  I EC  61 508-4  an d  I SO  1 3849-1 .  

3.2.1 6  
Safety-Related  Control  Function    
SRCF 
con trol  function  implemented  by a  SRECS wi th  a  speci fied  in tegri ty level  that i s  i n tended  to  
main tain  the  safe  cond i tion  of the  mach ine  or preven t an  immed iate  i ncrease of the  risk(s)  

3.2.1 7  
SRECS d iagnostic  function  
function  in tended  to  detect fau l ts  i n  the  SRECS and  produce a  speci fied  ou tput i n formation  or 
activi ty  when  a  fau l t  i s  detected  

NOTE  Th is  function  i s  i n tended  to  detect  fau l ts  that  cou ld  l ead  to  a  d angerous  fa i l u re  of a  SRCF  and  i n i tiate  a  
speci fied  fau l t  reaction  function .  

3.2. 1 8  
SRECS fau lt reaction  function  
function  that is  i n i tiated  when  a  fau l t wi th in  a  SRECS is  detected  by the  SRECS  d iagnostic  
function  

3.2. 1 9  
safety  in tegrity  
probabi l i ty  of a  SRECS or i ts  subsystem  satisfactori l y  performing  the  requ i red  safety-related  
con trol  functions  under a l l  stated  cond i tions   

[ I EC  61 508-4 ,  3 . 5 . 2  mod i fied ]  

NOTE  1  The  h ig her the  l eve l  of safety i n teg ri ty of th e  i tem ,  the  l ower the  probabi l i ty  th at  th e  i tem  wi l l  fa i l  to  carry  
ou t  the  requ i red  safety-re lated  con trol  function .  

NOTE  2  Safety i n teg ri ty  comprises  h ardware  safety i n teg ri ty (see  3 . 2 . 20)  an d  systematic safety i n teg ri ty  (see  
3 . 2 . 22 ) .  

3.2.20  
hardware  safety  in tegrity  
part of the  safety i n tegri ty of a  SRECS or i ts  subsystems compris ing  requ irements  for both  the  
probabi l i ty  of dangerous  random  hardware  fai lu res  and  arch i tectural  constrain ts  

[ I EC  61 508-4 ,  3 . 5 . 5  mod i fied ]  
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3.2.21  
software  safety  in tegrity  
part of the  systematic safety i n tegri ty of a  SRECS or i ts  subsystems related  to  the  capabi l i ty  
of software i n  a  programmable  e lectron ic system  performing  i ts  safety-related  con trol  
functions  under a l l  s tated  cond i tions  during  a  stated  period  of time 

[ I EC  61 508-4 ,  3 . 5 . 3  mod i fied  ]  

NOTE  Software  safety i n teg ri ty cannot u sua l ly  be  q uan ti fied  precisel y.  

3.2.22  
systematic  safety  in tegri ty  
part of the  safety i n tegri ty  of a  SRECS or i ts  subsystems relati ng  to  i ts  resistance to  
systematic fai l u res  (see 3 . 2 . 45)  i n  a  dangerous  mode.  

[ I EC  61 508-4 ,  3 . 5 . 4  mod i fied ]  

NOTE  1  Systematic safety i n teg ri ty cannot u sual l y  be  quan ti fied  precise ly.  

NOTE  2  Requ i rements  for systematic safety i n teg ri ty apply to  both  hardware  and  software  aspects  of a  SRECS  or 
i ts  subsystems.  

3.2.23  
Safety  In tegrity  Level    
S IL  
d iscrete  level  (one  ou t of a  possib le  th ree)  for speci fying  the  safety i n tegri ty requ i rements  of 
the  safety-related  con trol  functions  to  be  a l l ocated  to  the  SRECS,  where  safety in tegri ty l evel  
th ree has  the  h ighest level  of safety i n tegri ty  and  safety i n tegri ty l evel  one  has  the  l owest 

[ I EC  61 508-4 ,  3 . 5 . 6  mod i fied ]  

NOTE  S I L  4  i s  n ot  cons idered  i n  th is  standard ,  as  i t  i s  not  re levan t  to  the  ri sk reduction  requ i rements  n ormal l y  
associated  wi th  mach inery.  For requ i rements  appl icable  to  S I L  4 ,  see  I EC  61 508-1  and  I EC  61 508-2 .  

3.2.24 
SIL  Claim  Limit (for a  subsystem)    
S ILCL 
maximum  SI L  that can  be  claimed  for a  SRECS  subsystem  i n  relation  to  arch i tectural  
constrain ts  and  systematic safety i n tegri ty 

3.2.25  
demand  
even t that causes the  SRECS  to  perform  i ts  SRCF  

3.2.26  
low demand  mode 
mode of operation  in  wh ich  the  frequency of demands on  a  SRECS is  no  g reater than  one per 
year and  no  g reater than  twice  the  proof-test frequency 

NOTE  Equ ipmen t  that  i s  on l y  des igned  i n  accordance  wi th  requ i rements  for the  l ow d emand  mode  of operation  
described  i n  I EC  61 508-1  and  I EC  61 508-2  can  be  u nsu i tab le  for u se  as  part  of a  SRECS  in  th is  s tandard .  Low 
demand  mode  of operation  i s  n ot  considered  to  be  re l evan t  for SRECS  appl icati ons  at  mach inery.  

3.2.27  
h igh  demand  or continuous  mode 
mode of operation  i n  wh ich  the  frequency of demands  on  a  SRECS is  g reater than  one per 
year or g reater than  twice  the  proof-test frequency 

[ I EC  61 508-4 ,  3 . 5 . 1 2  mod i fied ]  

NOTE  1  Low d emand  mode  of operati on  i s  n ot  cons idered  to  be  re levan t  for SRECS  appl ications  at  mach inery.  
Therefore,  i n  th is  standard  SRECS  are  on l y considered  to  operate  i n  th e  h ig h  d emand  or con tinuous  mode.   

NOTE  2  Demand  mode  means  that  a  safety-re lated  con tro l  function  i s  on ly performed  on  request  (demand )  i n  
order to  transfer th e  mach ine  i n to  a  speci fi ed  state.  The  SRECS  does  n ot  i n flu ence  th e  mach ine  un ti l  th ere  i s  a  
demand  on  the  safety-re lated  con tro l  function .   

NOTE  3  Con tin uous  mode  means  that  a  safety-re lated  con trol  functi on  i s  performed  perpetual ly  (con ti nuously) ,  
i . e .  the  SRECS  is  con ti nuously con trol l i n g  th e  mach ine  and  a  (d angerous)  fa i l u re  of i ts  function  can  resu l t  i n  a  
hazard .  
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3.2.28  
Probabi l i ty  of dangerous  Fai lure  per Hour   
PFHD  

average probabi l i ty  of dangerous fa i l u re  wi th in  1  h  

NOTE  PFHD  sh ou ld  not  be  con fused  wi th  probab i l i ty  of fa i l u re  on  d emand  (PFD) .  

3.2.29  
target fai lure  value 
i n tended  PFHD  to  be  ach ieved  to  meet a  speci fic  safety i n tegri ty requ irement(s)  

NOTE  Target  fa i l u re  valu e  i s  speci fied  i n  terms  of the  probabi l i ty  of dangerous  fa i lu re  per h our.  

[ I EC  61 508-4 ,  3 . 5 . 1 3  mod i fied ]  

3.2.30  
fau l t 
abnormal  cond i tion  that may cause a  reduction  i n  or l oss  of,  the  capabi l i ty  of a  SRECS,  a  
subsystem,  or a  subsystem  element to  perform  a  requ i red  function  

[ I EC  61 508-4 ,  3 . 6 . 1  mod i fied ]  

3.2.31  
fau l t tolerance 
abi l i ty  of a  SRECS,  a  subsystem,  or subsystem  e lement to  continue  to  perform  a  requ i red  
function  i n  the  presence of fau l ts  or fa i l u res  

[ I EC  61 508-4 ,  3 . 6 . 3  mod i fied ]  

3.2.32  
function  block 
smal lest e lement of a  SRCF whose  fa i lu re  can  resu l t  i n  a  fa i lu re  of the  SRCF 

NOTE  1  I n  th is  s tandard ,  a  SRCF  (F )  may be  seen  as  a  l og ical  AND  of the  function  b l ocks  (FB) ,  i . e .  F  =  FB1  AND  

FB2  AND  FBn .  

NOTE  2  Th is  defi n i tion  of a  fu nction  b l ock d i ffers  from  those  used  i n  I EC  61 1 31 -3  and  other s tandards.  

3.2.33  
function  block element 
part of a  function  b lock 

3.2.34 
Mean  Time To Fai lure    
MTTF 
expectation  of the  mean  time  to  fai l u re  

[ I EV 1 91 -1 2-07 ,  mod i fied ]  

NOTE  MTTF  i s  n ormal ly  expressed  as  an  average  val ue  of expectation  of the  time  to  fa i l u re.  

3.2.35  
arch itecture 
specific configuration  of hardware  and  software  e lements  in  a  SRECS 

[ I EC  61 508-4 ,  3 . 3 . 5  mod i fied ]  

3.2.36  
arch itectural  constraint  
set of arch i tectural  requ i rements  that l im i t  the  S I L  that can  be  cla imed  for a  subsystem  

NOTE  Requ i rements  for a rch i tectu ra l  constrai n ts  are  g i ven  i n  6 . 7 . 6 .  
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3.2.37  
proof test 
test that can  detect fau l ts  and  degradation  i n  a  SRECS and  i ts  subsystems so  that,  i f 
necessary,  the  SRECS and  i ts  subsystems can  be  restored  to  an  “ as  new”  cond i tion  or as  
close  as  practical  to  th is  cond i tion  

[ I EC  61 508-4 ,  3 . 8 . 5  mod i fied ]  

NOTE  A proof test  i s  i n tended  to  con fi rm  that  th e  SRECS  is  i n  a  cond i tion  th at  assu res  the  speci fied  safety 
i n teg ri ty.    

3.2.38  
d iagnostic  coverage 
decrease i n  the  probabi l i ty  of dangerous  hardware fa i lu res  resu l ting  from  the  operation  of the  
au tomatic d iagnostic tests    

[ I EC  61 508-4 ,  3 . 8 . 6  mod i fied ]  

NOTE  Diagnostic coverage  (DC)  can  be  ca lcu l ated  us ing  th e  fo l lowin g  eq uati on :   

DC  =  ΣλDD   / Σ  λDtota l  

where  λDD  i s  the  rate  of d etected  dangerous  h ardware  fa i l u res  and  λDtota l  i s  the  rate  of tota l  d angerous  h ardware  

fa i lu res.  

3.2.39  
fai lure  
termination  of the  abi l i ty  of a  SRECS,  a  subsystem,  or a  subsystem  element to  perform  a  
requ i red  function  

[ I EC  61 508-4 ,  3 . 6 . 4  mod i fied  and  I SO  1 21 00-1 : 2003,  3 . 32]  

NOTE  Fai lu res  are  e i ther random  ( in  hardware)  or systematic ( i n  hardware  or software) .  

3.2.40  
dangerous  fai lure   
fai l u re  of a  SRECS,  a  subsystem,  or a  subsystem  element that has  the  poten tial  to  cause a  
hazard  or non-functional  state  

[ I EC  61 508-4 ,  3 . 6 . 7  mod i fied ]  

NOTE  1  Whether or not  the  poten tia l  i s  real i sed  can  depend  on  th e  channel  arch i tectu re  of th e  system ;  for 
example,  i n  systems  wi th  mu l ti p le  channels  to  improve  safety,  a  d angerous  h ardware  fa i l u re  i s  l ess  l i kel y to  l ead  to  
the  overal l  d angerous  or fa i l -to  function  state.  

NOTE  2  I n  a  subsystem  wi th  mu l tip le  channels ,  the  probabi l i ty  of dangerous  fa i l u re  of the  subsystem  can  be  
smal ler than  the  d angerous  fa i lu re  rate  of a  channel  th at  consti tu tes  the  subsystem.  The  probabi l i ty  of d angerous  
fa i lu re  of a  SRECS  cannot  be  smal ler than  th at  of an y subsystem  consti tu ting  the  SRECS .  (Th is  comes  from  the  
particu lar defi n i tion  of “subsystem”  i n  th is  s tandard . )  

NOTE  3  A dangerous  fa i lu re  normal l y  resu l ts  i n  a  fa i l u re  or poten tia l  fa i l u re  to  perform  the  SRCF.  

3.2.41  
safe  fai lure  
fai l u re  of a  SRECS,  a  subsystem  of a  SRECS,  or a  subsystem  element of a  SRECS that does  
not have  the  poten tia l  to  cause  a  hazard   

[ I EC  61 508-4 ,  3 . 6 . 8  mod i fied ]  

NOTE  A safe  fa i l u re  d oes  not  resu l t  i n  a  fa i l u re  or poten tia l  fa i l u re  to  perform  the  SRCF.  

3.2.42  
Safe  Fai lure  Fraction    
SFF 
fraction  of the  overal l  fa i l u re  rate  of a  subsystem  that does  not resu l t i n  a  dangerous  fai lu re  

NOTE  Safe  Fai l u re  Fraction  (SFF)  can  be  calcu lated  u s in g  the  fo l l owing  equation :   

(ΣλS  +  ΣλDD)   /  (ΣλS  +  ΣλD )  
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where   

λS   i s  the  rate  of safe  fa i l u re ,  

ΣλS  +  ΣλD   i s  the  overal l  fa i l u re  rate,   

λDD  i s  the  rate  of dangerous  fa i lu re  wh ich  i s  detected  by the  d iagnostic functions,  and  

λD   i s  the  rate  of dangerous  fa i lu re .  

The  d i agnostic coverage  ( i f any)  of each  subsystem  in  SRECS  is  taken  i n to  accoun t  i n  the  calcu lation  of the  
probabi l i ty  of random  hardware  fa i lu res.  The  safe  fa i l u re  fraction  i s  taken  i n to  accoun t  when  determ in ing  th e  
arch i tectu ral  constrai n ts  on  h ardware  safety i n teg ri ty (see  6 . 7 . 7) .  

3.2.43  
Common  Cause  Fai lu re    
CCF  
fai l u re,  wh ich  i s  the  resu l t of one  or more  events,  causing  coinciden t fa i l u res  of two or more  
separate  channels  i n  a  mu l tiple  channel  (redundan t arch i tecture)  subsystem,  lead ing  to  fa i l u re  
of a  SRCF 

[ I EC  61 508-4 ,  3 . 6 . 1 0  mod i fied ]  

NOTE  Th is  defi n i tion  d i ffers  from  that  g iven  i n  I SO  1 2 1 00-1  and  I EV 1 91 -04-23.  

3.2.44 
random hardware  fai lure  
fai l u re  occurring  at a  random  time,  wh ich  resu l ts  from  one or more  of the  possible  degradation  
mechan isms i n  the  hardware 

[ I EC  61 508-4 ,  3 . 6 . 5 ]  

3.2.45 
systematic  fai lure  
fai l u re  related  i n  a  determin istic  way to  a  certain  cause,  wh ich  can  on l y be  e l im inated  by a  
mod ification  of the  design  or of the  manufacturing  process,  operational  procedures,  
documentation  or other relevant factors  

[ I EC  61 508-4 ,  3 . 6 . 6 ]  

NOTE  1  Corrective  main tenance  wi th ou t  mod i fication  wi l l  u sual l y  not  e l im inate  th e  fa i l u re  cause.  

NOTE  2  A systematic fa i l u re  can  be  i n duced  by s imu lating  the  fa i l u re  cause.  

NOTE  3  Examples  of causes  of systematic fa i l u res  i nclu de  h uman  error i n  

?  the  safety requ i remen ts  speci fi cation ;  

?  the  design ,  manufactu re,  i n stal lation  and /or operati on  of th e  h ardware;  

?  the  design  and /or implementati on  of the  software.  

3.2.46  
appl ication  software 
software speci fic to  the  appl ication ,  that is  implemented  by the  designer of the  SRECS,  
general l y  contain ing  log ic sequences,  l im i ts  and  expressions  that control  the  appropriate  
i nput,  ou tput,  ca lcu lations,  and  decis ions  necessary to  meet the  SRECS functional  
requ i rements  

3.2.47  
embedded  software 
software,  suppl ied  by the  manufacturer,  that i s  part of the  SRECS and  that is  not normal l y  
accessible  for mod i fication   

NOTE  Fi rmware  and  system  software  are  examples  of embedded  software.  
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3.2.48  
Fu l l  Variabi l i ty  Language   
FVL 
type  of language  that provides the  capabi l i ty  to  implement a  wide  variety of functions  and  
appl ications  

[ I EC  61 51 1 -1 ,  3 . 2 . 81 . 1 . 3  mod ified ]  

NOTE  1  Typical  example  of systems  us ing  FVL are  general -purpose  compu ters .  

NOTE  2  FVL i s  normal ly  found  i n  embedded  software  and  i s  rare l y used  i n  appl icati on  software.  

NOTE  3  FVL examples  inclu de:  Ada,  C ,  Pascal ,  I n struction  L ist,  assembler languages,  C++ ,  J ava,  SQL.  

3.2.49  
Limited  Variabi l i ty  Language   
LVL 
type  of l anguage that provides  the  capabi l i ty  to  combine  predefined ,  appl ication  speci fic,  
l ibrary functions  to  implement the  safety requ i remen ts  speci fications   

[ I EC  61 51 1 -1 ,  3 . 2 . 81 . 1 . 2  mod ified ]  

NOTE  1  A LVL provides  a  close  functional  correspondence  wi th  the  functions  requ i red  to  ach ieve  the  appl ication .  

NOTE  2  Typical  examples  of LVL  are  g i ven  i n  I EC  61 1 31 -3 .  They i nclude  ladder d iag ram ,  function  b l ock d iag ram  
and  sequen tia l  function  chart.  I n struction  l i sts  and  structu red  text  a re  n ot  cons idered  to  be  LVL.  

NOTE  3  Typical  example  of systems  using  LVL:  Prog rammable  Log ic Con tro l l er (PLC)  con fig u red  for mach ine  
con trol .  

3.2.50  
safety-related  software  
software that i s  used  to  implemen t safety-related  con trol  functions  i n  a  safety-related  system  

3.2.51  
verification  
confirmation  by examination  (e. g .  tests,  anal ysis)  that the  SRECS,  i ts  subsystems or 
subsystem  elements  meet the  requ i remen ts  set by  the  relevan t speci fication  

[ I EC  61 508-4 ,  3 . 8 . 1  mod i fied  and  I EC  61 51 1 -1 ,  3 . 2 . 92  mod ified ]  

NOTE  The  veri fication  resu l ts  shou ld  provi de  d ocumented   ob j ective  evidence.  

EXAMPLE:  Veri fication  activi ti es  i nclude:  

?  reviews  on  ou tpu ts  (documents  from  a l l  phases)  to  ensu re  compl iance  wi th  the  objecti ves  and  requ i remen ts  
of the  phase,  takin g  i n to  accoun t  the  speci fic i npu ts  to  that  phase;  

?  design  reviews;  

?  tests  performed  on  the  des igned  products  to  ensure  that  they perform  accord i ng  to  the i r speci fication ;  

?  i n teg rati on  tests  performed  where  d i fferen t  parts  of a  system  are  pu t  together i n  a  step-by-s tep  manner an d  
by th e  performance  of envi ronmen tal  tests  to  ensu re  th at  a l l  the  parts  work together i n  the  speci fied  
manner.  

3.2.52  
val idation  
confirmation  by examination  (e. g .  tests,  anal ysis)  that the  SRECS meets  the  functional  safety  
requ i rements  of the  speci fic appl ication  

[ I EC  61 508-4 ,  3 . 8 . 2  mod i fied ]  

3.3  Abbreviations  

The fo l lowing  abbreviations  are  used  i n  th is  standard .  

CCF  Common  Cause  Fai lu re(s)  

DC Diagnostic  Coverage 

EMC E lectromagnetic Compatib i l i ty  

FB  Function  B lock 
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FVL Fu l l  Variabi l i ty  Language  

I /O  I nput/Ou tpu t 

LVL   L im i ted  Variabi l i ty  Language 

PFHD  Probabi l i ty of dangerous Fai lure per Hour 

MTTF Mean  Time To  Fai lu re  

MTTR Mean  Time To  Restoration  

PTE  Probabi l i ty  of dangerous  Transmission  Error 

SFF Safe  Fai l u re  Fraction  

SI L  Safety I n tegri ty Level  

S I LCL Safety I n tegri ty Level  (S I L)  C laim  L im i t  ( for subsystems)   

S-R Safety Related  

SRECS Safety-Related  E lectrical  Control  System  

SRCF Safety-Related  Con trol  Function  

SRS Safety Requ irements  Speci fication  

SYS  System  

 

4 Management of functional  safety 

4.1  Objective 

Th is  C lause  specifies  management and  techn ical  activi ties  that are  necessary for the  
ach ievement of the  requ i red  functional  safety of the  SRECS.  

4.2  Requirements   

4.2. 1  A functional  safety p lan  shal l  be  d rawn  up  and  documented  for each  SRECS design  
project,  and  shal l  be  updated  as  necessary.  The p lan  shal l  i nclude procedures for con trol  of 
the  activi ties  specified  i n  Clauses  5  to  9 .   

NOTE  1  The  con ten t  of the  fu nctional  safety p lan  shou l d  depend  upon  the  speci fic ci rcumstances,  wh ich  can  
i nclude:  

– s ize  of p ro j ect;  

– deg ree  of complexi ty;  

– deg ree  of nove l ty of desig n  an d  techno logy;  

– deg ree  of standard i zation  of d esign  featu res;  

– possib le  consequence(s)  i n  the  even t  of fa i l u re .  

I n  particu lar the  p lan  shal l :  

i denti fy  the  relevan t activi ties  specified  in  C lauses  5  to  9 .  

describe  the  pol icy and  strategy to  fu l fi l  the  speci fied  functional  safety requ i rements.  

describe  the  strategy to  ach ieve functional  safety  for the  appl ication  software,  developmen t,  
i n tegration ,  veri fication  and  val idation .  

i denti fy  persons,  departments  or other un i ts  and  resources that are  responsible  for carrying  
ou t and  reviewing  each  of the  activi ties  speci fied  i n  C lauses  5  to  9 .  
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i denti fy or establ ish  the  procedures  and  resources  to  record  and  main tain  i n formation  relevan t 
to  the  functional  safety of a  SRECS.  

NOTE  2  The  fo l lowin g  shou ld  be  considered :  

-  the  resu l ts  of the  h azard  i den ti fication  and  ri sk assessment;  

-  the  eq u ipment  used  for safety-re lated  fu nctions  together wi th  i ts  safety requ i remen ts ;  

-  the  organ i zation  responsible  for main ta in i ng  fu nctiona l  safety;  

-  the  procedu res  necessary  to  ach ieve  and  main ta i n  fu nctional  safety ( i nclu d in g  SRECS  
mod i fications) .  

describe  the  strategy for configuration  management (see 9 . 3)  taking  i n to  account relevan t 
organ izational  i ssues,  such  as  au thorized  persons  and  i n ternal  structures  of the  organ ization .  

establ ish  a  veri fication  p lan  that shal l  i nclude:  

•  detai ls  of when  the  veri fi cation  shal l  take p lace;  

•  detai ls  of the  persons,  departments  or un i ts  who  shal l  carry ou t the  veri fication ;  

•  the  selection  of veri fication  strateg ies  and  techn iques;  

•  the  selection  and  u ti l i zation  of test equ ipment;  

•  the  selection  of veri fication  activi ti es;   

•  acceptance cri teria;  and  

•  the  means  to  be  used  for the  evaluation  of veri fication  resu l ts.   

establ ish  a  va l i dation  p lan  comprising :  

•  detai ls  of when  the  val i dation  shal l  take p lace;  

•  i denti fication  of the  relevan t modes  of operation  of the  mach ine  (e. g .  normal  
operation ,  setti ng ) ;  

•  requ irements  against wh ich  the  SRECS  is  to  be  val idated ;  

•  the  techn ical  strategy for val idation ,  for example  anal ytical  methods or statistical  
tests;  

•  acceptance cri teria;  and  

•  actions  to  be  taken  i n  the  event of fa i l u re  to  meet the  acceptance  cri teria.  

NOTE  3  The  va l idation  p l an  shou l d  i n d icate  whether th e  SRECS  and  i ts  subsystems  are  to  be  sub j ect  to  
rou ti ne  testin g ,  type  testing  an d /or sample  testin g .  

4.2.2  The  functional  safety p lan  shal l  be  implemented  to  ensure  prompt fol low-up  and  
satisfactory resolu tion  of i ssues  relevan t to  a  SRECS  arising  from:  

– activi ti es  speci fied  in  C lauses  5  to  9 ;  

– veri fication  activi ti es;  and  

– val i dation  activi ti es.  

5 Requirements  for the specification  of Safety-Related  Control  Functions  
(SRCFs)   

5.1  Objective 

Th is  C lause sets  ou t the  procedures to  specify the  requ irements  of SRCF(s)  to  be  
implemented  by the  SRECS.  

5.2  Specification  of requ irements  for SRCFs   

5.2. 1  General  

5.2. 1 .1  From  the  risk reduction  strategy,  as  ou tl i ned  i n  I SO  1 21 00-1 ,  I SO  1 21 00-2 ,  and  
I SO  1 41 21 ,  any need  for safety functions  wi l l  be  determined .  
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5.2.1 .2  Where  safety functions  are  selected  to  be  implemented  ( i n  whole  or i n  part)  by  
SRECS,  then  the  associated  SRCF(s)  (see 3 . 2 . 1 6)  shal l  be  specified .  

5.2.1 .3  Speci fications  of each  SRCF shal l  comprise:  

– functional  requ irements  specification  (see 5 . 2 . 3) ;  

– safety i n tegri ty requ irements  speci fication  (see 5 . 2 . 4) .  

and  these  shal l  be  documented  i n  the  safety requ i remen ts  speci fication  (SRS) .  

NOTE  1  Where  n on -e lectrical  eq u ipmen t con tri bu tes  towards  the  performance  of a  safety  function  i n  combination  
wi th  e l ectrical  means,  th e  target  fa i l u re  va l ue(s)  appl icable  to  the  n on -electrical  equ ipmen t i s  not  cons idered  wi th in  
th is  standard .  E lectrica l  means  covers  any and  a l l  d evices  or systems  operatin g  on  e lectrica l  princi p les ,  i nclu d in g :  

– e lectro-mechan ica l  devices;  

– non -prog rammable  e lectron ic d evices;  

– prog rammable  e l ectron ic devices.  

NOTE  2  The  SRS  needs  to  be  sub j ect  to  versi on  con trol  as  part  of the  con fig u ration  managemen t p rocedures  
(see  9 . 3) .   

5.2.1 .4  The  safety requ i remen ts  speci fication  shal l  be  veri fied  to  ensure  consistency and  
completeness  for i ts  i n tended  use.   

NOTE  For example  th is  may be  ach ieved  by i nspection ,  ana lysis ,  check-l i sts .  See  a lso  B. 2 . 6  of I EC  61 508-7.   

5.2.2  Information  to  be  avai lable  

The fol lowing  i n formation  shal l  be  used  to  produce both  the  functional  requ i rements  
specification  and  safety i n tegri ty requ i rements  specification  of each  SRCF:  

– resu l ts  of the  risk assessment for the  mach ine  includ ing  a l l  safety functions  determined  
to  be  necessary for the  ri sk reduction  process for each  specific  hazard ;  

– mach ine  operating  characteristics,  i nclud ing :  

•  modes of operation ,  

•  cycle  time,  

•  response time performance,  

•  environmental  cond i tions,  

•  i n teraction  of person(s)  wi th  the  mach ine  (e . g .  repairi ng ,  setti ng ,  clean ing ) ;  

– a l l  i n formation  re levant to  the  SRCFs  wh ich  can  have  an  i n fl uence  on  the  SRECS 
design  i nclud ing ,  for example:  

•  a description  of the  behaviour of the  mach ine  that a  SRCF is  i n tended  to  ach ieve  
or to  prevent;  

•  al l  i n terfaces  between  the  SRCFs,  and  between  SRCFs and  an y other function  
(e i ther wi th in  or ou ts ide  the  mach ine) ;  

•  requ ired  fau l t  reaction  functions  of the  SRCF.   

NOTE  Some  of the  i n formation  m igh t  not  be  avai lab le  o r su fficien tl y  defin ed  before  starti ng  the  i terati ve  des ign  
process  of SRECS,  so  the  SRECS  safety requ i rements  speci fications  can  be  requ i red  to  be  updated  du ri ng  the  
design  process.  

5.2.3  Functional  requ irements  specification  for SRCFs  

5.2.3 .1  The  functional  requ irements  speci fication  for SRCFs shal l  describe  detai ls  of each  
SRCF  to  be  performed  i nclud ing ,  as  appl icable:  

– the  cond i tion(s)  (e. g .  operating  mode)  of the  mach ine  in  wh ich  the  SRCF shal l  be  active  
or d isabled ;  
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– the  priori ty  of those  functions  that can  be  s imu l taneousl y active  and  that can  cause  
confl icti ng  action ;  

– the  frequency of operation  of each  SRCF;  

– the  requ ired  response time of each  SRCF;  

– the  i n terface(s)  of the  SRCFs to  other mach ine  functions;   

– the  requ i red  response  times (e. g .  input and  ou tput devices) ;  

– a description  of each  SRCF;  

– a description  of fau l t reaction  function(s)  and  an y constrain ts  on ,  for example,  re-
starting  or con tinued  operation  of the  mach ine  i n  cases where  the  in i ti a l  fau l t reaction  is  
to  stop  the  mach ine;  

– a  description  of the  operating  environment (e. g .  temperature,  humid i ty,  dust,  chemical  
substances,  mechan ical  vibration  and  shock) ;  

– tests  and  any associated  faci l i ties  (e. g .  test equ ipment,  test access  ports) ;  

– rate  of operating  cycles,  d u ty  cycle,  and /or u ti l i sation  category,  for e lectromechan ical  
devices  i n tended  for use  i n  the  SRCF.  

5.2.3 .2  I n  add i tion  to  the  requ irements  of I EC  61 000-6-2 ,  when  a  SRECS is  i n tended  for use  
i n  an  i n dustrial  environment,  e lectromagnetic (EM)  immun i ty l evels  are  g iven  i n  Annex E.  
SRECS i n tended  for use  i n  another EM  environment (e. g .  residen tial )  shou ld  have  immun i ty  
l evels  based  on  those  speci fied  i n  d i fferent EMC standards  (e. g . ,  for a  residen tial  
envi ronment,  I EC  61 000-6-1 ) .   

NOTE  1  When  speci fyi ng  EM  immun i ty l eve ls  i t  i s  necessary  to  consider whether the  l evels  used  i n  d i fferen t  EMC  
standards  cover cases  wh ich  can  occur i n  a  SRECS  app l icati on  even  wi th  a  l ow probabi l i ty  of occu rrence.   

NOTE  2  EM  immun i ty performance  cri terion  for functional  safety of a  SRECS  is  g i ven  i n  6 . 4 . 3 .  

5.2.4  Safety  in tegrity  requirements  specification  for SRCFs  

5.2.4.1  The  safety in tegri ty requ irements  for each  SRCF shal l  be  derived  from  the  risk 
assessment to  ensure the  necessary risk reduction  can  be  ach ieved.  I n  th is  standard ,  a  safety 
in tegri ty requ irement is  expressed  as a  target fai lu re  value  for the  probabi l i ty of dangerous 
fai lu re  per hour of each  SRCF.  

5.2.4.2  The safety in tegri ty requ i rements  for each  SRCF shal l  be  specified  in  terms of a  SIL  in  
accordance  wi th  Table  3  and  documented .  An  example  of a  methodology is  g i ven  in  Annex A.  

Table  3  – Safety  in tegrity  levels:  target fai lure  values  for SRCFs   

Safety  i ntegri ty  l evel  Probabi l i ty  of a  dangerous  Fai lure per Hour (PFHD)  

3  ≥  1 0–8  to  <  1 0–7  

2  ≥  1 0–7  to  <  1 0–6  

1  ≥  1 0–6  to  <  1 0–5  

 
NOTE  Where  the  requ i red  safety i n teg ri ty of a  SRCF  i s  l ess  than  S I L  1 ,  as  a  m in imum  the  requ i remen ts  of 
category B  of I SO  1 3849-1  shou ld  be  met.  

5.2.4.3  Where a  product standard  specifies  a  S I L  for a  SRCF then  th is  shal l  take precedence  
over Annex A.  
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6 Design  and  integration  of the safety-related  electrical  control  system 
(SRECS)  

6.1  Objective 

Th is  C lause  specifies  requ i rements  for the  selection  or design  of a  SRECS to  meet the  
functional  and  safety i n tegri ty  requ i rements  specified  in  the  safety requ i rements  speci fication  
(see  5 . 2) .  

6.2  General  requ irements  

6.2.1  The  SRECS  shal l  be  selected  or designed  to  meet the  safety requ i rements  
specification  (see 5 . 2)  and  where  relevan t the  software safety requ irements  speci fication  (see  
6 . 1 0)  taking  i n to  account the  appropriate  requ irements  of th is  standard .  

6.2.2  The  selection  or design  of the  SRECS ( i nclud ing  the  overal l  h ardware and  software  
arch i tecture,  sensors,  actuators,  programmable  e lectron ics,  embedded  software,  appl ication  
software,  etc. )  shal l  comply wi th  e i ther 6 . 5  or 6 . 6 .  Wh ichever method  i s  used ,  the  SRECS 
shal l  meet the  fol lowing  requ i rements:  

a)  the  requ i rements  for hardware safety i n tegri ty comprising :  

•  the  arch i tectural  constrain ts  on  hardware safety i n tegri ty (see  6 . 6. 3. 3) ;  and  

•  the  requ i rements  for the  probabi l i ty  of dangerous  random  hardware  fai l u res  
(see  6 . 6. 3 . 2) ;  

b)  the  requ iremen ts  for systematic  safety i n tegri ty  (see  6 . 4)  compris ing ;  

•  the  requ i rements  for the  avoidance of fa i l u res,  and   

•  the  requ i rements  for the  con trol  of systematic fau l ts;  

c)  the  requ i rements  for SRECS  behaviour on  detection  of a  fau l t  (see  6 . 3) ;  

d )  the  requ i rements  for the  design  and  development of safety-related  software (see  6 . 1 0  and  
6 . 1 1 ) .  

6.2.3  The  design  of the  SRECS shal l  take i n to  account h uman  capabi l i ti es  and  l im i tations  
( i nclud ing  reasonabl y foreseeable  m isuse)  and  be  su i table  for the  actions  assigned  to  
operators,  main tenance  staff and  others  who  m igh t i n teract wi th  the  SRECS.  The design  of a l l  
operator i n terfaces shal l  fol low good  human-factor practice  (see the  I EC  61 31 0  series)  and  
shal l  accommodate  the  l ikel y l evel  of tra in ing  or awareness  of operators,  i n  particu lar,  for 
mass-produced  subsystems where  the  operator can  be  a  member of the  publ ic.  

NOTE  The  desig n  g oal  shou ld  be  that  reasonably foreseeable  m istakes  made  by operators  or main tenance  staff 
are  preven ted  or e l im inated  by  desig n .  Where  th is  i s  n ot  possib le ,  o ther means  shou ld  a lso  be  app l ied  (e . g .  manual  
action  wi th  secondary  con fi rmation  before  completion )  to  m in im ize  the  possib i l i ty  of operator errors  and  ensure  th at  
foreseeable  m istakes  do  not  l ead  to  i ncreased  ri sk.  

6.2.4  Main tainabi l i ty  and  testabi l i ty  shal l  be  considered  during  the  design  and  i n tegration  to  
faci l i tate  the  implementation  of these properties  in  the  SRECS.  

6.2.5  The  SRECS design ,  includ ing  i ts  d iagnostic and  fau l t reaction  functions,  shal l  be  
documented .  Th is  documentation  shal l :  

– be  accurate,  complete  and  concise;  

– be  su i table  for i ts  in tended  purpose;  

– be  accessib le  and  main tainable;  

– be  version  control led .  

6.2.6  The  ou tcome of the  activi ti es  performed  during  SRECS design ,  development and  
implementation  shal l  be  veri fied  at appropriate  stages.  
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6.3  Requirements  for behaviour (of the  SRECS)  on  detection  of a  fau lt in  the  SRECS 

6.3.1  The  detection  of a  dangerous fau l t i n  an y subsystem  that has  a  hardware fau l t 
to lerance of more  than  zero  shal l  resu l t in  the  performance of the  speci fied  fau l t reaction  
function .  

The  specification  may a l low isolation  of the  fau l ty part  of the  subsystem  to  con tinue safe  
operation  of the  mach ine  wh i le  the  fau l ty part is  repaired .  I n  th is  case,  i f the  fau l ty  part i s  not 
repaired  wi th in  the  estimated  maximum  time as  assumed  i n  the  calcu lation  of the  probabi l i ty  
of random  hardware  fai l u re  (see 6 . 7 . 8) ,  then  a  second  fau l t reaction  shal l  be  performed  to  
main tain  a  safe  cond i tion .  

Where the  SRECS  is  designed  for on l i ne  repai r,  i so lation  of a  fau l ty part shal l  on l y be  
appl icable  where  th is  does not i ncrease  the  probabi l i ty  of dangerous  random  hardware fai lu re  
of the  SRECS above that speci fied  in  the  SRS.  

After the  occurrence of fau l ts  that reduce the  hardware fau l t to lerance  to  zero,  the  
requ i rements  of 6 . 3 . 2  apply.  

NOTE  The  mean  time  to  restorati on  (see  I EV 1 91 -1 3-08)  that  i s  considered  i n  th e  re l iab i l i ty  model  wi l l  need  to  
take  i n to  accoun t  the  d iagnosti c test  i n terval ,  the  repai r time  and  any other d elays  prior to  restorati on .  

6.3.2  Where  a  d iagnostic function(s)  i s  necessary to  ach ieve  the  requ ired  probabi l i ty  of 
dangerous  random  hardware  fai lu re  and  the  subsystem  has  a  hardware fau l t to lerance  of 
zero,  then  the  fau l t detection  and  speci fied  fau l t reaction  shal l  be  performed  before  the  
hazardous  s i tuation  addressed  by the  SRCF  can  occur.   

EXCEPTION  to  6 .3.2:  I n  the  case  of a  subsystem  implementing  a  particu lar SRCF where  
the  hardware fau l t to lerance is  zero  and  the  ratio  of the  d iagnostic test rate  to  the  demand  
rate  exceeds  1 00 ,  then  the  d iagnostic test i n terval  of that subsystem  shal l  be  such  as  to  
enable  the  subsystem  to  meet the  requ i rement for the  probabi l i ty  of dangerous  random 
hardware  fa i l u re.  

6.3.3  Where  performance of a  fau l t reaction  function  as  part of a  SRCF that is  speci fied  as  
SI L  3  has  resu l ted  i n  the  mach ine  being  stopped ,  subsequent normal  operation  of the  
mach ine  via  the  SRECS (e. g .  enabl i ng  re-start of the  mach ine)  shal l  n ot be  possible  un ti l  the  
fau l t has  been  repaired  or recti fied .  For SRCFs wi th  a  specified  safety i n tegri ty of l ess  than  
SI L  3 ,  the  behaviour of the  mach ine  after performance of a  fau l t reaction  function  (e . g .  re-
starting  normal  operation )  shal l  depend  on  the  speci fication  of re levan t fau l t  reaction  functions  
(see  5 . 2 . 3) .   

6.4  Requirements  for systematic  safety  in tegri ty  of the  SRECS 

NOTE  These  requ i remen ts  are  app l icable  at  the  ‘ system  level ’  where  subsystems  are  i n terconnected  to  rea l i se  a  
SRECS.  For requ i remen ts  re levan t  to  subsystem  real isation ,  see  6 . 7 . 8 .    

6.4.1  Requirements  for the  avoidance of systematic  hardware  fai lures  

6.4.1 .1  The  fol lowing  measures shal l  be  appl ied :  

(a)  the  SRECS shal l  be  designed  and  implemented  i n  accordance wi th  the  functional  safety 
p lan  (see 4 . 2) ;  

proper selection ,  combination ,  arrangements,  assembly and  i nstal lation  of subsystems,  
i nclud ing  cabl ing ,  wi ri ng  and  any i n terconnections;  

use  of the  SRECS wi th in  the  manufactu rer’s  specification ;   

use  of manufacturer's  appl ication  notes,  for example  catalogue sheets,  instal lation  
i nstructions,  and  use  of good  eng ineering  practice  (see  also  I SO  1 3849-2 ,  C lause D. 1 ) ;  
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use of subsystems that have compatible  operating  characteristics  (see a lso  I SO 1 3849-2 ,  
C lause  D . 1 ) ;  

the  SRECS  shal l  be  protected  i n  accordance  wi th  I EC  60204-1 ;  

prevention  of the  l oss  of functional  earth  connection (s)  i n  accordance wi th  I EC  60204-1 ;   

undocumented  modes of componen t operation  shal l  not be  used  (e . g .  ‘ reserved ’  reg isters  of 
programmable  equ ipment) ;  and  

consideration  of foreseeable  m isuse,  environmen tal  changes  or mod i fication(s) .  

6.4.1 .2  I n  add i tion ,  at l east one  of the  fol lowing  techn iques  and/or measures shal l  be  appl ied  
taking  i n to  accoun t the  complexi ty of the  SRECS and  the  S I L(s)  for those functions  to  be  
implemented  by the  SRECS:  

(a)  SRECS hardware  design  review (e . g .  by  i nspection  or walk-through ) :  to  establ ish  by  
reviews and /or anal ysis  an y d iscrepancies  between  the  speci fication  and  
implementation ;   

NOTE  1  I n  o rder to  revea l  d iscrepancies  between  the  speci fication  and  implemen tation ,  an y poin ts  of 
doubt  or poten tia l  weak po in ts  concern ing  th e  rea l isation ,  the  implemen tation  an d  the  u se  of the  product are  
documented  so  they can  be  resolved ;  taking  i n to  accoun t  that  on  an  i nspection  procedu re  th e  au thor i s  
pass ive  and  the  i n spector i s  active  wh i lst  on  a  walk-th rough  procedu re  the  au thor i s  active  an d  the  i n spector 
i s  pass ive.  

b)  advisory tools  such  as  computer-aided  design  packages  capable  of s imu lation  or 
anal ysis,  and /or the  use  of compu ter-aided  design  tools  to  perform  the  design  
procedures  systematical l y  wi th  the  use  of pre-designed  elemen ts  that are  a l ready 
avai lable  and  tested ;   

NOTE  2  The  i n teg ri ty of these  too ls  can  be  demonstrated  by speci fic testing ,  o r by an  extensive  h istory of 
satisfactory u se,  or by  i n dependen t  veri fication  of the i r ou tpu t  for the  particu lar SRECS  that  i s  bein g  
designed .  See  6 . 1 1 . 3 . 4 .  

c)  s imu lation :  perform  a  systematic and  complete  assim i lation  of a  SRECS  design  i n  terms 
of both  functional  performance and  the  correct d imension ing  and  i n teraction  of i ts  
subsystems.  

EXAMPLE  The  fu nction  of th e  SRECS  can  be  s imu lated  on  a  computer vi a  a  software  behaviou ra l  mode l  
(see  6 . 1 1 . 3 . 4)  where  i nd i vid ual  subsystems  or subsystem  e lements  each  have  the i r own  s imu lated  
behaviou r,  and  the  response  of the  ci rcu i t  i n  wh ich  th ey are  connected  i s  exam ined  by  l ooki ng  at  th e  
marg inal  data  of each  subsystem  or subsystem  e lemen t.  

6.4.2  Requirements  for the  control  of systematic  fau lts  

The fo l lowing  measures  shal l  be  appl ied :  

a)   u se  of de-energ ization :  the  SRECS shal l  be  designed  so  that wi th  loss  of i ts  e lectrical  
suppl y a  safe  state  of the  mach ine  is  ach ieved  or main tained ;  

b)   measures  to  control  the  effect of temporary subsystem  fai lu res:  the  SRECS shal l  be  
designed  so  that,  for example:  

•  vol tage variation  (e. g .  i n terruptions,  d ips)  to  an  in d ividual  subsystem  or a  part of a  
subsystem  does  not l ead  to  a  hazard  (e . g .  a  vo l tage i n terruption  that affects  a  
motor ci rcu i t shal l  not cause  an  unexpected  start-up  when  the  suppl y  is  restored) ,  
and   

NOTE  1  See  a lso  re levan t  requ i remen ts  of I EC  60204-1 .  I n  particu lar:  

overvol tage  or u ndervol tage  shou ld  be  d etected  earl y enough  so  that  a l l  ou tpu ts  can  be  swi tched  to  
a  safe  cond i tion  by th e  power-down  rou tin e  or a  swi tch -over to  a  second  power un i t;  and /or 

where  necessary,  overvo l tage  or u ndervol tage  shou ld  be  detected  earl y enough  so  that  the  i n terna l  
s tate  can  be  saved  i n  n on -volati le  memory,  so  that  a l l  ou tpu ts  can  be  set  to  a  safe  cond i ti on  by the  
power-down  rou tin e ,  or a l l  ou tpu ts  can  be  swi tched  to  a  safe  cond i tion  by the  power-down  rou tine  or 
a  swi tch -over to  a  second  power u n i t.  

•  the  effects  of e lectromagnetic i n terference from  the  physical  envi ronment or a  
subsystem(s)  do  not l ead  to  a  hazard ;   
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c)   measures to  control  the  effects  of errors  and  other effects  aris ing  from  any data  
commun ication  process,  i nclud ing  transmission  errors,  repeti ti ons,  deletion ,  i nsertion ,  
re-sequencing ,  corruption ,  delay and  masquerade;  

NOTE  2  Fu rther i n formation  can  be  found  i n  I EC  60870-5-1 ,  EN  501 59-1 ,  EN  501 59-2  and  I EC  61 508-2 .   

NOTE  3  The  term  ‘masquerade’  means  th at  th e  true  con ten ts  of a  message  are  not  correctly i d en ti fi ed .  For 
example ,  a  message  from  a  non -safety componen t  i s  i ncorrectl y  i den ti fi ed  as  a  message  from  a  safety 
componen t.  

d)   when  a  dangerous fau l t  occurs  at an  in terface,  the  fau l t reaction  function  shal l  be  
performed  before  the  hazard  due  to  th is  fau l t can  occur.  When  a  fau l t that reduces  the  
hardware fau l t to lerance  to  zero  occurs,  th is  fau l t reaction  shal l  take p lace  before  the  
estimated  MTTR (see  6 . 7 . 4 . 4 . 2  g )  i s  exceeded .  

The requ irements  of i tem  d )  appl y to  i n terfaces that are  i npu ts  and  ou tpu ts  of subsystems and  
a l l  other parts  of subsystems that i nclude or requ i re  cabl ing  du ring  in teg ration  (for example  
ou tpu t s i gnal  swi tch ing  devices  of a  l i gh t curtain ,  ou tpu t of a  guard  posi tion  sensor) .  

NOTE  4  Th is  does  not  requ i re  th at  a  subsystem  or subsystem  e lemen t on  i ts  own  has  to  detect  a  fau l t  on  i ts  
ou tpu ts(s) .  The  fau l t  reaction  function  may a lso  be  i n i ti ated  by an y subsequen t subsystem  after a  d iagnostic test  is  
performed .  

6.4.3  Electromagnetic  (EM)  immun ity  

I n  add i tion  to  the  requ irements  of I EC  61 000-6-2  and  the  EM  phenomena g iven  in  Annex E ,  
the  fol lowing  performance cri terion  for functional  safety shal l  be  satisfied  by a  SRECS:  

– unsafe  cond i tions  or hazards  shal l  not be  in troduced ;  and  

– no  loss  of the  SRCF(s) ;  or 

– the SRCF(s)  implemented  by the  SRECS  may be  d isturbed  temporari l y  or permanen tl y  
provided  that a  safe  state  of the  mach ine  is  main tained  or ach ieved  before  a  hazard  can  
occur.  Where the  EM  phenomena can  resu l t i n  the  destruction  of componen ts,  i t  shal l  
be  ensured  (e. g .  by analysis)  that functional  safety i s  not affected ,  i nclud ing  by l ower 
value(s)  of EM  phenomena  that can  cause partial  destruction .  

NOTE  Considerati on  shou ld  be  g i ven  to  the  behaviour of the  SRECS  in  response  to  EM  phenomena  at  a l l  va lu e(s )  
up  to  those  g i ven  i n  Annex E .    

6.5  Selection  of safety-related  electrical  control  system 

Where a  suppl ier provides  a  SRECS for a  speci fic function  referenced  i n  the  safety  
requ i rements  speci fication ,  a  pre-designed  SRECS may be  selected  i nstead  of a  custom  
design  provid ing  that i t  meets  the  requ irements  of the  safety requ iremen ts  speci fication  and  
6 . 3,  6 . 4  and  6 . 6. 1 .  

NOTE  Selection  of a  pre-designed  SRECS  is  an  a l ternati ve  to  the  des ig n  an d  d evelopmen t of a  speci fic SRECS  i n  
accordance  wi th  6 . 6 .   

6.6  Safety-related  electrical  control  system (SRECS)  design  and  development 

6.6.1  General  requ irements  

6.6.1 .1  The  SRECS shal l  be  designed  and  developed  i n  accordance wi th  the  SRECS safety  
requ i rements  specification  (see 5 . 2) .  

6.6.1 .2  A clearl y structu red  design  process  shal l  be  fo l lowed  and  documented  (see  6 . 6. 2) .  

6.6.1 .3  Where  the  use  of d iagnostics  i s  necessary to  ach ieve  the  requ i red  safety i n tegri ty  
when  a  fau l t i s  detected ,  the  SRECS shal l  perform  the  speci fied  fau l t reaction  function  
(see  5 . 2  and  6 . 3) .  
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6.6.1 .4  Where  a  SRECS or part of a  SRECS ( i . e .  i ts  subsystem(s))  i s  to  implement both  
SRCFs and  other functions,  then  a l l  i ts  hardware  and  software  shal l  be  treated  as  safety-
related  un less  i t can  be  shown  that the  implementation  of the  SRCFs and  other functions  is  
su fficientl y  i ndependen t ( i . e .  that the  normal  operation  or fa i l u re  of an y other functions  do  not  
affect the  SRCFs) .   

NOTE  Su fficien t  i n dependence  of implemen tation  can  be  establ ished  by showing  that  the  probabi l i ty  of a  
dependen t  fa i l u re  between  the  non -safety and  safety-re lated  parts  i s  equ i va len t  to  that  of the  safety i n tegri ty l eve l  
of the  SRECS.  

6.6.1 .5  For a  SRECS or i ts  subsystems that implemen ts  safety-related  con trol  functions  of 
d i fferent safety in tegri ty  l evels ,  i ts  hardware and  software shal l  be  treated  as  requ i ring  the  
h ighest safety i n tegri ty  l evel  un less  i t can  be  shown  that the  implementation  of the  safety-
related  control  functions  of the  d i fferent safety i n tegri ty l evels  is  sufficien tl y  i ndependen t.  

NOTE  Su fficien t  i n dependence  of implemen tation  can  be  establ ished  by showing  that  the  probabi l i ty  of a  
dependen t  fa i l u re  between  th e  parts  implemen ting  SRCFs  of d i fferen t  i n teg ri ty  l eve ls  i s  eq u ivalen t  to  that  of the  
safety i n teg ri ty l evel  ach ieved  by the  SRECS.  

6.6.1 .6  I n terconnections  (e. g .  wi ri ng ,  cabl ing )  other than  d ig i tal  data  commun ication  shal l  be  
considered  to  be  part of one  of the  subsystems to  wh ich  they are  connected  (see also  i tem  d )  
of 6 . 4 . 2) .  

6.6.1 .7  Where d ig i tal  data  commun ication  i s  used  as  a  part of a  SRECS implemen tation  i t  
shal l  satisfy the  re levant requ irements  of I EC  61 508-2  i n  accordance wi th  the  SI L  target(s)  of 
the  SRCF(s) .    

6.6.1 .8  The  i n formation  for use  of the  SRECS  shal l  speci fy those techn iques  and  measures  
necessary during  the  design  l i fe  of the  SRECS to  main tain  the  safety i n tegri ty  l evel .   

6.6.2  Design  and  development process  

The design  and  development shal l  fol l ow a  clearly  defined  process that shal l  take i n to  accoun t 
a l l  aspects  covered  by the  process  shown  in  F igure  2 .   

NOTE  The  approach  of th is  standard  i s  to  appl y a  structu red  des ig n  process  to  the  SRECS  beg inn i ng  from  the  
requ i remen ts  that  are  speci fi ed  i n  the  Safety Requ i rements  Speci fication .  F igu re  3  shows  the  workflow of the  
design  process  and  th e  term inology th at  appl ies  to  th e  d i fferen t  l evels .   

6.6.2 .1  System  arch itecture  design  

6.6.2 .1 .1  Each  SRCF as  speci fied  i n  the  SRECS safety requ i rements  speci fication  shal l  be  
decomposed  to  a  structure  of function  b locks,  for example  as  shown  in  F igure  3 .  Th is  
structu re  shal l  be  documen ted  compris ing :  

– the  description  of the  structure;  

– the  safety requ iremen ts  ( functional ,  i n tegri ty, )  for each  function  b lock;  

– defin i tion  of i nputs  and  ou tpu ts  of each  function  b lock.  

NOTE  1  The  d ecomposi tion  process  shou ld  l ead  to  a  structu re  of function  b locks  that  fu l l y  d escribes  the  
functional  an d  i n tegri ty requ i remen ts  of the  SRCF.  Th is  process  shou ld  be  app l ied  down  to  that  l evel  that  perm i ts  
the  functi ona l  an d  i n teg ri ty  requ i rements  determ ined  for each  function  b lock to  be  a l located  to  subsystems,  where  
the  a l l ocation  to  a  subsystem  of the  complete  fu nctional  requ i remen ts  of a  fu nction  b lock i s  possib le .  However,  i t  i s  
possib le  to  a l locate  more  than  one  fu nction  b lock to  a  s in g le  subsystem,  bu t  i t  i s  not  possib le  to  a l l ocate  one  
function  b lock to  several  subsystems  where  i t  i s  i n tended  that  these  subsystems  have  separate  functional  an d  
i n teg ri ty requ i remen ts .  Where  the  i n ten ti on  i s  to  a l locate  the  functional  requ i rements  of one  function  b lock to  
redundan t  subsystem  e lements,  refer to  6 . 7 . 4 .   

NOTE  2  The  i npu ts  and  ou tpu ts  of each  function  b l ock are  the  i n formation  that  i s  transferred ,  for example  speed ,  
posi tion ,  mode  of operati on ,  etc.  

NOTE  3  The  function  b locks  are  a  represen tation  of functions  of the  SRCF  (see  3 . 2 . 1 6)  and  d o  n ot  i nclude  
SRECS  d iagnostic functions  (see  3 . 2 . 1 7) .  For the  pu rposes  of th is  standard ,  the  d i agnostic functions  are  
considered  as  separate  functions  that  may have  a  d i fferen t  structu re  to  the  SRCF  (see  6 . 8 ) .  
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