AS IEC 60300.3.15—2011
IEC 60300-3-15, Ed.1.0 (2009)

GL°€°00€09 231 SV

Loz

Australian Standard®

Dependability management

Part 3.15: Application guide—
Engineering of system dependability

STANDARD

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

Documents

Document Sharing Hub

Full document details: AS IEC 60300.3.15-2011


http://www.avadocuments.com/doc/as-iec-60300-3-15-2011
http://www.avadocuments.com/doc/as-iec-60300-3-15-2011

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

This Australian Standard® was prepared by Committee QR-005, Dependability. It was
approved on behalf of the Council of Standards Australia on 19 October 2011.
This Standard was published on 14 November 2011.

The following are represented on Committee QR-005:

Asset Management Council

Australian Industry Group

Australian Organisation for Quality

CSIRO Information and Communication Technologies Centre
Department of Defence (Australia)

Energy Networks Association

Engineers Australia

Independent Transport Safety & Reliability Regulator
Risk Management Association of Australia

Risk Management Institution of Australasia

The University of New South Wales

University of Wollongong

This Standard was issued in draft form for comment as DR AS IEC 60300.3.15.

Standards Australia wishes to acknowledge the participation of the expert individuals that
contributed to the development of this Standard through their representation on the
Committee and through the public comment period.

Keeping Standards up-to-date

Australian Standards® are living documents that reflect progress in science, technology and
systems. To maintain their currency, all Standards are periodically reviewed, and new editions
are published. Between editions, amendments may be issued.

Standards may also be withdrawn. It is important that readers assure themselves they are
using a current Standard, which should include any amendments that may have been
published since the Standard was published.

Detailed information about Australian Standards, drafts, amendments and new projects can
be found by visiting www.standards.org.au

Standards Australia welcomes suggestions for improvements, and encourages readers to
notify us immediately of any apparent inaccuracies or ambiguities. Contact us via email at
mail@standards.org.au, or write to Standards Australia, GPO Box 476, Sydney, NSW 2001.

Documents

Document Sharing Hub

Full document details: AS IEC 60300.3.15-2011


http://www.avadocuments.com/doc/as-iec-60300-3-15-2011
http://www.avadocuments.com/doc/as-iec-60300-3-15-2011

AS |EC 60300.3.15—2011

Australian Standard®

Dependability management

Part 3.15: Application guide—
Engineering of system dependability

First published as AS IEC 60300.3.15—2011.

COPYRIGHT
© Standards Australia Limited

All rights are reserved. No part of this work may be reproduced or copied in any form or by
any means, electronic or mechanical, including photocopying, without the written
permission of the publisher, unless otherwise permitted under the Copyright Act 1968.

Published by SAI Global Limited under licence from Standards Australia Limited, GPO Box

476, Sydney, NSW 2001, Australia Docu ments
ISBN 978 0 7337 9957 0

Accessed by MONASH UNIVERSITY LIBRARY on 13 Jun 2015 (Document currency not guaranteed when printed)

Document Sharing Hub

Full document details: AS IEC 60300.3.15-2011


http://www.avadocuments.com/doc/as-iec-60300-3-15-2011
http://www.avadocuments.com/doc/as-iec-60300-3-15-2011

PREFACE

This Standard was prepared by the Standards Australia Committee QR-005, Dependability.

The objective of this Standard is to provide guidance on processes to achieve dependability of an
engineering system throughout its lifecycle, and on methods to assess and measure dependability
attributes.

This Standard is identical with, and has been reproduced from IEC 60300-3-15, Ed.1.0 (2009),
Dependability management—Part 3-15: Application guide—Engineering of system dependability.

As this Standard is reproduced from an International Standard, the following applies:

(a) Its number appears on the cover and title page while the International Standard number appears
only on the cover.

(b) In the source text ‘this part of IEC 60300’ should read ‘this Australian Standard’.
(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian Standard

IEC AS IEC

60300 Dependability management 60300 Dependability management

60300-1 Part 1: Dependability management  60300.1 Part 1: Dependability management
systems systems

60300-2 Part 2: Guidance for dependability  60300.2 Part 2: Guidance for dependability
programme management programme management

The term ‘informative’ has been used in this Standard to define the application of the annex to which
it applies. An ‘informative’ annex is only for information and guidance.
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INTRODUCTION

Systems are growing in complexity in today’s application environments. System dependability
has become an important performance attribute that affects the business strategies in system
acquisition and the cost-effectiveness in system ownership and operations. The overall
dependability of a system is the combined result of complex interactions of system elements,
application environments, human-machine interfaces, deployment of support services and
other influencing factors.

This part of IEC 60300 gives guidance on the engineering of the overall system to achieve its
dependability objectives. The engineering approach in this standard represents the
application of appropriate scientific knowledge and relevant technical disciplines for realizing
the required dependability for the system of interest.

The four main aspects for engineering dependability concerning systems are addressed in
terms of

— process,
— achievement,
— assessment, and

— measurement.

The engineering disciplines consist of technical processes that are applicable to the various
stages of the system life cycle. Specific technical processes described in this part of
IEC 60300 are supported by a sequence of relevant process activities to achieve the
objectives of each system life cycle stage.

This part of IEC 60300 is applicable to generic systems with interacting system functions
consisting of hardware, software and human elements to achieve system performance
objectives. In many cases a function can be realized by commercial off-the-shelf products. A
system can link to other systems to form a network. The boundaries separating a product from
a system, and a system from a network, can be distinguished by defining the application of
the entity. For example, a digital timer as a product can be used to synchronize the operation
of a computer; the computer as a system can be linked with other computers in a business
office for communications as a local area network. The application environment is applicable
to all kinds of systems. Examples of applicable systems include control systems for power
generation, fault-tolerant computing systems and systems for provision of maintenance
support services.

Guidance on dependability engineering is provided for generic systems. It does not classify
systems for special applications. The majority of systems in use are generally repairable
throughout their life cycle operation for economic reasons and practical applications. Non-
repairable systems such as communication satellites, remote sensing/monitoring equipment,
and one-shot devices are considered as application-specific systems. They require further
identification of specific application environment, operational conditions and additional
information on unique performance characteristics to achieve their mission success
objectives. Non-repairable subsystems and components are considered as throwaway items.
The selection of applicable processes for engineering dependability into a specific system is
carried out through the project tailoring and dependability management process.

This part of IEC 60300 forms part of the framework standards on system aspects of
dependability to support IEC 60300-1 and IEC 60300-2 on dependability management.
References are made to project management activities applicable to systems. They include
identification of dependability elements and tasks relevant to the system and guidelines for
dependability management reviews and tailoring of dependability projects.
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AUSTRALIAN STANDARD

Dependability management

Part 3.15:
Application guide—Engineering of system dependability

1 Scope

This part of IEC 60300 provides guidance for an engineering system’s dependability and
describes a process for realization of system dependability through the system life cycle.

This standard is applicable to new system development and for enhancement of existing
systems involving interactions of system functions consisting of hardware, software and
human elements.

This standard also applies to providers of subsystems and suppliers of products that seek
system information and criteria for system integration. Methods and tools are provided for
system dependability assessment and verification of results for achievement of dependability
objectives.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60300-1, Dependability management — Part 1: Dependability management systems

IEC 60300-2, Dependability management — Part 2: Guidelines for dependability management

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1

system

set of interrelated items considered as a whole for a defined purpose, separated from other
items

NOTE 1 A system is generally defined with the view of performing a definite function.

NOTE 2 The system is considered to be bound by an imaginary surface that intersects the links between the
system and the environment and the other external systems.

NOTE 3 External resources (i.e. outside the system boundary) may be required for the system to operate.

NOTE 4 A system structure may be hierarchical, e.g. system, subsystem, component, etc.

3.2
subsystem
system that is part of a more complex system

3.3
operating profile
complete set of tasks to achieve a specific system objective Documents
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NOTE 1 Configurations and operating scenarios form part of the mode of system operation.

NOTE 2 An operating profile is the sequence of required tasks to be performed by the system to achieve its
operational objective. The operating profile represents a specific operating scenario for the system in operation.

3.4

function

elementary operation performed by the system which, when combined with other elementary
operations (system functions), enables the system to perform a task

[IEC 61069-1 :1991, 2.2.5] [1]"

3.5
element
combination of components that form the basic building block to perform a distinct function

NOTE 1 An element may comprise hardware, software, information and/or human components.

NOTE 2 For some systems, information and data are an important part of the system operations.

3.6

integrity

ability of a system to sustain its form, stability and robustness, and maintain its consistency in
performance and use

4 System dependability engineering and applications

4.1 Overview of system dependability engineering

Dependability is the ability of a system to perform as and when required to meet specific
objectives under given conditions of use. Dependability characteristics include availability and
its inherent or external influencing factors, such as: reliability, fault tolerance, recoverability,
integrity, security, maintainability, durability and maintenance support. The dependability of a
system infers that the system is trustworthy and capable of performing the desirable service
upon demand to satisfy user needs. The system objective, structure, properties, and
influencing conditions affecting system dependability performance are described in IEC 62347
[2] which provides guidance for determination of relevant system functions for specifying
system dependability.

There are four main aspects for engineering dependability into systems:

a) dependability process - establishes the technical processes for engineering
dependability into systems. The process consists of a sequence of activities implemented
at each respective life cycle stage to achieve specific dependability objectives in system
performance. The dependability process shall be fully integrated into the design and
management processes;

b) dependability achievement — implementation of the effective engineering effort and
knowledge experience applied at appropriate system life cycle stages. The aim is for
progressive accomplishment of dependability objectives of the constituent system
functions suitable for subsystem realization and system integration (reliability growth);

c) dependability assessment — evaluates the dependability attributes and determines their
effectiveness when implemented into systems. The process identifies the specific
dependability attributes to meet project needs and provides the methodology and
rationale on how these attributes can be determined;

d) dependability measurement — quantifies the dependability attributes for contracting,
specification and assessment purposes. The process is to assign a quantitative value or
number to designate a target entity representing a specific dependability characteristic.
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The aim is to express a statement of intent in quantifiable terms to facilitate mutual
understanding of the issue involved and to serve as basis for negotiation in reaching
agreements.

4.2 System dependability attributes and performance characteristics

System dependability attributes are those specific dependability related features and time-
dependent performance characteristics inherent in the system by design and construction.
Some features, such as system performance characteristics can be quantified and measured.
Other dependability features which are not quantifiable may present certain value or useful
information pertinent to those attributes. These non-quantifiable features can be described in
qualitative terms to establish its value for subjective dependability assessment. Both
quantifiable and non-quantifiable features are important to describe the system dependability
attributes. Examples of non-quantifiable features include product brand value, user friendly
operation, and informative instructions. Examples of quantifiable performance characteristics
include uptime duration, downtime frequency, mean-time-between-failures, and time for
restoration from a degraded state back to normal system performance.

The main attributes of system dependability are as follows:

a) availability: the ability of the system to be in a state to perform a required function when
a demand is placed upon the system. Availability performance is characterized in terms of
measures such as percentage uptime for the duration of system performance operation
upon demand; outage frequency and downtime duration;

b) reliability: the ability of the system to perform a required function for a given period of
time under given conditions of use. Reliability performance is characterized in terms of
measurements such as mean-time-between-failures and failure-free duration;

c) maintainability: the ability of the system to be restored to a state in which it can provide
a required function following a failure, or retained in such an up-state, under given
conditions of use and maintenance. Maintainability performance is characterized in terms
of measurements such as mean-time-to-restore and recovery time;

d) maintenance support: ability of an organization to provide, when required, the resources
required to maintain a system, under given conditions. Maintenance support performance
is characterized in terms of measures such as utilization of maintenance resources,
training needs, enabling tools and facilities, logistics delay time and turn-around time for
spares provisioning.

There are other attributes related to dependability for specific system applications. They
include but are not limited to:

e) recoverability: ability of a system to be restored to a state in which it can perform a
required function following a failure without repair of hardware or software. It is
characterized in terms of measurements such as mean-time-to-recover;

f) testability: ability of a system to be tested at designated maintenance levels for
replace/repair action to determine fault coverage. It is characterized in terms of
measurements such as percentage of test coverage;

g) service accessibility: ability of a service to be obtained within specified tolerances and
other given conditions when requested by the user. It is characterized in terms of
measurements such as probability of access to a service;

h) service retainability: ability of a service, once obtained, to continue to be provided under
given conditions for a requested duration. It is characterized in terms of measurements
such as probability of retention in time duration.

Recoverable performance is dependent on the design of system architecture, fault-tolerant
and self-healing features incorporated into the system. Service performance is dependent on
the properties of the system facilities, construction and infrastructure of resource deployment.
The attributes of system performance in general are inherent in the system design. The
performance attributes are derived from the capability of the system and the dependability
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System performance characteristics are derived from time and incident measurements. An
incident is an undesirable or unexpected event observed during system tests or in-service
operation indicating that a failure might have occurred. All incidents should be recorded and
investigated. This is to determine whether the incident is caused by a genuine failure, or it is
due to human error or mistaken observation. A failure is a departure from the required
performance functions of the system. However, at the time of observation, a failure may not
cause complete cessation of the system functions, but may deteriorate system performance.
The extent of deterioration before classification as failure should be defined and established
for the measurements.

5 Managing system dependability

5.1 Dependability management

Dependability is a technical discipline and is managed by engineering principles and
practices. IEC 60300-1 and IEC 60300-2 are used in this part of IEC 60300 for formulation of
dependability management strategies and general application of technical approaches for
implementation of dependability elements and tasks. Additional management processes are
introduced to address system specific management issues. Dependability management
involves project planning, resource allocation, dependability task assignments, monitoring and
assurance, measurement of results, data analysis and continual improvement. Dependability
activities should be conducted in conjunction with other technical disciplines to attain the
needed synergistic effects and add values to the project outcomes. Project tailoring is
emphasized for cost-effective management of system projects. Where applicable, life cycle
cost analysis should be used for resource allocation and optimization for evaluation of
acquisition and ownership costs.

5.2 System dependability projects

Dependability is a key decision factor in project management. Dependability affects the cost
of project implementation. It focuses on specific dependability application issues in project
tasks that need effective resolutions. Dependability has extensive impact on the results in
project deliveries to meet customer expectations. From a system engineering perspective,
realization of dependability in systems is an important business decision issue that needs full
integration of engineering and design with the management decision process. Managing
obsolescence, project risk assessment, technical design trade-offs, life cycle costing,
outsourcing and supply-chain coordination are some examples of dependability activities in
systems engineering practices.

Not all projects involve complete new system development. Most systems are built by
integration of subsystems and application of commercial-off-the-shelf products for realization
of system functions. In major system development or for system enhancement projects, it may
involve multiple developers of subsystems and subcontractors on supplies and services to
achieve on-time project delivery of the system. In this respect, project management is
essential for coordination of various project efforts. System dependability projects may involve
specific dependability activities such as:

Q

adoption of new technology;

O

development of dependability specifications for system and subsystems;

o O

assessment of supplier’s capability in fulfilment of dependability project requirements;

D

)
)
) dependability evaluation of commercial-off-the-shelf products for use in system functions;
)
)

assurance of dependability for system acceptance.

System dependability activities may occur at any stage of the system life cycle. Some
dependability task assignments may demand special skills and training in specific technical
disciplines such as software engineering, logistics support, and human reliability.
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5.3 Tailoring to meet project needs

A system dependability project is initiated to resolve specific dependability issues of concern
to the system. The purpose of tailoring is to manage the allocation of available project
resources and select the appropriate methods for effective problem resolution. Examples of
system dependability project activities appropriate for tailoring include:

a) budget planning for allocation of dependability resources to meet project delivery targets;
b) evaluation of alternative technologies for high reliability product acquisition;

c) outsourcing of subsystem development to meet stringent criteria in software capability
maturity model requirements where process monitoring is crucial;

d) training time required to gain sufficient experience to use a new reliability analysis tool;

e) selection of subcontractors for provision of on-site maintenance of critical systems for high
availability performance expectations with no scheduled downtime permitted.

Guidelines for the tailoring process are described in IEC 60300-2.

5.4 Dependability assurance

Dependability assurance activities should form part of the quality assurance process for
system dependability projects. This is to ensure that all planned and systematic activities
implemented within the quality system, and demonstrated as needed, provide adequate
confidence that the system and product quality requirements are fulfilled. Key activities
involve project planning, technical and management responsibility assignment, verification of
dependability assessment results, validation of dependability performance data for system
acceptance, monitoring of dependability process effectiveness, failure reporting and data
analysis for prompt corrective and preventive actions, documentation of relevant dependability
information and maintenance of test records to support objective evidence, and management
review to initiate process improvements. IEC 60300-2 provides additional information on
selection of dependability program elements and tasks for tailoring of system dependability
projects.

6 Realization of system dependability

6.1 Process for engineering dependability into systems
6.1.1 Purpose of dependability process

Establishing a process is essential for successful management of project tasks and
coordination of activities. The dependability process should be integrated into the technical
processes to facilitate engineering dependability into the system. The dependability process
provides specific inputs at major project decision points of the system life cycle to facilitate
project implementation. These major decision points occur at the completion of critical project
management phases for market identification, system development, product realization,
system acceptance, in-service operation, enhancement and retirement. Dependability
information is crucial at these major decision points to justify business investments.

6.1.2 System life cycle and processes

The starting point for engineering dependability into a system should be at the earliest life
cycle stage. The user should apply an effective engineering process at this life cycle stage.

The description of system life cycle stages can be viewed from a generic systems engineering
perspective. There are other system life cycle descriptions. IEC 60300-2 describes the
product life cycle phases from a project management view. ISO/IEC 15288 [3] provides a
similar system life cycle description from an information technology and software engineering

view. The guidance provided by this part of IEC 60300 is based on the concept of system life

cycle stages, as described in Figure 1. System stages are precise technical transﬁ&éments
whereas project phases may overlap by management discretions to reach maj i
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decisions. Project risk management as referred to in IEC 60300-2 applies throughout the life
cycle processes.

System life cycle stages

! i
1 1
1 1
! i
H Concept/ Design/ Realization/ Operation/ Enhancement Retirement/ :
: definition development implementation maintenance decommission H
1 1
1 1

IEC 1036/09

Figure 1 — An overview of a system life cycle

The technical processes for engineering consist of a sequence of process activities
implemented at each respective life cycle stage to achieve the intended system performance
and dependability objectives. Engineering dependability into a system is not completed in
isolation. It is performed in conjunction with other technical disciplines (e.g. structural design)
and supporting activities (e.g. quality assurance) for realization of system functions for their
intended applications. Annex A describes a typical sequence of the system life cycle
processes.

The key process activities in a system life cycle are as follows:

a) requirements definition identifies the users’ needs and constraints of system applications;

b) requirements analysis transforms the users’ view on system applications into a technical
view for engineering the system and will include development of an operational use
profile/timeline/design reference mission;

c) architectural design synthesizes a solution that satisfies system requirements for
operating scenarios by allocating the required system functions to hardware, software and
human elements;

d) functional design and evaluation determines the practical means for realizing the functions
to facilitate design trade-off and optimization;

e) system design documentation captures the system information, including dependability
data, suitable for system design;

f) system design and subsystem development creates the specified system and subsystem
functions;

g) realization produces the system and subsystem elements in hardware and software forms;

h) integration assembles the system and subsystems consistent with the architectural
design;

i) verification confirms that the specified design requirements are fulfilled by the system;

j) installation/transition establishes the system capability to provide the required
performance service in a specified operational environment;

k) validation/commissioning provide objective evidence that the system fulfils the functional
requirements;

I) operation engages the system to deliver its operational service;
m) maintenance support sustains the system capability for operational service;
n) enhancement improves the system performance with added features;

o) retirement/decommissioning ends the existence of the system entity.

6.1.3 Process applications through the system life cycle
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management systems (QMS), project management), business transactions (e.g. acquisition,
supply-chain agreement), and technical planning and implementation (e.g. product
development, system assessments). This part of IEC 60300 focuses on the technical
processes for engineering dependability into systems.

Figure 2 shows an example of a process model. In the context of engineering, the primary
inputs usually consist of data providing a set of requirements, or the expressed needs of the
customer. The outputs may consist of processed data describing a desired solution such as a
specification, the fabrication of a product or the delivery of a service. There are other inputs
associated with the process for controlling and enabling purposes. The process activities
transform or convert the primary inputs to the desired outputs. This conversion is subject to
the conditions set by the enabling mechanisms and associated influencing factors. Some
influencing factors are controllable such as operating procedures for activating the process;
others may be uncontrollable such as the weather conditions or sudden climate change.
Enabling mechanisms such as methods and tools are essential for the conversion to take
effects. This process model is used for implementing the technical processes described in this
part of [IEC 60300.

Influencing factors
(procedures, regulations,
constraints, limitations)

b

Inputs ——» Process ——-> Outputs
(data,_materials, (processed data,
requirements) T products/services)

Enabling mechanisms
(human/material resources,
tools and methods) IEC 1037/09

Figure 2 — Example of a process model

The technical processes serve two purposes:

a) to perform engineering tasks and conduct re-engineering activities during system
conception and development;

b) to perform operation, maintenance and disposal activities with respect to the system.

The applications of technical processes are both recursive and iterative so as to complete the
desired solution. This applies to all stages of the system life cycle. The relationships of the
technical processes are independent of system size and structure. Process activities such as
requirements definition, requirements analysis and architectural design are “top-down”
technical approaches to engineer the desired solution (i.e. breaking the system down to its
component elements); whereas integration and verification are “bottom-up” approaches to
realize the system configuration and validate its performance (i.e. building the elements up to
construct the system). The transition from “top-down” to “bottom-up” approaches during the
implementation stage occurs at the completion of system installation where commissioning
begins. This is known as the “V” model in engineering practice as described in ISO/IEC 15288
[3].

NOTE For further information on the “V” model refer to ISO/IEC/TR 15271 [4].

ISO/IEC 12207 [5] establishes a framework for software life cycle processes. It contains
processes, activities and tasks that can be applied during the acquisition of a software
product or service and during the supply, development, operation, maintenance and disposal
of software products. ISO/IEC 12207 [5] can be used either alone or in conjunction with
ISO/IEC 15288 [3].
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Typical examples of process applications at each system life cycle stage can be found in
Annex A. Knowledge of the system type and application environment is essential for tailoring
the process application at the appropriate system life cycle stages in order to meet specific
project needs.

6.2 Achievement of system dependability
6.2.1 Purpose of system dependability achievements

Achievement is the action of accomplishing an objective. It reflects the results brought about
by successful problem resolution. The actions required for achieving system dependability
can be accomplished by means of effective engineering effort and knowledge experience
applied at appropriate system life cycle stages. The aim is for progressive accomplishment of
dependability objectives of the constituent system functions leading to system integration.
Achievement of system dependability is an important project objective that needs to be
coordinated and demonstrated for system acceptance. System acceptance is usually a
contractual agreement to meet customer requirements. The ultimate goal is to satisfy users’
expectations of system performance.

6.2.2 Criteria for system dependability achievements

System dependability is achieved by successful incorporation of pertinent dependability
attributes and related performance features into the system. The criteria for system
dependability achievements should reflect:

Q

a sound understanding of system performance objectives;

(=2

a sound understanding of operating conditions;

Qo O

)
)
) the effective implementation of dependability principles into the operational infrastructure;
) the conditions of use;

)

D

the application of appropriate processes for system realization;

—h

) the utilization of knowledge and experience for cost-effective introduction of system
services.

These criteria can be accomplished by focusing on key factors affecting dependability issues
related to the system. The important criteria are identified which support process applications
and realization of system objectives. Rationales are provided to clarify the significance of
dependability implementation. These criteria should be considered in project planning and
implementation. The user should tailor the appropriate dependability activities to meet specific
project needs from a system life cycle perspective.

1) dependability management policy - this criterion influences the operational
infrastructure, the allocation of appropriate resources, responsibility assignment for
management accountability and dependability project leadership. The significance of
dependability policy reflects a customer focus on dependability management strategy and
commitments, collaborative effort, and systematic process approach towards effective
application of dependability management principles as described in IEC 60300-1. The
dependability management policy described in IEC 60300-1 applies throughout the
engineering processes described in this part of IEC 60300;

2) dependability knowledge base — this criterion affects the accuracy of interpreting
market needs, the adequacy of relevant information required for project initiation, the
applications of available standards and specifications, the competitive leverage in
contract negotiation and substantiation of dependability for objective evidence. The
significance of dependability knowledge base lies in the market competitive advantage
and technology leadership when dealing with new challenges in system dependability
issues;

3) design architecture - this criterion affects the use of technologies for system
applications, the selection of hardware, software, and human elements for realization of
system functions, system integration and system in-service operation, and'Qaé%tﬂ;ﬁg t
system enhancement and upgrade. Design architecture establishes = co ents
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constructive framework for system integrity and realization. It facilitates capability
enhancement, capacity expansion, cost-effective operation, and provision of quality of
service. Appropriate technology utilization permits design trade-off by incorporation of
advanced features and broadening the technical limits for applications;

4) supply-chain cooperation — this criterion affects make-buy decisions, outsourcing and
subcontracting schemes, verification and validation procedures and documentations, and
the monitoring and assurance processes. The significance of supply-chain management
is based on purchaser-supplier cooperation and sharing of relevant information in the
procurement and acquisition process. The supply-chain provides the necessary linkage
for tracking important information. The impact on business is expediency in the
administrative process, reduction in provisioning costs, and incentives for delivery of
quality products and services;

5) enabling systems — this criterion affects the use of methods and tools, expediency of
design throughputs, skills training needs, new product introduction and system
deployment, maintenance and logistics support strategies. The significance of enabling
systems is seen in the improvement of the design and delivery process and the effective
utilization of methods and tools to expedite problem resolution. Enabling systems are not
always technically complex requiring special skills for their comprehension and use.
Some of the methodologies are simple checklists and instructions facilitating the
operators and maintainers for on-site decisions to take proper actions. Further
information on enabling systems is given in standard ISO/IEC 15288 [3];

6) customer feedback and information management — this criterion affects customer
relations in terms of satisfaction and loyalty, provision of effective customer care
services, accuracy in incident reporting, service data capture for analysis, effective
implementation of corrective and preventive actions, establishment of system
performance trends and records of dependability performance history. The significance of
relevant feedback information is the ability to establish performance trends, identify
critical areas requiring attention and provide objective evidence for verification and
validation.

6.2.3 Methodology for system dependability achievements

The selection of applicable methods can proceed with the knowledge of criteria and the
understanding of their significance for system dependability achievements. The objective is to
utilize these methods to build dependability into the system. The application is aimed at
incorporation of relevant dependability attributes into system functions.

The methodology for implementing dependability into system functions can be viewed from
two perspectives:

a) top-down approach to synthesize system dependability based on specified system
requirements and market information to develop the system architecture;

b) bottom-up approach to build dependability into system functions based on dependability
design rules for simplification, fault tolerance, risk reduction and mitigation.

Both approaches involve the identification of dependability attributes and determination of
their values. Dependability attributes are the fundamental measures for assessment and
achievement of system dependability.

Dependability attributes that are relevant to system performance characteristics are time
dependent. They can be quantified and derived from time and incident measurements.
Examples include the percentage uptime for system availability performance, the probability
of success of an operating system function with failure-free duration to demonstrate reliability,
and the completion of system restoration within scheduled downtime to show expediency in
maintenance support actions.

However, not all dependability attributes can easily be demonstrated due to time and cost
constraints, technical limitations, or for other reasons related to the project. Examples include
highly reliable complex systems, new systems with limited field deployment D[Géfuments
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generic software systems for use in new application environment, and some commercial-off-
the-shelf products with no performance reliability history. Other methods are needed to
provide confidence for use and dependability assurance. It should be noted that system
dependability attributes are stochastic or probabilistic in nature. They may encompass
indirectly assessable features other than those performance characteristics that can be
derived from direct measurements. Typical methods applicable include R&M case studies,
simulated test cases, capability maturity models, and reliability growth programs.

Numbers and quantifiable values often need interpretation. A failure rate measurement may
not be meaningful without proper reference to its context or explanation of the surrounding
issues of concern. While the failure rate numbers may be used as indicators for comparison of
alternative design options, the underlying assumptions are critical to support the rationale and
justification. This allows application of statistical tools to determine inference bounds and
confidence limits of potential risk exposures. In a business example, the mean-time-between-
failures of a copying machine may not be too meaningful to the business owner, but the
number of disposed void copies per month of machine usage would indicate the cost of
wastage.

Annex B provides examples of applicable methods and tools to facilitate system dependability
achievements. Knowledge of the system operating functions and its application environment
described in Annex C is necessary for the selection of relevant methods and tools. Effective
applications should focus on critical issues in solving technical problems. The limitations of
these methods and tools for their specific applications should be noted to permit proper
interpretation of results.

6.2.4 Realization of system functions

System functions can be realized by using hardware, software, or human elements, or any of
their combinations to achieve specific system performance objectives. The following describes
the general issues related to the selection and application of these elements for successful
dependability achievements.

a) Hardware element — hardware is commonly used in system constructions. Hardware can
consist of mechanical, electrical, electronic, optical, and other physical components. They
are used in various configurations to realize the hardware functions. Most electronic
products built today with hardware elements are relatively mature in technology
applications. The design rules are well established. Electronic products exhibit
consistency in production under controlled manufacturing process environment. Product
quality and dependability can be ascertained by appropriate assurance programs. There
are also ample ’experience’ databases to support reliability performance of these
hardware-based electronic products. However, some products with active electronic
components are sensitive to varying application environments. The physics of failures of
these components dominate the hardware failures and infant mortality phenomenon.
Proper reliability design, packaging and screening can help significant reduction in early
failures. Some hardware elements may wear-out due to operation or extensive use while
others may have limited shelve-lives. These inherent reliability problems can be resolved
by implementation of preventive and scheduled maintenance efforts. Hardware system
structure is hierarchical. The maintenance support strategy can be deployed by proper
functional design and packaging strategy of the lowest replaceable assembly or unit. This
facilitates maintainability design and logistics support activities to improve system
availability performance.

b) Software element — software can consist of coded instructions, computer programs,
established rules and procedures for system operation. Coded commands are used to
instruct a software program for execution of system function for application. Software
codes are difficult to test for coding errors unless it is run in actual computer operation. A
software program error resulting in a system failure is due to the activation of a latent fault
or “bug” within the software program. Software design disciplines are essential to
minimize the potential of generating unintended errors in design. The approaches used
include fault avoidance, fault removal and fault tolerance. They are formal methods in
software design disciplines. Although software does not wear-out, its furp'
deteriorate as a consequence of changes. Because the software is created in nee?;rments
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another by human origin, the design control disciplines are focused on the software
design environment. Adopting an infrastructure using methodology such as the Capability
Maturity Models as a framework for software development can facilitate the achievement
of dependability in software functions. Software issues and versions for upgrades should
be controlled by a system configuration management process to sustain interoperability of
functions and enhance dependability in performance;

c) Human element — human interactions with system operation can be viewed as part of the
system functions or as an end user of the system. The role of the human in system
performance can be beneficial with the human’s ability to mitigate or control the on-going
situations. However, most industrial incidents reported and major accidents studied can
be traced back to human errors as the primary cause of system malfunction or disruption
in performance service. Systems designed for human operation or use should incorporate
human factors in the system design to minimize the risk of critical system failures, loss of
properties, security violations or safety threats. Dependability can be achieved by
application of human factors in design rules and simplification of tasks for human
operation. The study of human factors involves a multi-disciplinary effort on gathering
information about human capabilities and limitations for applications affecting human-
system performance. The engineering aspects consist of the application of human factors
information to the design of tools, machines, systems, tasks, jobs, and environment for
safe, comfortable, and effective human use. Training and education are important
prerequisites for any system operation requiring human interaction. Human factors
standardization facilitates system integration, enhances interoperability of system
elements, and improves serviceability and overall dependability performance.

Most system functions in today’s electronic products use combined hardware and software
elements in system designs. They offer a broad range of design features for diverse
applications. Dependability of system functions is achieved by incorporation of design rules
and established processes for applications. Design trade-off can be attained by proper
combination of technologies suitable to meet specific application needs. Economic values can
be gained through modular packaging and standardization for mass-scale production. System
functions can be automated for self-checking to improve performance effectiveness by means
of built-in-test or other monitoring schemes. Human intervention in system functions is only
necessitated by safety and security regulations, or dictated by social and economic reasons.
Annex D provides checklists for hardware, software, and human factor design applications.

6.2.5 Approaches to determine achievement of system dependability

There are three generic approaches to determine that system dependability has been
achieved. They serve different purposes with varying degree of engineering rigour. In
practice, a combination of these approaches is likely to be used:

a) Demonstration — this is achieved by means of actual system operation in an application
environment over a scheduled time period to demonstrate dependability performance.
Typical examples include:

— dependability performance history of systems in field operation;
— formal reliability demonstration;

availability performance during warranty period.

b) Inference — this is achieved by means of statistical methods using observed data of
constituent system functions based on established criteria and assumptions to arrive at a
numerical value representing system dependability attributes (characteristics /
performance). Typical examples include:

— prediction of system of given configuration;
— system simulation;

— capability maturity models;

— test case verification of system performance.
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