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Preface

This Standard was prepared by the Standards Australia Committee IT-006,  Industrial Process 
Measurement,  Control and Automation,  to supersede AS IEC 61511.1—2004.

The objective of this Standard is  to specify requirements for the specification,  design,  installation,  
operation and maintenance of a safety instrumented system (SIS) ,  so that it can be used to achieve 
or maintain a safe state of the process.  AS IEC 61511.1  has been developed as a process sector 
implementation of the AS IEC 61508 series.

This Standard is  identical with,  and has been reproduced from, IEC 61511-1:2016, Functional safety—
Safety instrumented systems for the process industry sector—Part 1: Framework,  definitions,  system,  
hardware and application  programming requirements  and its Amendment No.  1  (2017) ,  which has been 
added at the end of the source text.

As this document has been reproduced from an International Standard, the following applies:

(a)  In the source text ‘this part of IEC 61511’  should read ‘this part of AS IEC 61511’  and ‘IEC 61511-1’  
should read ‘this Australian Standard’.

(b)  A full point substitutes for a comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international 
normative references may be used interchangeably.  Refer to the online catalogue for information on 
specific Standards.

The terms ‘normative’  and ‘informative’  are used in Standards to define the application of the 
appendices or annexes to which they apply.  A ‘normative’  appendix or annex is  an integral part of a 
Standard, whereas an ‘informative’  appendix or annex is  only for information and guidance.
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I N TE RN ATI O N AL E LE CTRO TE CH N I CAL CO M M I S S I O N  

____________ 

 
FU N CTION AL SAFETY –  

SAFETY IN STRU MEN TED SYSTEM S  
FOR TH E PROCESS IN DU STRY SECTOR –  

 
Part 1 :  Framework,  defin i ti ons,  system,   

hardware and  appl ication  programmi ng  requirements   
 

F O RE WORD  

1 )  Th e  I n te rn a ti o n a l  E l e ctro te ch n i ca l  C o m m i s s i o n  ( I E C )  i s  a  wo rl d wi d e  o rg a n i za ti o n  fo r s ta n d a rd i z a ti o n  co m p ri s i n g  
a l l  n a ti o n a l  e l e ctro te ch n i ca l  co m m i tte e s  ( I E C  N a ti o n a l  C o m m i tte e s ) .  Th e  o b j e ct  o f I E C  i s  to  p ro m o te  
i n te rn a ti o n a l  co -o p e ra ti o n  o n  a l l  q u e s ti o n s  co n ce rn i n g  s ta n d a rd i z a ti o n  i n  th e  e l e ctri ca l  a n d  e l e ctro n i c  fi e l d s .  To  
th i s  e n d  a n d  i n  a d d i ti o n  to  o th e r a cti vi ti e s ,  I E C  p u b l i s h e s  I n te rn a ti o n a l  S ta n d a rd s ,  Te ch n i ca l  S p e ci fi ca ti o n s ,  
Te ch n i ca l  Re p o rts ,  P u b l i cl y Ava i l a b l e  S p e ci fi ca ti o n s  ( P AS )  a n d  G u i d e s  ( h e re a fte r re fe rre d  to  a s  “ I E C  
P u b l i ca ti o n ( s ) ” ).  Th e i r p re p a ra ti o n  i s  e n tru s te d  to  te ch n i ca l  co m m i tte e s ;  a n y I E C  N a ti o n a l  C o m m i tte e  i n te re s te d  
i n  th e  s u b j e ct d e a l t  wi th  m a y p a rti ci p a te  i n  th i s  p re p a ra to ry wo rk.  I n te rn a ti o n a l ,  g o ve rn m e n ta l  a n d  n o n -
g o ve rn m e n ta l  o rg a n i z a ti o n s  l i a i s i n g  wi th  th e  I E C  a l s o  p a rti ci p a te  i n  th i s  p re p a ra ti o n .  I E C  co l l a b o ra te s  cl o s e l y 
wi th  th e  I n te rn a ti o n a l  O rg a n i z a ti o n  fo r S ta n d a rd i za ti o n  ( I S O )  i n  a cco rd a n ce  wi th  co n d i ti o n s  d e te rm i n e d  b y 
a g re e m e n t b e twe e n  th e  two  o rg a n i z a ti o n s .  

2 )  Th e  fo rm a l  d e ci s i o n s  o r a g re e m e n ts  o f I E C  o n  te ch n i ca l  m a tte rs  e xp re s s ,  a s  n e a rl y a s  p o s s i b l e ,  a n  i n te rn a ti o n a l  
co n s e n s u s  o f o p i n i o n  o n  th e  re l e va n t  s u b j e cts  s i n ce  e a ch  te ch n i ca l  co m m i tte e  h a s  re p re s e n ta ti o n  fro m  a l l  
i n te re s te d  I E C  N a ti o n a l  C o m m i tte e s .   

3 )  I E C  P u b l i ca ti o n s  h a ve  th e  fo rm  o f re co m m e n d a ti o n s  fo r i n te rn a ti o n a l  u s e  a n d  a re  a cce p te d  b y I E C  N a ti o n a l  
C o m m i tte e s  i n  th a t  s e n s e .  Wh i l e  a l l  re a s o n a b l e  e ffo rts  a re  m a d e  to  e n s u re  th a t  th e  te ch n i ca l  co n te n t  o f I E C  
P u b l i ca ti o n s  i s  a ccu ra te ,  I E C  ca n n o t b e  h e l d  re s p o n s i b l e  fo r th e  wa y i n  wh i ch  th e y a re  u s e d  o r fo r a n y 
m i s i n te rp re ta ti o n  b y a n y e n d  u s e r.  

4 )  I n  o rd e r to  p ro m o te  i n te rn a ti o n a l  u n i fo rm i ty,  I E C  N a ti o n a l  C o m m i tte e s  u n d e rta ke  to  a p p l y I E C  P u b l i ca ti o n s  
tra n s p a re n tl y to  th e  m a xi m u m  e xte n t  p o s s i b l e  i n  th e i r n a ti o n a l  a n d  re g i o n a l  p u b l i ca ti o n s .  An y d i ve rg e n ce  
b e twe e n  a n y I E C  P u b l i ca ti o n  a n d  th e  co rre s p o n d i n g  n a ti o n a l  o r re g i o n a l  p u b l i ca ti o n  s h a l l  b e  cl e a rl y i n d i ca te d  i n  
th e  l a tte r.  

5 )  I E C  i ts e l f d o e s  n o t  p ro vi d e  a n y a tte s ta ti o n  o f co n fo rm i ty.  I n d e p e n d e n t  ce rti fi ca ti o n  b o d i e s  p ro vi d e  co n fo rm i ty 
a s s e s s m e n t  s e rvi ce s  a n d ,  i n  s o m e  a re a s ,  a cce s s  to  I E C  m a rks  o f co n fo rm i ty.  I E C  i s  n o t  re s p o n s i b l e  fo r a n y 
s e rvi ce s  ca rri e d  o u t  b y i n d e p e n d e n t  ce rti fi ca ti o n  b o d i e s .  

6 )  Al l  u s e rs  s h o u l d  e n s u re  th a t  th e y h a ve  th e  l a te s t e d i ti o n  o f th i s  p u b l i ca ti o n .  

7 )  N o  l i a b i l i ty s h a l l  a tta ch  to  I E C  o r i ts  d i re cto rs ,  e m p l o ye e s ,  s e rva n ts  o r a g e n ts  i n cl u d i n g  i n d i vi d u a l  e xp e rts  a n d  
m e m b e rs  o f i ts  te ch n i ca l  co m m i tte e s  a n d  I E C  N a ti o n a l  C o m m i tte e s  fo r a n y p e rs o n a l  i n j u ry,  p ro p e rty d a m a g e  o r 
o th e r d a m a g e  o f a n y n a tu re  wh a ts o e ve r,  wh e th e r d i re ct  o r i n d i re ct,  o r fo r co s ts  ( i n cl u d i n g  l e g a l  fe e s )  a n d  
e xp e n s e s  a ri s i n g  o u t  o f th e  p u b l i ca ti o n ,  u s e  o f,  o r re l i a n ce  u p o n ,  th i s  I E C  P u b l i ca ti o n  o r a n y o th e r I E C  
P u b l i ca ti o n s .   

8 )  Atte n ti o n  i s  d ra wn  to  th e  N o rm a ti ve  re fe re n ce s  ci te d  i n  th i s  p u b l i ca ti o n .  U s e  o f th e  re fe re n ce d  p u b l i ca ti o n s  i s  
i n d i s p e n s a b l e  fo r th e  co rre ct  a p p l i ca ti o n  o f th i s  p u b l i ca ti o n .  

9 )  Atte n ti o n  i s  d ra wn  to  th e  p o s s i b i l i ty th a t  s o m e  o f th e  e l e m e n ts  o f th i s  I E C  P u b l i ca ti o n  m a y b e  th e  s u b j e ct  o f 
p a te n t  ri g h ts .  I E C  s h a l l  n o t  b e  h e l d  re s p o n s i b l e  fo r i d e n ti fyi n g  a n y o r a l l  s u ch  p a te n t  ri g h ts .  

I n te rn a ti on a l  S tan d ard  I E C  6 1 5 1 1 -1  h a s  be e n  p re pa re d  b y s u b com m i tte e  6 5 A:  S ys tem  
as p ects ,  o f I E C  tech n i ca l  com m i tte e  6 5 :  I n d u s tri a l -proce ss  m ea s u re m e n t,  con tro l  a n d  
a u to m a ti on .   

Th i s  s eco n d  e d i ti on  ca n ce l s  a n d  rep l a ce s  th e  fi rs t e d i ti o n  p u b l i s h ed  i n  2 0 0 3 .  Th i s  e d i ti on  
co n s ti tu te s  a  te ch n i ca l  re vi s i on .  Th i s  e d i ti on  i n cl u d e s  th e  fol l owi n g  s i g n i fi can t tech n i ca l  
ch a n g e s  wi th  re s p e ct to  th e  p re vi ou s  e d i ti o n :  

•  re fe re n ce s  a n d  re q u i re m en ts  to  s oftware  rep l a ce d  wi th  re fe ren ce s  a n d  re q u i re m en ts  to  
a p p l i ca ti on  prog ra m m i n g ;   

•  fu n cti on a l  s a fe ty a s s es s m en t re q u i re m e n ts  pro vi d e d  wi th  m ore  d e ta i l  to  i m p ro ve  
m a n ag e m e n t o f fu n cti on a l  s a fe ty.   

•  m a n ag e m e n t o f ch a n g e  re q u i re m en t a d d e d ;   
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•  securi ty risk assessment requ irements  added ; .   

•  requ irements  expanded  on  the  bas ic process  con trol  system  as  a  protection  l ayer;  

•  requ i rements  for hardware  fau l t to lerance mod i fied  and  shou ld  be  reviewed  carefu l l y to  
understand  user/in tegrator options.   

The  text of th is  s tandard  is  based  on  the  fo l lowing  documents:  

FDIS  Report  on  voti ng  

65A/777/FDIS  65A/784/RVD  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  s tandard  can  be  found  i n  the  report on  
voti ng  ind icated  in  the  above  table.  

Th is  publ ication  has  been  d rafted  i n  accordance wi th  the  I SO/I EC  D irecti ves,  Part 2 .  

A l i s t of a l l  parts  i n  the  I EC 61 51 1  series,  publ ished  under the  general  t i tle  Functional safety – 
safety instrumented systems for the process industry sector,  can  be  found  on  the  I EC  websi te.  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ icati on  wi l l  be  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

 

The  con ten ts  of the  corri gendum  of September 201 6  have  been  i nclu ded  i n  th i s  copy.  
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I N TRO D U CTI O N  

S a fe ty i n s tru m e n ted  s ys te m s  ( S I S s )  h a ve  b e e n  u s e d  fo r m a n y ye ars  to  p e rform  sa fe ty 
i n s tru m e n ted  fu n cti o n s  (S I F s )  i n  th e  p roces s  i n d u s tri es .  I f i n s tru m e n ta ti on  i s  to  b e  e ffe cti ve l y 
u s e d  fo r S I F s ,  i t  i s  e s s e n ti a l  th a t th i s  i n s tru m e n ta ti on  a ch i e ve s  certa i n  m i n i m u m  s ta n d a rd s  
a n d  p erform a n ce  l e ve l s .  

Th e  I E C  6 1 5 1 1  s e ri es  a d d re s s es  th e  a p p l i ca ti o n  o f S I S s  fo r th e  p roces s  i n d u s tri e s .  Th e  
I E C  6 1 5 1 1  s e ri e s  a l s o  a d d re s s es  a  p roces s  H a zard  a n d  Ri s k As se s s m e n t (H &RA)  to  b e  
ca rri ed  ou t to  e n ab l e  th e  s p eci fi ca ti o n  for S I S s  to  b e  d e ri ved .  O th e r s a fe ty s ys te m s '  
co n tri bu ti o n s  are  on l y co n s i d e re d  wi th  res p e ct to  th e  p e rform a n ce  re q u i re m e n ts  for th e  S I S .  
Th e  S I S  i n cl u d e s  a l l  d e vi ce s  n e ce s s ary to  ca rry o u t e a ch  S I F  from  se n s or( s)  to  fi n a l  
e l e m e n t(s ) .   

Th e  I E C  6 1 5 1 1  s eri e s  h as  two  co n ce p ts  wh i ch  a re  fu n d a m e n ta l  to  i ts  a pp l i ca ti on :  S I S  sa fe ty 
l i fe -cycl e  a n d  s a fe ty i n te g ri ty l e vel s  (S I Ls) .  

Th e  I E C  6 1 51 1  se ri es  a d d res s es  S I S s  wh i ch  a re  b a s ed  on  th e  u s e  of 
e l e ctri ca l /el e ctro n i c/p ro g ra m m ab l e  e l e ctron i c te ch n o l og y.  Wh e re  o th er tech n o l og i e s  a re  u se d  
for l og i c s o l ve rs ,  th e  ba s i c pri n ci p l e s  of th e  I E C  6 1 5 1 1  s eri e s  s h o u l d  b e  a pp l i e d  to  e n s u re  th e  
fu n cti on a l  s a fe ty re q u i rem e n ts  a re  m e t.  Th e  I E C  6 1 5 1 1  s eri e s  a l so  a d d re s se s  th e  S I S  s e n s ors  
a n d  fi n a l  e l e m e n ts  re g a rd l es s  o f th e  tech n ol og y u s e d .  Th e  I E C  6 1 51 1  s eri e s  i s  p roce s s  
i n d u s try s p eci fi c wi th i n  th e  fra m e work o f th e  I E C  6 1 5 0 8  se ri es .   

Th e  I E C  6 1 5 1 1  s eri e s  s e ts  ou t a n  a pp roa ch  for S I S  s a fe ty l i fe-cycl e  acti vi ti e s  to  a ch i e ve  th es e  
m i n i m u m  p ri n ci p l es .  Th i s  ap p roach  h a s  b e e n  ad op te d  i n  ord e r th a t a  ra ti o n a l  a n d  co n s i s ten t 
te ch n i ca l  po l i cy i s  u se d .  

I n  m os t s i tu a ti on s ,  s a fe ty i s  be s t a ch i e ved  b y an  i n h e re n tl y s a fe  proce s s  d e s i g n .  H owe ve r i n  
so m e  i n s tan ces  th i s  i s  n o t p os s i b l e  o r n ot pra cti ca l .  I f n e ces s a ry,  th i s  m a y b e  com bi n e d  wi th  a  
p ro tecti ve  s ys te m  or s ys te m s  to  a d d res s  an y re s i d u a l  i d en ti fi ed  ri s k.  P rote cti ve  s ys te m s  ca n  
rel y on  d i ffe re n t te ch n ol og i e s  (ch em i ca l ,  m e ch a n i ca l ,  h yd ra u l i c,  p n e u m a ti c,  e l ectri ca l ,  
e l ectron i c,  an d  p rog ra m m ab l e  el ectro n i c) .  To  faci l i ta te  th i s  a p p ro a ch ,  th e  I E C  6 1 51 1  s e ri e s :  

•  a d d res s e s  th a t a  H &RA i s  ca rri e d  ou t to  i d e n ti fy th e  o ve ra l l  sa fe ty re q u i rem e n ts ;  

•  a d d res s e s  th a t a n  a l l oca ti on  o f th e  s a fe ty re q u i re m e n ts  to  th e  S I S  i s  ca rri ed  ou t;  

•  wo rks  wi th i n  a  fram e work wh i ch  i s  a pp l i cab l e  to  a l l  i n s tru m e n te d  m e a n s  o f ach i e vi n g  
fu n cti on a l  s afe ty;  

•  d e ta i l s  th e  u s e  o f certa i n  a cti vi ti es ,  s u ch  a s  s a fe ty m a n ag e m e n t,  wh i ch  m a y b e  ap p l i cab l e  
to  a l l  m e th od s  o f ach i e vi n g  fu n cti on a l  sa fe ty.  

Th e  I E C  6 1 5 1 1  s eri e s  on  S I S  for th e  p roce s s  i n d u s try:  

•  a d d re ss e s  al l  S I S  s a fe ty l i fe -cycl e  p h a s es  from  i n i ti a l  con ce p t,  d e s i g n ,  i m p l e m e n ta ti o n ,  
op e ra ti on  a n d  m a i n ten a n ce  th rou g h  to  d eco m m i s s i on i n g ;  

•  e n a b l es  e xi s ti n g  o r n ew co u n try sp e ci fi c proce s s  i n d u s try s ta n d a rd s  to  be  h a rm o n i zed  wi th  
th e  I E C  6 1 5 1 1  se ri es .  

Th e  I E C  6 1 5 1 1  s e ri es  i s  i n te n d ed  to  l e ad  to  a  h i g h  l e ve l  of co n si s te n cy ( e . g . ,  o f u n d e rl yi n g  
p ri n ci pl e s ,  te rm i n ol o g y,  a n d  i n form a ti on )  wi th i n  th e  proce ss  i n d u s tri e s .  Th i s  s h o u l d  h a ve  b o th  
sa fe ty an d  eco n o m i c b en e fi ts .  F i g u re  1  be l ow s h ows  an  o ve ra l l  fra m ewo rk o f th e  I E C  6 1 5 1 1  
se ri e s .  

I n  j u ri s d i cti on s  wh e re  th e  g o ve rn i n g  a u th o ri ti e s  (e . g . ,  n a ti on a l ,  fed e ra l ,  s ta te ,  p ro vi n ce ,  cou n ty,  
ci ty)  h a ve  e s ta b l i s h e d  proce s s  sa fe ty d e s i g n ,  p roces s  s a fe ty m a n ag e m e n t,  or o th er  
re g u l a ti on s ,  th es e  take  p re ced e n ce  ove r th e  re q u i re m e n ts  d e fi n e d  i n  th e  I E C  6 1 51 1  s e ri e s .  

AS IEC 61511.1:2018

© Standards Australia Limited 2018

Full document details: AS IEC 61511.1-2018

http://www.avadocuments.com/doc/as-iec-61511-1-2018
http://www.avadocuments.com/doc/as-iec-61511-1-2018


 –  8  – I EC  61 51 1 -1 : 201 6    I EC 201 6  

 

Fi gu re  1  – Overal l  framework of th e  I EC  61 51 1  series  
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FU N CTION AL SAFETY –  
SAFETY IN STRU M EN TED SYSTEM S  

FOR TH E PROCESS IN DU STRY SECTOR –  
 

Part 1 :  Framework,  defin i ti ons,  system,   
hardware and  appl ication  programmi ng  requirements   

 
 
 

1  Scope 

Th i s  p art o f I E C  6 1 51 1  g i ve s  re q u i re m en ts  for th e  s p eci fi ca ti o n ,  d es i g n ,  i n s tal l a ti o n ,  o p era ti on  
a n d  m a i n te n an ce  o f a  s a fe ty i n s tru m e n ted  s ys te m  ( S I S ),  s o  th a t i t  can  be  con fi d e n tl y 
e n tru s ted  to  ach i e ve  o r m a i n ta i n  a  s a fe  s ta te  o f th e  p roce s s .  I E C  6 1 51 1 -1  h a s  be e n  
d e ve l op ed  a s  a  p roces s  s e ctor i m p l em e n tati on  o f I E C  6 1 5 0 8 : 2 0 1 0 .   

I n  pa rti cu l a r,  I E C  6 1 51 1 -1 :  

a )  s p e ci fi e s  th e  re q u i re m en ts  for a ch i e vi n g  fu n cti on a l  s a fe ty b u t d oes  n ot s pe ci fy wh o  i s  
re s po n si b l e  fo r i m pl e m e n ti n g  th e  re q u i re m e n ts  ( e . g . ,  d e s i g n e rs ,  su p p l i ers ,  
own e r/op erati n g  co m p an y,  con tra cto r) .  Th i s  re sp on s i b i l i ty wi l l  b e  a ss i g n e d  to  d i ffe ren t 
p arti e s  acco rd i n g  to  s a fe ty p l an n i n g ,  p roj e ct p l a n n i n g  an d  m a n ag e m e n t,  a n d  n ati on al  
re g u l a ti o n s ;  

b )  a pp l i e s  wh en  d e vi ce s  th a t m e e ts  th e  re q u i re m en ts  o f th e  I E C  6 1 5 0 8  s e ri e s  p u bl i s h e d  i n  
2 0 1 0 ,  or I E C  6 1 5 1 1 -1 : 2 0 1 6  [1 1 . 5 ] ,  i s  i n te g ra ted  i n to  a n  o veral l  s ys tem  th a t i s  to  be  u s e d  
for a  proce s s  se cto r a p pl i ca ti on .  I t  d o es  n o t a pp l y to  m an u fa ctu rers  wi s h i n g  to  cl a i m  th a t 
d e vi ces  a re  s u i tab l e  fo r u se  i n  S I S s  for th e  proce s s  s e ctor ( se e  I E C  6 1 5 0 8 -2 : 2 0 1 0  an d  
I E C  6 1 50 8 -3 : 2 0 1 0 ) ;  

c)  d e fi n es  th e  re l a ti o n s h i p  b e twe en  I E C  6 1 5 1 1  an d  I E C  6 1 5 0 8  (s e e  F i g u re s  2  a n d  3 );  

d )  a p p l i es  wh e n  a p pl i ca ti on  prog ra m s a re  d e ve l op e d  for s ys te m s  h a vi n g  l i m i te d  vari a bi l i ty 
l a n g u a g e  o r  wh e n  u s i n g  fi xed  prog ra m m i n g  l an g u a g e  d e vi ces ,  bu t d oes  n o t a pp l y to  
m a n u factu rers ,  S I S  d es i g n e rs ,  i n te g rators  a n d  u s e rs  th a t d e ve l op  e m b e d d e d  so ftwa re  
(s ys te m  s o ftwa re)  o r u s e  fu l l  va ri a b i l i ty l an g u a g es  ( se e  I E C  6 1 50 8 -3 : 2 0 1 0 ) ;  

e )  a p p l i e s  to  a  wi d e  va ri e ty o f i n d u s tri es  wi th i n  th e  p roces s  se ctor for e xa m p l e ,  ch em i ca l s,  o i l  
a n d  g a s ,  p u l p  a n d  pa p er,  p h a rm a ce u ti ca l s ,  fo o d  a n d  b e ve ra g e ,  a n d  n on -n u cl e ar p owe r 
g e n e ra ti on ;  

N O TE  1  Wi th i n  th e  p ro ce s s  s e cto r s o m e  a p p l i ca ti o n s  m a y h a ve  a d d i ti o n a l  re q u i re m e n ts  th a t  h a ve  to  b e  
s a ti s fi e d .  

f)  o u tl i n es  th e  re l a ti on s h i p  b e twee n  S I F s  a n d  o th e r i n s tru m en te d  fu n cti on s  ( se e  F i g u re  4 );  

g )  re s u l ts  i n  th e  i d e n ti fi ca ti o n  o f th e  fu n cti on a l  re q u i re m e n ts  a n d  s a fe ty i n te g ri ty re q u i re m e n ts  
for th e  S I F  taki n g  i n to  a cco u n t th e  ri s k re d u cti o n  ach i e ved  b y o th e r m e th od s ;  

h )  s p e ci fi e s  l i fe -cycl e  re q u i re m e n ts  fo r s ys te m  a rch i tectu re  a n d  h a rd wa re  con fi g u ra ti o n ,  
a p p l i ca ti on  prog ra m m i n g ,  a n d  s ys te m  i n te g ra ti o n ;   

i )  s p e ci fi e s  re q u i re m e n ts  for a pp l i ca ti on  p rog ram m i n g  for u s e rs  a n d  i n te g ra tors  o f S I S s .   

j )  a pp l i e s  wh e n  fu n cti on a l  s a fe ty i s  a ch i e ve d  u s i n g  on e  or m ore  S I F s  fo r th e  pro te cti on  o f 
p erso n n e l ,  p rote cti on  of th e  g e n e ra l  pu b l i c  o r p ro te cti o n  o f th e  e n vi ron m en t;  

k)  m a y b e  a p pl i e d  i n  n on -s a fe ty a p p l i cati on s  for e xa m p l e  as s e t p ro te cti o n ;  

l )  d e fi n e s  re q u i re m e n ts  fo r i m p l e m e n ti n g  S I F s  a s  a  p art of th e  o vera l l  a rra n g em en ts  fo r 
a ch i e vi n g  fu n cti o n a l  s a fe ty;   

m )  u s e s  a  S I S  s a fe ty l i fe -cycl e  ( se e  F i g u re  7 )  a n d  d e fi n es  a  l i s t  of a cti vi ti es  wh i ch  a re  
n e ce s s a ry to  d e term i n e  th e  fu n cti on a l  re q u i rem e n ts  a n d  th e  s a fe ty i n te g ri ty re q u i re m en ts  
for th e  S I S ;  
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n )  s p eci fi e s  th a t a  H &RA i s  to  b e  carri e d  ou t to  d e fi n e  th e  sa fe ty fu n cti on a l  req u i rem e n ts  a n d  
s a fe ty i n teg ri ty l e ve l s  ( S I L )  o f ea ch  S I F ;  

N O TE  2  F i g u re  9  p re s e n ts  a n  o ve rvi e w o f ri s k re d u cti o n  m e a n s .  

o)  e s ta b l i s h es  n u m e ri ca l  ta rg e ts  for a ve rag e  p ro ba b i l i ty o f fa i l u re  on  d em a n d  ( i n  d e m an d  
m od e )  an d  a ve ra g e  fre q u e n cy o f d an g ero u s  fa i l u res  ( i n  d e m an d  m od e  or co n ti n u ou s  
m od e )  for e ach  S I L ;  

p )  s p eci fi e s  m i n i m u m  req u i re m e n ts  for h a rd ware  fau l t  to l e ra n ce  ( H F T) ;  

q )  s p eci fi e s  m e as u re s  a n d  tech n i q u es  re q u i re d  for ach i e vi n g  th e  s p eci fi e d  S I L;  

r)  d e fi n es  a  m a xi m u m  l e ve l  o f fu n cti on a l  s a fe ty p erform a n ce  ( S I L  4 )  wh i ch  ca n  be  ach i e ve d  
for a  S I F  i m p l e m e n ted  a ccord i n g  to  I E C  6 1 5 1 1 -1 ;  

s)  d e fi n es  a  m i n i m u m  l eve l  of fu n cti on a l  sa fe ty p e rfo rm a n ce  ( S I L  1 )  b e l ow wh i ch   
I E C  6 1 5 1 1 -1  d oes  n o t ap p l y;  

t)  p ro vi d e s  a  fram ework for e s ta bl i s h i n g  th e  S I L  bu t d oe s  n o t s pe ci fy th e  S I L  req u i red  for 
s p e ci fi c a p pl i ca ti on s  (wh i ch  s h ou l d  b e  e s ta b l i sh e d  b as e d  on  kn owl e d g e  o f th e  p arti cu l ar 
a p p l i ca ti on  an d  on  th e  o ve ra l l  targ e te d  ri s k re d u cti on ) ;  

u )  s p e ci fi e s  req u i re m e n ts  for a l l  p a rts  of th e  S I S  from  s e n s or to  fi n a l  e l e m en t(s ) ;  

v)  d e fi n es  th e  i n form a ti on  th a t i s  n e e d e d  d u ri n g  th e  S I S  s a fe ty l i fe -cycl e ;  

w)  sp e ci fi e s  th at th e  d es i g n  o f th e  S I S  ta ke s  i n to  acco u n t h u m an  factors ;  

x)  d oes  n o t p l ace  an y d i rect re q u i re m e n ts  o n  th e  i n d i vi d u a l  o pe ra tor or m a i n te n a n ce  p e rs on :  

 

F i gu re  2  – Rel ationsh ip  between  IEC  61 51 1  an d  I EC  61 508   

N O TE  3  I E C  6 1 5 0 8  i s  a l s o  u s e d  b y s a fe ty i n s tru m e n te d  d e s i g n e rs ,  i n te g ra to rs  a n d  u s e rs  wh e re  d i re cte d  i n  
I E C  6 1 5 1 1 .  
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Fi gu re  3  – Detai led  relati on sh i p  between  IEC  61 51 1  an d  IEC  61 508  
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Fi gu re  4  – Rel ationsh ip  between  safety i n stru m en ted  fu n ctions  and  other fu n cti ons  

2  N orm ati ve referen ces  
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3  Term s,  defi n i ti on s  and  abbrevi ati ons   

3. 1  Term s 

Te rm s  a re  l i s te d  a l p h ab e ti ca l l y i n  3 . 2 .  

3. 2  Term s  an d  defin i tion s  

F or th e  pu rp os es  o f th i s  d ocu m e n t,  th e  fo l l owi n g  d e fi n i ti o n s  ap p l y.  

I n  s o m e  ca s e s  th e s e  d e fi n i ti o n s  d i ffe r fro m  th e  d e fi n i t i o n s  o f th e  s a m e  te rm s  i n  I E C  6 1 5 0 8 -4 : 2 0 1 0 .  I n  s o m e  ca s e s  
th i s  i s  d u e  to  th e  te rm i n o l o g y u s e d  i n  th e  p ro ce s s  s e cto r.  I n  o th e r ca s e s  th e s e  d e fi n i t i o n s  h a ve  b e e n  a l i g n e d  wi th  
o th e r re l e va n t  d e fi n i ti ve  re fe re n ce s  (e . g . ,  I E C  6 0 0 5 0  th e  I n te rn a ti o n a l  E l e ctro te ch n i ca l  Vo ca b u l a ry,   
I S O /I E C  G u i d e  5 1 : 2 0 1 3 ) .  H o we ve r,  u n l e s s  o th e rwi s e  s ta te d ,  th e re  i s  n o  d i ffe re n ce  i n  th e  te ch n i ca l  m e a n i n g  
b e twe e n  th e s e  d e fi n i ti o n s  a n d  th e  d e fi n i ti o n s  o f th e  s a m e  te rm s  i n  I E C  6 1 5 0 8 - 4 : 2 0 1 0 .  

3. 2.1   
arch i tectu re 
confi gu ration  
sp e ci fi c co n fi g u ra ti on  of h a rd wa re  a n d  s o ftware  co m p on e n ts  i n  a  s ys te m   

N o te  1  to  e n try:  I n  th e  I E C  6 1 5 1 1  s e ri e s  th i s  ca n  m e a n ,  fo r e xa m p l e ,  a rra n g e m e n t o f S I S  s u b s ys te m s ,  th e  i n te rn a l  
s tru ctu re  o f a  S I S  s u b s ys te m  o r th e  i n te rn a l  s tru ctu re  o f S I S  a p p l i ca ti o n  p ro g ra m s .  

3. 2.2   
asset protecti on  
fu n cti on  a l l oca ted  to  a  s ys te m  a n d  d e s i g n ed  for th e  pu rp ose  o f p re ven ti n g  l os s  or d a m a g e  to  
as s e ts  

3. 2.3   
basic  process  control  system 
BPCS 
s ys te m  wh i ch  re sp on d s  to  i n p u t s i g n al s  from  th e  p roces s ,  i ts  a ss oci a te d  eq u i p m e n t,  o th er 
p rog ra m m a b l e  s ys te m s  a n d /o r op e ra tors  a n d  g e n e ra te s  o u tp u t s i g n a l s  ca u s i n g  th e  p roces s  
a n d  i ts  a ss oci a te d  eq u i p m e n t to  op e ra te  i n  th e  d e s i red  m a n n e r b u t wh i ch  d oe s  n o t p erform  
a n y S I F  

N o te  1  to  e n try:  A B P C S  i n cl u d e s  a l l  o f th e  d e vi ce s  n e ce s s a ry to  e n s u re  th a t  th e  p ro ce s s  o p e ra te s  i n  th e  d e s i re d  
m a n n e r.   

N o te  2  to  e n try:   A B P C S  typ i ca l l y m a y i m p l e m e n t va ri o u s  fu n cti o n s  s u ch  a s  p ro ce s s  co n tro l  fu n cti o n s ,  
m o n i to ri n g ,  a n d  a l a rm s .  

3. 2.4  
bypass  
acti o n  or faci l i ty to  pre ve n t a l l  o r pa rts  o f th e  S I S  fu n cti on a l i ty from  b e i n g  e xe cu te d  

N o te  1  to  e n try:  E xa m p l e s  o f b yp a s s i n g  i n cl u d e :   

–  th e  i n p u t  s i g n a l  i s  b l o cke d  fro m  th e  tri p  l o g i c  wh i l e  s ti l l  p re s e n ti n g  th e  i n p u t  p a ra m e te rs  a n d  a l a rm  to  th e  
o p e ra to r;   

–  th e  o u tp u t  s i g n a l  fro m  th e  tri p  l o g i c  to  a  fi n a l  e l e m e n t i s  h e l d  i n  th e  n o rm a l  s ta te  p re ve n ti n g  fi n a l  e l e m e n t 
o p e ra ti o n ;   

–  a  p h ys i ca l  b yp a s s  l i n e  i s  p ro vi d e d  a ro u n d  th e  fi n a l  e l e m e n t;   

–  p re s e l e cte d  i n p u t  s ta te  ( e . g . ,  o n /o ff i n p u t)  o r s e t  i s  fo rce d  b y m e a n s  o f a n  e n g i n e e ri n g  to o l  ( e . g . ,  i n  th e  
a p p l i ca ti o n  p ro g ra m ) .  

N o te  2  to  e n try:  O th e r te rm s  a re  a l s o  u s e d  to  re fe r to  b yp a s s i n g ,   s u ch  a s  o ve rri d e ,  d e fe a t,  d i s a b l e ,  fo rce ,  o r 
i n h i b i t  o r m u ti n g .   

3. 2.5   
ch ann el  
d e vi ce  or  g ro u p  o f d e vi ce s  th a t i n d ep e n d e n tl y pe rform (s )  a  s p e ci fi e d  fu n cti on  
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N o te  1  to  e n try:  Th e  d e vi ce s  wi th i n  a  ch a n n e l  co u l d  i n cl u d e  i n p u t/o u tp u t  ( I /O )  d e vi ce s ,  l o g i c  s o l ve rs ,  s e n s o rs ,  a n d  
fi n a l  e l e m e n ts .  

N o te  2  to  e n try:  A d u a l  ch a n n e l  ( i . e . ,  a  two - ch a n n e l )  co n fi g u ra ti o n  i s  o n e  wi th  two  ch a n n e l s  th a t  i n d e p e n d e n tl y  
p e rfo rm  th e  s a m e  fu n cti o n .  C h a n n e l s  m a y b e  i d e n ti ca l  o r d i ve rs e .  

N o te  3  to  e n try:  Th e  te rm  ca n  b e  u s e d  to  d e s cri b e  a  co m p l e te  s ys te m  o r a  p o rti o n  o f a  s ys te m  ( e . g . ,  s e n s o rs  o r 
fi n a l  e l e m e n ts ) .  

N o te  4  to  e n try:  C h a n n e l  d e s cri b e s  S I S  h a rd wa re  a rch i te ctu ra l  fe a tu re s  o fte n  u s e d  to  m e e t h a rd wa re  fa u l t  
to l e ra n ce  re q u i re m e n ts .   

3. 2.6   
com mon  cau se  
 

3. 2.6.1   
com mon  cau se  fai l u res ,  p l  
co n cu rre n t fa i l u re s  of d i fferen t d e vi ces ,  re s u l ti n g  fro m  a  s i n g l e  e ven t,  wh e re  th e s e  fa i l u res  a re  
n ot con s e q u e n ce s  o f ea ch  o th e r 

N o te  1  to  e n try:  Al l  th e  fa i l u re s  d u e  to  a  co m m o n  ca u s e  d o  n o t  n e ce s s a ri l y o ccu r e xa ctl y a t  th e  s a m e  ti m e  a n d  th i s  
m a y a l l o w ti m e  to  d e te ct  th e  o ccu rre n ce  o f th e  co m m o n  ca u s e  b e fo re  a  S I F  i s  a ctu a l l y fa i l e d .   

N o te  2  to  e n try:  C o m m o n  ca u s e  fa i l u re s  ca n  a l s o  l e a d  to  co m m o n  m o d e  fa i l u re s .  

N o te  3  to  e n try:  Th e  p o te n ti a l  fo r co m m o n  ca u s e  fa i l u re s  re d u ce s  th e  e ffe ct  o f s ys te m  re d u n d a n cy o r fa u l t  
to l e ra n ce  ( e . g . ,  i n cre a s e s  th e  p ro b a b i l i ty o f fa i l u re  o f two  o r m o re  ch a n n e l s  i n  a  m u l ti p l e  ch a n n e l  s ys te m ) .  

N o te  4  to  e n try:  C o m m o n  ca u s e  fa i l u re s  a re  d e p e n d e n t  fa i l u re s .  Th e y m a y b e  d u e  to  e xte rn a l  e ve n ts  ( e . g . ,  
te m p e ra tu re ,  h u m i d i ty,  o ve rvo l ta g e ,  fi re ,  a n d  co rro s i o n ) ,  s ys te m a ti c  fa u l t  ( e . g . ,  d e s i g n ,  a s s e m b l y o r i n s ta l l a ti o n  
e rro rs ,  b u g s ) ,  h u m a n  e rro r ( e . g . ,  m i s u s e ) ,  e tc.   

N o te  5  to  e n try:  B y e xte n s i o n ,  a  co m m o n  ca u s e  fa i l u re  ( i n  s i n g u l a r fo rm )  i s  a  fa i l u re  b e l o n g i n g  to  a  s e t o f 
co n cu rre n t  fa i l u re s  ( p l u ra l  fo rm )  a cco rd i n g  to  3 . 2 . 6 . 1  d e fi n i ti o n .  

3. 2.6.2   
com mon  mode  fai l u res ,  p l  
co n cu rren t fa i l u res  o f d i fferen t d e vi ce s  ch a ra cte ri ze d  b y th e  s a m e  fa i l u re  m od e  ( i . e . ,  i d e n ti cal  
fa u l ts )  

N o te  1  to  e n try:  C o m m o n  m o d e  fa i l u re s  m a y h a ve  d i ffe re n t  ca u s e s .  

N o te  2  to  e n try:  C o m m o n  m o d e  fa i l u re s  ca n  a l s o  b e  th e  re s u l t  o f co m m o n  ca u s e  fa i l u re s  (3 . 2 . 6 . 1 ) .  

N o te  3  to  e n try:  Th e  p o te n ti a l  fo r co m m o n  m o d e  fa i l u re s  re d u ce s  th e  e ffe cti ve n e s s  o f s ys te m  re d u n d a n cy a n d  
fa u l t  to l e ra n ce  ( e . g . ,  fa i l u re  o f two  o r m o re  ch a n n e l s  i n  th e  s a m e  wa y,  ca u s i n g  th e  s a m e  e rro n e o u s  re s u l t) .  

N o te  4  to  e n try:  B y e xte n s i o n ,  a  co m m o n  m o d e  fa i l u re  ( i n  s i n g u l a r fo rm )  i s  a  fa i l u re  b e l o n g i n g  to  a  s e t  o f 
co n cu rre n t  fa i l u re s  ( p l u ra l  fo rm )  a cco rd i n g  to  3 . 2 . 6 . 2  d e fi n i ti o n .  

3. 2.7   
compensatin g  measu re 
te m p ora ry i m p l e m e n ta ti on  of p l a n n ed  an d  d ocu m en ted  m e th od s  for m an a g i n g  ri s ks  d u ri n g  a n y 
p e ri od  o f m ai n te n a n ce  or p roce ss  ope ra ti on  wh en  i t  i s  kn own  th a t th e  p e rform an ce  o f th e  S I S  
i s  d e g ra d e d  

3. 2.8   
component 
on e  o f th e  pa rts  o f a  s ys te m ,  S I S  s u bs ys te m ,  o r d e vi ce  pe rform i n g  a  s pe ci fi e d  fu n cti on  

N o te  1  to  e n try:  C o m p o n e n t  m a y a l s o  i n cl u d e  s o ftwa re .  
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3. 2.9   
confi gu ration  manag em ent 
d i sci p l i n e  o f i d e n ti fyi n g  th e  com p on e n ts  a n d  th e  a rran g e m e n ts  of th os e  co m p on e n ts  o f a n  
e vol vi n g  s ys te m  for th e  p u rp os e s  o f con trol l i n g  ch a n g e s  to  th os e  com p on e n ts ,  a n d  
m a i n ta i n i n g  co n ti n u i ty of th e  s ys te m  a n d  tra ce a bi l i ty o f a n y ch a n g e s  th rou g h ou t th e  l i fe -cycl e   

3. 2. 9. 1   
con servati ve  approach  
ca u ti ou s  wa y o f d o i n g  a n a l ys i s  a n d  ca l cu l a ti o n s  

N o te  1  to  e n try:  I n  th e  s a fe ty fi e l d ,  e a ch  ti m e  a n  a n a l ys i s ,  a s s u m p ti o n s ,  o r ca l cu l a ti o n  h a s  to  b e  d o n e  ( a b o u t  
m o d e l s ,  i n p u t d a ta ,  co m p u ta ti o n s ,  e tc. )  i t  ca n  b e  ch o s e n  i n  o rd e r to  b e  s u re  to  p ro d u ce  p e s s i m i s ti c  re s u l ts .   

3. 2.1 0   
control  system 
s ys te m  wh i ch  re s p on d s  to  i n p u t s i g n a l s  from  th e  p roces s  a n d /or from  a n  ope ra tor a n d  
g e n e ra tes  ou tpu t s i g n a l s  ca u s i n g  th e  p roce s s  to  o p era te  i n  th e  d e s i re d  m a n n e r 

N o te  1  to  e n try:  Th e  co n tro l  s ys te m  i n cl u d e s  s e n s o rs  a n d  fi n a l  e l e m e n ts  a n d  m a y b e  e i th e r a  B P C S  o r a  S I S  o r 
a  co m b i n a ti o n  o f th e  two .  

3. 2.1 1   
dan gerou s  fai l u re  
fa i l u re  wh i ch  i m p e d e s  or d i s a bl e s  a  g i ve n  sa fe ty acti on  

N o te  1  to  e n try:  A fa i l u re  i s  " d a n g e ro u s "  o n l y wi th  re g a rd  to  a  g i ve n  S I F .  

N o te  2  to  e n try:  Wh e n  fa u l t  to l e ra n ce  i s  i m p l e m e n te d ,  a  d a n g e ro u s  fa i l u re  ca n  l e a d  to  e i th e r:  

–  a  d e g ra d e d  S I F  wh e re  th e  s a fe ty a cti o n  i s  a va i l a b l e  b u t  th e re  i s  e i th e r a  h i g h e r P F D  ( d e m a n d  m o d e  o f 
o p e ra ti o n )  o r a  h i g h e r l i ke l i h o o d  o f i n i ti a ti n g  a n  h a z a rd o u s  e ve n t  ( co n ti n u o u s  m o d e  o f o p e ra ti o n ) ,  o r 

– a  d i s a b l e d  S I F  wh e re  th e  s a fe ty a cti o n  i s  co m p l e te l y d i s a b l e d  ( d e m a n d  m o d e  o f o p e ra ti o n )  o r th e  h a za rd o u s  
e ve n t  h a s  b e e n  i n d u ce d  ( co n ti n u o u s  m o d e  o f o p e ra ti o n ) .  

N o te  3  to  e n try:  Wh e n  n o  fa u l t  to l e ra n ce  i s  i m p l e m e n te d ,  a l l  d a n g e ro u s  fa i l u re s  l e a d  to  a  d i s a b l e d  S I F .  

3. 2.1 2   
depen den t fai l u re  
fa i l u re  wh os e  prob a b i l i ty ca n n o t b e  e xp re s s ed  a s  th e  s i m pl e  p rod u ct o f th e  u n con d i ti o n a l  
p rob a b i l i ti e s  o f th e  i n d i vi d u a l  e ve n ts  wh i ch  ca u s e d  i t  

N o te  1  to  e n try:  Two  e ve n ts  A a n d  B  a re  d e p e n d e n t  i f th e  p ro b a b i l i ty o f o ccu rre n ce  o f A a n d  B ,  P( A a n d  B ) ,  i s  

g re a te r th a n  P( A)  ×  P( B ) .  

N o te  2  to  e n try:  S e e  9 . 4 . 2  a n d  I E C  6 1 5 1 1 -3 : 2 0 1 6 ,  An n e x J  fo r co n s i d e ra ti o n  o f d e p e n d e n t fa i l u re s  b e twe e n  
p ro te cti o n  l a ye rs .  

N o te  3  to  e n try:  D e p e n d e n t  fa i l u re s  i n cl u d e  co m m o n  ca u s e .  

3. 2.1 3   
detected   
revealed   
overt   
re l a ti n g  to  h ard wa re  a n d  s o ftwa re  fa i l u res  or fa u l ts  wh i ch  are  n o t h i d d e n  b eca u se  th e y 
a n n o u n ce  th e m s e l ve s  o r a re  d i s co vere d  th rou g h  n orm a l  op era ti o n  o r th rou g h  d e d i ca te d  
d e tecti on  m e th od s   

N o te  1  to  e n try:  Th e re  a re  s o m e  d i ffe re n ce s  i n  th e  u s e  o f th e s e  te rm s :  

– O ve rt  i s  u s e d  fo r fa i l u re s  o r fa u l ts  wh i ch  a n n o u n ce  th e m s e l ve s  wh e n  th e y o ccu r ( e . g . ,  d u e  to  th e  ch a n g e  o f 
s ta te ) .  Th e  re p a i r o f s u ch  fa i l u re s  ca n  b e g i n  a s  s o o n  a s  th e y h a ve  o ccu rre d .  

– D e te cte d  i s  u s e d  fo r fa i l u re s  o r fa u l ts  wh i ch  d o  n o t  a n n o u n ce  th e m s e l ve s  wh e n  th e y o ccu r a n d  wh i ch  re m a i n  
h i d d e n  u n ti l  d e te cte d  b y s o m e  m e a n s  ( e . g . ,  d i a g n o s ti c  te s ts ,  p ro o f te s ts ,  o p e ra to r i n te rve n ti o n  l i ke  p h ys i ca l  
i n s p e cti o n  a n d  m a n u a l  te s ts ) .  Th e  re p a i r o f s u ch  fa i l u re s  ca n  b e g i n  o n l y a fte r th e y h a ve  b e e n  re ve a l e d .  S e e  
N o te  2  fo r th e  s p e ci fi c  u s e  o f th i s  te rm  i n  I E C  6 1 5 1 1 .  
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– Re ve a l e d  i s  u s e d  fo r fa i l u re s  o r fa u l ts  th a t  b e co m e  e vi d e n t  d u e  to  b e i n g  o ve rt  o r a s  a  re s u l t  o f b e i n g  d e te cte d .  

N o te  2  to  e n try:  I n  I E C  6 1 5 1 1  a n d  e xce p t  wh e n  th e  co n te xt  s u g g e s ts  a n o th e r m e a n i n g ,  th e  te rm  dangerous 
detected failures/faults  i s  re l a te d  to  d a n g e ro u s  fa i l u re s  d e te cte d  b y d i a g n o s ti c te s ts .  

N o te  3  to  e n try:  Wh e n  th e  d e te cti o n  i s  ve ry fa s t  ( e . g . ,  b y d i a g n o s ti c  te s ts )  th e n  th e  d e te cte d  fa i l u re s  o r fa u l ts  ca n  
b e  co n s i d e re d  to  b e  o ve rt fa i l u re s  o r fa u l ts .  

Wh e n  th e  d e te cti o n  i s  n o t  ve ry fa s t  ( e . g . ,  b y p ro o f te s ts )  th e  d e te cte d  fa i l u re s  o r fa u l ts  ca n n o t  b e  co n s i d e re d  to  b e  
o ve rt fa i l u re s  o r fa u l ts  wh e n  a d d re s s i n g  s a fe ty i n te g ri ty l e ve l s .  

N o te  4  to  e n try:  A d a n g e ro u s  re ve a l e d  fa i l u re  ca n  o n l y  b e  tre a te d  a s  a  s a fe  fa i l u re  i f e ffe cti ve  m e a s u re s ,  
a u to m a ti c  o r m a n u a l ,  a re  ta ke n  i n  a  s h o rt  e n o u g h  ti m e  to  m a i n ta i n  p ro ce s s  s a fe ty.  

3. 2.1 4  
devi ce  
h a rd wa re ,  wi th  or wi th ou t s o ftware ,  ca pa b l e  o f pe rfo rm i n g  a  s p e ci fi e d  fu n cti on  

N o te  1  to  e n try:  E xa m p l e s  a re  s e n s o rs ,  l o g i c  s o l ve rs ,  fi n a l  e l e m e n ts ,  o p e ra to r i n te rfa ce s ,  a n d  fi e l d  wi ri n g .  

3. 2.1 4. 1   
fiel d  d evi ce  
S I S  o r B PC S  d e vi ce  con n e cte d  d i re ctl y to  th e  p roces s  o r l oca te d  i n  cl ose  p ro xi m i ty to  th e  
p roce s s  

N o te  1  to  e n try:  E xa m p l e s  a re  s e n s o rs ,  fi n a l  e l e m e n ts  a n d  m a n u a l  s wi tch e s .  

3. 2.1 5  
d i ag nostics  
fre q u en t ( i n  rel a ti on  to  th e  p roce s s  s a fe ty ti m e)  a u tom a ti c te s t to  re vea l  fa u l ts   

3. 2.1 5. 1   
d i ag nostics  coverage 
D C  
fra cti o n  o f d a n g e rou s  fa i l u res  ra te s  d e te cte d  b y d i a g n os ti cs .  D i ag n os ti cs  co ve ra g e  d oe s  n o t 
i n cl u d e  an y fa u l ts  d e tecte d  b y p roof te s ts   

N o te  1  to  e n try:  D i a g n o s ti cs  co ve ra g e  i s  typ i ca l l y a p p l i e d  to  S I S  d e vi ce s  o r S I S  s u b s ys te m s .  E . g . ,  th e  d i a g n o s ti cs  
co ve ra g e  i s  typ i ca l l y d e te rm i n e d  fo r a  s e n s o r,  fi n a l  e l e m e n t o r a  l o g i c s o l ve r.   

N o te  2  to  e n try:  F o r s a fe ty a p p l i ca ti o n s  th e  d i a g n o s ti cs  co ve ra g e  i s  typ i ca l l y a p p l i e d  to  d a n g e ro u s  fa i l u re s  o f S I S  
d e vi ce s  o r S I S  s u b s ys te m s .  F o r e xa m p l e ,  th e  d i a g n o s ti cs  co ve ra g e  fo r th e  d a n g e ro u s  fa i l u re s  o f a  d e vi ce  i s  

D C  =  λ
D D

/λ
D T  ,  wh e re  λ

D D
 i s  th e  d a n g e ro u s  d e te cte d  fa i l u re  ra te  a n d  λ

D T
 i s  th e  to ta l  d a n g e ro u s  fa i l u re  ra te .  F o r a  

S I S  s u b s ys te m  wi th  i n te rn a l  re d u n d a n cy,  D C  i s  ti m e  d e p e n d a n t:  D C(t)=  λ
D D

(t)/ λ
D T

(t) .  

N o te  3  to  e n try:  Wh e n  th e  d i a g n o s ti cs  co ve ra g e  ( D C )  a n d  th e  to ta l  d a n g e ro u s  fa i l u re  ra te  (λ
D T

)  a re  g i ve n ,  th e  

d e te cte d  (λ
D D

)  a n d  u n d e te cte d  d a n g e ro u s  fa i l u re  ra te s  (λ
D U

)  ca n  b e  co m p u te d  a s  fo l l o ws :   

λ
D D

 =  D C  ×  λ
D T

 a n d  λ
D U

 =  ( 1 - D C )  ×  λ
D T

 .  

3. 2.1 6   
d i versi ty 
d i fferen t m ea n s  o f p e rform i n g  a  req u i re d  fu n cti on  

N o te  1  to  e n try:  D i ve rs i ty m a y b e  a ch i e ve d  b y d i ffe re n t  p h ys i ca l  m e a n s ,  d i ffe re n t  p ro g ra m m i n g  te ch n i q u e s ,  o r 
d i ffe re n t d e s i g n  a p p ro a ch e s .  

3. 2.1 7   
error 
d i s cre pa n cy be twe e n  a  com pu te d ,  o b s erve d  or m e as u re d  va l u e  or con d i ti o n  an d  th e  tru e ,  
sp e ci fi e d  or th e ore ti ca l l y corre ct va l u e  or co n d i ti on   

[S OU RC E :  I E C  6 0 0 5 0 -1 9 2 : 2 0 1 5 ,  1 9 2 -0 3 -0 2 ]  
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3. 2.1 8   
fai l u re  
l oss  o f a b i l i ty to  p e rfo rm  a s  re q u i re d   

N o te  1  to  e n try:  A fa i l u re  o f a  d e vi ce  i s  a n  e ve n t th a t  re s u l ts  i n  a  fa u l t  s ta te  o f th a t  d e vi ce .  

N o te  2  to  e n try:  Wh e n  th e  l o s s  o f a b i l i ty i s  ca u s e d  b y a  l a te n t  fa u l t,  th e  fa i l u re  o ccu rs  wh e n  a  p a rti cu l a r s e t  o f 
ci rcu m s ta n ce s  i s  e n co u n te re d .  

N o te  3  to  e n try:  P e rfo rm a n ce  o f re q u i re d  fu n cti o n s  n e ce s s a ri l y e xcl u d e s  ce rta i n  b e h a vi o u r,  a n d  s o m e  fu n cti o n s  
m a y b e  s p e ci fi e d  i n  te rm s  o f b e h a vi o u r to  b e  a vo i d e d .  Th e  o ccu rre n ce  o f s u ch  b e h a vi o u r i s  a  fa i l u re .  

N o te  4  to  e n try:  F a i l u re s  a re  e i th e r ra n d o m  o r s ys te m a ti c  ( s e e  3 . 2 . 6 1  a n d  3 . 2 . 8 3 ) .  

[S OU RC E :  I E C  6 0 0 5 0 -1 9 2 : 2 0 1 5 ,  1 9 2 -0 3 -0 1 ,  m od i fi ed  – N o te s  to  e n try h a ve  be e n  ch a n g e d ]  

3. 2. 1 8. 1   
fai l u re  mode 
m a n n e r i n  wh i ch  fai l u re  occu rs  

N o te  1  to  e n try:  A fa i l u re  m o d e  m a y b e  d e fi n e d  b y th e  fu n cti o n  l o s t  o r th e  s ta te  tra n s i ti o n  th a t  o ccu rre d .  

[S OU RC E :  I E C  6 0 0 5 0 -1 9 2 : 2 0 1 5 ,  1 9 2 -0 3 -1 7 ]  

3. 2.1 9   
fau l t  
i n a bi l i ty to  pe rform  as  req u i red ,  d u e  to  a n  i n te rn a l  s ta te   

N o te  1  to  e n try:  A fa u l t  o f a n  i te m  re s u l ts  fro m  a  fa i l u re ,  e i th e r o f th e  i te m  i ts e l f,  o r fro m  a  d e fi ci e n cy i n  a n  e a rl i e r 
s ta g e  o f th e  l i fe - cycl e ,  s u ch  a s  s p e ci fi ca ti o n ,  d e s i g n ,  m a n u fa ctu re  o r m a i n te n a n ce .  

N o te  2  to  e n try:  A fa u l t  o f a  d e vi ce  re s u l ts  i n  a  fa i l u re  wh e n  a  p a rti cu l a r s e t o f ci rcu m s ta n ce s  i s  e n co u n te re d .   

[S OU RC E :  I E C  6 0 0 5 0 -1 9 2 : 2 0 1 5 ,  1 9 2 -0 4 -0 1 ,  m o d i fi e d  – S o m e  n o te s  to  e n try h a ve  be e n  
ch a n g e d ,  o th e rs  h a ve  b e en  d el e te d ]  

3. 2.20   
fau l t  avoi d an ce 
u s e  o f te ch n i q u e s  an d  p roce d u re s  wh i ch  a i m  to  a vo i d  th e  i n trod u cti on  o f fa u l ts  d u ri n g  a n y 
p h a se  of th e  S I S  sa fe ty l i fe -cycl e  

3. 2.20. 1   
fau l t  excl u si on  
e l i m i n a ti on  from  fu rth e r co n s i d era ti on  o f fa u l ts  d u e  to  i m prob a b l e  fa i l u re  m od es  

N o te  1  to  e n try:  F u rth e r i n fo rm a ti o n  a b o u t  fa u l t  e xcl u s i o n  ca n  b e  fo u n d  i n  I S O  1 3 8 4 9 - 1  a n d  I S O  1 3 8 4 9 - 2 .  Afte r 
th o s e  s ta n d a rd s  fa u l t  e xcl u s i o n  ca n  b e  b a s e d  o n   

–  th e  te ch n i ca l  i m p ro b a b i l i ty o f o ccu rre n ce  o f s o m e  fa u l ts ,   

–  g e n e ra l l y a cce p te d  te ch n i ca l  e xp e ri e n ce ,  i n d e p e n d e n t  o f th e  co n s i d e re d  a p p l i ca ti o n ;  

– te ch n i ca l  re q u i re m e n ts  re l a te d  to  th e  a p p l i ca ti o n  a n d  th e  s p e ci fi c  h a za rd .   

N o te  2  to  e n try:  F a i l u re  m o d e s ,  i d e n ti fi e d  i n  th e  d e vi ce s  p e rfo rm i n g  th e  s a fe ty fu n cti o n ,  ca n  b e  e xcl u d e d  b e ca u s e  
th e i r re l a te d  d a n g e ro u s  fa i l u re  ra te ( s )  a re  ve ry l o w co m p a re d  to  th e  ta rg e t  fa i l u re  m e a s u re  fo r th e  s a fe ty fu n cti o n  
u n d e r co n s i d e ra ti o n .  Th a t  i s ,  th e  s u m  o f th e  d a n g e ro u s  fa i l u re  ra te s  o f a l l  s e ri a l  d e vi ce s  o n  wh i ch  fa u l t  e xcl u s i o n  i s  
b e i n g  cl a i m e d ,  g e n e ra l l y ca n n o t  e xce e d  m o re  th a n  1  %  o f th e  ta rg e t  fa i l u re  m e a s u re .  

3. 2.21   
fau l t  toleran ce 
a b i l i ty o f a  fu n cti on a l  i te m  to  con ti n u e  to  p e rform  a  re q u i re d  fu n cti on  i n  th e  p res e n ce  o f fau l ts  
or e rrors   
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3. 2.22   
fi n al  el em en t 
p a rt o f th e  B P C S  or S I S  th a t i m p l e m e n ts  th e  p h ys i ca l  acti o n  n e ces s a ry to  a ch i e ve  or m a i n ta i n  
a  s a fe  s ta te   

N o te  1  to  e n try:  E xa m p l e s  a re  va l ve s ,  s wi tch  g e a r,  a n d  m o to rs ,  i n cl u d i n g  th e i r a u xi l i a ry e l e m e n ts  ( s u ch  a s  
s o l e n o i d  va l ve  a n d  a ctu a to r u s e d  to  o p e ra te  a  va l ve ) .  

3. 2.23   
fu n ctional  safety 
p a rt o f th e  ove ra l l  s a fe ty re l a ti n g  to  th e  p roces s  a n d  th e  B PC S  wh i ch  d e pe n d s  on  th e  corre ct 
fu n cti on i n g  o f th e  S I S  a n d  o th e r p rote cti o n  l a yers   

3. 2.24  
fu n ctional  safety assessm ent 
FSA 
i n ves ti g a ti on ,  b a se d  on  e vi d e n ce ,  to  j u d g e  th e  fu n cti o n a l  s afe ty a ch i e ved  b y on e  or m ore  S I S  
a n d /o r oth e r pro tecti o n  l a ye rs  

3. 2.25  
fu n ctional  safety au d i t  
s ys te m a ti c an d  i n d e p e n d e n t e xam i n a ti on  to  d e term i n e  wh e th e r th e  p roce d u re s  s pe ci fi c to  th e  
fu n cti on a l  s a fe ty re q u i re m e n ts  com p l y wi th  th e  p l a n n e d  a rra n g e m en ts ,  a re  i m p l e m e n te d  
e ffe cti vel y a n d  a re  s u i tab l e  to  a ch i e ve  th e  s p eci fi e d  ob j e cti ve s  

N o te  1  to  e n try:  A fu n cti o n a l  s a fe ty a u d i t  m a y b e  ca rri e d  o u t  a s  p a rt  o f a  F S A.  

3. 2.26  
h ardware  safety i n tegri ty 
p a rt of th e  s a fe ty i n te g ri ty of th e  S I S  rel a ti n g  to  ra n d om  h a rd wa re  fa i l u re s  i n  a  d a n g e rou s  
m od e  o f fa i l u re  

N o te  1  to  e n try:  Th e  two  fa i l u re  m e a s u re s  th a t  a re  re l e va n t  i n  th i s  co n te xt  a re  th e  a ve ra g e  fre q u e n cy o f 
d a n g e ro u s  fa i l u re  ( co n ti n u o u s  m o d e  o f o p e ra ti o n )  a n d  th e  a ve ra g e  p ro b a b i l i ty o f fa i l u re  o n  d e m a n d  ( d e m a n d  m o d e  
o f o p e ra ti o n ) .   

N o te  2  to  e n try:  S e e  3 . 2 . 8 2 .  

N o te  3  to  e n try:  Th i s  d e fi n i ti o n  d e vi a te s  fro m  th e  d e fi n i ti o n  i n  I E C  6 1 5 0 8 - 4 : 2 0 1 0  to  re fl e ct d i ffe re n ce s  i n  p ro ce s s  
s e cto r te rm i n o l o g y.  

3. 2.27   
h arm  
i n j u ry or d am a g e  to  th e  h ea l th  o f p e op l e ,  or  d am a g e  to  prop e rty o r to  th e  e n vi ron m e n t 

[S O U RC E :  I S O /I E C  G u i d e  5 1 : 2 0 1 4 ,  3 . 1 ]  

3. 2. 27. 1   
h armfu l  even t 
h a zard ou s  eve n t wh i ch  h a s  cau s e d  h a rm  

N o te  1  to  e n try:  Wh e th e r o r n o t  a  h a z a rd o u s  e ve n t  re s u l ts  i n  h a rm  d e p e n d s  o n  wh e th e r p e o p l e ,  p ro p e rty,  o r th e  
e n vi ro n m e n t a re  e xp o s e d  to  th e  h a za rd o u s  s i tu a ti o n  a n d ,  i n  th e  ca s e  o f h a rm  to  p e o p l e ,  wh e th e r a n y s u ch  e xp o s e d  
p e o p l e  ca n  e s ca p e  th e  co n s e q u e n ce s  o f th e  e ve n t a fte r i t  h a s  o ccu rre d .  A h a z a rd o u s  e ve n t  wh i ch  h a s  ca u s e d  h a rm  
i s  te rm e d  a  h a rm fu l  e ve n t.  

3. 2.28   
h azard  
p o ten ti a l  s ou rce  of h arm  

N o te  1  to  e n try:  Th e  te rm  i n cl u d e s  d a n g e r to  p e rs o n s  a ri s i n g  wi th i n  a  s h o rt  t i m e  s ca l e  ( e . g . ,  fi re  a n d  e xp l o s i o n )  
a n d  a l s o  th o s e  th a t  h a ve  a  l o n g - te rm  e ffe ct  o n  a  p e rs o n ' s  h e a l th  ( e . g . ,  re l e a s e  o f a  to xi c  s u b s ta n ce  o r 
ra d i o a cti vi ty) .  
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I E C  6 1 51 1 -1 : 2 0 1 6    I E C  2 0 1 6  – 1 9  – 

[S O U RC E :  I S O /I E C  G u i d e  5 1 : 2 0 1 4 ,  3 . 2 ,  m o d i fi ed  – N o te  1  to  e n try h as  b e e n  ad d ed ]    

3. 2.28. 1   
h azard ou s  even t 
e ve n t th a t ca n  ca u s e  h a rm  

N o te  1  to  e n try:  Wh e th e r o r n o t  a  h a za rd o u s  e ve n t  re s u l ts  i n  h a rm  d e p e n d s  o n  wh e th e r p e o p l e ,  p ro p e rty o r th e  
e n vi ro n m e n t a re  e xp o s e d  to  th e  h a za rd o u s  s i tu a ti o n  a n d ,  i n  th e  ca s e  o f h a rm  to  p e o p l e ,  wh e th e r a n y s u ch  e xp o s e d  
p e o p l e  ca n  e s ca p e  th e  co n s e q u e n ce s  o f th e  e ve n t a fte r i t  h a s  o ccu rre d .  

[S O U RC E :  I S O /I E C  G u i d e  51 : 2 0 1 4 :  3 . 3 ,  m o d i fi ed  – s ee  N ote  1 ]  

3. 2.28. 2   
h azardou s  s i tu ati on  
ci rcu m s tan ce  i n  wh i ch  p eop l e ,  prop e rty o r th e  e n vi ro n m e n t a re  e xp os e d  to  on e  o r m ore  
h a za rd s  

[S OU RC E :  I S O /I E C  G u i d e  5 1 : 2 0 1 4 ,  3 . 4 ]  

3. 2.29   
h u man  error  
i n te n d e d  or u n i n te n d e d  h u m a n  acti on  or i n a cti on  th a t p ro d u ces  a n  i n a pp ro pri a te  res u l t   

N o te  1  to  e n try:  M i s ta ke s ,  s l i p s ,  a n d  l a p s e s  a re  e xa m p l e s  o f h u m a n  e rro rs .  

N o te  2  to  e n try:  Th i s  e xcl u d e s  m a l i ci o u s  a cti o n .  

3. 2.30   
i m pact analysi s  
acti vi ty of d e term i n i n g  th e  e ffect th a t a  ch a n g e  to  a  fu n cti on  or com p on e n t wi l l  h a ve  to  oth e r 
fu n cti on s  o r co m p on e n ts  i n  th e  s ys tem  as  we l l  as  i n  o th er s ys te m s  

3. 2.31   
i n depen dent organ izati on  
org a n i za ti on  th a t i s  s e p a ra te  a n d  d i s ti n ct,  b y m a n a g e m e n t a n d  o th e r re s ou rce s ,  fro m  th e  
org a n i za ti on s  res p on s i b l e  for th e  acti vi ti es  th a t ta ke  p l a ce  d u ri n g  th e  s p e ci fi c p h as e  of th e  S I S  
sa fe ty l i fe -cycl e  th a t i s  s u b j e ct to  th e  F S A o r va l i d a ti o n  

3. 2. 32   
i n dependen t person  
p e rs o n  wh o i s  s ep a ra te  a n d  d i s ti n ct from  th e  a cti vi ti e s  wh i ch  ta ke  p l a ce  d u ri n g  th e  s p e ci fi c  
p h as e  o f th e  S I S  sa fe ty l i fe -cycl e  th a t i s  s u b j e ct to  th e  F S A o r va l i d a ti o n  a n d  d o e s  n ot h a ve  
d i re ct re sp on s i b i l i ty for th os e  a cti vi ti es  

3. 2.33   
in pu t fu n ction  
fu n cti on  wh i ch  m on i tors  th e  p roces s  a n d  i ts  a s soci a ted  e q u i p m e n t i n  o rd er to  p rovi d e  i n p u t 
i n fo rm a ti o n  fo r th e  l o g i c s o l ve r 

N o te  1  to  e n try:  An  i n p u t fu n cti o n  co u l d  b e  a  m a n u a l  fu n cti o n .  

3. 2.34  
i n stru ment 
a p p a ra tu s  u s e d  i n  pe rform i n g  a n  a cti on  ( typ i ca l l y fo u n d  i n  i n s tru m e n ted  s ys te m s )  

3. 2.34. 1   
i n stru mented  system 
s ys te m  com p os e d  o f s e n s ors  (e . g . ,  p re ss u re ,  fl ow,  te m p e ra tu re  tra n s m i tte rs ) ,  l o g i c s o l ve rs  
( e . g . ,  prog ra m m a b l e  con tro l l e rs ,  d i s tri b u ted  con tro l  s ys te m s ,  d i s cre te  co n tro l l e rs ) ,  a n d  fi n al  
e l e m e n ts  (e . g . ,  con tro l  va l ve s ,  m o to r con trol  ci rcu i ts )   
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N o te  1  to  e n try:  I n s tru m e n te d  s ys te m s  p e rfo rm  i n s tru m e n te d  fu n cti o n s  i n cl u d i n g  co n tro l ,  m o n i to ri n g ,  a l a rm  a n d  
p ro te cti ve  fu n cti o n s .  I n s tru m e n te d  s ys te m s  ca n  b e  S I S  ( s e e  3 . 2 . 6 7 )  o r B P C S  ( s e e  3 . 2 . 3 ) .  

3. 2.35  
l og ic  fu n ction  
fu n cti on  wh i ch  p erfo rm s  th e  tra n s form a ti on s  b etwe e n  i n p u t i n form a ti o n  (p ro vi d e d  b y o n e  or 
m ore  i n pu t fu n cti on s)  a n d  ou tp u t i n form a ti on  (u s ed  b y on e  or m ore  ou tp u t fu n cti on s )  

N o te  1  to  e n try:  L o g i c  fu n cti o n s  p ro vi d e  th e  tra n s fo rm a ti o n  fro m  o n e  o r m o re  i n p u t  fu n cti o n s  to  o n e  o r m o re  o u tp u t 
fu n cti o n s .  

N o te  2  to  e n try:  F o r fu rth e r g u i d a n ce ,  s e e  I E C  6 1 1 3 1 - 3 : 2 0 1 2  a n d  I E C  6 0 6 1 7 - 1 2 : 1 9 9 7 .  

3. 2.36  
l og ic  sol ver  
p a rt o f e i th e r a  B PC S  or S I S  th a t p erfo rm s  o n e  o r m ore  l o g i c fu n cti on (s )   

N o te  1  to  e n try:  I n  I E C  6 1 5 1 1  th e  fo l l o wi n g  te rm s  fo r l o g i c  s o l ve rs  a re  u s e d :  

-  e l e ctri ca l  l o g i c  s ys te m s  fo r e l e ctro - m e ch a n i ca l  te ch n o l o g y;  

-  e l e ctro n i c l o g i c  s ys te m s  fo r e l e ctro n i c  te ch n o l o g y;  

-  P E  l o g i c  s ys te m  fo r p ro g ra m m a b l e  e l e ctro n i c  s ys te m s .  

N o te  2  to  e n try:  E xa m p l e s  a re :  e l e ctri ca l  s ys te m s ,  e l e ctro n i c s ys te m s ,  p ro g ra m m a b l e  e l e ctro n i c s ys te m s ,  
p n e u m a ti c  s ys te m s ,  a n d  h yd ra u l i c  s ys te m s .  S e n s o rs  a n d  fi n a l  e l e m e n ts  a re  n o t  p a rt  o f th e  l o g i c  s o l ve r.  

3. 2.36. 1   
safety confi gu red  PE  log i c  sol ver 
g e n e ra l  p u rp os e  i n d u s tri a l  g ra d e  PE  l og i c s ol ve r wh i ch  i s  s p e ci fi ca l l y co n fi g u re d  fo r u s e  i n  
sa fe ty a p p l i ca ti o n s   

N o te  1  to  e n try:  F u rth e r g u i d a n ce  ca n  b e  fo u n d  i n  1 1 . 5 .  

3. 2.37   
mai n tenan ce/en gin eeri n g  in terface   
h a rd wa re  a n d  s o ftware  p ro vi d ed  to  a l l ow p rop e r S I S  m ai n te n a n ce  or m od i fi ca ti on   

N o te  1  to  e n try:  M a i n te n a n ce /e n g i n e e ri n g  i n te rfa ce  ca n  i n cl u d e  i n s tru cti o n s  a n d  d i a g n o s ti cs  wh i ch  m a y b e  fo u n d  
i n  s o ftwa re ,  p ro g ra m m i n g  te rm i n a l s  wi th  a p p ro p ri a te  co m m u n i ca ti o n  p ro to co l s ,  d i a g n o s ti c  to o l s ,  i n d i ca to rs ,  b yp a s s  
d e vi ce s ,  te s t d e vi ce s ,  a n d  ca l i b ra ti o n  d e vi ce s .   

3. 2.37. 1   
mean  repair ti me 
M RT 
e xp ecte d  o ve ra l l  re pa i r ti m e  

N o te  1  to  e n try:  M RT e n co m p a s s e s  th e  ti m e s  ( b ) ,  ( c)  a n d  (d )  o f th e  ti m e s  fo r M TTR ( s e e  3 . 2 . 3 7 . 2 ) .   

3. 2.37. 2   
mean  ti me  to  restorati on  
M TTR 
e xp e cte d  ti m e  to  ach i e ve  re s tora ti on  

N o te  1  to  e n try:  M TTR e n co m p a s s e s :  

– th e  ti m e  to  d e te ct  th e  fa i l u re  (a ) ;   

–  th e  ti m e  s p e n t b e fo re  s ta rti n g  th e  re p a i r ( b ) ;   

–  th e  e ffe cti ve  ti m e  to  re p a i r ( c) ;   

–  th e  ti m e  b e fo re  th e  co m p o n e n t i s  p u t  b a ck i n to  o p e ra ti o n  ( d ) .  

Th e  s ta rt  t i m e  fo r ( b )  i s  th e  e n d  o f ( a ) ;  th e  s ta rt  ti m e  fo r ( c)  i s  th e  e n d  o f ( b ) ;  th e  s ta rt  t i m e  fo r ( d )  i s  th e  e n d  o f (c) .  
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3.2. 37.3   
maximum  permi tted  repai r time  
M PRT 

maximum  duration  a l lowed  to  repair a  fau l t after i t  has  been  detected  

Note  1  to  en try:  The  MRT may be  used  as  MPRT bu t  the  MPRT may be  defi ned  wi thou t regards  to  the  MRT:  

– A MPRT smal l er than  the  MRT can  be  chosen  to  d ecrease  the  probabi l i ty of hazardous  even t.   

– A MPRT g reater than  the  MRT can  be  chosen  i f the  probabi l i ty of hazardous  even t can  be  re laxed .   

Note  2  to  en try:  When  a  MPRT has  been  defi ned  i t  can  be  u sed  i n  p l ace  of the  MRT for cal cu lati ng  the  probabi l i ty 
of random  hardware  fa i l u res.    

3.2.38   
m i ti gation  

action  that  reduces  the  consequence(s)  of a  hazardous  event  

Note  1  to  en try:  Examples  i n cl ude  emergency depressuri zation  or cl os ing  venti l ati on  dampers  on  detection  or 
confi rmed  fi re  or gas  l eak or i n i ti ati on  of del uge  on  confi rmed  fi re  d etecti on .  

3.2.39   
mod e of operation  (of a  SIF)   
way i n  wh ich  a  S IF  operates  wh ich  may be  e i ther low demand  mode,  h igh  demand  mode or 
con tinuous  mode   

a)  low demand  mode:  mode  of operation  where  the  SIF  i s  on l y performed  on  demand ,  i n  
order to  transfer the  process  i n to  a  speci fied  safe  state,  and  where  the  frequency of 
demands  is  no  g reater than  one  per year.  

b)  h igh  demand  mode:  mode  of operation  where  the  S IF,  i s  on l y performed  on  demand ,  i n  
order to  transfer the  process  i n to  a  speci fied  safe  state,  and  where  the  frequency of 
demands  i s  greater than  one  per year.   

c)  continuous  mode:  mode of operation  where  the  SI F  reta ins  the  process  i n  a  safe  s tate  as  
part of normal  operation .  

3 . 2. 39. 1   
dem an d  mod e SIF   

SIF  operating  i n  l ow demand  mode  (3. 2. 39  a))  or h igh  demand  mode  (3 . 2 . 39  b))  

Note  1  to  en try:  I n  the  even t of a  dangerous  fai l u re  of the  S I F,  a  hazardous  even t can  on l y occur 

– i f the  fai l u re  i s  u ndetected  and  a  demand  occu rs  before  the  next  proof test;  

– i f the  fai l u re  i s  detected  by the  d iagnosti c  tests  bu t  the  related  process  and  i ts  associated  equ ipment has  not  
been  moved  to  a  safe  state  before  a  demand  occurs .  

Note  2  to  en try:   I n  h i gh  demand  mode,  i t  wi l l  n ormal l y be  appropriate  to  use  the  conti nuous  mode  cri teri a.  

Note  3  to  en try:   The  safety i n tegri ty l evel s  for S I F  operati ng  i n  demand  mode  are  defi ned  i n  Tables  4  and  5.  

3.2.39.2   
continuous  mode  SIF  
SIF  operati ng  i n  conti nuous  mode (3 . 2 . 39  c))  

Note  1  to  en try:  I n  the  even t of a  dangerous  fai l u re  of the  S I F  a  hazardous  event  wi l l  occu r wi thout fu rther fai l u re  
un less  action  i s  taken  to  prevent i t  wi th i n  the  process  safety time.  

Note  2  to  en try:  Con ti nuous  mode  covers  those  S I F  wh ich  implement conti nuous  con trol  to  main tai n  functional  
safety.  

Note  3  to  en try:  The  safety i n tegri ty l eve l s  for S I F  operati ng  i n  con tinuous  mode  are  defi ned  i n  Table  5.  

3.2.40   
modu le  
sel f-con tained  part of a  SI S  appl ication  program  (can  be  in ternal  to  a  program  or a  set of 
programs)  that performs  a  speci fied  function  (e. g . ,  fi na l  e lement start/stop/test sequence,  an  
appl ication  speci fic  sequence  wi th in  a  S IF)   

AS IEC 61511.1:2018

© Standards Australia Limited 2018

Full document details: AS IEC 61511.1-2018

http://www.avadocuments.com/doc/as-iec-61511-1-2018
http://www.avadocuments.com/doc/as-iec-61511-1-2018


 –  2 2  – I E C  6 1 5 1 1 -1 : 2 0 1 6    I E C  2 0 1 6  

N o te  1  to  e n try:  I n  th e  co n te xt  o f I E C  6 1 1 3 1 -3 : 2 0 1 2 ,  a  s o ftwa re  m o d u l e  i s  a  fu n cti o n  o r fu n cti o n  b l o ck.  

N o te  2  to  e n try:  M o s t m o d u l e s  h a ve  re p e ti ti ve  u s a g e  wi th i n  a n  a p p l i ca ti o n  p ro g ra m .  

3. 2.41   
M ooN  
S I S ,  or p a rt th e re of,  m a d e  u p  of “N”  i n d e pe n d e n t ch a n n e l s ,  wh i ch  a re  s o  con n e cte d ,  th a t “M”  
ch a n n e l s  are  s u ffi ci e n t to  pe rform  th e  S I F  

3. 2.42   
n ecessary ri sk redu ction  
ri s k re d u cti on  to  b e  a ch i e ve d  b y th e  S I S (s )  a n d /o r o th er p rote cti on  l a yers  to  en s u re  th a t th e  
to l e ra b l e  ri s k i s  n o t e xcee d ed  

3. 2.43   
n on -prog ramm abl e  system   
(N P)  system  
s ys te m  b as e d  o n  n on -co m p u ter te ch n o l og i es  ( i . e . ,  a  s ys tem  n ot ba s e d  on  prog ra m m a b l e  
e l e ctron i cs  [P E ]  or s oftwa re )  

N o te  1  to  e n try:  E xa m p l e s  wo u l d  i n cl u d e  h a rd -wi re d  e l e ctri ca l  o r e l e ctro n i c s ys te m s ,  m e ch a n i ca l ,  h yd ra u l i c,  o r 
p n e u m a ti c  s ys te m s .  

3. 2.44  
operati ng  en vi ron ment 
co n d i ti on s  i n h e re n t to  th e  i n s ta l l a ti o n  o f a  d e vi ce  th a t p oten ti a l l y a ffe cts  i ts  fu n cti on a l i ty a n d  
sa fe ty i n teg ri ty,  su ch  a s :  

•  e xtern a l  e n vi ro n m e n t,  e . g .  ,  wi n teri za ti o n  n e e d s ,  h a za rd ou s  a re a  cl a s s i fi ca ti on ;  

•  p roce s s  ope ra ti n g  co n d i ti on s ,  e . g . ,  extre m e s  i n  te m p e ra tu re ,  p re s s u re ,  vi b ra ti on ;  

•  p roces s  com p os i ti o n ,  e . g . ,  s o l i d s ,  s a l ts ,  or corros i ves ;  

•  p roces s  i n te rfa ces ;  

•  i n te g ra ti o n  wi th i n  th e  o ve ra l l  p l a n t m a i n te n a n ce  a n d  o pe ra ti n g  m a n ag e m e n t s ys te m s ;  

•  co m m u n i ca ti on  th rou g h -p u t,  e . g . ,  e l ectro -m a g n e ti c i n te rfe re n ce ;  a n d  

•  u ti l i ty q u a l i ty,  e . g . ,  e l e ctri ca l  p owe r,  a i r,  h yd ra u l i cs .  

N o te  1  to  e n try:  S o m e  p ro ce s s  a p p l i ca ti o n s  m a y h a ve  s p e ci a l  o p e ra ti n g  e n vi ro n m e n t  re q u i re m e n ts  n e ce s s a ry to  
s u rvi ve  a  m a j o r a cci d e n t  e ve n t.  F o r e xa m p l e  s o m e  e q u i p m e n t re q u i re s  s p e ci a l  e n cl o s u re s ,  p u rg i n g ,  o r fi re  
p ro te cti o n .  

3. 2.45  
operati ng  m ode 
process  operati n g  mode 
a n y p l a n n e d  s ta te  of proce ss  op e ra ti on ,  i n cl u d i n g  m o d es  s u ch  as  s ta rt- u p  a fte r e m e rg e n cy 
s h u td own ,  n o rm a l  s ta rt-u p ,  op e ra ti on ,  an d  s h u td own ,  te m p orary op e ra ti on s ,  an d  e m e rg e n cy 
o pe ra ti on  a n d  s h u td own  

3. 2.46  
operator i n terface   
m ea n s  b y wh i ch  i n form a ti on  i s  com m u n i ca te d  be twee n  a  h u m an  o pe ra to r a n d  th e  S I S  ( e . g . ,  
d i s p l a y i n terfa ces ,  i n d i ca ti n g  l i g h ts ,  p u s h -b u tton s ,  h orn s ,  a l arm s )   

N o te  1  to  e n try:  Th e  o p e ra to r i n te rfa ce  i s  s o m e ti m e s  re fe rre d  to  a s  th e  h u m a n - m a ch i n e  i n te rfa ce  ( H M I ) .  

3. 2.47   
ou tpu t fu n cti on  
fu n cti on  wh i ch  co n tro l s  th e  proce s s  a n d  i ts  a s s oci a ted  e q u i p m e n t accord i n g  to  ou tp u t 
i n fo rm a ti on  from  th e  l og i c fu n cti on  
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3. 2.48   
performan ce  
accom p l i s h m e n t o f a  g i ve n  acti on  or ta s k m e a s u re d  a g ai n s t th e  s p eci fi ca ti on  a n d  th e  
I E C  6 1 5 1 1  se ri e s  

3. 2.49   
phase 
p e ri od  wi th i n  th e  S I S  s afe ty l i fe -cycl e  wh e re  a cti vi ti es  d e scri b ed  i n  th e  I E C  6 1 51 1  s e ri e s  ta ke  
p l a ce  

3. 2. 50   
preven tion  
acti on  th a t re d u ce s  th e  l i ke l i h o od  of occu rre n ce  o f a  h a za rd ou s  e ven t 

3. 2.51   
prior u se  
d ocu m en ted  a ss e s s m e n t b y a  u s e r th a t a  d e vi ce  i s  s u i ta b l e  for u s e  i n  a  S I S  an d  can  m e e t th e  
re q u i re d  fu n cti on al  a n d  sa fe ty i n te g ri ty re q u i re m e n ts ,  ba s e d  o n  p re vi o u s  o p era ti n g  e xp e ri e n ce  
i n  s i m i l a r o p e ra ti n g  e n vi ro n m e n ts  

N o te  1  to  e n try:  To  q u a l i fy a  S I S  d e vi ce  o n  th e  b a s i s  o f p ri o r u s e ,  th e  u s e r ca n  d o cu m e n t  th a t  th e  d e vi ce  h a s  
a ch i e ve d  s a ti s fa cto ry p e rfo rm a n ce  i n  a  s i m i l a r o p e ra ti n g  e n vi ro n m e n t.  U n d e rs ta n d i n g  h o w th e  e q u i p m e n t b e h a ve s  
i n  th e  o p e ra ti n g  e n vi ro n m e n t i s  n e ce s s a ry to  a ch i e ve  a  h i g h  d e g re e  o f ce rta i n ty th a t  th e  p l a n n e d  d e s i g n ,  
i n s p e cti o n ,  te s ti n g ,  m a i n te n a n ce ,  a n d  o p e ra ti o n a l  p ra cti ce s  a re  s u ffi ci e n t.  

N o te  2  to  e n try:  P ro ve n  i n  u s e  i s  b a s e d  o n  th e  m a n u fa ctu re r’ s  d e s i g n  b a s i s  ( e . g . ,  te m p e ra tu re  l i m i t,  vi b ra ti o n  l i m i t,  
co rro s i o n  l i m i t,  d e s i re d  m a i n te n a n ce  s u p p o rt)  fo r h i s  d e vi ce .  P ri o r u s e  d e a l s  wi th  d e vi ce ’ s  i n s ta l l e d  p e rfo rm a n ce  
wi th i n  a  p ro ce s s  s e cto r a p p l i ca ti o n  i n  a  s p e ci fi c  o p e ra ti n g  e n vi ro n m e n t  wh i ch  i s  o fte n  d i ffe re n t  th a n  th e  
m a n u fa ctu re r’ s  d e s i g n  b a s i s .  

3. 2.52   
process  ri sk 
ri s k ari s i n g  fro m  th e  p roces s  con d i ti on s  ca u s ed  b y ab n orm a l  e ve n ts  ( i n cl u d i n g  B PC S  
m a l fu n cti o n )  

N o te  1  to  e n try:  Th e  ri s k i n  th i s  co n te xt  i s  th a t  a s s o ci a te d  wi th  th e  s p e ci fi c  h a z a rd o u s  e ve n t  i n  wh i ch  S I S  a re  to  b e  
u s e d  to  p ro vi d e  th e  n e ce s s a ry ri s k re d u cti o n  ( i . e . ,  th e  ri s k a s s o ci a te d  wi th  fu n cti o n a l  s a fe ty) .  

N o te  2  to  e n try:  P ro ce s s  ri s k a n a l ys i s  i s  d e s cri b e d  i n  I E C  6 1 5 1 1 - 3 : 2 0 1 6 .  Th e  m a i n  p u rp o s e  o f d e te rm i n i n g  th e  
p ro ce s s  ri s k i s  to  e s ta b l i s h  a  re fe re n ce  p o i n t  fo r th e  ri s k wi th o u t  ta ki n g  i n to  a cco u n t th e  p ro te cti o n  l a ye rs .  

N o te  3  to  e n try:  As s e s s m e n t o f th i s  ri s k ca n  i n cl u d e  a s s o ci a te d  h u m a n  fa cto r i s s u e s .  

N o te  4  to  e n try:  Th i s  te rm  e q u a te s  to  “ E U C  ri s k”  i n  I E C  6 1 5 0 8 - 4 : 2 0 1 0 .   

3. 2.52. 1   
process  safety ti m e 
ti m e  pe ri od  b e twe e n  a  fa i l u re  occu rri n g  i n  th e  p roces s  or th e  ba s i c proce ss  con tro l  s ys te m  
(wi th  th e  p ote n ti a l  to  g i ve  ri se  to  a  h a za rd o u s  e ve n t)  an d  th e  occu rren ce  o f th e  h aza rd ou s  
e ve n t i f th e  S I F  i s  n o t p e rfo rm e d  

N o te  1  to  e n try:  Th i s  i s  a  p ro p e rty o f th e  p ro ce s s  o n l y.  Th e  S I F  h a s  to  d e te ct  th e  fa i l u re  a n d  co m p l e te  i ts  a cti o n  
s o o n  e n o u g h  to  p re ve n t  th e  h a za rd o u s  e ve n t  ta ki n g  i n to  a cco u n t  a n y p ro ce s s  l a g  ( e . g .  co o l i n g  o f a  ve s s e l ) .   

3. 2.53   
program mabl e  electron i cs  
PE  
i te m  ba s e d  on  co m pu te r te ch n o l o g y wh i ch  m a y b e  co m p ri se d  o f h a rd ware,  s o ftwa re ,  a n d  o f 
i n p u t a n d /or ou tp u t u n i ts  

N o te  1  to  e n try:  Th i s  te rm  co ve rs  m i cro -e l e ctro n i c  d e vi ce s  b a s e d  o n  o n e  o r m o re  ce n tra l  p ro ce s s i n g  u n i ts  ( C P U )  
to g e th e r wi th  a s s o ci a te d  m e m o ri e s .  E xa m p l e s  o f p ro ce s s  s e cto r p ro g ra m m a b l e  e l e ctro n i cs  i n cl u d e :  

– s m a rt  s e n s o rs  a n d  fi n a l  e l e m e n ts ;  

– p ro g ra m m a b l e  e l e ctro n i c  l o g i c  s o l ve rs  i n cl u d i n g :  
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