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Preface

This Standard was prepared by the Standards Australia Committee IT-006,  Industrial Process 
Measurement,  Control and Automation,  to supersede AS IEC 61511.2—2004.

The obj ective of this Standard is  to provide guidance on the specification,  design,  installation,  operation 
and maintenance of safety instrumented functions (SIFs)  and related safety instrumented systems 
(SISs)  as defined in AS IEC 61511.1.

NOTE 1  Annex A (informative)  has been organized so that each clause and subclause number therein 
addresses the corresponding clause and subclause number in AS IEC 61511.1  except for being 
preceded by “A”.

NOTE 2  Annex A now contains material previously in the body of the first edition.  These changes are 
required for conformance with IEC rules which prohibit a standard being wholly informative.

NOTE 3  To achieve maximum use of this Standard—

(a)  review the section guidance as well as  the specific clause guidance (e.g.  when looking for guidance 
on Clause 5 .2 .6.1.3,  consider guidance in Clause 5 .2 .6);  and

(b)  when specific clause guidance is  not provided (e.g.  no further guidance provided) ,  consider 
reviewing the section guidance as well,  as it can be applicable) .

NOTE 4 E xamples given in the annexes of this Standard are intended only as case specific examples of 
implementing AS IEC 61511  requirements in a specific instance,  and the user should satisfy themselves 
that the chosen methods and techniques are appropriate to their situation.

This Standard is  identical with,  and has been reproduced from, IEC 61511-2:2016,  Functional safety — 
Safety instrumented systems for the process industry sector — Part 2: Guidelines for the application  of 
IEC 61511‑1:2016.

As this document has been reproduced from an International Standard, the following applies:

(i)  In the source text “this part of IEC 61511” should read “this Australian Standard”.

(ii)  A full point substitutes for a comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international 
normative references may be used interchangeably.  Refer to the online catalogue for information on 
specific Standards.

The term “informative” is  used in Standards to define the application of the annexes to which it applies.  
An “informative” annex is  only for information and guidance.
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I NTERNATIONAL ELECTROTECHNICAL COMMISSION  
 

____________ 

 
FUNCTIONAL SAFETY –  

SAFETY INSTRUMENTED SYSTEMS  
FOR THE PROCESS INDUSTRY SECTOR –  

 
Part 2:  Guidel ines  for the appl ication  of IEC 61 51 1 -1 : 201 6   

 
FOREWORD 

1 )  The  I n ternational  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for standard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  Nati onal  Commi ttees).  The  obj ect  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard izati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Pub l i cati on (s)” ) .  Thei r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  National  Commi ttee  i n terested  
i n  the  subj ect dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen tal  and  non -
governmen tal  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  co l l aborates  cl osel y 
wi th  the  I n ternati onal  Organ izati on  for S tandard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement  between  the  two  organ izati ons.  

2 )  The  formal  d eci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  N ati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendations  for i n ternati onal  u se  and  are  accepted  by I EC  National  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot  be  hel d  responsib l e  for the  way i n  wh i ch  they are  u sed  or for any 
m is i n terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  National  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possi b l e  i n  thei r nati onal  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg i onal  publ i cati on  sha l l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f d oes  not provide  any attestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provide  con form i ty 
assessmen t  services  and ,  i n  some  areas,  access  to  I EC  marks  of con form i ty.  I EC  i s  n ot  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l a test ed i ti on  of th i s  publ i cati on .  

7)  N o  l i ab i l i ty sha l l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i ca l  commi ttees  and  I EC  N ati onal  Commi ttees  for any personal  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  N ormati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct  app l i cati on  of th i s  pub l i cati on .  

9)  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  sub ject  of 
paten t  ri gh ts .  I EC  shal l  n ot  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts.  

I n ternational  Standard  I EC  61 51 1 -2  has  been  prepared  by subcommi ttee  65A:  System  
aspects,  of I EC  techn ical  commi ttee  65:  I ndustria l -process  measurement,  control  and  
au tomation .   

Th is  second  ed i tion  cancels  and  replaces  the  fi rst ed i tion  publ ished  i n  2003.  Th is  ed i tion  
consti tu tes  a  techn ical  revision .  Th is  ed i ti on  i ncludes  the  fol l owing  s ign i fican t techn ical  
changes  wi th  respect to  the  previous  ed i tion :  

•  g u idance  examples  based  on  a l l  phases  of the  safety l i fe  cycle  provided  based  on  usage  
experience  wi th  I EC61 51 1  1

st
 ed i tion ;   

•  annexes  replaced  to  address  transi tion  from  software  to  appl i cation  programming .  
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The  text of th is  standard  i s  based  on  the  fol lowing  documents:  

FDI S  Report  on  voti ng  

65A/783/FDIS  65A/787/RVD 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  standard  can  be  found  in  the  report on  
voting  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  ISO/IEC  Di rectives,  Part 2 .  

Th is  I n ternational  Standard  i s  to  be  read  i n  con junction  wi th  I EC 61 51 1 -1 .  I t  i s  based  on  the  
second  ed i tion  of that standard .  

A l i st  of a l l  parts  i n  the  I EC  61 51 1  series,  publ i shed  under the  general  ti tl e  Functional safety – 
Safety instrumented systems for the process industry sector,  can  be  found  on  the  I EC 
websi te.  

The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
related  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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I NTRODUCTION  

Safety i nstrumented  systems  (SISs)  have  been  used  for many years  to  perform  safety 
i nstrumented  functions  (SI Fs)  i n  the  process  i ndustries.  I f i nstrumentation  i s  to  be  effectively 
used  for S I Fs,  i t  i s  essentia l  that th is  i nstrumentation  ach ieves  certain  m in imum  standards.  

The  I EC  61 51 1  series  addresses  the  appl ication  of S ISs  for the  process  i ndustries.  I t  a lso  
deals  wi th  the  i n terface  between  S ISs  and  other safety systems i n  requ i ring  that a  process  
H&RA be  carried  ou t.  The  S IS  includes  sensors,  l og ic solvers  and  final  e lements.   

The  I EC  61 51 1  series  has  two  concepts,  wh ich  are  fundamental  to  i ts  appl ication ;  S IS  safety 
l i fe-cycle  and  the  safety i n tegri ty l evel  (S I L).  The  SIS  safety l i fe-cycle  forms  the  cen tral  
framework wh ich  l i nks  together most of the  concepts  i n  th is  I n ternational  Standard .  

The  SIS  log ic solvers  addressed  include  E lectrical  (E)/E lectron ic (E)/ and  Programmable  
E lectron ic (PE)  technology.  Where  other technolog ies  are  used  for l og ic solvers,  the  basic 
principles  of th is  standard  can  be  appl ied  to  ensure  the  functional  safety requ i rements  were  
met.  The  I EC  61 51 1  series  a lso  addresses  the  SIS  sensors  and  final  e lements  regard less  of 
the  technology used .  The  I EC  61 51 1  series  has  been  developed  as  a  process  sector 
implementation  of the  I EC  61 508  series.  The  I EC  61 51 1  series  i s  process  i ndustry speci fic 
wi th in  the  framework of the  I EC  61 508  series.   

The  I EC  61 51 1  series  sets  ou t an  approach  for SIS  safety l i fe-cycle  activi ties  to  ach ieve  these  
m in imum  standards.  Th is  approach  has  been  adopted  in  order that a  rational  and  consisten t 
techn ical  pol icy i s  used .  The  objective  of th is  part of I EC  61 51 1  i s  to  provide  gu idance  on  how 
to  comply wi th  I EC  61 51 1 -1 : 201 6.   

To  faci l i tate  use  of I EC  61 51 1 -1 : 201 6,  the  clause  numbers  provided  i n  Annex A ( in formative)  
are  i den tical  to  the  correspond ing  normative  text i n  I EC  61 51 1 -1 : 201 6  except for the  “A”  
notation .  

I n  most s i tuations,  safety i s  best ach ieved  by an  i nheren tl y safe  process  design  whenever 
practicable,  combined ,  i f necessary,  wi th  a  number of protective  systems  wh ich  re ly on  
d i fferent technolog ies  (e. g . ,  chemical ,  mechan ical ,  hydrau l ic,  pneumatic,  e lectrical ,  e lectron ic,  
thermodynamic (e. g . ,  flame arrestors) ,  programmable  e lectron ic)  wh ich  manage  any residual  
i den ti fied  risk.  Any safety strategy considers  each  i nd ividual  S IS  i n  the  con text of the  other 
protective  systems.  To  faci l i tate  th is  approach ,  I EC  61 51 1 -1 : 201 6:  

•  requ i res  that a  H&RA i s  carried  ou t to  i den ti fy the  overal l  safety requ i rements;  

•  requ i res  that an  al location  of the  safety requ i rements  to  the  safety functions  and  re lated  
safety systems,  such  as  the  SIS(s),  i s  carried  ou t;  

•  works  wi th in  a  framework wh ich  i s  appl icable  to  a l l  i nstrumented  methods  of ach ieving   
functional  safety;  

•  d eta i l s  the  use  of certain  activi ties,  such  as  safety management,  wh ich  may be  appl i cable  
to  a l l  methods  of ach ieving  functional  safety.  

•  addresses  re levant S IS  safety l i fe-cycle  stages  from  i n i tia l  concept,  th rough  design ,  
implementation ,  operation  and  main tenance  and  decommission ing ;  

•  enables  existi ng  or new coun try speci fic process  i ndustry standards  to  be  harmon ized  wi th  
th is  standard .  

The  I EC  61 51 1  series  i s  i n tended  to  l ead  to  a  h igh  l evel  of consistency (e. g . ,  of underlying  
principles,  terminology,  i n formation)  wi th in  the  process  industries.  Th is  shou ld  have  both  
safety and  economic benefi ts.  

F igure  1  below shows  the  overal l  framework of the  I EC  61 51 1  series.  
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Figure  1  – Overal l  framework of IEC  61 51 1  series  
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FUNCTIONAL SAFETY –  
SAFETY INSTRUMENTED SYSTEMS  

FOR THE PROCESS INDUSTRY SECTOR –  
 

Part 2:  Guidel ines  for the appl ication  of IEC 61 51 1 -1 : 201 6   
 
 
 

1  Scope  

Th is  part of I EC  61 51 1  provides  gu idance  on  the  speci fication ,  design ,  i nsta l lation ,  operation  
and  main tenance  of S IFs  and  related  S IS  as  defined  i n  I EC 61 51 1 -1 : 201 6.   

NOTE  1  Annex A ( i n formati ve)  has  been  organ ized  so  that each  cl ause  and  subclause  number therei n  add resses  
the  correspond ing  cl ause  and  subclause  number i n  I EC  61 51 1 -1 : 201 6  except  for bei ng  preceded  by “A” .  

NOTE  2  Annex A now con tains  materia l  previousl y i n  the  body of the  fi rst  ed i ti on .  These  changes  are  requ i red  for 
compl i ance  wi th  I EC  ru l es  wh i ch  proh ib i t  a  s tandard  be i ng  whol l y i n formati ve .  

NOTE  3  To  ach i eve  maximum  u se  of th i s  g u i de l i ne ;  

– revi ew the  secti on  gu i dance  as  wel l  as  the  speci fi c  cl ause  gu i dance.  (e . g . ,  when  l ooking  for gu i dance  on  
5 . 2 . 6 . 1 . 3 ,  consider gu i dance  i n  5 . 2 . 6) ;  

–  when  speci fi c  cl ause  gu i dance  i s  not  provided  (e . g . ;  no  fu rther gu i dance  provi ded ) ,  consi der revi ewing  the  
secti on  gu i dance  as  we l l ,  as  i t  can  be  appl i cabl e) .  

NOTE  4   Examples  g i ven  i n  the  Annexes  of th i s  Standard  are  i n tended  on l y as  case  speci fi c  examples  of 
impl emen ti ng  I EC  61 51 1  requ i remen ts  i n  a  speci fi c  i n stance,  and  the  u ser shou l d  sati sfy themselves  that  the  
chosen  methods  and  techn i ques  are  appropriate  to  thei r s i tuati on .   

2  Normative references   

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC 61 51 1 -1 : 201 6,  Functional safety – Safety instrumented systems for the process industry 
sector – Part 1 :  Framework,  definitions,  system,  hardware and application programming 
requirements 

3  Terms,  defin i tions,  and  abbreviations  

For the  purposes  of th i s  document,  the  terms,  defin i tions,  and  abbreviations  g iven  in  
I EC  61 51 1 -1 : –,  Clause  3  apply.  
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Annex A 
( informative)  

 
Gu idance for IEC  61 51 1 -1  

 

NOTE  Cl ause  and  subclause  numbers  i l l u strated  i n  Annex A are  the  same  as  those  cl ause  numbers  i n   
I EC  61 51 1 -1 : 201 6  to  faci l i tate  cross-referenci ng .   

A.1  Scope 

No further gu idance  provided .  

A.2  Normative references   

No further gu idance  provided .  

A.3  Terms,  defin i tions  and  abbreviations   

No further gu idance  provided .  

A.3.2.65 
safety function  
a  safety function  shou ld  prevent a  speci fied  hazardous  even t.  For example,  “prevent the  
pressure  i n  vessel  #ABC456  exceed ing  1 00  bar. ”  A safety function  may be  ach ieved  by:   

•  a  s ing le  S IS,  or 

•  one  or more  S IS  and /or other protection  layers.   

Each  SIS  or other protection  layer has  to  be  capable  of ach ieving  the  safety function  and  the  
overal l  combination  has  to  ach ieve  the  requ i red  ri sk reduction  (process  safety target).   

A.3.2.66 
safety instrumented  function  
safety i nstrumented  functions  (S IF)  are  derived  from  the  safety function ,  have  an  associated  
safety i n tegri ty l evel  (S IL)  and  are  carried  ou t by a  speci fic safety i nstrumented  system  (SIS).  
For example,  “close  valve  #XY1 23  wi th in  5  s  when  pressure  i n  vessel  #ABC456  reaches  1 00  
bar” .  Devices  of a  S IS  may be  used  by more  than  one  S IF.  

A.4 Conformance to  the  IEC  61 51 1 -1 : – 

No further gu idance  provided .  

A.5 Management of functional  safety  

A.5.1  Objective   

No further gu idance  provided .  

A.5.2  Gu idance to  "Requirements"   

A.5.2 . 1  General   

When  an  organ ization  has  responsibi l i ty for one  or more  activi ties  necessary for functional  
safety and  that organ ization  works  accord ing  to  qual i ty assurance  procedures,  then  many of 
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these  activi ties  described  i n  Clause  5  of I EC  61 51 1 -1 : 201 6  wi l l  a l ready be  carried  ou t for the  
purposes  of qual i ty.  Where  th is  i s  the  case,  i t  may be  unnecessary to  repeat these  activi ties  
for the  purposes  of functional  safety.  I n  such  cases,  the  qual i ty assurance  procedures  shou ld  
be  reviewed  to  establ ish  that they are  su i table  so  that the  objectives  of functional  safety wi l l  
be  ach ieved .  

A.5.2.2  Organization  and  resources   

The  organ izational  structure  associated  wi th  S IS  wi th in  a  company/si te/plan t/project shou ld  be  
defined  and  the  roles  and  responsibi l i ties  of each  person/department clearly understood  and  
commun icated .  Wi th in  the  structure,  i nd ividual  ro les,  i nclud ing  thei r description  and  purpose  
shou ld  be  i den ti fied .  For each  role,  unambiguous  accountabi l i ties  shou ld  be  i denti fied ;  and  
speci fic responsibi l i ties  shou ld  be  recogn ised .  I n  add i tion ,  who  makes  the  appoin tment and  to  
whom  the  i nd ividual  reports   shou ld  be  i den ti fied .  The  i n tent i s  to  ensure  that everyone  i n  an  
organ ization  understands  thei r role  and  responsibi l i ties  for S IS.  

The  ski l l s  and  knowledge  requ i red  to  implement a l l  of the  activi ties  of the  SIS  safety l i fe-cycle  
relating  to  the  SIS  shou ld  be  i den ti fi ed ;  and  for each  ski l l ,  the  requ i red  competency levels  
shou ld  be  defined .  Resources  shou ld  be  assessed  against each  ski l l  for competency and  also  
the  number of people  per ski l l  requ i red .  When  d i fferences  are  i den ti fi ed ,  development p lans  
shou ld  be  establ ished  to  enable  the  requ i red  competency levels  to  be  ach ieved  i n  a  timely 
manner.  Persons  shou ld  be  avai lable  a l l  th rough  the  phase  they are  made  responsible  for i n  
order to  sustain  l i fe-cycle  background  and  experience  transfer.  When  shortages  of ski l l s  arise,  
su i tably qual i fi ed  and  experienced  personnel  may be  recru i ted  or contracted .   

A.5.2 .2. 1  No further gu idance  provided .  

A.5.2.2 .2  No further gu idance  provided .  

A.5.2.2 .3  No further gu idance  provided .  

A.5.2.3  Risk evaluation  and  risk management  

The  requ i rement stated  i n  5 . 2 . 3  of I EC  61 51 1 -1 : 201 6  i s  that hazards  are  i den ti fied ,  ri sks  
evaluated  and  the  necessary risk reduction  i s  determined .  I t  i s  recogn ized  that there  are  
numerous  d i fferen t methodolog ies  avai lable  for conducting  these  evaluations.  I EC  61 51 1 -
1 : 201 6does  not endorse  any particu lar methodology.  See  A.8. 2 . 1  for fu rther gu idance.  

A.5.2.4 Safety planning   

The  i n ten t of A. 5. 2 . 4  i s  to  ensure  that,  wi th in  the  overal l  project,  adequate  safety p lann ing  i s  
conducted  so  that a l l  of the  requ i red  activi ties  during  each  phase  of the  l i fe-cycle  (e. g . ,  
eng ineering  design ,  p lan t operation )  are  addressed .  The  standard  does  not requ i re  any 
particu lar structure  for these  plann ing  activi ti es,  bu t i t  does  requ i re  period ic update  or review 
of them.  

A.5.2.5  Implementing  and  moni toring   

A.5.2 .5.1  The  in ten t of 5 . 2 . 5. 1  of I EC  61 51 1 -1 : 201 6  i s  to  ensure  that effective  management 
procedures  are  in  p lace  to:  

•  ensure  that a l l  recommendations  resu l ting  from  hazard  analysis,  ri sk assessment,  other 
assessment and  aud i ting  activi ties,  veri fication  and  val idation  activi ti es  are  satisfactori l y 
resolved ;  

•  d etermine  that the  SIS  i s  performing  i n  accordance  wi th  i ts  safety requ i rements  
speci fication  (SRS)  throughout i ts  operational  l i fetime.  

A.5.2.5.2  Note  that,  i n  th is  context,  suppl iers  cou ld  i nclude  design  contractors  and  
main tenance  con tractors  as  wel l  as  suppl iers  of devices.  Hardware  and  software  of S IS  
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components  shou ld  be  manufactured  under a  recogn ised  qual i ty management system  such  as  
the  ISO  9000  series  standards.  

A review of the  S IS  performance  shou ld  be  period ical l y undertaken  to  ensure  that the  orig inal  
assumptions  made  during  the  development of the  SRS  are  sti l l  adhered  to.  For example,  a  
period ic review of the  assumed  fa i l u re  rate  of d i fferen t devices  i n  a  S IS  shou ld  be  carried  ou t 
to  ensure  that i t  remains  as  orig inal l y defined .  I f the  fai lu re  rates  are  worse  than  orig inal l y 
an ticipated ,  a  design  mod i fication  may be  necessary.  L ikewise,  the  demand  rate  on  the  SIS  
shou ld  be  reviewed .  I f the  rate  i s  more  than  that wh ich  was  orig inal l y assumed ,  then  an  
ad justment i n  the  SIL  may be  needed .   

A.5.2.5.3  No further gu idance  provided .  

A.5.2.5.4  No further gu idance  provided .  

A.5.2.6  Assessment,  audi ting  and  revision  

Assessments  and  aud i ts  are  tools  targeted  at the  detection  and  e l im ination  of errors.  The  
paragraphs  below make  clear the  d isti nction  between  these  activi ties.  

Functional  safety assessment (FSA)  a ims  to  evaluate  whether provis ions  made  during  the  
assessed  l i fe-cycle  phases  are  adequate  for the  ach ievement of safety.  Judgements  are  made  
by assessors  on  the  decisions  taken  by those  responsible  for the  real isation  of functional  
safety.  An  assessment wou ld  for example  be  made  prior to  commission ing  as  to  whether 
procedures  for main tenance  are  adequate.  

Functional  safety aud i tors  wi l l  determine  from  project or p lan t records  whether the  necessary 
procedures  have  been  appl ied  at  the  speci fied  frequency by persons  wi th  the  necessary 
competence.  Aud i tors  are  not requ i red  to  make  judgements  on  the  adequacy of the  work they 
are  considering .  However,  i f they became aware  that there  wou ld  be  benefi ts  i n  making  
changes,  then  an  observation  shou ld  be  i ncluded  in  the  report.  

I t  shou ld  be  noted  that i n  many cases  there  can  be  an  overlap  between  the  work of the  
assessor and  the  aud i tor.  For example  e i ther an  assessor or aud i tor may need  to  determine  
not on ly whether an  operator has  been  g iven  the  necessary tra in ing  bu t i n  add i tion  make  
j udgements  as  to  whether the  train ing  has  resu l ted  i n  the  requ i red  competency.  

A.5.2.6.1  Functional  safety assessment (FSA)  

The  use  of functional  safety assessment (FSA)  i s  fundamental  i n  demonstrating  that a  S IS  
fu l fi l s  i ts  requ i rements  regard ing  SIF(s)  and  S IL(s) ,  poten tia l l y using  one  or more  appl ication  
program  (AP)  The  basic objective  of th is  assessment i s  to  demonstrate  compl iance  wi th  
agreed  standards  and  practices  th rough  independent assessment of the  system's  
development process.  An  assessment of a  S IS  may be  needed  at d i fferent l i fe-cycle  stages.  
I n  order to  conduct an  effective  assessment,  a  procedure  shou ld  be  developed  that defines  
the  scope  of th is  assessment a long  wi th  some gu idance  on  the  makeup  of the  assessment 
team.  

The  fol lowing  attribu tes  are  considered  good  practice  for FSA:  

a)  A p lan  shou ld  be  generated  for each  FSA i den ti fying  such  arrangements  as  the  scope  of 
the  assessment,  the  assessors,  the  competencies  of the  assessors  and  the  in formation  to  
be  generated  by the  assessment.  

b)  The  FSA shou ld  take  in to  account other standards  and  practices,  wh ich  may be  con tained  
wi th in  external  or i n ternal  corporate  standards,  gu ides,  procedures  or codes  of practice.  
The  FSA plan  shou ld  define  what i s  to  be  assessed  for the  particu lar assessment/ 
system/appl ication  area.  
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c)  The  frequency of FSAs  may vary across  d i fferent system  developments  bu t as  a  m in imum  
shou ld  a lways  take  place  before  the  hazards  being  presented  to  the  system.  Some 
compan ies  a l so  l i ke  to  conduct an  assessment prior to  the  construction /instal lation  phase  
to  prevent costly rework l ater i n  the  l i fe-cycle.  

d )  FSA frequency and  rigour shou ld  be  defined  taking  i n to  account system  attribu tes  such  as:  

•  complexi ty;  

•  safety s ign i ficance;  

•  previous  experience  of s im i lar systems;  

•  s tandard ization  of design  features.  

e)  Su fficien t evidence  of design ,  i nstal l ation ,  veri fication  and  val idation  activi ties  shou ld  be  
avai lable  prior to  the  assessment.  The  avai labi l i ty of su fficien t evidence  cou ld  i tsel f be  an  
assessment cri terion .  The  evidence  shou ld  represent the  curren t/approved  state  of system  
design  or i nsta l lation :  

•  The  independence  of the  assessor(s)  shou ld  be  appropriate.  

•  The  assessor(s)  shou ld  have  experience  and  knowledge  appropriate  to  the  technology 
and  appl ication  area  of the  system  being  assessed .  

•  A systematic and  consisten t approach  to  FSA shou ld  be  main tained  throughou t the  
l i fe-cycle  and  across  systems.  FSA i s  a  subjective  activi ty therefore  detai led  gu idance,  
possibly th rough  the  use  of checkl ists,  as  to  what i s  acceptable  for an  organ ization  
shou ld  be  defined  to  remove  as  much  subjectivi ty as  possib le.  

•  I nspection  techn iques  to  show that the  Appl ication  Programme (AP)  functions  ach ieve  
the  process  hazard  requ i rements.  

•  Functional  testing  to  show that the  AP  execu ted  the  requ i red  functions  and ,  as  far as  
possible,  that any extra  functional i ty i n  e i ther the  AP  or the  embedded  software  wou ld  
not resu l t  i n  hazardous  cond i tions.  

•  S tructural  testing  (see  A. 1 2 .5.3)  to  show that the  AP  execu ted  the  requ i red  functions  in  
the  necessary tim ing  and  to  i den ti fy whether there  are  any non-tested  areas  of the  AP 
wh ich ,  (as  a  resu l t of not having  been  tested)  may resu l t  i n  hazardous  cond i tions.  

•  Functional  fa i lu re  analysis  and  “what i f”  analysis  to  show that AP  functions  wou ld  not 
resu l t i n  hazardous  cond i tions.  

•  Procedures  are  i n  p lace  to  show that a  con trol led  process  of development and  
veri fication  i s  i n  p lace  and  both  the  correct AP  version  and  the  correct embedded  
software  version  are  i n  use.  

•  Aud i t  procedures  and  schedu le  have  been  speci fied .  

Records  generated  from  the  FSA shou ld  be  complete  and  the  conclusions  agreed  wi th  those  
responsible  for the  management of functional  safety for the  SIS  prior to  commencement of the  
next l i fe-cycle  phase.  

The  need  for someone i ndependent from  the  project team  i s  to  i ncrease  objectivi ty i n  the  
assessment.  The  need  for someone  of sen ior stature  (e. g . ,  experience,  posi tion)  i s  to  ensure  
thei r concerns  are  du ly noted  and  addressed .  As  the  note  i n  5. 2 .6 . 1 . 3  of I EC 61 51 1 -1 : 201 6  
a lso  suggests,  on  some l arge  projects  or assessment teams,  i t  may be  necessary to  have  
more  than  one  sen ior person  on  th is  team  that i s  i ndependent to  the  orig inal  project team.  

Depend ing  upon  the  company organ isation  and  expertise  wi th in  the  company,  the  requ i rement 
for an  i ndependent assessor may have  to  be  met by using  an  external  organ isation .  
Conversely,  compan ies  that have  i n ternal  organ isations  ski l l ed  i n  ri sk assessment and  the  
appl ication  of S ISs,  wh ich  are  i ndependent to  and  separate  (by ways  of management and  
other resources)  from  those  responsible  for the  project,  may be  able  to  use  thei r own  
resources  to  meet the  requ i rements  for an  i ndependent organ isation .   
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The  amount of assessment depends  on  the  s ize  and  complexi ty of a  project.  I t  may be  
possible  to  assess  the  resu l ts  of d i fferen t phases  at the  same  time.  Th is  i s  particu larly true  i n  
the  case  of smal l  changes  i n  a  runn ing  p lan t.  

I n  some  coun tries,  a  FSA undertaken  at stage  3  i s  often  referred  to  as  the  Pre-Startup-Safety-
Review (PSSR).  

See  Table  F. 1 -box 1 0 .   The  terms  of reference  for the  FSA shou ld  be  agreed  during  the  safety 
p lann ing .  

The  assessment team  shou ld  have  access  to  any i n formation  they deem  necessary for them  
to  conduct the  assessment.  Th is  shou ld  i nclude  i n formation  from  the  H&RA,  design  phase  
through  i nstal lation ,  commission ing  and  val idation .  

A.5.2.6.1 . 1  The  FSA team  can ,  i n  some  cases,  be  a  s ing le  person  provided  that the  person  
has  the  requ i red  ski l l s  and  experience  for the  activi ty.  

A.5.2.6.1 .2  The  number of sen ior competen t members  on  the  assessment team  may vary 
dependent on  such  i tems  as  the  appl ication  s ize,  technolog ies  encompassed ,  commun ication  
requ i rements  (e. g . ,  wi th  user/owner,  i n tegrator,  manufacturer),  and  project tim ing .  

The  sen ior competen t person  shou ld  be  competen t i n  the  various  technolog ies  that the  
appl ication  encompasses,  appl icable  regu lations,  and  avai lable  to  meet project schedu l ing  
demands.  

A.5.2.6.1 .3  No further gu idance  provided .   

A.5.2.6.1 .4 No further gu idance  provided .  

A.5.2.6.1 .5  No further gu idance  provided .  

A.5.2.6.1 .6  The  tools  used  i n  the  design ,  development,  operation  and  main tenance  of the  
SIS  may affect the  i n tegri ty of the  S IS  by i n troducing  fau l ts  i n to  the  fi nal  system.  Tools  may 
resu l t  i n  d i rectl y ‘ ’embedd ing ’ ’  part  of the  tool  functional i ty i n to  the  SIS  (e. g .  user l i braries,  
i n terpreters),  or be  ‘ ’ off- l ine’ ’  – i . e . ,  u sed  to  generate  in formation  that can  be  separately 
checked  (e. g .  fie ld  variable  calcu lation  tools,  test tools) ,  or they may be  tools  that can  be  
connected  to  an  operating  SIS  – e. g . ,  main tenance  tools.  I n  each  case  i t  i s  important to  
understand  the  poten tial  fa i lu re  modes  and  effects,  and  the  means  by wh ich  they are  
control led .  Typical  approaches  to  con trol l i ng  fau l ts  i n  tools  i nclude:  

•  con fi rming  traceabi l i ty to  national  and  in ternational  standards  ( th is  may include  cal ibration  
and /or functional  standards  depend ing  on  the  natu re  of the  tool ) ;  

•  considering  reports  of user group  experience  and  h istorical  evidence  of previous  use  of 
the  tool ;  

•  reviewing  and  functional  testing  of the  ou tpu t resu l ting  from  use  of the  tool ;  

•  u s ing  d iversi ty i n  the  development and /or test tools  – for example  use  of code  derived  
from  d i fferen t compi lers,  i nspection  of the  ou tpu t of a  design  tool  through  use  of a  d iverse  
type  of i nspection  tool ;  

•  tool  i s  suppl ied  as  a  i n tegral  part of an  I EC  61 508-2 :201 0  and  I EC  61 508-3: 201 0  device.  

The  FSA activi ty shou ld  examine  the  strategy that has  been  adopted  to  main tain  the  i n tegri ty 
of the  ou tpu t of the  tools,  taking  i n to  account whether they are  ‘ ’ embedded ’ ’  or ‘ ’ off- l ine’ ’  and  
make  a  j udgement on  whether the  necessary l evel  of tool  assurance  has  been  ach ieved .  

A.5.2.6.1 .7  No further gu idance  provided .  
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A.5.2.6.1 .8  No further gu idance  provided .  

A.5.2.6.1 .9  No further gu idance  provided .  

A.5.2.6.1 . 1 0  No further gu idance  provided .  

A.5.2.6.2  Functional  safety aud it and  revision  

a)  Aud i t  categories  

SIS  aud i ts  provide  beneficia l  i n formation  to  plan t management,  i nstrument main tenance  
eng ineers  and  instrument design  eng ineers.  Th is  enables  management to  be  proactive  and  
aware  of the  degree  of implementation  and  effectiveness  of thei r S IS.  Many types  of aud i ts,  
wh ich  can  be  carried  ou t,  exist.  The  actual  type,  scope,  and  frequency of the  aud i t  of any 
speci fic activi ty shou ld  reflect the  poten tial  impact of the  activi ty on  the  safety i n tegri ty.  

Types  of aud i t  activi ti es  may include:  

•  i nspections;  

•  safety vis i ts  (e. g . ,  p lan t walk abou t and  i nciden t review);  

•  S IS  surveys  (via  questionnai res).  

A d isti nction  shou ld  be  made  between  “survei l l ance  and  checking”  and  aud i t  activi ti es.  
Survei l l ance  and  checking  focuses  on  evaluating  the  performance  of speci fic l i fe-cycle  
activi ti es  (e. g . ,  supervisor checking  completion  of main tenance  activi ty prior to  the  device  
being  returned  to  service).  I n  con trast,  aud i t  activi ti es  are  more  comprehensive  and  focus  on  
the  overal l  implementation  of S ISs  concern ing  the  S IS  safety l i fe-cycle.  An  aud i t  wou ld  
i nclude  determination  as  to  whether the  survei l l ance  and  checking  programme i s  carried  ou t.  

Aud i ts  and  i nspections  may be  carried  ou t by a  company’s/s i te ’s/plan t’s/project’s  own  staff 
(e. g . ,  se l f-aud i t)  or by i ndependent persons  (e. g . ,  corporate  aud i tors,  qual i ty assurance  
department,  regu lators,  customers  or th i rd  parties).  

Management at the  various  l evels  may want to  apply the  relevant type  of aud i t to  gain  
i n formation  on  the  effectiveness  of the  implementation  of thei r S IS.  I n formation  from  aud i ts  
cou ld  be  used  to  i den ti fy the  procedures  that have  not been  properly appl ied ,  l ead ing  to  
improved  implementation .  

b)  Aud i t  strategy 

S i te/plan t/project implementing  aud i t  programmes  m igh t consider rol l i ng ,  i ndependent or se l f-
aud i t  and  i nspection  programmes.  

Rol l i ng  programmes  are  updated  regu larly to  reflect previous  S IS  performance  and  aud i t 
resu l ts,  and  cu rren t concerns  and  priori ties.  These  cover a l l  s i te/plan t/project re lated  activi ties  
and  aspects  of the  SISs  i n  an  appropriate  time  period  and  to  an  appropriate  depth .  

The  primary reason  for,  and  the  added  value  from  aud i ts  comes  from  acting  on  
the  i n formation  they provide  i n  a  timely manner.  The  actions  a im  to  strengthen  the  
effectiveness  of S IS,  for example,  to  help  m in im ize  the  risk of employees  or members  of the  
publ ic  being  i n j ured  or ki l led ,  con tribu te  to  improving  safety cu l tu re,  contribu te  to  prevent any 
avoidable  release  of substance  in to  the  envi ronment.  

I n  summary,  the  aud i t  strategy may have  a  m ix of aud i ts  types,  d riven  by management ( the  
customer),  and  in  order to  feed  back the  re levant i n formation  up  the  management chain  for 
timely action .  
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c)  Aud i t  process  and  protocols  

The  overal l  a im  i s  to  establ ish  the  degree  of compl iance  wi th  I EC  61 51 1 -1  and  ach ieve  
maximum  value  from  the  performance  of the  aud i t,  wh ich  can  on ly be  ach ieved  when  a l l  
parties  ( includ ing  aud i tors,  con tact nominee,  p lan t managers  and  head  of departments,  etc. )  
understand  the  need  for and  can  in fluence  each  aud i t.  The  fol lowing  aud i t  process  and  
protocols  m ight help  to  ensure  some  consistency in  the  approach  to  ach ieving  these  aims.  
They bear on  the  fol lowing  fi ve  key stages  of the  aud i t  process:  

1 )  Aud i t  strategy and  program:  

•  the  purpose  of each  aud i t  shou ld  be  clearly defined  and  the  aud i t  g roups  i den ti fied ,  
together wi th  the  roles  and  responsibi l i ties  of each  aud i t  g roup;  

•  there  shou ld  be  an  aud i ting  strategy;  

•  there  shou ld  be  a  program  of aud i ts;  

•  there  shou ld  be  regu lar reviews  of the  aud i t  process,  program,  and  strategy 
implementation .  

2)  Aud i t  preparation  and  pre-plann ing :  

•  Prior to  the  commencement of an  aud i t,  the  sen ior manager of the  si te/plan t/project 
and /or the  appropriate  aud i t  coord inator shou ld  i denti fy a  con tact nominee.  

•  The  aud i tors  and  contact nominee  shou ld  at  an  early stage  d iscuss,  understand  and  
agree  on :  

−  the  scope  of the  aud i t;  

−  the  tim ing  of the  aud i t;  

−  the  people  who  shou ld  be  avai lable;  

−  the  basis  for the  aud i t  or aud i t  standard ;  

−  pu tti ng  the  extra  effort  i n to  the  preparation  stage  and  i nvolving  the  p lan t personnel ,  
thereby i ncreasing  the  chances  of a  successfu l  aud i t.  

•  The  fol lowing  shou ld  be  used  as  a  gu ide  for time  to  be  spen t at each  stage:  

−  aud i t  preparation :   30  %;  

−  conducting  the  aud i t:  40  %;  

−  reporting  of fi nd ings:  20  %;  

−  aud i t  fol low-up:  1 0  %.  

•  The  aud i tor shou ld  prepare  for the  aud i t  by gathering  i n formation ,  procedures/ 
i nstructions,  data  and  preparing  checkl ists  when  appropriate.  

•  The  aud i tor shou ld  h i gh l igh t and  expla in  how the  possibi l i ty of a  change  to  the  scope  of 
the  aud i t  may occur during  the  aud i t,  i f serious  observations/fai l i ngs  are  d iscovered .  

3)  Conducting  the  aud i t:  

•  The  aud i tor i s  to  conduct the  aud i t  wi th in  g roups  of consecu tive  days  du ring  the  set 
aud i t period ,  taking  due  cogn izance  of possib le  d isruption  to  s i te/plan t/project 
personnel .  

•  The  contact nominee  shou ld  be  period ical l y briefed  during  the  aud i t  of the  fi nd ings  
i den ti fied ,  thereby avoid ing  surprises  at the  end  of the  aud i t.  

•  The  aud i tor shou ld  try to  i nvolve  plan t personnel  i n  the  aud i t  process  i n  order to  impart 
l earn ing  and  understand ing  of the  process  so  the  p lan t personnel  ach ieve  ownersh ip  of 
the  aud i t  fi nd ings.  

•  The  style  of the  aud i tor i s  crucia l  to  the  success  of the  aud i t  – he  shou ld  try to  be  
helpfu l ,  constructive,  courteous,  focused  and  objective.  

•  As  a  m in imum  the  aud i tor shou ld  try to  ach ieve  the  agreed  scope  and  timetable  – 
variations  shou ld  be  negotiated .  
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4)  Reporting  the  find ings:  

•  The  aud i tor shou ld  hold  a  closing  meeting  ei ther at  the  end  of the  aud i t or l ater,  bu t 
before  the  fi nal  report i s  i ssued .  

•  The  appropriate  management shou ld  be  g iven  the  opportun i ty to  comment on  the  d raft 
report and  find ings  and  d iscuss  these  at  a  formal  close  ou t meeting  i f desi red .  

•  I t  i s  normal  practice  to  request a  p lan  of action  from  the  s i te/plan t/project to  address  
the  fi nd ings  of the  report.  

5)  Aud i t  fo l low-up:  

•  Aud i t  reports  normal l y requ i re  a  response  in  the  form  of an  action  p lan .  The  aud i tor 
m igh t veri fy satisfactory completion  of the  action  at  the  due  date  or at  the  next aud i t,  
wh ichever i s  appropriate.  

•  S i te/plan t/project tracking  systems  may be  used  to  check the  implementation  of action  
p lans.  

•  A period ic review/summary of aud i t  fi nd ings  of each  aud i t  g roup  shou ld  be  considered  
and  i ts  resu l ts  widely commun icated .  

•  The  fi nd ings/ou tcome  from  aud i ts  may be  used  to  review the  frequency of aud i ts  and  
are  i npu ts  to  the  management review of S IS.  

A.5.2.6.2 . 1  No further gu idance  provided .  

A.5.2.6.2 .2  Functional  Safety Aud i t  can  be  carried  ou t by a  company’s/s i te’s/plan t’s/project’s  
own  staff (e . g . ,  se l f-aud i t)  or by i ndependent persons  (e. g . ,  corporate  aud i tors,  qual i ty 
assurance  department,  regu lators,  customers  or th i rd  parties) .  See  I EC  61 508-1 : 201 0,  Table  
4  and  Table  5  for fu rther gu idance  

A.5.2.6.2 .3  Subclauses  5. 2 .6 .3 ,  5 . 2 . 6 .4  and  5. 2 . 6 .5  of  I EC 61 51 1 -1 : 201 6  rein force  the  role  
that management of change  p lays  in  the  aud i ting  process.  I f the  orig inal  hazard  analysis  has  
taken  cred i t for non-SIS  safety l ayers  wh ich  shou ld  be  recorded  i n  e . g .  BPCS or operator 
procedures  and  a larms  and  any change  to  these  systems  shou ld  be  mon i tored  to  ensure  they 
do  not reduce  the  protection  provided  by the  non-SIS  protection  l ayers.  I n  add i tion  apparen tl y 
smal l  changes  in  versions  or mod  numbers  wi th in  the  SIS  or the  in terfacing  systems  can  
i n troduce  i ncompatibi l i ty between  the  AP,  embedded  software,  hardware  (consider for 
example  how d i fficu l t  i t  i s  to  revert back to  an  earl ier re lease  of a  software  programme).  I t  i s  
therefore  important to  ensure  that not on ly the  i nd ividual  i tems  are  control led ,  bu t a lso  that the  
overal l  configuration  of i tems  i s  con trol led .  I n  particu lar the  version  of AP  and  software  must 
be  consistent wi th  the  version  of hardware  and  wi th  the  operating  procedures  and  wi th  the  
i n terfaces  for wh ich  i t  was  designed .  

A.5.2.6.2 .4 No further gu idance  provided .  

A.5.2.7  SIS  configuration  management 

A.5.2 .7.1  To manage  and  main tain  traceabi l i ty of devices  th roughout the  l i fe-cycle,  a  
mechan ism  to  i den ti fy,  con trol  and  track the  model /versions  of each  device  may be  
establ ished .   

At the  earl iest possible  stage  of the  SIS  safety l i fe-cycle,  un ique  p lan t i den ti fication  shou ld  be  
g iven  to  each  device.  I n  some  cases,  earl ier models/versions  sti l l  i n  use  may a lso  be  
main tained  and  con trol led .  Th is  i s  the  fi rst step  i n  the  configuration  management program  
wh ich  shou ld  i ncorporate  the  fol lowing  considerations.  

The  configuration  management system  may include:  

a)  the  provis ion  of a  procedure  for i denti fication  of a l l  devices  during  a l l  phases  of the  l i fe-
cycle;  
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b)  the  un ique  i den ti fication ,  of the  model /version  and  bu i ld  status  of each  device  i nclud ing  
embedded  and  u ti l i ty software  and  AP,  i nclud ing  the  suppl ier,  date  and  where  appl icable,  
change  from  the  model / version  orig inal l y speci fied ;  

c)  the  i den ti fication  and  tracking  of a l l  actions  and  changes  resu l ting  from  fau l t  observations  
and  aud i ts;  

d )  con trol  of the  i ssue  of a  release  in to  service,  i den ti fying  the  status  and  model /version  of 
the  associated  devices;  

e)  safeguards  that have  been  establ ished  to  assure  that unau thorized  a l terations/ 
mod i fications  are  not made  to  the  S IS  wh i le  i n  operation ;  

f)  the  i den ti fication  of the  versions  of each  part of the  AP  wh ich  together consti tu te  a  speci fic 
version  of a  complete  AP;  

g )  the  provis ion  of co-ord ination  for the  updating  of mu l tip le  S ISs  i n  one  or more  plan ts;  

h )  documented  au thorization  of re lease  i n to  service;  

i )  an  au thorized  l i st  of s ignatures  for device  release  i n to  service;  

j )  the  stage/phase  devices  are  brought under configuration  con trol ;  

k)  con trol  of the  associated  del i verable  documentation ;  

l )  i den ti fication  of the  each  model /version  of a  device;  

– functional  speci fication ;  

– techn ical  speci fication ;  

m)  a  l i nk to  the  management of change  procedure.  

Al l  departments/organ izations  involved  in  the  management and  main tenance  of S ISs  shou ld  
be  i den ti fied  and  responsibi l i ties  assigned  and  understood .  

I n  princip le,  the  requ i rements  for AP  configuration  management are  the  same  as  those  
relati ng  to  hardware  devices  of the  system.  However,  AP  often  meri ts  a  more  rigorous  
approach  than  m igh t be  necessary for hardware  a lone  because:  

•  the  i nheren t ‘ l og ical ’  rather than  ‘physical ’  nature  of the  AP  i s  such  that i ts  actual  
configuration  i s  d i fficu l t  to  ‘observe’  except th rough  reference  to  i ts  supporting  documents;  

•  i t  i s  easy to  mod i fy ( i t  i s  not unusual  for a  programmer to  be  able  to  release  several  
d i fferen t versions  wi th in  a  s ing le  day);  

•  the  functional i ty of the  appl ication  i s  en ti re ly dependent on  the  correct function ing  of the  
AP  and  i ts  correctness  i s  therefore  a  key to  the  overal l  S IS  correct operation ;  

•  i t  may perform  d i fferen tly wi th  d i fferen t versions  of the  PE  system,  wi th  changes  in  the  
i n terfaces  to  the  external  world ,  wi th  d i fferen t i npu t and  ou tput data  ranges,  and  even  wi th  
d i fferen t versions  of i ts  own  development tools;  

•  i t  may be  speci fic to  a  particu lar speci fication  set,  bu i ld  configuration ,  S IS  subsystem,  
envi ronment and  l ocation ,  yet cannot be  d i fferen tiated  except by i ts  configuration  
management version  and  revision .   

I n  add i tion  to  the  standard  configuration  management requ i rements  for i denti fication ,  version  
and  revis ion  control  and  compatib i l i ty between  i tems,  typical  aspects  that shou ld  be  used  to  
main tain  con trol  over the  AP  include:  

•  u se  of embedded  codes  wi th in  the  AP  to  ensure  i t  can  on ly be  down loaded  i n to  i ts  
i n tended  hardware  host (usefu l  parti cu larly where  mu l tip le  d i fferen t configurations  m igh t 
be  used  at  d i fferen t s i tes) ;  

•  u se  of re lease  notes  requ i ring  au thorization  by named  au thori ty or au thori ties  before  new 
versions  of the  program  can  be  loaded  i n to  the  SIS;  

•  main tain ing  records  of the  status  and  version  of a l l  i tems  used  in  the  development,  test 
and  main tenance  of the  AP  traceable  to  the  relevant speci fications  and  veri fication  resu l ts  
associated  wi th  the  complete  configuration ;  
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•  main tain ing  back-ups  such  that a  system  can  revert to  a  previous  bu i ld ;  

•  u se  of con trol led  mod i fication  cycles,  whereby changes  wi l l  be  organ ized  in to  defined  
releases,  th i s  has  the  advantage  that a  number of d i fferen t re leases  can  be  under 
development at d i fferen t stages  of maturi ty wi thou t i n teraction  between  the  d i fferen t 
releases,  a l so  a l lowing  the  test cycle  to  bring  a  l evel  of stabi l i ty to  a  particu lar release  
before  i t  i s  re leased  to  s i te.  

A.5.2.7.2  No further gu idance  provided .   

A.6 Safety l i fe-cycle  requirements   

A.6.1  Objectives   

The  functional  safety ach ieved  i n  any process  faci l i ty i s  dependent on  a  number of acti vi ties  
being  carried  ou t i n  a  satisfactory manner.  The  purpose  of adopting  a  systematic S IS  safety 
l i fe-cycle  approach  towards  a  S IS  i s  to  ensure  that a l l  the  activi ties  necessary to  ach ieve  
functional  safety are  carried  ou t and  that i t  can  be  demonstrated  to  others  that they have  been  
carried  ou t i n  an  appropriate  order.  I EC  61 51 1 -1 : 201 6  sets  ou t a  typical  l i fe-cycle  i n  i ts  F igure  
7  and  Table  2 .  Requ i rements  for each  l i fe-cycle  phase  are  g iven  in  Clauses  8  th rough  1 8  of 
I EC  61 51 1 -1 : 201 6.  

The  standard  recogn izes  that the  speci fied  activi ties  m igh t be  structured  i n  d i fferent ways,  
provided  that a l l  the  requ i rements  are  compl ied  wi th .  Th is  restructuring  can  be  beneficia l  i f i t  
a l lows  safety activi ties  to  be  better i n tegrated  i n to  normal  project procedures.  The  purpose  of 
Clause  6  of I EC  61 51 1 -1 : 201 6  i s  to  ensure  that i f a  d i fferent S IS  safety l i fe-cycle  i s  used ,  the  
i npu ts  and  ou tpu t of each  phase  of the  l i fe-cycle  are  defined  and  a l l  essen tial  requ i rements  
are  i ncorporated .  

A.6.2  Gu idance  to  "Requ irements"   

A.6.2 .1  The  key consideration  i s  to  define  i n  advance  the  SIS  safety l i fe-cycle  of the  S IS  that 
i s  going  to  be  used .  Experience  has  shown  that problems are  l i kely to  occur,  un less  th is  
acti vi ty i s  p lanned  wel l  i n  advance  and  agreements  are  reached  wi th  a l l  persons,  departments  
and  organ izations  taking  responsibi l i ty.  At best,  some  work wi l l  be  delayed  or have  to  be  
redone;  at  worst,  safety can  be  compromised .   

The  responsibi l i ty h ierarchy wi th in  each  of the  l i fe  cycle  phases  shou ld  be  i den ti fi ed  and  
commun icated  to  the  i nvolved  parties  (e. g . ,  sub-suppl iers,  system  in tegrators,  end  users),  
making  a l l  aware  of thei r responsibi l i ti es,  how thei r acti vi ti es  are  related  to  each  other and  the  
safety l i fe  cycle  phases,  and  how thei r del i veries  con tribu te  to  the  overal l  functional  safety 
and  safety i n tegri ty requ i rements.  

A.6.2.2  Al though  i t  i s  not a  requ i rement,  i t  i s  general l y beneficia l  at an  early stage  to  map  
the  proposed  safety l i fe-cycle  of the  SIS  on to  the  project l i fe-cycle  of the  process  i nclud ing  
wh ich  of the  boxes  i n  I EC  61 51 1 -1 : 201 6,  F igure  7  apply to  the  project.  When  doing  th is ,  the  
in formation  needed  to  beg in  a  S IS  safety l i fe-cycle  activi ty shou ld  be  considered  together wi th  
who  i s  l i kely to  be  able  to  provide  i t  so  that safety l i fe  cycle  responsibi l i ties  can  be  assigned  to  
speci fic personnel .  I n  some  cases  i t  may not be  possible  to  determine  accurate  in formation  on  
a  particu lar i ssue  un ti l  l ate  i n  the  design  phase.  I n  such  cases,  i t  may be  necessary to  make  
an  estimate  based  on  previous  experience  and  then  confi rm  the  data  at a  l ater date.  Where  
th is  i s  the  case,  i t  i s  importan t to  note  th is  on  the  SIS  safety l i fe-cycle.   

A.6.2.3  Another importan t part of S IS  safety l i fe-cycle  p lann ing  i s  to  i denti fy the  techn iques  
that wi l l  be  used  during  each  phase.  The  identi fication  of such  techn iques  i s  important s i nce  i t  
i s  often  necessary to  use  a  speci fic techn ique  that requ i res  persons  or departments  wi th  
un ique  ski l l s  and  experience.  For i nstance,  consequences  in  a  particu lar appl ication  may be  
dependent on  the  maximum  pressure  developed  after a  fa i lu re  even t;  and  the  on ly way th is  
can  be  determined  i s  to  develop  a  dynamic model  of the  process.  The  i n formation  
requ i rements  for dynamic model l ing  wi l l  then  have  an  importan t impact on  the  design  process.  
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A.6.2.4 Since  the  detai led  design ,  veri fication ,  val idation ,  and  test evidence  was  developed  
from  other safety l i fe  cycle  phases,  i t  i s  importan t to  confi rm ,  after any change,  that every 
phase  of the  safety l i fe  cycle  remains  consisten t,  that no  new hazards  have  been  i n troduced ,  
and  that the  appl ication  sti l l  performs  as  requ i red .  

A.6.3  Gu idance  to  "Appl ication  program SIS  safety l i fe-cycle  requ irements"  

A.6.3.1  The  SIS  safety l i fe-cycle  of the  AP starts  i n  phase  3  of the  SIS  safety l i fe-cycle  (“SIS  
SRS”)  and  ends  wi th  stage  3  FSA.   

Provided  that the  AP  safety l i fe-cycle  satisfies  the  requ i rements  of I EC  61 51 1 -1 : 201 6,Table  3 ,  
i t  i s  acceptable  to  ta i l or the  depth ,  number and  s ize  of the  phases  of the  V-model  (see   
F igure  A. 1 )  to  take  in to  account the  safety i n tegri ty and  the  complexi ty of the  project.   

The  type  of AP  l anguage  used  and  the  closeness  of the  l anguage  to  the  appl ication  functions  
may impact the  scope  of the  V-model  phases.  For example,  when  LVLs  such  as   
I EC  61 1 31 -3: 201 3  l adder d iagram  or function  b lock d iagram  are  used  for the  design ,  
implementation ,  veri fication  and  val idation  of AP  then  on ly two  l evels  of the  standard  AP  “V”  
model  may apply:   

•  “appl ication  modu le  development”  i n  the  “V”  model  i s  i n terpreted  as  the  design  and  
implementation  of the  new function ;  and   

•  “appl ication  modu le  testing ”  i s  i n terpreted  as  the  veri fication  and  testing  of the  new 
function .  

I n  the  case  where  a  new function  i s  to  be  wri tten  i n  a  FVL and  therefore  a  more  detai led  AP  
( i . e. ,  software  code)  development process  i s  needed ,  then  the  developer shou ld  fo l low a l l  of 
the  l i fe-cycle  phases  and  procedures  defined  in  I EC  61 508-3: 201 0.  The  AP  SRS may be  
i ncluded  as  part of the  SIS  SRS.   

A.6.3.2  The  selection  of methods  and  techn iques  shou ld  depend  upon  the  speci fic 
ci rcumstances.  The  factors  i n  th is  decis ion  are  l i kely to  i nclude:  

•  s i ze  of the  AP;  

•  d egree  of complexi ty;  

•  S I L  of the  S IF  to  be  implemented ;  

•  d egree  of standard ization  of design  tools  (e. g .  configuration  tool ) ;  

•  type  of appl i cation  l anguage  (e. g . ,  function  b lock i n  Annex B;  cause  and  effect chart i n  
F igure  D . 2  and  Table  F. 1 4 ;  re lay ladder i n  F igure  F. 1 1 ) .  

See  examples  of techn iques  and  measures  i n  A. 1 2 .6.2 .   

A.6.3.3  No further gu idance  provided .  
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Figure  A. 1  – Appl ication  program V-Model  

A.7  Veri fication    

A.7.1  Objective   

The  purpose  of veri fication  i s  to  ensure  that the  activi ties  for each  S IS  safety l i fe-cycle  phase,  
as  determined  by veri fication  p lann ing ,  have,  i n  fact,  been  carried  ou t and  that the  requ i red  
ou tpu ts  of the  phase,  whether they be  in  the  form  of documentation ,  hardware  or AP,  have  
been  produced  and  are  su i table  for thei r purposes  as  phase  del i verables.   

A.7.2  Gu idance to  "Requirements"  

A.7.2 .1  I EC  61 51 1 -1 : 201 6  recogn izes  that organ izations  wi l l  have  thei r own  procedures  for 
veri fication  and  do  not a lways  requ i re  them  to  be  carried  ou t i n  the  same  way.  I nstead ,  the  
i n ten t of I EC  61 51 1 -1 : 201 6  Clause  7  i s  that a l l  veri fication  activi ti es  are  p lanned  i n  advance,  
a long  wi th  any procedures,  measures  and  techn iques  that are  to  be  used .  
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A.7.2.2  I n  order to  reveal  and  remove  fau l ts  that a l ready exist i n  the  AP,  veri fi cation  i s  
requ i red  throughou t the  development l i fe-cycle.  I n  general ,  i n  order to  ensure  testabi l i ty,  i t  i s  
recommended  that the  AP  i n tegration  test speci fications  are  considered  during  the  design  and  
development phase.  The  scope  of the  tests  may take  in to  account previous  testing  carried  
ou t.  

At each  d istinct phase  of the  AP  development cycle  ( i nclud ing  testing),  veri fication  shou ld  
confi rm  that the  phase  has  been  successfu l l y completed .  Veri fication  i s ,  i n  general ,  completed  
by a  veri fication  that consists  of one  or more  persons,  as  appl ication  needs  d ictate.   

To  reduce  errors  due  to  preconceived  mind-sets,  veri fication  shou ld  be  carried  ou t by a  
qual i fied  person ,  who  i s  a  peer not i nvolved  in  the  production  of the  appl ication  code  and ,  for 
S I L  3  appl ications,  by a  person  wi th  an  i ndependent reporting  rou te.   

Where  the  AP  development tools  i nclude  some  au tomatic veri fication  operations  (e. g . ,  
checking  for double  use  of tags  (named  variables))  then  the  veri fication  team  shou ld  confi rm  
that the  tools  have  been  properly used  and  the  correct resu l ts  obtained .   

For a l l  S I Ls,  i t  i s  recommended  that the  test coverage  encompasses  a l l  AP  SIF  and  S IS  
fa i l u re  responses  (e. g . ,  power supply fa i l u res,  processor fa i l u re,  i npu t hardware  fai l u re,  ou tpu t 
hardware  fai l u re  and  commun ication  fa i lu res).  However to  fu rther reduce  any errors  remain ing  
i n  the  AP,  i t  i s  recommended  that the  fol lowing  add i tional  testi ng  i s  carried  ou t:  

•  testing  based  on  the  i n ternal  structure  (e. g . ,  i n ternal  a l gori thms,  i n ternal  states);  and  

•  "stress  testing "  (e . g . ,  abnormal  range  cond i tions  of i npu t variables  and  in ternal  variables,  
abnormal  combinations  of i npu ts,  abnormal  sequences  and  l oad ing).   

For a l l  S I Ls  i t  i s  recommended  that the  veri fication  and  test documentation  d isplay that the  
veri fication  and  tests  have  been  carried  ou t and  were  successfu l .  I t  i s  a l so  recommended  that:   

•  the  documentation  a l l ows  an  assessment of the  adequacy of the  veri fication  and  testing ;  
and  

•  the  documentation  a l lows  an  independent person  to  repeat the  tests  and  review the  
coverage  ach ieved .  

Data  veri fication  i ncludes  confi rmation  that data  used  wi th in  the  AP  is  correct and ,  where  
appropriate,  un ique  (e. g . ,  that tag  names  are  un iquely assigned ,  that data  i s  not m isused  by 
subsequent functions  and  that constants  such  as  a larm  set poin ts  are  val id  and  correct) .  

Veri fication  for protection  against unauthorised  change  wou ld  i nclude  veri fication  that the  
mechan isms  exist  (e . g . ,  password  protection  wi th  l evels  of access)  and  that 
these  mechan isms  have  been  adequately u ti l i sed .  

A process  system  may have  one  or more  embedded  systems  that comply to  d i fferent 
standards  (e. g .  I EC  62061 : 2005  for mach inery,  NFPA 85:201 5  for burners).  Carefu l  
i n tegration  of hardware,  AP  and  embedded  software  i s  requ i red .  One  way to  ach ieve  th is  i s  to  
treat the  non-process  systems  ( i . e . ,  systems  that must comply wi th  other standards  (such  as  
mach inery,  burner,  etc. )  as  process  equ ipment H&RA to  ensure  a l l  possible  hazards  are  
i den ti fied  and  any identi fi ed  add i tional  protection  provided .  

A.7.2.3  No further gu idance  provided .  

A.7.2.4  No further gu idance  provided .  

A.7.2.5  Once  the  AP  reaches  the  veri fication  and  testing  l i fe-cycle  phases,  any mod i fication  
or change  to  the  AP  cou ld  i nval idate  the  evidence  developed  at a  previous  phase.  One  
approach  might be  to  repeat the  en ti re  l i fe-cycle  from  the  start,  bu t th is  i s  expensive,  
i n troduces  program  delays  and  – i n  a lmost every case  – wou ld  i nvolve  much  unnecessary 
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work.  I nstead  an  impact analysis  shou ld  i den ti fy the  areas  that cou ld  have  been  impacted ,  
and  a im  to  focus  effort  i n to  ensuring  that those  areas  are  reval idated .  

A.7.2.6  I t  i s  important that the  resu l ts  of veri fication  are  avai lable  so  that i t  can  be  
demonstrated  that effective  veri fication  has  taken  p lace  at a l l  phases  of the  S IS  safety l i fe-
cycle.  

A.8  Process  hazard  and  risk assessment (H&RA)  

A.8.1  Objectives   

The  overal l  objective  i s  to  establ i sh  the  need  for safety functions  and  associated  target fa i l u re  
measures  to  ensure  a  safe  process.  The  safety functions  are  a l l ocated  to  protection  layers  in  
accordance  wi th  Clause  9  of I EC  61 51 1 -1 : 201 6.  I t  i s  normal  i n  the  process  sector to  have  
mu l tiple  protection  layers  so  that fa i l u re  of a  s ing le  l ayer wi l l  not l ead  to  or a l l ow a  harmfu l  
consequence.  Typical  protection  l ayers  are  represented  in  F igure  9  of I EC  61 51 1 -1 : 201 6.  

A.8.2  Gu idance  to  “Requ irements"   

A.8.2 .1  The  requ i rements  for H&RA are  speci fied  on ly i n  terms  of the  resu l ts.  Th is  means  
that an  organ ization  may use  any techn ique  that i t  considers  to  be  effective,  provided  i t  
resu l ts  i n  a  clear description  of safety functions  and  associated  target fa i l u re  measures.  

A H&RA shou ld  i den ti fy and  address  the  hazardous  even ts  that cou ld  occur under a l l  
reasonably foreseeable  ci rcumstances  ( includ ing  fau l t  cond i tions  and  reasonably foreseeable  
m isuse).  Consideration  shou ld  be  g iven  to  past i nciden ts,  i nclud ing  the  causes,  system  
fa i lu res,  and  l essons  l earned  to  prevent reoccurrence.  

On  a  typical  project i n  the  process  sector,  a  prel im inary H&RA shou ld  be  carried  ou t early 
during  the  basic process  design .  An  assumption  at th is  stage  i s  that hazards  have  been  
e l im inated  or reduced  as  far as  i s  reasonably practicable,  by the  appl ication  of i nheren t safety 
principles  and  the  appl ication  of good  eng ineering  practice  (th is  activi ty of hazard  reduction  i s  
not wi th in  the  scope of I EC  61 51 1 ).  For the  SIS,  th is  prel im inary H&RA is  importan t because  
establ ish ing ,  design ing  and  implementing  a  S IS  are  complex tasks  and  can  take  a  
considerable  l eng th  of time.  Another reason  for undertaking  th is  work early i s  that i n formation  
on  system  arch i tecture  wi l l  be  needed  before  the  process  and  i nstrumentation  d iagrams  are  
fi nal ized .   

There  wi l l  usual l y be  su fficien t i n formation  enabl ing  prel im inary H&RA to  proceed  once  a  
process  flow d iagram  has  been  completed  and  a l l  of the  i n i ti a l  process  data  are  avai lable.  I t  
shou ld  be  recogn ised  that add i tional  hazardous  even ts  may be  i n troduced  as  detai led  design  
proceeds.  A fi nal  H&RA may therefore  be  necessary once  the  p iping  and  i nstrumentation  
d iagrams have  been  fi nal ized .  Th is  final  analysis  general l y uses  a  formal  and  fu l l y 
documented  procedure  such  as  hazard  and  operabi l i ty study (HAZOP – see  I EC  61 882:2003).  
I t  shou ld  confi rm  that the  protection  l ayers  as  designed  are  adequate  to  manage  the  ri sks  of 
the  p lan t.  During  th is  fi nal  analysis  i t  i s  necessary to  consider whether fa i l u res  of the  
protection  l ayers  (or successfu l  acti vations  of protection  l ayers)  i n troduce  any new hazardous  
even ts  or demands.  I f any new hazardous  events  are  establ ished  at  th is  stage,  i t  may be  
necessary to  define  new safety functions.  Another more  l i kely ou tcome  is  that add i tional  
causes  are  i denti fied  that l ead  to  hazardous  even ts  that were  a l ready i den ti fied  at  the  
prel iminary stage.  I t  wi l l  then  be  necessary to  consider i f any revis ion  of the  safety functions  
and  target fa i lu re  measure  requ i rements  that were  determined  i n  the  orig inal  analysis  i s  
needed .   

The  approach  used  to  i den ti fy hazardous  even ts  wi l l  depend  on  the  appl ication  being  
considered .  For certain  s imple  processes  where  there  i s  extensive  operating  experience  of a  
standard  design ,  such  as  s imple  off-shore  wel l head  towers,  i t  may be  su fficien t to  use  
i ndustry developed  check l i sts  (e. g . ,  the  safety analysis  checkl ists  i n  I SO  1 041 8:2003  and   
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API  RP  1 4C:2001 ).  Where  the  design  i s  more  complex or a  new process  i s  being  considered ,  
a  more  rigorous  approach  may be  necessary (e. g . ,  I SO  31 000:2009).  

NOTE  Fu rther i n formati on  on  se l ecti on  of appropri a te  techn iques  i s  g i ven  i n  I SO  1 7776: 2000,  ‘ ’ Petrol eum  and  
natu ral  gas  i ndustri es  – Offshore  production  i n stal l ati ons  – Gu ide l i nes  on  tool s  and  techn i ques  for hazard  
i den ti fi cati on  and  ri sk assessmen t’ ’ .  

When  considering  the  consequences  of a  particu lar hazardous  event,  a l l  possible  ou tcomes,  
and  the  frequency of the  hazardous  even t as  i t  con tribu tes  to  each  ou tcome,  shou ld  be  
considered .  No  cred ible  ou tcome  shou ld  be  ignored  or d i scarded .  For example,  exposing  
p ip ing  or vessels  to  pressures  above  design  wi l l  not a lways  resu l t  i n  catastroph ic loss  of 
con tainment.  I n  many cases,  equ ipment wi l l  have  been  subjected  to  test pressure  greater 
than  design  and  the  on ly consequence  may be  l eakage  of fl ammable  substances  l ead ing  to  
the  possib i l i ty of fi re.  I n  evaluating  consequences,  persons  responsible  for the  mechan ical  
i n tegri ty of the  plan t shou ld  be  consu l ted .  They shou ld  take  in to  account the  orig inal  test 
pressure  bu t a l so  whether the  orig inal  design  included  corrosion  a l lowances  and  whether a  
corrosion  management programme i s  i n  p lace.  Where  consequences  are  based  on  such  
assumptions,  i t  i s  importan t that th is  i s  clearly stated  so  that relevant procedures  can  be  
i ncorporated  i n to  the  safety management system.   

A fu rther i ssue  when  considering  consequences  wi l l  be  the  number of persons  l i kely to  be  
affected  by a  particu lar hazard .  I n  many cases,  operational  and  main tenance  staff wi l l  on ly be  
present i n  the  hazardous  zone  on  an  i n frequent basis  and  th is  can  be  taken  i n to  account 
when  pred icti ng  consequences.  Care  i s  needed  when  using  th is  statistical  approach  s ince  i t  
wi l l  not be  val id  i n  a l l  cases,  such  as  where  the  hazardous  even t may occur du ring  start-up  
when  staff are  frequently present.  Also  considerations  shou ld  be  g iven  to  the  poten tial  
i ncreased  number of people  being  i n  the  vicin i ty of the  hazardous  event as  a  resu l t  of 
i nvestigating  the  symptoms  during  the  bu i l d -up  to  the  even t.   

I n tended  process  operating  modes  shou ld  be  assessed ,  such  as  start-up,  con tinuous  
operation ,  shu tdown,  main tenance,  and  clean ing  cycles.  Reasonably foreseeable  sources  of 
demand  on  the  SIS  shou ld  be  considered  e . g . ,  equ ipment fa i lu res,  con trol  system,  other 
protective  l ayers,  main tenance  errors,  manual  i n terven tions  (e. g . ,  BPCS  con trol  function  i n  
manual )  and  l oss  of u ti l i ti es  (e. g . ,  a i r,  cool ing  water,  n i trogen ,  power,  steam,  trace  heating ,  
etc. )  during  each  of the  in tended  process  operating  modes.  

When  considering  the  frequency of demands,  i t  may be  necessary in  some  complex cases  to  
undertake  a  fau l t  tree  analysis.  Th is  i s  often  necessary where  severe  consequences  on ly 
resu l t from  s imu l taneous  (or sequentia l  h idden)  fa i l u re  of more  than  one  event (e. g . ,  where  
rel ief headers  are  not designed  for worst case  re l ief from  al l  sources).  J udgement shou ld  be  
made  on  when  operator errors  are  to  be  i ncluded  as  i n i tiating  causes  of the  i den ti fied  
hazardous  even ts  and  the  frequency to  be  used  for such  even ts.  Care  i s  a l so  needed  where  
cred i t  i s  taken  for reduction  i n  demand  frequency due  to  operator action .  The  cred i t  i s  l im i ted  
by human  factor i ssues  such  as  how qu ickly action  can  be  taken  and  the  complexi ty of the  

tasks  i nvolved .  Human  re l iabi l i ty analysis  shou ld  be  performed  when  cred i t  >1 0  i s  cla imed  for 

an  operator action .  Where  ri sk reduction  >1 0  i s  cla imed ,  the  system  shou ld  be  designed  
accord ing  to  I EC  61 51 1 -1 : 201 6.  The  system  that undertakes  the  safety function  wou ld  then  
comprise  the  sensor detecting  the  hazardous  cond i tion ,  the  a larm  presentation ,  the  human  
response  and  the  equ ipment used  by the  operator to  terminate  any abnormal  s i tuation .  I t  

shou ld  be  noted  that a  ri sk reduction  of ≤1 0  m igh t be  cla imed  wi thout the  need  to  comply wi th  
I EC  61 51 1 .  Where  such  cla ims  are  made,  the  human  factor i ssues  shou ld  be  carefu l l y 
considered .  Any cla ims  for risk reduction  from  an  a larm  layer of protection  shou ld  be  
supported  by a  documented  description  of the  necessary response  for the  a larm  and  
j usti fication  that there  i s  su fficien t time  for the  operator to  take  the  corrective  action  and  
assurance  that the  operator wi l l  be  tra ined  ( i n i tia l l y and  recurring)  to  take  the  preventive  
actions.  

An  a larm  system  can  be  used  as  a  means  of ri sk reduction  by reducing  the  demand  rate  on  
the  SIS,  or as  a  separate  protection  l ayer safety function  reducing  the  overal l  ri sk of the  
scenario.  Design  of the  a larm  system  shou ld  consider:  
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•  the  sensor used  for the  a larm  system  and  the  final  e lements  used  to  take  action  on  the  
process  are  not used  for con trol  functions  where  l oss  of con trol  wou ld  lead  to  a  demand  
on  the  a larm  system,  un less  an  analysis  has  been  performed  ind icating  the  overal l  ri sk i s  
acceptable.  Common  cause  and  common  mode  i ssues  shou ld  be  addressed ;  

•  the  sensor used  for the  a larm  system  and  the  final  e lements  used  to  take  action  on  the  
process  are  not cla imed  for risk reduction  as  part of the  SIS  for the  same hazardous  even t 
un less  the  common  cause  fa i l u re  has  been  taken  in to  account during  the  risk reduction  
analysis;  

•  l im i tations  have  been  taken  i n to  account wi th  respect to  risk reduction  that can  be  cla imed  
for the  a larm  system  design  and  management,  such  as  provisions  for access  securi ty,  
management of change  and  i nspection ,  preventive  main tenance  and  testi ng .  

Examples  of techn iques  that can  be  used  to  establ ish  the  S IL  of S ISs  are  g iven  in   
I EC  61 51 1 -3:  — wh ich  a lso  con tains  gu idance  on  what to  consider when  selecting  the  method  
to  use  for a  speci fic appl i cation .  

When  establ ish ing  whether risk reduction  i s  requ i red  i t  i s  necessary to  have  some process  
safety and  envi ronmental  targets.  These  may be  speci fic to  the  particu lar s i te  or operating  
company and  wi l l  be  compared  wi th  the  l evel  of ri sk wi thou t add i tional  safety functions.  After 
establ ish ing  the  need  for ri sk reduction ,  i t  wi l l  be  necessary to  consider what functions  are  
requ i red  to  be  carried  ou t to  return  the  process  to  a  safe  state.  I n  theory,  the  functions  may be  
described  i n  general  terms  wi thou t a  reference  to  a  particu lar technology.  I n  the  case  of over-
pressure  protection  for i nstance,  the  function  may be  described  as  prevention  of pressure  ri se  
above  a  speci fied  value.  E i ther a  re l ief va lve  or a  S IS  cou ld  then  carry ou t th is  function .  I f the  
function  i s  described  as  above,  the  selection  of the  type  of technology to  use  wou ld  be  
decided  in  the  next l i fe-cycle  step  (a l location  of S I F  to  protection  layers).  I n  practice,  the  
functional  requ i rements  wou ld  be  d i fferen t depend ing  on  the  type  of system  selected ;  and  th is  
stage,  and  the  next,  may i n  some  cases  be  combined .  

I n  summary,  the  H&RA shou ld  consider the  fol lowing :  

a)  each  determined  hazardous  even t and  the  even t sequences  that con tribute  to  i t;  

b)  the  consequences  and  l i kel ihood  of the  event sequences  wi th  wh ich  each  hazardous  
even t i s  associated ;  these  may be  expressed  quan ti tati vely or qual i tatively;  

c)  no  fu rther gu idance  provided ;  

d )  the  necessary risk reduction  for each  hazardous  even t;  

e)  the  measures  taken  to  reduce  or remove  hazards  and  risks;  

f)  the  assumptions  made  during  the  analysis  of the  risks,  i nclud ing  the  estimated  demand  
rates  and  equ ipment fa i l u re  rates;  any cred i t  taken  for operational  constrain ts  or human  
i n tervention  shou ld  be  detai led ;  

g )  no  further gu idance  provided ;  

h )  references  to  key i n formation  wh ich  relates  to  the  safety-related  systems at  each  SIS  l i fe-
cycle  phase  (e. g .  veri fication  and  val idation  activi ties).  

The  in formation  and  resu l ts  wh ich  consti tu te  the  H&RA shou ld  be  documented .  

I t  may be  necessary for the  H&RA to  be  repeated  at d i fferen t stages  i n  the  overal l  S IS  safety 
l i fe-cycle,  as  decis ions  are  taken  and  avai lable  i n formation  becomes  more  refined .  Period ic 
reval idations  of the  H&RA shou ld  a lso  be  conducted  and  documented  to  ensure  that 
assumptions  match  actual  operational  experience  (see  5. 2 .5. 3  of I EC  61 51 1 -1 : 201 6)  and  
curren t functional  safety management p lan  (see  5. 2 . 5. 1  of I EC 61 51 1 -1 : 201 6).  

A.8.2 .2  The  BPCS includes  a l l  of the  devices  necessary to  operate  the  process  and  i ts  
associated  equ ipment i n  the  desi red  manner (see  I EC  61 51 1 -1 : 201 6,  3 . 2 .3).  BPCS devices  
are  general ly not qual i fi ed  i n  accordance  wi th  I EC  61 51 1 -1 : 201 6  (see  I EC 61 51 1 -

1 : 201 61 1 . 2 .4),  so  the  dangerous  fai lu re  rate  cannot be  assumed  to  be  <  1 0 -5  per hour.  
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I n  the  process  industry,  BPCS fai lu re  i s  an  important cause  of demands  that shou ld  be  
considered  i n  the  H&RA.  Fai lu re  of the  BPCS may be  caused  by anyth ing  responsible  for 
correct BPCS operation ,  such  as  the  sensor,  valve,  operator error,  or l og ic solver.   

I EC 61 51 1 -1 : 201 6  l im i ts  the  dangerous  fa i l u re  rate  for the  BPCS as  an  i n i ti ating  source  to  1 0 -

5  per hour un less  the  BPCS is  implemented  accord ing  to  the  requ i rements  of th is  standard .  
The  reason  for the  l im i t  i s  that the  functional  safety management system  of I EC  61 51 1 -1 : 201 6  
and  i ts  prescribed  measures  and  techn iques  are  necessary to  lower the  l i kel ihood  of 

systematic fa i lu res  to  a  su fficien tl y l ow level  to  support a  dangerous  fai l u re  rate  claim  <  1 0 -5  
per hour.  The  l im i t  ensures  that h i gh  l evels  of confidence  are  not p laced  on  a  BPCS that does  
not meet the  requ i rements  of I EC  61 51 1 -1 : 201 6.  

A.8.2.3  No further gu idance  provided .  

A.8.2.4  For further gu idance  see  ISA TR84.00.09: 201 3.  

A.9  Al location  of safety functions  to  protection  layers   

A.9.1  Objective   

I n  order to  determine  the  need  for a  S IF  and  speci fy i ts  associated  safety i n tegri ty 
requ i rements,  i t  i s  importan t to  consider the  p lanned  (or i nsta l led )  protection  l ayers  and  how 
much  risk reduction  they provide.  I f a  S IS  protection  layer i s  needed ,  a  determination  shou ld  
be  made  on  the  SI Ls  of each  SI F  a l located  to  the  S IS.   

A.9.2  Gu idance to  "Requirements  of the  al location  process"   

A.9.2 .1  The  requ i rement i s  to  i denti fy the  protection  l ayers  to  be  used  and  to  a l locate  ri sk 
reduction  to  the  SI F.  I n  practice,  safety functions  are  on ly a l located  to  S ISs  where  there  are  
problems  i n  us ing  i nheren tl y safe  designs  or other technology systems.   

Examples  of such  problems  i nclude  l im i tations  on  flare  capaci ty or protection  against 
exothermic reactions.  Any decis ion  to  use  instrumented  systems  rather than  more  trad i tional  
approaches  such  as  re l ief va lves  shou ld  be  supported  by sound  reasons  that wi l l  s tand  up  to  
regu latory au thori ty chal l enge.  

As  stated  above,  the  H&RA and  a l location  may be  concurrent activi ties  or a l l ocation  may i n  
some  ci rcumstances  take  p lace  prior to  H&RA.  Decis ions  on  the  a l location  of safety functions  
to  protection  l ayers  are  often  taken  on  the  basis  of what has  been  found  to  be  practicable  by 
the  user organ ization .  Establ ished  industry good  practice  shou ld  a l so  be  taken  in to  account.  
Decis ions  wi l l  then  be  taken  on  the  SISs,  assuming  cred i t  for the  other protection  l ayers.  For 
example,  where  re l i ef va lves  have  been  instal led  and  these  have  been  designed  and  instal led  
accord ing  to  i ndustry codes,  i t  may then  be  decided  that these  are  adequate  on  thei r own  to  
ach ieve  adequate  risk reduction .  S ISs  wou ld  then  on ly l im i t  pressure  where  s ize  or 
performance of the  re l ief valve(s)  was  i nsu fficien t for the  appl ication  or release  to  the  
atmosphere  i s  to  be  prevented .  

A.9.2 .2  No further gu idance  provided .   

A.9.2.3  When  a  safety function  i s  a l l ocated  to  a  S IS,  i t  wi l l  be  necessary to  consider whether 
the  appl ication  i s  l ow demand  mode  or h igh  demand/continuous  mode.  I n  the  process  sector 
safety functions  often  operate  i n  l ow demand  mode  where  demands  are  normal ly i n frequent.  
I n  such  cases,  Table  4  i n  I EC  61 51 1 -1 : 201 6  i s  the  appropriate  measure  to  use.  There  are  an  
i ncreasing  number of appl ications  operating  i n  h igh  demand  mode where  i t  i s  more  
appropriate  to  consider the  appl ication  as  con tinuous  mode  because  the  hazardous  even t 
typical l y occurs  as  soon  as  the  S IS  fa i l s  to  function .  I n  such  cases,  Table  5  i n  I EC 61 51 1 -
1 : 201 6  i s  the  appropriate  measure  to  apply.  Con tinuous  mode  appl i cations  where  fai lu re  
wou ld  resu l t i n  an  immed iate  hazard  are  rare.  Burner or tu rbine  speed  con trol  functions  may 
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be  speci fied  as  con tinuous  mode  appl ications  that are  requ i red  to  comply wi th  I EC  61 51 1 -
1 : 201 6  i f the  requ i red  average  frequency of fa i lu re  to  ach ieve  the  speci fied  hazardous  even t 
frequency i s  l ower than  1 0–5  per hour.  

Table  4  of I EC  61 51 1 -1 : 201 6  defines  S IL  i n  terms  of PFDavg .  The  target PFDavg  i s  determined  
by the  requ i red  ri sk reduction .  The  requ i red  ri sk reduction  can  be  determined  by comparing  
the  process  risk wi thou t the  SIS  wi th  the  tolerable  ri sk.  Th is  can  be  determined  on  a  
quan ti tati ve  or qual i tati ve  basis  us ing  the  techn iques  in  I EC  61 51 1 -3:  —.   

Table  5  of I EC  61 51 1 -1 : 201 6  defines  S IL  i n  terms of the  average  frequency of dangerous  
fa i lu res  to  perform  the  SIF.  Th is  i s  determined  by the  tolerable  fa i l u re  rate  of the  SIS,  taking  
i n to  account the  consequence  of fa i l u re  in  a  particu lar appl i cation .  When  Table  5  of I EC  
61 51 1 -1 : 201 6  i s  used  to  determine  the  requ i red  SI L,  the  target i s  based  on  the  frequency of 
dangerous  fa i lu re  for the  SIS.  I n  using  Table  5  of I EC  61 51 1 -1 : 201 6,  i t  i s  i ncorrect to  convert 
the  frequency of dangerous  fa i l u re  i n to  a  probabi l i ty of dangerous  fai lu re  on  demand  using  the  
proof test i n terval  or the  demand  rate.  Wh i le  the  un i ts  may appear to  be  correct,  th is  resu l ts  i n  
an  i nappropriate  conversion  of Table  5  of I EC 61 51 1 -1 : 201 6  and  may resu l t  i n  under-
speci fication  of the  S IL  requ i rements.  

The  targets  for average  probabi l i ty of fa i lu re  on  demand  or frequency of dangerous  fa i l u res  
apply to  the  S IF,  not to  i nd ividual  components,  devices  or S IS  subsystems.  A component,  
device  or S IS  subsystem  (e. g . ,  sensor,  l og ic solver,  fi nal  e lement)  cannot have  a  S IL  assigned  
to  i t  ou ts ide  i ts  association  wi th  a  speci fic S IF.  However,  a  component can  have  a  systematic 
capabi l i ty that re lates  to  the  measures  and  techn iques  used  to  reduce  the  l i kel ihood  of 
systematic errors  causing  a  dangerous  fai lu re  of the  SIS.   

The  ou tcome  of the  H&RA and  a l location  process  shou ld  be  a  clear description  of the  safety 
functions  to  be  carried  ou t by the  protection  layers.  For the  SISs,  th is  description  shou ld  
i nclude  the  mode  of operation ,  i . e . ,  con tinuous,  l ow or h igh  demand ,  and  SI L  requ i rements  for 
each  SI F.  Th is  forms  the  basis  for the  SIS’s  SRS.  The  description  of the  safety functions  
shou ld  be  clear as  to  what shou ld  be  done  to  ensure  that the  functional  and  safety i n tegri ty 
requ i rements  are  understood .   

At th is  stage  of the  implementation ,  i t  i s  unnecessary to  speci fy arch i tectural  detai l s  for 
sensors  and  valves.  Decisions  on  arch i tectures  are  complex and  whether a  particu lar system  
requ i res  2oo3  sensors  and  1 oo2  valves  wi l l  depend  on  many factors.  

A.9.2.4  The  impl ications  of Tables  4  and  5  of I EC 61 51 1 -1 : 201 6  shou ld  be  fu l l y understood .  
I n  particu lar,  the  PFDavg  that can  be  cla imed  for a  s ing le  S IF  i s  l im i ted  to  1 0 -5 ,  correspond ing  
to  a  ri sk reduction  of 1 05  (S I L  4) .  Rel iabi l i ty analysis  may i nd icate  that i t  i s  possible  to  ach ieve  
a  PFDavg  due  to  random  hardware  fai l u res  of l ess  than  1 0 -5 ,  bu t I EC  61 51 1 -1 : 201 6  presumes  
that systematic fa i l u res  and  common  mode fai lu res  wi l l  l im i t the  actual  ri sk reduction  that can  
be  ach ieved .  I t  i s  strong ly recommended  that where  risk analysis  shows  such  a  h igh  ri sk 
reduction  to  be  necessary,  the  d i fficu l ty of ach ieving  a  S IL  4  S IF  i n  the  process  sector shou ld  
be  noted .  Consideration  shou ld  be  g iven  to  removal  or reduction  of the  hazard  at source,  
i n troducing  ri sk reduction  measures  not based  on  SISs,  reducing  the  l i kel ihood  of causes  of 
the  hazardous  event or us ing  mu l tip le  i ndependent S IFs,  of l ower safety i n tegri ty.  Where  
mu l tip le  S IFs  are  used  the  dependencies  between  the  SIFs  shou ld  be  considered  i nclud ing  
the  effects  of synchron ised  proof testing .  One  method  of considering  the  effect i s  to  model  the  
overal l  arrangement us ing  a  hol i stic  approach  (see  I EC  61 51 1 -3:—,  Annex J ) .   

A.9.2.5  No further gu idance  provided .  

A.9.2.6  Mul tiple  S I Fs  may be  u ti l i zed  in  order to  ach ieve  h igher l evels  of ri sk reduction  (e. g . ,  
g reater than  1 03) .  When  using  mu l tip le  S IFs  to  ach ieve  h igher ri sk reduction ,  i t  i s  important 
that each  of the  SI Fs  i s  i ndependently able  to  carry ou t the  safety function  and  that there  i s  
su fficien t i ndependence  between  the  S ISs.   
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Furthermore,  where  mu l tip le  S IFs  are  used ,  one  shou ld  take  i n to  account common  cause  
fa i lu res.  I n  add i tion ,  a l l  of the  other requ i rements  defined  i n  I EC  61 51 1 -1 : 201 6  shou ld  be  
satisfied ,  i nclud ing  the  m in imum  fau l t  to lerance  requ i rements  defined  i n  Table  6  of  
I EC  61 51 1 -1 : 201 6.   

To  i l l ustrate  how combin ing  mu l tip le  S IFs  migh t be  used  to  ach ieve  h igher l evels  of ri sk 
reduction ,  consider the  fol lowing  example:  

A 2oo3  transmi tter set,  a  2oo3  log ic solver and  a  1 oo2  fi nal  e lement set wh ich  yields  a  S IF  

wi th  a  PFDavg  of 3 , 05  ×  1 0–4 .  Th is  SIF  ach ieves  a  risk reduction  of approx.  3 , 3  ×  1 03 .  

I t  wou ld  be  i ncorrect to  assume that us ing  two such  systems together wou ld  resu l t i n  a  ri sk 

reduction  of 1 0  ×  1 06  ( i . e . ,  3 , 3  ×  1 03  ×  3 , 3  ×  1 03) .  Common  cause  factors,  such  as  using  
s im i lar technolog ies,  design ing  both  systems  from  the  same functional  speci fication ,  human  
factors  (e. g . ,  programming ,  i nsta l l ation ,  main tenance),  external  factors  (e. g . ,  corrosion ,  
p lugg ing ,  freezing  of a i r l i nes,  l i gh tn ing)  and  dependencies  due  to  synchron ised  proof testing  
wi l l  l im i t  the  system  improvement.  I t  i s  a l so  necessary to  take  i n to  account any components  
shared  between  the  two  systems.  

A more  feasible  solu tion  may be  to  u ti l i ze  a  non-redundant second  system  using  devices  as  
d iverse  as  possib le  ( in  order to  m in im ize  poten tia l  common  cause  problems).  Using  d iverse  
components  may,  however,  make  the  main tenance  more  d i fficu l t.  A thorough  analysis  shou ld  
be  undertaken  to  select the  best solu tion  for the  i nd ividual  appl ication .  

Further gu idance  on  how to  evaluate  the  dependency and  common  cause  between  protection  
l ayers  i s  g i ven  i n  Annex J  of I EC  61 51 1 -3:—.  

A.9.2.7  See gu idance  on  how to  evaluate  the  dependencies  and  common  cause  effects  
between  protection  l ayers  in  Annex J  of I EC  61 51 1 -3:—.  

A.9.2.8  No further gu idance  provided .  

A.9.2.9  No further gu idance  provided .  

A.9.3  Gu idance  to  "Requ irements  on  the  basic process  control  system  as  a  
protection  layer"    

A.9.3.1  The  BPCS  may be  i den ti fied  as  a  protection  layer subject to  certa in  cond i tions.   

S I Fs  may not be  implemented  in  the  BPCS un less  the  BPCS is  designed  in  accordance  wi th  
the  standard .  I EC  61 51 1 -1 : 201 6,  1 1 . 2 . 4  states,  “ I f i t  i s  i n tended  not to  qual i fy the  BPCS  to  th is  
standard ,  then  the  S IS  shou ld  be  designed  to  be  separate  and  independent to  the  exten t that 
the  safety i n tegri ty of the  SIS  i s  not compromised . ”  Design ing  and  manag ing  the  BPCS as  a  
S IS  requ i res  the  appl ication  of the  l i fe-cycle  requ i rements  i n  the  standard ,  i nclud ing  the  
hazard  and  risk analysis,  design  documentation ,  functional  safety management,  val i dation  of 
changes,  and  management of change.   

Risk reduction  can  on ly be  a l located  to  one  BPCS  protection  l ayer,  un less  the  requ i rements  of 
9 . 3. 4  and  9 . 3 .5  of I EC  61 51 1 -1 : 201 6  are  met and  fu rther quan ti tati ve  risk analysis  i n  
accordance  wi th  I EC  61 51 1 -1 : 201 6  i s  conducted .  Th is  analysis  i s  not tri via l  and  i nvolves  a  
detai l ed  assessment of the  overal l  BPCS design ,  i nclud ing  hardware,  software,  
commun ications,  power suppl ies,  i n terfaces,  etc.  At a  m in imum,  th is  analysis  shou ld  take  in to  
account the  i n tegri ty of the  hardware,  separation  of the  protection  l ayers  to  prevent common  
cause  fai l u res,  management of the  appl ication  programming  systematic errors,  access  
securi ty to  hardware  and  software,  management of changes,  operator i n teraction ,  
configuration  con trol ,  and  period ic val idation .  
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When  considering  a  BPCS protection  l ayer,  the  design  and  management of the  BPCS shou ld  
be  assessed  to  ensure  that the  l i kel i hood  of common  cause,  common  mode,  and  systematic 
fa i lu re  between  the  BPCS protection  l ayer and  the  in i tiati ng  source  and  between  the  BPCS 
protection  layer and  other protection  layers  i s  su fficien tl y l ow in  comparison  to  the  overal l  ri sk 
reduction  requ i rements  for the  BPCS.  

A.9.3.2  Risk reduction  of ≤  1 0  may be  cla imed  from  a  BPCS  protection  layer wi thou t the  
need  to  comply wi th  I EC  61 51 1 -1 : 201 6.  Th is  a l l ows  the  BPCS to  be  used  for some  risk 
reduction  wi thou t the  need  to  implement BPCS protection  l ayers  to  the  requ i rements  of I EC 
61 51 1 -1 : 201 6.   

The  risk reduction  cla im  of ≤  1 0  for the  BPCS  protection  l ayer shou ld  be  j usti fi ed  by 
consideration  of the  risk reduction  capabi l i ty of the  BPCS (determined  by re l iabi l i ty analysis  or 
prior use  data)  and  the  procedures  used  for configuration ,  mod i fication  and  operation  and  
main tenance.   

Any BPCS protection  l ayer shou ld  be  documented  i n  a  functional  speci fication ,  wh ich  
describes  how the  BPCS is  designed ,  main tained ,  i nspected ,  tested ,  and  operated  to  ach ieve  
the  a l located  risk reduction .   

Fau l ts  associated  wi th  devices  of the  BPCS protection  l ayer may be  revealed  th rough  process  
operation ,  au tomated  d iagnostics,  mechan ical  i n tegri ty activi ties,  or i n i tiation  of another 
hazardous  even t bu t not the  one  where  i t  i s  used  for ri sk reduction .  Detection  of a  fau l t  shou ld  
resu l t i n  the  BPCS protection  l ayer taking  a  speci fied  action  to  ach ieve  or main tain  a  safe  
state.  The  speci fied  action  (fau l t  reaction)  requ i red  to  ach ieve  or main tain  a  safe  state  may 
consist,  for example,  of the  safe  shu tdown  of the  process  (or that part of the  process  that 
rel ies  on  the  fau l ty S IS  subsystem  for risk reduction )  or a  speci fied  compensating  measure  
that ensures  safe  operation  wh i lst repai r i s  completed .  The  fau l t  reaction  shou ld  be  able  to  
take  effect i n  l ess  than  the  process  safety time.  

When  a l l ocating  risk reduction  to  a  BPCS protection  l ayer,  i t  i s  importan t to  ensure  that 
access  securi ty and  change  management are  provided .  Admin istrative  controls  shou ld  be  
used  to  con trol  access  to  and  mod i fication  of the  protection  l ayer wi th in  the  BPCS.  Bypassing  
a  BPCS  protection  l ayer (e. g . ,  p lacing  BPCS function  in  manual )  shou ld  requ i re  approval  and  
compensating  measures  shou ld  be  i n  p lace  prior to  bypassing  to  ensure  the  requ i red  ri sk 
reduction  i s  main tained .  Means  shou ld  be  provided  to  val idate  the  functional i ty of the  
protection  layer after changes  are  made  to  the  BPCS that cou ld  affect the  operation  of the  
BPCS  protection  layer.   

A.9.3.3  No further gu idance  provided .  

A.9.3.4 The  risk reduction  that can  be  cla imed  for a  BPCS protection  l ayer i s  a lso  
constrained  by the  degree  of i ndependence  between  the  BPCS protection  layer,  other 
protection  l ayers  and  the  i n i ti ating  source  of the  hazardous  even t.   

A detai led  analysis  of the  overal l  BPCS  shou ld  demonstrate  that the  con trol  and  protective  
devices  wi th in  the  BPCS are  su fficien tl y i ndependent and  separate,  such  that i t  i s  possib le  to  
conclude  that a  fa i l u re  of the  BPCS as  an  i n i tiati ng  source  has  a  su fficien tly l ow probabi l i ty of 
causing  the  fa i l u re  of the  BPCS protection  l ayer.  I n  such  cases,  i t  may be  appropriate  to  take  
cred i t  for a  BPCS protection  layer,  even  i f the  BPCS can  i n i ti ate  the  hazardous  event.   

When  a  BPCS is  the  in i tiating  source,  no  more  than  one  BPCS protection  layer may be  
cla imed  for the  same  hazardous  even t,  un less  the  BPCS i s  designed  and  managed  i n  
accordance  wi th  I EC  61 51 1 -1 : 201 6.  F igure  A. 2  i l l ustrates  i ndependence  of the  BPCS 
protection  l ayer and  an  i n i tiating  cause  in  the  BPCS.  
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Figure  A.2  – Independence of a  BPCS  
protection  layer and  an  in i tiating  source  in  the  BPCS 

For example,  consider the  case  where  a  fl ow con trol  l oop  i s  the  i n i tiati ng  source.  Th is  
i n i ti ating  source  i ncludes  a  flow transmi tter,  a  BPCS log ic solver,  and  a  con trol  va lve.  I n  order 
to  a l l ocate  ri sk reduction  to  a  pressure  vent i n  the  BPCS,  the  pressure  transmi tter shou ld  be  
wi red  to  an  i ndependent BPCS log ic solver,  wh ich  actuates  an  i ndependent fi nal  e lement 
(e. g . ,  ven t va lve  to  flare  system).  The  protection  l ayer may a lso  be  an  a larm  and  operator 
response  function .  

When  making  cla ims  for the  BPCS as  an  i n i tiating  source  and  as  a  protection  layer for the  
same  hazardous  event,  the  overal l  BPCS  ( includ ing  any of i ts  devices  as  i l l ustrated  i n  
F igure  A.2)  shou ld  be  designed  and  managed  such  that i t  supports  the  cla imed  average  

frequency of fa i lu re  (e. g . ,  ≤1 0–5/hr ×  ≤1 0 -1  =  ≤1 0–6/hr) .  The  claim  shou ld  be  j usti fied  by a  
quan ti tati ve  analysis  of the  BPCS  that considers  the  l i kel ihood  of common  cause  and  common  
mode  fai l u res  between  the  devices  compris ing  the  BPCS.  Common  cause  due  to  random  and  
systematic fa i lu res  may l im i t  the  capabi l i ty of the  BPCS to  ach ieve  the  cla imed  average  
frequency of fa i l u re.   

When  the  i n i ti ati ng  source  i s  not related  to  fa i lu re  of a  BPCS,  no  more  than  two  protection  
l ayers  may be  cla imed  for the  same  hazardous  even t,  un less  the  BPCS i s  designed  and  
managed  in  accordance  wi th  I EC  61 51 1 -1 : 201 6.  F igure  A.3  below i l l ustrates  independence  of 
two  BPCS protection  layers  a l l ocated  to  the  BPCS.  

A.9.3.5  When  making  cla ims  for two  BPCS protection  l ayers  for the  same hazardous  even t,  
the  overal l  BPCS  ( includ ing  any of the  devices  as  i l l ustrated  in  F igure  A.3)  shou ld  be  

designed  and  managed  such  that i t  supports  the  cla imed  risk reduction  (e. g . ,  ≤1 /1 0  ×  ≤1 /1 0  =  

≤1 /1 00).  The  cond i tions  and  considerations  in  I EC  61 51 1 -1 : 201 6  9 . 4 . 1  and  9 . 4 . 2  apply to  both  
BPCS protection  l ayers.  The  cla imed  risk reduction  shou ld  be  j usti fied  by a  quanti tative  
analysis  of the  BPCS that considers  the  l i kel ihood  of common  cause  and  common  mode  
fai lu res  between  the  devices  compris ing  the  BPCS.  Common  cause  due  to  random  and  
systematic fa i lu res  may l im i t  the  capabi l i ty of the  BPCS  to  ach ieve  the  claimed  risk reduction .  
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Figure  A.3  – Independence of two protection  layers  al located  to  the  BPCS 

A.9.4 Gu idance to  "Requirements  for preventing  common  cause,  common  mode and  
dependent fai lures"  

A.9.4.1  An  importan t i ssue  to  be  considered  at an  early stage  i s  whether there  are  any 
common  cause  fai lu res  between  redundant parts  wi th in  each  l ayer (e. g . ,  between  2  pressure  
rel ief valves  on  the  same  vessel ) ,  between  safety l ayers  or between  safety l ayers  and  the  
BPCS.  An  example  of th is  cou ld  be  where  fa i l u re  of a  BPCS measurement cou ld  cause  a  
demand  on  the  SIS  and  a  device  wi th  the  same  characteristics  i s  used  wi th in  the  SIS.  I n  such  
cases  i t  wi l l  be  necessary to  establ ish  i f there  are  cred ib le  fa i l u re  modes  that cou ld  cause  
fa i lu re  of both  devices  at  the  same time.  Where  a  common  cause  of fa i l u re  i s  i den ti fied  then  
the  fol l owing  actions  can  be  taken .  

a)  The  common  cause  can  be  reduced  by chang ing  the  design  of the  SIS  or the  basic 
process  control  system.  D iversi ty of design  and  physical  separation  are  two  effective  
methods  of reducing  the  l i kel ihood  of common  cause  fa i l u res.  Th is  i s  usual l y the  preferred  
approach .  

b)  The  l i kel ihood  of the  common  cause  event shou ld  be  taken  in to  account when  determin ing  
whether the  overal l  ri sk reduction  i s  adequate.  Th is  may requ i re  a  fau l t  tree  analysis  to  be  
constructed  that i ncludes  demand  causes  as  wel l  as  protection  system  fai lu res.  Common  
cause  fai lu res  can  be  represented  on  such  fau l t  trees  and  thei r effect on  overal l  ri sk can  
be  quan ti fi ed  through  appropriate  model ing  methods.  

I t  shou ld  be  noted  that any sensors  or actuators  that are  shared  by the  BPCS and  SIS  are  
very l i kely to  i n troduce  common  cause  fai l u res.   

A.9.4.2  The  considerations  l i sted  below apply when  an  assessment i s  carried  ou t on  the  
l i kel ihood  of common  cause,  common  mode  and  dependent fa i lu res.  The  extent,  formal i ty and  
depth  of the  assessment wi l l  depend  on  the  SI L  of the  in tended  function .  The  effect of 
common  cause,  common  mode  and  dependent fa i lu res  may be  dominan t for S I L  3  or S I L  4 .  
The  fol lowing  shou ld  be  considered :   

•  i ndependence  between  protection  l ayers  – a  fa i lu re  modes  and  effects  analysis  shou ld  be  
carried  ou t to  establ ish  i f a  s i ng le  even t can  cause  fai l u re  of more  than  one  protection  
l ayer or fa i l u re  of the  BPCS  and  a  protection  layer.  The  depth  and  rigor of the  analysis  wi l l  
depend  on  the  ri sk;  

•  d i versi ty between  protection  l ayers  – the  a im  shou ld  be  d iversi ty between  protection  layers  
and  the  BPCS bu t th is  i s  not a lways  ach ievable.  Some d iversi ty can  be  ach ieved  by using  
equ ipment from  d i fferen t manufacturers  bu t i f S IS  and  BPCS  sensors  are  connected  to  the  
process  using  the  same  type  of hook up,  then  the  d iversi ty may be  of l im i ted  value;  
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•  physical  separation  between  d i fferent protection  l ayers  – physical  separation  wi l l  reduce  
the  impact of common  cause  fai lu res  due  to  physical  causes.  Measurement connection  
l ocations  for BPCS and  SIS  shou ld  be  g iven  maximum  physical  separation  subject to  
functional  needs  such  as  accuracy and  response  time.  

A.1 0  SIS  safety requ irements  specification  

A.1 0.1  Objective   

The  development of the  SIS  SRS i s  one  of the  most important acti vi ti es  of the  whole  S IS  
safety l i fe-cycle.  I t  i s  th rough  th is  speci fication  that the  user i s  able  to  define  how he  wants  
each  SIF  to  be  designed  and  i n tegrated  i n to  a  S IS.   

F i nal  va l i dation  of the  S IS  i s  carried  ou t us ing  th is  speci fication .  

A.1 0.2  Gu idance  to  "General  requ irements"   

The  SIS  SRS  may be  a  s ing le  document or a  col lection  of several  documents  i nclud ing  
procedures,  d rawings  or corporate  standard  practices.  These  requ i rements  may be  developed  
by the  H&RA team  and /or the  project team  i tsel f.  

A.1 0.3  Gu idance  to  "SIS  safety requ irements"   

A.1 0.3.1    As described  i n  I EC  61 51 1 -1 : - ,  there  are  a  number of design  requ i rements  that 
shou ld  be  defined  early i n  a  project to  ensure  the  SIF  provides  the  desi red  protection .   

Some considerations  wi th  respect to  the  SRSs  are  as  fol l ows:  

a)  The  fi rst  i tems  that shou ld  be  defined  are  the  SIF  a long  wi th  i ts  S I L.  An  example  of a  S IF  
i s  “protect the  reactor from  overpressure  by shu tti ng  down  the  i n let  va lves  on  h igh  
pressure” .  Typical l y the  function  description  wi l l  comprise  the  fol lowing  topics:  

•  Wh ich  process  parameters  shou ld  be  mon i tored  to  detect the  hazardous  cond i tions.  

EXAMPLE  A pressu re  ri se  above  a  speci fi ed  val ue  i s  detected .  The  va l ue  of the  parameter at  wh ich  
acti on  i s  taken  i s  ou ts i de  the  normal  operati ng  range  and  l ess  than  the  val ue  that  wi l l  resu l t  i n  the  
hazardous  cond i ti on .  An  a l l owance  i s  made  for the  response  of the  system  and  the  accu racy of 
measuremen t.  I n  setti ng  the  l im i t,  a  d i scussion  wi th  those  responsibl e  for the  desi gn  and  impl ementati on  
of the  S I S  took p l ace.  

•  The  actions  that shou ld  be  taken  and  when  they shou ld  be  taken  to  prevent the  
hazardous  even t.  A s imple  example  cou ld  be  to  reduce  the  flow of steam  to  a  reboi ler 
wi th in  a  speci fied  time.  I t  shou ld  be  noted  that i t  i s  not usual ly su fficien t to  state  that 
steam  fl ow to  the  reboi ler shou ld  be  shu t-off.  The  designer wi l l  need  to  know what i s  
necessary for successfu l  operation .  I n  heating  du ties  i t  may for example  be  su fficien t 
to  reduce  flow to  l ess  than  1 0  %  of fl ow wi th in  one  m inu te.  I n  other examples  i t  may be  
necessary to  have  tigh t shu t-off wi th in  a  few seconds.  

•  The  actions  not needed  to  prevent the  hazardous  even t that may be  of benefi t  for 
operational  reasons.  Such  actions  may i nclude  presentation  of a larms,  shu t down  of 
upstream  or downstream  un i ts  to  reduce  demands  on  other protection  systems or 
actions  that wi l l  enable  fast start  up  once  the  cause  of the  hazard  has  been  e l im inated .  
I t  i s  importan t to  separate  these  non-safety actions  from  the  actions  necessary to  
prevent the  hazardous  cond i tion  so  as  to  restrict the  boundary of the  SIS  to  what i s  
necessary.   

•  Any i denti fied  process  states  or sequences  of the  SIS  operation  wh ich  shou ld  be  
prevented  because  they wi l l  resu l t  i n  hazardous  si tuations.  A fu rther analysis  of ri sk 
shou ld  be  needed  after design  of the  SIS  to  consider i f partia l  fa i l u res  or spurious  
operation  of the  SIS  cou ld  resu l t  i n  a  new hazard  or be  an  add i tional  cause  of a  hazard  
a l ready i denti fi ed .  

b)  Th is  speci fication  shou ld  define  the  safe  state  of the  process  for each  identi fied  function  in  
terms  of wh ich  fl ows  shou ld  be  started  or stopped ,  wh ich  process  valves  shou ld  be  
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opened  or closed  and  the  state  of operation  of any rotati ng  equ ipment (pumps,  
compressors,  ag i tators).  I f bring ing  the  process  to  a  safe  state  i nvolves  sequencing ,  the  
sequencing  can  a lso  be  i den ti fied .  I n  defin ing  the  fi nal  e lements,  consideration  can  be  
g iven  to  the  benefi ts  of d iversi ty,  for example,  shu tting  off the  product stream  and  shu tting  
off the  steam  flow to  reduce  h igh  pressure.   

c)  The  requ i rement for a  desi red  proof test i n terval  can  be  defined  at the  beg inn ing  so  the  
design  of the  SIS  can  take  i t  i n to  consideration .  For example,  i f proof testing  i s  to  be  
performed  during  p lanned  shu tdowns (e. g . ,  every 3  years),  the  design  m igh t requ i re  more  
redundancy than  i f the  proof test i n terval  i s  to  be  annual .  

Consideration  can  be  g iven  to:  

•  test duration ;  

•  s tate  of the  tested  device  (  off-l ine/on-l ine) ;  

•  s tate  of the  process  during  test;  

•  detection  of common  cause  fai lu res;  

•  prevention  of errors  (such  as  the  SIS  remains  i solated  after test complete);   

•  test documentation  requ i rements;  

•  arch iving  requ i rements;  

•  the  need  to  ensure  management i s  aware  of what i s  p lanned ;  

•  the  need  to  ensure  ad jacent and  other impacted  areas  are  aware  of the  impend ing  
test;  

•  the  techn ical  qual i fication  and  experience  of the  person(s)  developing  the  test 
procedures;  

•  the  techn ical  qual i fi cation  and  experience  of the  person(s)  implementing  the  test 
procedures.  

d )  The  maximum  a l l owable  response  time  of a  S IS  starts  when  the  process  i s  at  trip  
cond i tion ,  and  ends  at the  l ast time  when  the  fi nal  e lements  reach ing  thei r safe  states  wi l l  
s ti l l  be  able  to  prevent the  hazard .  Requ i rements  for being  able  to  manual ly bring  the  
process  to  a  safe  state  shou ld  be  defined .  For example,  i f there  i s  a  requ i rement for the  
operator to  be  able  to  manual l y shu tdown  a  p iece  of equ ipment from  e i ther the  con trol  
room  or from  a  fie ld  l ocation ,  then  th is  shou ld  be  speci fied .  Any requ i rement for 
i ndependence  of manual  shu tdown  swi tches  from  the  S IS  l og ic solver a lso  shou ld  be  
defined .  

e)  Al l  requ i rements  for restarting  the  process  after a  shu tdown  shou ld  be  speci fied .  For 
example,  some  users  have  e lectron ic reset swi tches  on  the  main  con trol  panel  or i n  the  
fi e ld  and  others  l i ke  to  use  solenoids  wi th  l atch ing  hand les.  I f there  i s  a  speci fic 
requ i rement l i ke  th is  reset action ,  i t  shou ld  be  part of the  SRS.  

f)  I f there  i s  a  target frequency for nu isance  trips,  th is  a lso  shou ld  be  speci fied  as  part of the  
SRS.  Th is  wi l l  be  a  factor i n  the  design  of the  SIS.  

g )  The  in terfaces  between  the  SIS  and  the  operator shou ld  be  fu l l y described ,  i nclud ing  
a larms  (pre-shutdown  a larms,  shu tdown  alarms,  bypass  a larms,  d iagnostic a larms),  
g raph ics,  sequence  of even ts  record ing .  

h )  There  may be  a  need  for bypasses  to  a l low the  SIS  to  be  tested  or main tained  wh i le  the  
process  i s  runn ing .  I f there  are  speci fic requ i rements  for bypassing  such  devices  as  key 
l ock or passwords,  these  a lso  shou ld  be  speci fied  as  part of the  SRS.  

i )  The  fai lu re  modes  and  response  of the  SIS  on  the  detection  of fau l ts  shou ld  be  defined .  
For example,  a  transmi tter can  be  configured  to  fa i l  toward  a  trip  cond i tion  or away from  
a  trip  cond i tion .  I f i t  i s  designed  to  fa i l  away from  the  trip  cond i tion ,  then  i t  i s  important that 
the  operator gets  an  a larm  on  the  transmi tter fa i l u re  and  i s  tra ined  to  take  corrective  
actions.  See  a lso  I EC  61 51 1 -1 : 201 6,  1 1 . 3  relating  to  requ i rements  on  detection  of a  fau l t.   

A.1 0.3.2  No further gu idance  provided .  
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A.1 0.3.3  Th is  subclause  re lates  to  appl ication  programming  safety requ i rements  gu idance.  
An  AP  SRS  i den ti fies  the  m in imum  capabi l i ties  of the  PE  AP  functional i ty and  a lso  constrains  
the  development of any functional i ty wh ich  wou ld  resu l t  i n  an  unsafe  cond i tion .  The  AP  safety 
requ i rements  that have  a l ready been  speci fied  in  the  requ i rements  for the  S IS  need  not be  
repeated  as  a  separate  AP  SRS.  

The  AP  SRS  typical l y takes  i n to  account the  SIS  system  arch i tecture.  The  system  arch i tecture  
defines  the  major devices,  S IS  subsystems,  embedded  software  and  AP,  as  wel l  as  how they 
are  in terconnected  and  how the  requ i red  attribu tes,  particu larl y safety i n tegri ty,  are  ach ieved .  
Examples  of embedded  software  modu les  include  operating  systems,  databases,  and  
commun ication  S IS  subsystems.  Examples  of AP modu les  i nclude  appl ication  functions  wh ich  
are  repl icated  throughou t the  p lan t.   

The  AP  arch i tecture  shou ld  a lso  be  determined  by the  underlying  arch i tecture  of the  S IS  
subsystem(s)  provided  by the  suppl ier(s).  The  AP  arch i tecture  shou ld  not undermine  the  
hardware  redundancy – for example  i f the  processor redundancy i s  l ower (e. g . ,  1  ou t of 1 )  
than  the  sensor redundancy (e. g .  2  ou t of 3)  then  the  associated  AP  shou ld  faci l i tate  the  
requ i red  voting  of the  sensors  ( i . e . ,  2  ou t of 3) .   

The  detai led  functional  safety requ i rements  for each  S IF  can  typical l y be  defined  by use  of 
l og ic d iagrams  or cause  and  effect (see  F igure  D .2)  d rawings.  I n  many cases,  the  
programming  l anguages  provided  by the  l og ic solver vendor can  be  used  to  define  the  
requ i rements.  Typical  l anguages  that can  be  used  are  function  b lock d iagram  or cause  effect 
matrix.  Special ised  formats  such  as  un i fied  model l i ng  l anguage  (UML)  are  a lso  avai lable  and  
usefu l  when  the  use  of model  checking  techn iques  i s  foreseen .  The  vendor suppl ied  l anguage  
selected  shou ld  be  su i table  for the  appl ication .  The  use  of the  vendor suppl ied  l anguages  to  
define  the  detai led  requ i rements  can  often  avoid  errors  that occur i n  the  translation  of the  
requ i rements  from  other forms  of documentation .  L iberal  use  of comments  shou ld  be  provided  
to  define  safety and  non-safety functions  and  the  SI L  requ i rements  of a l l  safety functions.  

I t  may be  appropriate  to  implement add i tional  requ i rements  beyond  those  necessary for the  
basic i nd ividual  S IF  functional  behavior (e. g .  to  manage  the  p lan t shu tdown  and  start  up)  
e i ther i n  the  BPCS or i n  a  completely separate  part of the  appl ication  programme from  the  
SIF,  wi th  clear l i nks  i n to  the  SI F.  I n  add i tion  the  AP  may i nclude  functions  to  implement the  
overal l  S IS  arch i tecture,  end  to  end  d iagnostics  and  behavior under abnormal  cond i tions.  For 
example,  the  arch i tecture  of the  sensors  (voting  princip le:  1 oo2,  2oo3,  etc. )  associated  wi th  
the  S IF  i n  combination  wi th  the  safety princip le  ‘ ’De-energ ise  to  Trip’ ’  or ‘ ’Energ ise  to  Trip ’ ’  
define  how the  sensor voting  shou ld  be  real ised  i n  the  AP.   I t  i s  importan t to  ensure  that no  
combination  of the  add i tional  functions  can  override  the  basic appl ication  safety functions.   

I f mu l tip le  SISs  are  used  to  implement a  s ing le  S IF,  documentation  shou ld  be  provided  to  
explain  wh ich  functions  are  to  be  implemented  i n  each  SIF.  I f mu l tip le  S IFs  are  used  to  
implement the  same overal l  S IF  (e. g .  to  combine  two  lower SI L  rated  SIFs  to  ach ieve  a  h igher 
S I L)  then  the  i n teraction  and  i ndependence  of each  S IF  shou ld  be  documented .   (See  Clause  
F. 4 ,  System  Arch i tecture  and  I EC  61 51 1 -3:—,  Annex J ) .  

NOTE  1  An  AP  SRS  i den ti fi es  the  m i n imum  capabi l i ti es  of the  PE  AP  functi onal i ty and  a l so  constra i ns  the  
devel opmen t of any functi onal i ty wh i ch  wou ld  resu l t  i n  an  unsafe  cond i ti on .  

NOTE  2  The  AP  safety requ i remen ts  that have  a l ready been  speci fi ed  i n  the  requ i rements  for the  S IS  need  not  be  
repeated .  

NOTE  3  The  system  arch i tectu re  defi nes  the  major devices  and  S I S  subsystems  of embedded  software  and  AP,  
how they are  i n terconnected ,  and  how the  requ i red  attri bu tes,  parti cu larl y safety i n tegri ty,  are  ach i eved .   

NOTE  4  The  AP  arch i tectu re  can  take  i n to  accoun t  the  underl yi ng  arch i tectu re  of the  S I S  subsystem(s)  provi ded  
by the  suppl i er(s) .  The  AP  arch i tectu re  shou l d  not u nderm ine  the  hardware  redundancy – for example  i f the  
processor redundancy i s  l ower (e . g . ,  1  ou t  of 1 )  than  the  sensor redundancy (e . g . ,  2  ou t  of 3 )  then  the  associated  
AP  shou l d  faci l i tate  the  requ i red  voti ng  of the  sensors  (e . g . ,  2  ou t  of 3 ) .  

NOTE  5  An  S I S  u sual l y consi sts  of th ree  arch i tectu ral  S I S  subsystems:  sensors ,  l og i c  sol ver and  fi nal  e l emen ts .  
Fu rthermore,  S I S  subsystems  cou l d  have  redundan t d evices  to  ach i eve  the  requ i red  i n tegri ty l evel .  
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NOTE  6  An  S I S  hardware  arch i tectu re  wi th  redundant  sensors  can  p l ace  add i ti ona l  requ i remen ts  on  the  S I S  l og i c  
sol ver (e . g . ,  imp l emen tati on  of 1 oo2  l og i c) .  

Any confl icts,  d iscrepancies  and  omissions  in  the  SIS  SRS  wh ich  come  to  the  atten tion  of the  
AP  designers  shou ld  be  addressed .  One  example  m igh t be  the  effect of the  order of execu tion  
of the  SIF  wi th in  the  AP.  Another example  wou ld  be  the  response  of the  AP  as  i t  re lates  to  
energy ou tages.  

NOTE  7  The  AP  desi gners  can  revi ew the  i n formati on  i n  the  speci fi cati on  to  ensu re  that  the  requ i remen ts  are  
unambiguous,  cons i sten t  and  understandable .  Any defi ci enci es  i n  the  speci fi ed  safety requ i remen ts  can  be  
i den ti fi ed  to  the  S I S  des igner.   

NOTE  8  As  the  AP  safety requ i remen ts  and  the  poss ib l e  AP  arch i tectu re  become  more  preci se,  there  may be  an  
impact  on  the  S I S  hardware  arch i tectu re  (see  F i gu re  A. 4  be l ow)  and ,  for th i s  reason ,  cl ose  cooperati on  between  
the  S I S  arch i tectu re  developer,  the  S I S  subsystem  suppl i er and  the  AP  devel oper can  be  essen ti a l .  

 

Figure  A.4  – Relationsh ip  of system,  SIS  hardware,  and  SIS  appl ication  program   

The  AP  SRS  shou ld  i nclude  a l l  necessary functions  du ring  a l l  modes  of operation  of the  
process  being  protected ,  i nclud ing  start-up  permissive,  operation ,  shu tdown  and  add i tional ly,  
the  period ic testing  of the  SIF.  Th is  typical l y requ i res  the  defin i tion  of main tenance  override  
capabi l i ties  so  that the  sensors  and  fi nal  e lements  can  be  tested  wi thout shu tting  down  the  
process.  Factors  to  be  addressed  include:  

a)  functional i ty and  tim ing  requ i rements  needed  to  implement the  user-defined  SI F;  

b)  AP  system’s  i n terface  wi th  the  process  and  people;   

c)  relationsh ip  between  the  process  hazards  and  the  functional i ty provided  by the  AP;   

d )  boundaries  of behaviour of the  AP  wh ich  are  permi tted  i n  order to  remain  wi th in  the  safety 
envelope  of the  process  (e. g . ,  must be  able  to  deal  wi th  erroneous  i npu t cond i tions);  

e)  a l lowable  functional i ty of the  u ti l i ty software  provided  wi th in  the  l og ic solver,  (e. g . ,  
priori tization  of the  safety l og ic and  I /O  over commun ications,  error hand l ing  and  l og ic 
solver d iagnostics);   

f)  hardware  platform  and  embedded  software  on  wh ich  the  AP  execu tes  and  the  
configuration  of the  hardware  and  embedded  software;   

g )  hazards  wh ich  cou ld  arise  i n  the  process  as  a  resu l t  of the  functional i ty of the  system  of 
wh ich  the  AP  is  a  part  (e . g . ,  i nappropriate  hardware  fa i lu re  modes  on  removal  of power);  
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h )  constrain ts  on  the  methods  and  procedures  wh ich  cou ld  be  used  by the  designers  as  
a  resu l t  of the  safety manual  for the  supporting  log ic solver;  

i )  Data  i n tegri ty and  reasonableness  checks,  for example  end-to-end  checks  i n  
commun ication  l i nks,  bounds  checking  on  sensor i npu ts,  bounds  checking  on  data  
parameters  and  d iverse  execu tion  of appl ication  functions;  

j )  the  detection  cri teria  for and  response  to  detected  l og ic solver hardware  fau l ts  and  to  
fa i led  data  i n tegri ty and  reasonableness  checks;  

I n  order to  avoid  d i fficu l ties  at  l ater stages  of the  development process,  i t  i s  a lso  importan t to  
consider the  strategy by wh ich  i t  i s  i n tended  to  show that the  AP  requ i rements  have  been  
ach ieved .  

A.1 0.3.4  I n  the  case  of FPL  (devices  (  e . g .  I n tel l igent Sensors,  Smart Transmi tters,  HMI  
g raph ic panels)  the  requ i rements  for configuration  of the  devices  can  be  speci fied  as  part of 
the  SRS.  

A.1 0.3.5  Clauses  B. 1 ,  F. 1 7,  F . 20  and  G .2  provide  add i tional  gu idance  for the  implementation  
of I EC  61 51 1 -1 : 201 61 0.3. 2 . 3  and  of how the  AP  safety requ i rements  m igh t l ook.  The  
add i tional  gu idance  provided  i s  d i verse  in  terms  of wid th  of scope,  AP  l anguage  and  process  
appl ication ,  complexi ty,  i n  order to  depict the  variety of the  existing  possibi l i ties  typical l y 
satisfying  th is .  

A.1 0.3.6  For an  example  of how to  structure  AP safety requ i rements  see  Clause  B.3.2 . 1  and  
Annex F ,  Step  F .3 .   

A.1 1  SIS  design  and  engineering    

A.1 1 .1  Objective   

The  objective  of A. 1 1 . 1  i s  to  provide  gu idance  in  the  design  of the  SIS.  Each  SI F  has  i ts  own  
SI L.  A device  of a  S IS,  for example,  a  l og ic solver,  may be  used  by several  S I F  wi th  d i fferen t 
S I Ls.  

A.1 1 .2  Gu idance  to  "General  requ irements"  

A.1 1 .2 .1  No further gu idance  provided .  

A.1 1 .2 .2  For AP  gu idance  see  A. 1 2 . 2 .4 .  .   

A.1 1 .2 .3  Where  the  AP  i n  a  S IS  i s  to  implement S IFs  of d i fferen t S I Ls,  they shou ld  be  clearly 
l abel led .  Th is  a l l ows  the  AP  of each  SI F  to  be  traceable  to  the  proper sensor and  final  
e lement redundancy.  I t  a lso  al lows  the  functional  and  val i dation  testi ng  of the  functions  to  be  
commensurate  wi th  the  S I L.  The  label l i ng  shou ld  i den ti fy the  SI F  and  the  S I L.  

A.1 1 .2 .4  Sometimes  SIS  devices  are  add i tional ly used  by the  BPCS for operational  reasons.  

I EC  61 51 1 −1 :—,  Clause  1 1  has  a  number of design  requ i rements  for S IS.  One  i tem  of 
concern  i s  i ndependence  between  the  S IS  and  the  BPCS.   

The  S IS  i s  normal l y separated  from  the  BPCS for the  fol lowing  reasons:  

a)  To  reduce  common  cause,  common  mode  and  systematic fa i lu res,  m in im izing  the  impact 
of BPCS  fai lu re  on  the  SIS.  

NOTE  1  A separate  S I S  and  BPCS  i s  a l i gned  wi th  the  concept of protecti on  l ayers .  The  separate  S IS  i s  an  
i n dependen t  protecti on  l ayer when  the  BPCS  fa i l s .  

b)  To  retain  fl exib i l i ty for changes,  main tenance,  testing  and  documentation  relati ng  to  the  
BPCS.  
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NOTE  2  The  S I S  normal l y has  more  robust requ i remen ts  than  the  BPCS  and  the  i n ten t  i s  not  to  subj ect  the  
BPCS  to  the  same  robust requ i remen ts  that  are  requ i red  for the  S I S .  However,  u ncontrol l ed  BPCS  
mod i fi cati ons  can  be  a  cause  of i ncreased  demands  on  the  S I S .   

NOTE  3  Separati on  of S I S  and  BPCS  a l l ows  for separate  ma i n tenance  of the  respecti ve  systems,  often  by 
d i fferen t operati ng  s taff.  

NOTE  4  Access  to  the  programming  or confi gu rati on  functi ons  of the  BPCS  can  be  l im i ted  to  meet the  S I S  
management of change  and  con fi gu rati on  management requ i remen ts  i f the  BPCS  i s  combined  wi th  the  S I S .   

NOTE  5  Means  can  be  provi ded  to  val i date  the  S I S  after changes  are  made  to  any devices  shared  between  
the  BPCS  and  S I S .  

c)  To  faci l i tate  the  i den ti fication  and  management of the  SIS  devices,  making  the  val i dation  
and  FSA of the  SIS  more  stra igh tforward  and  clear.  

d )  To  support access  securi ty and  enhance  cyber securi ty for the  SIS,  such  that revis ion  to  
BPCS  functions  or data  do  not impact the  S IS.  

NOTE  6  Shared  i n terfaces  and  devi ces  can  be  managed  as  S IS  componen ts  and  devices  un l ess  hardware  
and  software  con fi gu rati on  provi des  functi onal  separati on .  

NOTE  7  Specia l  consi derati ons  can  be  g i ven  to  restri cti on  of wri tes  to  prevent  u nau thori zed  or un i n tended  
wri tes  to  the  S I S .   

e)  To  reduce  the  amount of analysis  that shou ld  occur to  ensure  that the  S IS  and  BPCS are  
properly designed ,  veri fied ,  and  managed .  

NOTE  8  Where  a  fa i l u re  of common  equ ipmen t  can  cause  a  demand  on  the  S IS ,  an  anal ys i s  can  be  
conducted  to  ensu re  the  overa l l  average  frequency of fa i l u re  sati sfi es  the  expectati ons.  The  anal ys i s  can  cover 
a l l  BPCS  and  S I S  devices  such  as  sensors,  l og i c  sol vers,  fi na l  e l emen ts ,  d ata  commun icati ons,  u ti l i t i es,  
operator stati ons ,  and  eng ineeri ng  workstati ons.  

I f any BPCS device  i s  shared  wi th  the  SIS,  fu rther analysis  shou ld  be  conducted  to  
demonstrate  that the  design  and  management of the  BPCS device:  

•  ach ieves  the  functional  requ i rements  for the  BPCS function  and  the  SIF;  

NOTE  9  The  fa i l u re  of any hardware  or software  ou ts i de  the  S I S  can  not  prevent  any S I F  from  operati ng  
correctl y.  

•  meets  the  in tegri ty requ i rements  necessary to  ach ieve  the  target average  frequency of 
fa i lu re  for the  combined  system;  

NOTE  1 0  The  fa i l u re  of a  BPCS  devi ce  can  not  resu l t  i n  the  i n i ti a ti ng  cause  for the  hazardous  even t  or the  
dangerous  fa i l u re  (or defeat/bypass)  of the  S I F  that protects  against  the  speci fi c  even t  u nder eval uati on ,  
u n l ess  a  redundan t  devi ce  i s  ab l e  to  actuate  the  S I S .  An  ana l ys i s  can  be  carri ed  ou t  to  eval uate  the  effect  of 
shari ng  of BPCS  and  S IS  devices.  

NOTE  1 1  The  probabi l i ty of common  mode,  common  cause  or dependent  fa i l u res ,  such  as  p l ugged  l ead  l i nes,  
mai n tenance  acti vi ty i ncl ud i ng  bypasses,  i ncorrectl y operated  l i ne  i so lati on  va l ves,  e tc. ,  can  be  adequate l y 
eval uated  and  determ ined  to  be  su ffi ci en tl y l ow.   

•  i s  managed  accord ing  to  I EC  61 51 1 -1 : 201 6,  i nclud ing  proof testing ,  access  securi ty and  
management of change.   

Separation  between  the  SIS  and  the  BPCS may use  i den tical  or d iverse  separation .  I dentical  
separation  wou ld  mean  using  the  same  technology for both  the  BPCS and  SIS  whereas  
d iverse  separation  wou ld  mean  using  d i fferen t technolog ies  from  the  same  or d i fferent 
manufacturer.  

Compared  wi th  i dentical  separation ,  wh ich  helps  against random  fai l u res,  d i verse  separation  
offers  the  add i tional  benefi t  of reducing  the  probabi l i ty of systematic fau l ts  affecti ng  mu l ti p le  

channels  at  the  same  time  and /or from  the  same cause  and  hence  reduces  correlated  fai lu re  of 
mu l tiple  channels.  

I dentical  separation  between  the  S IS  and  BPCS  may have  some advantages  i n  design  and  
main tenance  because  i t  reduces  the  l i kel ihood  of main tenance  errors.  Th is  i s  particu larly the  
case  i f d iverse  devices  are  to  be  selected  wh ich  has  not been  used  before  wi th in  the  user’s  
organ ization .   

I dentical  separation  between  SIS  and  BPCS  may be  acceptable  for S I L  1  and  S I L  2  
appl ications  a l though  the  sources  and  effects  of common  cause  fa i lu res  shou ld  be  considered  
and  thei r l i kel ihood  reduced .  Some examples  of common  cause  fai l u res  are:  
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•  p lugg ing  of i nstrument connections  and  impu lse  l ead  l i nes;  

•  corrosion  and  erosion ;  

•  hardware  fau l ts  due  to  envi ronmental  causes;  

•  software  errors;  

•  power suppl ies  and  power sources;   

NOTE  1 2  U ti l i t i es  (e . g . ,  power supply)  can  be  anal yzed  by conven ti onal  re l i abi l i ty methods.  The  use  of beta  
factor i s  not  re l evant  i n  th i s  case.  

•  h uman  errors.  

There  are  four areas  where  separation  between  the  S IS  and  BPCS is  general l y provided :  

•  fi e ld  sensors;  

•  fi na l  e lements;  

•  l og ic solver;  

•  wi ring .  

Physical  separation  between  BPCS and  SIS  may not be  necessary provided  i ndependence  i s  
main tained ,  and  the  equ ipment arrangements  and  the  procedures  appl ied  ensure  the  SIS  wi l l  
not be  dangerously affected  by:  

•  fa i l u res  of the  BPCS;  and   

•  work carried  ou t on  the  BPCS e. g . ,  main tenance,  operation  or mod i fication .  

Where  procedures  are  necessary to  ensure  the  SIS  i s  not dangerously affected ,  the  SIS  
designer shou ld  speci fy the  procedures  to  be  appl ied .  

a)  F ield  sensors  

Using  a  s ing le  sensor for both  the  BPCS  and  S IS  requ i res  fu rther review and  analysis .  The  
add i tional  review and  analysis  i s  necessary because  a  fa i lu re  of th is  s ing le  sensor cou ld  
resu l t i n  a  hazardous  s i tuation .   

NOTE  1 3  For example,  a  s i ng le  l evel  sensor u sed  for both  the  BPCS  and  a  S IS  h i gh  l evel  tri p  cou l d  create  a  
demand  i f the  sensor fa i l s  l ow ( i . e . ,  be low the  set  po i n t  of the  l evel  con trol l er) .  As  a  resu l t  of the  sensor fa i l i n g  
l ow,  the  con trol l er wou ld  d ri ve  the  val ve  open .  S i nce  the  same  sensor i s  u sed  for the  S I S ,  then  i t  wi l l  n ot  detect  
the  resu l tan t  h i gh  l evel  cond i ti on .   

Where  a  s ing le  sensor i s  used  for both  a  BPCS and  SIS  function ,  the  requ i rements  of I EC 
61 51 1 -1 : 201 6  wi l l  normal l y on ly be  satisfied  i f the  sensor d iagnostics  can  reduce  the  
dangerous  fa i lu re  rate  su fficien tly and  the  S IS  i s  capable  of p lacing  the  process  in  a  safe  
state  wi th in  the  requ i red  time.   

Shared  sensor (e. g .  transmi tter,  analyzer,  and  swi tch)  shou ld  be  powered  by the  SIS.  
Consideration  shou ld  a lso  be  g iven  to  the  compensating  measures  to  be  implemented  
during  periods  where  the  shared  device  i s  ou t of service  due  to  detected  fau l ts,  
main tenance  or testing .  For h igher S I Ls,  separate  S IS  sensors  wi th  i dentical  or d iverse  
redundancy wi l l  normal l y be  needed  to  meet the  requ i red  safety i n tegri ty.  

Where  a  s ing le  separate  SIS  sensor i s  used ,  there  may be  advantages  to  repeating  the  
s ignal  to  the  BPCS through  su i table  i solators  or other means  that ensure  that no  fa i lu re  of 
the  BPCS  causes  a  dangerous  fai lu re  of the  S IS.  Such  an  arrangement can  l ead  to  
improved  d iagnostic coverage  by a l lowing  s ignal  comparison  between  BPCS and  S IS  
sensors.   

When  redundant S IS  sensors  are  used ,  the  sensors  may a lso  be  connected  to  the  BPCS 
through  su i table  i solators  or other means  that ensure  that no  fa i l u re  of the  BPCS  causes  a  
dangerous  fa i l u re  of the  S IS.  Su i table  a l gori thms  in  the  BPCS  such  as  “m idd le  of th ree”  
may increase  safety by reducing  the  demand  rate  on  the  S IS.   

For a  S I L  2 ,  S I L  3  or S I L  4  S I F,  separate  SIS  sensors  wi th  i den tical  or d iverse  redundancy 
wi l l  normal ly be  needed  to  meet the  hardware  fau l t  tolerance  requ i rements  and  the  
requ i red  safety i n tegri ty.  
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b)  F inal  e lement 

S im i lar to  the  sensors,  us ing  a  s ing le  fi nal  e lement for both  the  BPCS  and  SIS  requ i res  
fu rther review and  analysis,  s ince  the  fai lu re  of the  s i ng le  final  e lement cou ld  resu l t  i n  a  
hazardous  s i tuation .   

NOTE  1 4  For example,  a  s i ng le  val ve  used  for both  the  S IS  and  BPCS  can  create  a  demand  i f the  val ve  fa i l s  
i n  the  open  posi ti on  and  a  dangerous  fa i l u re  of the  S I S  i f the  val ve  fa i l s  to  c l ose  as  speci fi ed  when  the  demand  
occurs.  

Where  a  s ing le  final  e lement i s  used  by both  the  BPCS  and  SIS  functions,  the  
requ i rements  of I EC  61 51 1 -1 : 201 6  wi l l  normal ly on ly be  satisfied  i f the  final  e lement 
d iagnostics  can  reduce  the  dangerous  fai l u re  rate  su fficien tly and  the  SIS  i s  capable  of 
p lacing  the  process  in  a  safe  state  wi th in  the  requ i red  time.   

I n  practice  th is  i s  d i fficu l t  to  ach ieve  for S IL  1  appl ications  even  when  the  shared  fi nal  
e lement design  ensures  that the  SIS  action  overrides  the  BPCS  action .  Consideration  
shou ld  a lso  be  g iven  to  the  compensating  measures  to  be  implemented  during  periods  
where  the  shared  device  i s  ou t of service  due  to  detected  fau l ts,  main tenance  or testing .  
For a  S I L  2 ,  S I L  3  or S I L  4  S IF,  separate  SIS  fi nal  e lements  wi th  i den tical  or d iverse  
redundancy wi l l  normal ly be  needed  to  meet the  requ i red  safety i n tegri ty.  S IS  action  
overrid ing  the  BPCS  can ,  as  an  example,  be  ach ieved  for a  pneumatical l y operated  valve  
by having  the  SIS  d i rectly connected  to  a  solenoid  operated  valve  that ven ts  the  a i r from  
the  valve  actuator,  e . g . ,  l ocated  between  the  valve  posi tioner and  the  actuator.  For 
e lectrical l y operated  valves,  the  wi ring  can  be  such  that the  SIS  p laces  and  main tains  the  
con trol  valve  i n  the  safe  state  un ti l  reset.   

When  redundant fi nal  e lements  are  used ,  the  final  e lements  may be  connected  to  both  the  
SIS  and  BPCS.  Even  wi th  redundant fi nal  e lements,  consider common  cause  fa i l u res  
between  the  BPCS  and  SIS.  Staggering  the  tests  of redundant valves,  and  provided  a  
relevant procedure  i s  implemented ,  may reduce  the  impact of common  cause  fa i l u res.  

When  the  fi nal  e lement i s  a  valve,  add i tional  considerations  are:  

•  The  valve  i s  designed  such  that there  i s  no  BPCS  fai lu re  that cou ld  resu l t  i n  the  SIS  
not being  able  to  take  action  wi th  the  shared  valve.  

•  The  valve  design  i s  functional l y compatible  wi th  both  S IS  and  BPCS service.  

NOTE  1 5  Th i s  can  be  d i ffi cu l t  as  many BPCS  va l ves  are  i nstal l ed  “ fl ow to  open ”  and  many S I S  val ves  are  
i nstal l ed  “ fl ow to  cl ose . ”   Actuator power requ i remen ts  for a  S I S  va l ve  may d i ffer from  that  of a  con trol  va l ve.   

•  Shu toff requ i rements.  

NOTE  1 6  The  process  l eakage  rate  th rough  the  con trol  va l ve  can  be  to l erabl e  when  not  affecti ng  the  ab i l i ty of 
the  S I F  to  perform  the  speci fi ed  functi on  and  preven t  the  hazard .  

•  The  shared  fi nal  e lement design  shou ld  ensure  that the  S IS  action  overrides  the  BPCS  
action .  

•  Rel iabi l i ty experience  wi th  the  valve  i n  s im i lar process  appl ications.  

•  Unsafe  fa i l u re  modes  of the  valve.  

•  Operating  procedures  to  ensure  the  SIS  i n tegri ty.   

NOTE  1 7  For example,  bypass  va l ves  can  be  l ocked  i n  the  cl osed  pos i ti on  and  subject  to  management 
procedures,  and  s im i l arl y,  va l ves  l ocated  i n  retu rn  l i nes  (e . g . ,  hyd rau l i c)  of a  spri ng -to-cl ose  val ve  l ocked  i n  the  
open  posi ti on .  

•  Proof testing  requ i rements.  

NOTE  1 8  Cons iderati on  can  be  g i ven  to  any parti a l  s troke  testi ng  or on - l i ne  testi ng  requ i rements  and  how i t  
may affect operati ons.   

c)  Log ic Solver 

The  abi l i ty to  ach ieve  separation  and  independence  wi th  BPCS and  SIS  l og ic solvers  
varies  wi th  the  technology ( i . e . ,  e lectrical ,  e l ectron ic,  and  programmable  e lectron ic)  used  
i n  the  appl ication .  

•  E l ectrical  

Many past and  some existing  processes  u ti l i ze  BPCSs wi th  pneumatic technology and  
S ISs  wi th  e lectrical  technology.  Separation  and  independence  i n  th is  type  of 

AS IEC 61511.2:2018

© Standards Australia Limited 2018

Full document details: AS IEC 61511.2-2018

http://www.avadocuments.com/doc/as-iec-61511-2-2018
http://www.avadocuments.com/doc/as-iec-61511-2-2018


 –  44  – I EC  61 51 1 -2: 201 6  © I EC 201 6  

appl ication  i s  read i l y ach ievable  wi th  these  technolog ies  s ince  they requ i re  d i fferen t 
enclosures,  d i fferen t physical  l ayou ts,  and  d i rect wi ring  commun ications.  

•  E l ectron ic 

Many past and  some existing  processes  u ti l i ze  BPCSs  wi th  e lectron ic technology 
having  no  embedded  programmable  electron ic capabi l i ty and  S ISs  wi th  e lectrical  
technology.  Separation  and  i ndependence  in  th is  type  of appl ication  i s  read i l y 
ach ievable  wi th  these  technolog ies.  The  use  of e lectron ic S ISs  wi thou t embedded  
programmable  e lectron ic technology i s  a  viable  approach  as  wel l .  

•  Programmable  electron ics  (PE)  

Some  appl ications  u ti l i ze  PE  technology for thei r BPCS  and  e lectrical  technology for 
thei r S IS.  These  configurations  are  inheren tly separate  and  i ndependent s ince  
commun ications  i s  d i rect wi red  and  an  i n tegrated  physical  arrangement i s  not 
advantageous.  

Presently,  the  preferred  BPCS/SIS  techn ical  arrangement i n  the  process  sector i s  to  
u ti l i ze   PE  technology for both  the  BPCS  and  the  S IS.  Th is  configuration  offers  the  
maximum  flexib i l i ty because  of i ts  abi l i ty to  remotely a l ter the  APs  of the  BPCS  and  the  
S IS  and  the  abi l i ty to  i n terchange  i n formation  between  the  BPCS and  the  S IS.  
Unfortunately these  characteristics  can  be  coun terproductive  when  trying  to  main tain  
separation  and  i ndependence  between  the  BPCS and  the  SIS  un less  appropriate  
analysis  i s  performed  in  the  design  stages  of the  safety l i fe-cycle  and  functional  
i ndependence  i s  demonstrated  (e. g . ,  by d i verse  technology).  

The  SRS  (Clause  1 0  of I EC  61 51 1 -1 : 201 6)  shou ld  provide  the  gu idance  on  how to  
ach ieve  separation  and  independence  wi th  th is  BPCS and  S IS  technology 
arrangement.  Th is  effort has  a lso  received  an  added  boost from  the  i n troduction  of 
new tools  provid ing  added  securi ty to  the  BPCS  and  the  SIS.  See  I SA 
TR84.00.09:201 3  for practical  BPCS/SIS  control  system  configurations  and  securi ty 
tools  that provide  varying  l evels  of separation  and  independence  between  the  SIS  and  
the  BPCS.  

Some  PE  log ic suppl iers  provide  control l ers  wi th  the  BPCS and  the  SIS  i n  the  same 
physical  enclosure.  Use  of th is  approach  shou ld  be  preceded  by carefu l  analysis  of the  
l og ic solver’s  safety manual  and  how the  requ i rements  i t  p laces  on  the  operation  and  
main tenance  of the  BPCS  and  the  SIS  adhere  to  the  faci l i ty’s  process  safety 
management cri teria  and  the  SRS.  

d )  Wi ring  

On  energ ize  to  trip  systems,  the  BPCS  and  relevant fie ld  device  wi ring  i s  normal ly 
separated  from  wiring  to  the  S IS  and  i ts  relevant fie ld  devices  because  of the  possib i l i ty of 
acciden tal l y deactivating  the  safety function  wi thou t noticing  i t.  Typical  gu idel ines  for 
these  types  of systems i nclude  i nstal l i ng  separate  mu l ti -conductor cables  and  j unction  
boxes  ded icated  to  the  SIS  and  BPCS.  Where  the  wi ring  i s  not separated ,  use  of good  
l abel ing  and  main tenance  procedures  i s  recommended  to  m in imize  the  poten tia l  of errors  
caused  during  main tenance  resu l ting  i n  deactivation  of the  SIS.  

NOTE  1 9  Energ ize  to  tri p  refers  to  S I F  ci rcu i ts  where  the  ou tpu ts  and  devices  are  de-energ ized  under normal  
operati on .  Appl i cati on  of power (e . g . ,  e l ectri ci ty,  a i r)  causes  a  tri p  acti on .  

The  cable  support system  (e. g . ,  cable  trays,  condu i t)  may be  common  for both  de-energ ize  
to  tri p  and  energ ize  to  tri p  systems,  un less  separation  i s  requ i red  for other reasons  (e. g . ,  
e lectromagnetic i n terference).  On  energ ize  to  trip  systems,  consideration  shou ld  be  g iven  
to  add ing  fi re  protection  to  the  cable  trays  in  fi re  ri sk areas.  

A.1 1 .2 .5  The  operators,  main tenance  staff,  supervisors  and  managers  a l l  have  roles  in  safe  
p lan t operation .  However,  humans  can  make  errors  or be  unable  to  perform  a  task,  j ust as  
i nstruments  and  equ ipment are  subject to  mal function  or fa i lu re.  

Human  performance  i s  therefore  a  system  design  and  i n tegri ty factor.  The  human  mach ine  
i n terface  (HMI )  i s  particu larl y importan t i n  commun icating  the  status  of the  S IS  to  operating  
and  main tenance  personnel .  
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Human  rel iabi l i ty analysis  (HRA)  i den ti fies  cond i tions  that cause  people  to  err and  provides  
estimates  of error rates  based  on  past statistics  and  behavioral  stud ies.  Some  examples  of 
human  error contribu ting  to  chemical  process  safety risk i nclude:  

•  u ndetected  errors  i n  design ;  

•  errors  i n  operations  (e. g . ,  wrong  set poin t);  

•  improper main tenance  (e. g . ,  replacing  a  valve  wi th  one  having  the  i ncorrect fa i l u re  action );  

•  errors  i n  cal ibrating ,  testing  or i n terpreting  ou tpu t from  con trol  systems;  

•  fa i l u re  to  respond  properly to  an  emergency.  

NOTE  Add i ti onal  gu i dance  can  be  found  i n  the  fo l l owing  references:   

•  CCPS/AI CHE  H uman  Factors  Methods  for I mprovi ng  Performance  i n  the  Process  I n dustri es  (1 st  ed i ti on ),  J ohn  
Wi l ey &  Sons  (2007),  I SBN  0  4701  1 754  0 ;  

•  Gu i del i nes  for Preven ti ng  Human  Error i n  Process  Safety (1 st  ed i ti on ) ,  J ohn  Wi l ey &  Sons  (2004),  I SBN  081 69  
0461  8 ;  

•  CCPS/AI ChE  Guidelines for Chemical Process Quantitative  Risk Analysis (second  ed i ti on ),  New York:  
Ameri can  I nsti tu te  of Chemical  Eng ineers  (2000) ,  0  81 69  0720  X;  

•  HSE  Reducing error and influencing behavior,  HSG48,  H eal th  and  Safety Execu ti ve,  London  (2009) ,  I SBN  978  
0  71 76  2452  2 .  

•  I SA TR84. 00. 04 : 201 5  part  1 ,  Annex B ,  Guidelines on  the  Implementation  of ANSI/ISA-84. 00. 01 -2004 
(IEC 61511 )  

A.1 1 .2 .6  No further gu idance  provided .  

A.1 1 .2 .7  I EC  61 51 1 -1 : 201 6  addresses  the  hazard  that may be  created  i f a  S IS  au tomatical ly 
restarts  the  process  immed iately after the  trip  cond i tion  i s  corrected .  Each  SI F  shou ld  be  
analysed  to  determine  how i t  shou ld  be  reset once  the  trip  cond i tion  i s  corrected .  Normal ly 
restarting  shou ld  on ly be  possible  after a  manual  action  of the  operator.  

An  example  of a  function  that wou ld  ensure  that once  placed  i n  a  safe  state  the  process  
remains  i n  the  safe  state  i s  i l l ustrated  in  F igure  F . 1 1  – sheet 4  – l i ne  1  of th is  standard  for 
gu idance.  

A.1 1 .2 .8  Manual  means  that are  independent of both  the  S IS  l og ic solver and  the  BPCS  
con trol  system  may be  provided  to  a l low the  operator to  i n i ti ate  a  shu tdown  in  an  emergency.  
The  manual  means  of operating  the  S IS  fi nal  e lement can  be  taken  in to  account i n  meeting  
safety function  i n tegri ty requ i rements,  bu t the  re levant human  factors  and  common  cause  
fa i l u res  shal l  be  properly considered .  The  requ i rements  for manual  shu tdown  are  normal ly 
defined  in  the  SRS.  

I n  some  cases,  manual  shu tdown  can  offer add i tional  ri sk to  the  faci l i ty ( for example  where  
shu tdown  sequencing  i s  requ i red );  i n  th is  case  the  manual  shu tdown  may be  an  i npu t to  the  
SIS  to  provide  a  staged  shu tdown .  

The  emergency stop  may be  connected  to  the  SIS  PE  l og ic solver (e. g . ,  when  a  sequenced  
shu t down  i s  requ i red)  provided  that i t  i s  necessary and  deemed  appropriate  by the  H&RA 
team.   

A.1 1 .2 .9  I EC  61 51 1 -1 : 201 6  ind icates  the  need  for analysis  of i ndependence  between  the  
SIS  and  other protection  l ayers,  not j ust between  the  S IS  and  BPCS (see  I EC  61 51 1 -1 : 201 6,  
F igure  9).  

Staggering  of proof testi ng  between  the  SIS  and  protection  l ayers  wi l l  reduce  the  probabi l i ty 
of coinciden t fa i l u res.  

Under some ci rcumstances  i t  may be  acceptable  that there  i s  i ncomplete  separation  between  
BPCS and  the  SIS.  Th is  i s  particu larly the  case  where  a  fa i l u re  of the  common  equ ipment wi l l  
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not cause  a  demand  on  the  S IS.  I n  such  cases,  i t  i s  necessary to  implement the  common  or 
shared  equ ipment i n  accordance  wi th  I EC  61 51 1 -1 : 201 6.  

Where  the  same  type  of equ ipment i s  used  for both  the  BPCS  and  the  SIS  then  i f a  common  
cause  fai l u re  of the  common  equ ipment can  l ead  to  a  hazardous  event causing  a  demand  on  
the  S IS,  then  an  analysis  shou ld  be  conducted  to  ensure  the  overal l  average  frequency of 
fa i l u re  satisfies  the  expectations.  To  establ i sh  the  hazards  associated  wi th  dangerous  fa i l u res  
of the  common  equ ipment.  

I EC  61 51 1 -1 : 201 6  also  ind icates  the  need  to  ensure  that the  design  of the  i n terface  between  
the  S IS  and  other systems  main tains  the  necessary i ndependence  – i . e. ,  that the  non-safety 
i ndependence  designed  i n to  the  S IS  i s  not undermined  by the  BPCS.  For example  i f 
appl ication  data  generated  for use  in  the  BPCS  or other non-SIS  devices  and  tools  i s  used  i n  
the  design  of the  SIS  there  wou ld  be  a  potentia l  to  propagate  a  common  fa i lu re  mode  between  
the  two  systems.  Another example  wou ld  be  an  AP  that a l lowed  an  override  from  the  BPCS to  
be  implemented  in  the  system  wi thout a  separate  ‘permissive’  swi tch  separate  from  the  BPCS.  
Other examples  arise  from  ‘m i rroring ’  where  appl ication  data  i s  ‘ l eaked ’  to  another system  and  
start-up  overrides.  

A.1 1 .2 .1 0  I EC  61 51 1 -1 : 201 6  provides  cau tionary gu idel ines  on  using  a  common  device  for 
both  the  BPCS and  the  S IS.  “Su fficien tl y l ow”  i n  the  note  to  1 1 . 2 . 1 0  i n  I EC 61 51 1 -1 : 201 6  
means  the  dangerous  fai lu re  rate  of the  shared  equ ipment combined  wi th  the  probabi l i ty of 
fa i l u res  of other protection  layers  (other than  the  S IF)  meets  corporate  ri sk cri teria.  

A.1 1 .2 .1 1  I n  the  case  of fi nal  e lements  wh ich  on  l oss  of power do  not fa i l  to  the  safe  state  
(e. g . ,  energ ize  to  trip  systems)  consideration  shou ld  be  g iven  to  the  provis ion  of l ocal  manual  
means  to  ach ieve  the  safe  state.   

A.1 1 .2 .1 2  No further gu idance  provided .  

A.1 1 .2 .1 3  The  purpose  of the  safety manual  i s  to  document a l l  the  necessary in formation  
related  to  how a  device,  S IS  subsystem,  or system  can  be  safely appl ied .   

NOTE  1  The  safety manual  i s  i n tended  to  cover i n formati on  from  the  manu factu rer as  wel l  as  from  the  end  u ser,  
and  may be  secti oned  as  appropri a te ,  e . g . ,  i n to  hardware,  fi rmware  and  AP.  

NOTE  2  For I EC  61 508  compl i an t  i tems  the  manufactu rer’ s  i n pu t  i s  the  safety manual  per the  requ i remen ts  of 
I EC  61 508-2 : 201 0 ,  Annex D .  

The  safety manual  shou ld  i nclude,  bu t not be  l im i ted  to,  the  fol lowing  in formation :  

a)  A brief description  of the  i tem  and  i ts  topology (schematics) ,  i nclud ing  hardware  and  
software;   

NOTE  3  Any reducti on  or i ncrease  i n  the  hardware  fau l t  to l erance  accord ing  to  I EC  61 51 1 -1 : 201 61 1 . 4 . 4  can  
be  j u sti fi ed  i n  the  safety manual .  

b)  I den ti fication  of revis ion  and  the  constrain ts  re lated  to  the  AP;  

NOTE  4  C l ause  1 2  i n  I EC  61 51 1 -1 : – can  be  revi ewed  for more  detai l s  on  re l evan t  i n formati on  re l ated  to  
appl i cati on  prog ramming .   

c)  I denti fication  of hardware  and  fi rmware  revis ions;  

d )  Operational  description ,  i nclud ing  the  defin i tion  of the  safe  state,  and  the  fai l -safe  
operation ;  

NOTE  5  D i fferen t  modes  of operati on  can  be  considered ,  such  as  s tart-up,  normal  operati on ,  deg raded  
operati on ,  and  d emand  mode.  

e)  L ist  of a l l  assumptions  i n  re lation  to  operations,  main tenance,  and  testing ;  

NOTE  6  Assumptions  can  i ncl ude  u se  cond i ti ons ,  preven ti ve  ma in tenance,  how to  perform  proof testi ng ,  and  
fo l l ow-up  of d i agnosti c  fau l ts .  

f)  L ist  of a l l  l im i tations  and  restrictions  re lated  to  the  safety function (s)  of the  i tem;  
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