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Preface

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation.

The objective of this documentis to specify requirements for security-related processes that IACS service
providers can offer to the asset owner during integration and maintenance activities of an Automation
Solution. Because not all requirements apply to all industry groups and organizations, Clause 4.1.4
provides for the development of “profiles” that allow for the subsetting of these requirements. Profiles
are used to adapt this document to specific environments, including environments not based on an IACS.

Collectively, the security processes offered by an IACS service provider are referred to as its Security
Program (SP) for IACS asset owners. In a related specification, AS IEC 62443.2.1 describes requirements
for the Security Management System of the asset owner.

Figure 1 illustrates the integration and maintenance security processes of the asset owner, service
provider(s), and product supplier(s) of an [ACS and their relationships to each other and to the
Automation Solution. Some of the requirements of this document relating to the safety program are
associated with security requirements described in AS [EC 62443.3.3 and IEC 62443-4-2.

This document is identical with, and has been reproduced from, IEC 62443-2-4:2023, Security
for industrial automation and control systems — Part 2-4: Security program requirements for IACS
service providers.

As this document has been reproduced from an International document, a full point substitutes for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international
normative references may be used interchangeably. Refer to the online catalogue for information on
specific Standards.

The terms “normative” and “informative” are used in Standards to define the application of the
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a
Standard, whereas an “informative” appendix or annex is only for information and guidance.
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FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for
standardization comprising all national electrotechnical committees (IEC National
Committees). The object of IEC is to promote international co-operation on all questions
concerning standardization in the electrical and electronic fields. To this end and in addition
to other activities, IEC publishes International Standards, Technical Specifications, Technical
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National
Committee interested in the subject dealt with may participate in this preparatory work.
International, governmental and non-governmental organizations liaising with the IEC also
participate in this preparation. IEC collaborates closely with the International Organization
for Standardization (ISO) in accordance with conditions determined by agreement between
the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible,
an international consensus of opinion on the relevant subjects since each technical committee
has representation from all interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by
[EC National Committees in that sense. While all reasonable efforts are made to ensure that
the technical content of IEC Publications is accurate, IEC cannot be held responsible for the
way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply
[EC Publications transparently to the maximum extent possible in their national and regional
publications. Any divergence between any IEC Publication and the corresponding national or
regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies
provide conformity assessment services and, in some areas, access to IEC marks of conformity.
IEC is not responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including
individual experts and members of its technical committees and IEC National Committees for
any personal injury, property damage or other damage of any nature whatsoever, whether
direct or indirect, or for costs (including legal fees) and expenses arising out of the publication,
use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced
publications is indispensable for the correct application of this publication.

9) [EC draws attention to the possibility that the implementation of this document may involve
the use of (a) patent(s). IEC takes no position concerning the evidence, validity or applicability
of any claimed patent rights in respect thereof. As of the date of publication of this document,
[EC had not received notice of (a) patent(s), which may be required to implement this
document. However, implementers are cautioned that this may not represent the latest
information, which may be obtained from the patent database available at https://patents.iec
.ch. [EC shall not be held responsible for identifying any or all such patent rights.

This document has been prepared by of IEC technical committee 65: Industrial-process measurement,
control and automation in collaboration with the liaison International Instrumentation Users
Association, referred to as the WIB from its original and now obsolete Dutch name. It is an
International Standard.

This publication contains an attached file in the form of a.CSV spreadsheet version of Table A.1. This file
is intended to be used as a complement and does not form an integral part of the publication.

Documents

© Standards Australia Limited 2024 Document Sharing Hub

Full document details: AS IEC 62443.2.4-2024


https://patents.iec.ch
https://patents.iec.ch
http://www.avadocuments.com/doc/as-iec-62443-2-4-2024
http://www.avadocuments.com/doc/as-iec-62443-2-4-2024

v ASIEC 62443.2.4:2024

This second edition cancels and replaces the first edition published in 2015 and Amendment 1:2017.
This edition constitutes a technical revision.

This edition contains editorial updates and clarifications and does not contain significant technical
changes with respect to the previous edition. One area of clarification is that some of the requirements
could have been interpreted as requirements for technical capabilities. These requirements were
clarified so that they are expressed as requirements for the use/configuration of technical capabilities.

The text of this International Standard is based on the following documents:

Draft Report on voting
65/1021/FDIS 65/1029/RVD

Full information on the voting for its approval can be found in the report on voting indicated in the
above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in accordance
with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available at www.iec
.ch/members_experts/refdocs. The main document types developed by IEC are described in greater
detail at www.iec.ch/publications.

A list of all parts in the IEC 62443 series, published under the general title Security for industrial
automation and control systems, can be found on the IEC website.

Future standards in this series will carry the new general title as cited above. Titles of existing
standards in this series will be updated at the time of the next edition.

The committee has decided that the contents of this document will remain unchanged until the stability
date indicated on the IEC website under webstore.iec.ch in the data related to the specific document. At
this date, the document will be

. reconfirmed,
. withdrawn, or
. revised.

IMPORTANT — The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its contents.
Users should therefore print this document using a colour printer.
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1 AS IEC 62443.2.4:2024
Australian Standard®

Security for industrial automation and control systems
Part 2.4: Security program requirements for IACS service providers

1 Scope

This part of IEC 62443 specifies a comprehensive set of requirements for security-related processes
that IACS service providers can offer to the asset owner during integration and maintenance
activities of an Automation Solution. Because not all requirements apply to all industry groups and
organizations, Subclause 4.1.4 provides for the development of "profiles" that allow for the subsetting
of these requirements. Profiles are used to adapt this document to specific environments, including
environments not based on an IACS.

NOTE 1 The term "Automation Solution” is used as a proper noun (and therefore capitalized) in this document
to prevent confusion with other uses of this term.

Collectively, the security processes offered by an IACS service provider are referred to as its Security
Program (SP) for IACS asset owners. In a related specification, IEC 62443-2-1 describes requirements
for the Security Management System of the asset owner.

NOTE 2 In general, these security capabilities are policy, procedure, practice and personnel related.

Figure 1 illustrates the integration and maintenance security processes of the asset owner, service
provider(s), and product supplier(s) of an IACS and their relationships to each other and to the
Automation Solution. Some of the requirements of this document relating to the safety program are
associated with security requirements described in [EC 62443-3-3 and [EC 62443-4-2.

NOTE 3 The IACS is a combination of the Automation Solution and the organizational measures necessary for
its design, deployment, operation, and maintenance.

NOTE 4 Maintenance of legacy system with insufficient security technical capabilities, implementation of
policies, processes and procedures can be addressed through risk mitigation.
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Figure 1 — Scope of service provider processes

In Figure 1, the Automation Solution is illustrated to contain essential functions that include safety
functions, commonly implemented by a Safety Instrumented System (SIS), and complementary and
control functions, commonly implemented by supporting applications, such as batch management,
advanced control, historian, and security related applications. The dashed boxes identify organizational
roles that perform the indicated actions.

NOTE 5 Automation Solutions typically have a single control system (product), but they are not restricted to do
so. In general, the Automation Solution is the set of hardware and software, independent of product packaging,
which is used to control a physical process (e.g. continuous or manufacturing) as defined by the asset owner.
NOTE 6 Service providers often provide generic architectures that can be adapted for integration into an
Automation Solution. These generic architectures are often referred to as "reference architectures".

2 Normative references

There are no normative references in this document.

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For the purposes of this document, the following terms and definitions apply. Documents
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ISO and [EC maintain terminology databases for use in standardization at the following addresses:

. IEC Electropedia: available at https://www.electropedia.org/

. [SO Online browsing platform: available at https://www.iso.org/obp/
3.1.1

asset owner

role of an organization responsible for one or more IACSs

Note 1 to entry: The term "asset owner" is used in place of the generic term "end user" to provide differentiation.
Note 2 to entry: This definition includes the components that are part of the IACS.

Note 3 to entry: In the context of this document, asset owner also includes the operator of the IACS.

[SOURCE: IEC 62443-3-3:2013, 3.1.2, modified to be role-based.]

3.1.2

attack surface

physical and functional interfaces of a system that can be accessed and through which the system can
be potentially exploited

Note 1 to entry: The size of the attack surface for a software interface is proportional to the number of methods
and parameters defined for the interface. Simple interfaces, therefore, have smaller attack surfaces than
complex interfaces.

Note 2 to entry: The size of the attack surface and the number of vulnerabilities are not necessarily related
to each other.

3.1.3

Automation Solution

collection of control system and any complementary components that have been installed and
configured to operate in an IACS

Note 1 to entry: Automation Solution is used as a proper noun in this document.

Note 2 to entry: The difference between the control system and the Automation Solution is that the control
system is incorporated into the Automation Solution design (e.g. a specific number of workstations, controllers,
and devices in a specific configuration), which is then implemented. The resulting configuration is referred to as
the Automation Solution.

Note 3 to entry: The Automation Solution can be provided by multiple suppliers, including the product supplier of
the control system and the product suppliers of complementary components.

Note 4 to entry: The Automation Solution does not include the processes and procedures used during integration,
maintenance, and operation of the IACS.

Note 5 to entry: An Automation Solution, once integration into a given environment is complete, is ready
for operation.

3.1.4

basic process control system

BPCS

system that responds to input signals from the process, its associated equipment, other programmable
systems and/or an operator and generates output signals causing the process and its associated
equipment to operate in the desired manner but does not perform any safety instrumented
functions (SIF)

Note 1 to entry: Safety instrumented functions are specified in the [EC 61508 series.

Note 2 to entry: The term "process"” in this definition can apply to a variety of industrial processes, including
continuous processes and manufacturing processes.
Documents
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3.1.5

component

entity belonging to an IACS that exhibits the characteristics of one or more of a host device, network
device, software application, or embedded device

3.1.6

consultant

subcontractor that provides guidance, including expert advice, to the asset owner, integration or
maintenance service provider, or product supplier

Note 1 to entry: A consultant can provide assistance for component or system countermeasures.
[SOURCE: ISO 15189:2022, 3.7, modified - subcontractor and roles added.]

3.1.7
control system
hardware and software components used in the design and implementation of an IACS

Note 1 to entry: As shown in Figure 1, control systems are composed of field devices, embedded control devices,
network devices, and host devices (including workstations and servers).

Note 2 to entry: As shown in Figure 1, control systems are represented in the Automation Solution by a BPCS and
an optional SIS.

[SOURCE: IEC 62443-3-3:2013, 3.1.16, modified to specify how it is used.]

3.1.8

essential function

function or capability that is required to maintain health, safety, the environment and availability for
the equipment under control

Note 1 to entry: Essential functions include, but are not limited to, the safety instrumented function (SIF), the
control function and the ability of the operator to view and manipulate the equipment under control. The loss of
essential functions is commonly termed loss of protection, loss of control and loss of view respectively. In some
industries additional functions such as history can be considered essential.

[SOURCE: IEC 62443-3-3:2013, 3.1.22]

3.1.9
handover
act of turning an Automation Solution over to the asset owner

Note 1 to entry: Handover effectively transfers responsibility for operations and maintenance of an Automation
Solution from the integration service provider to the asset owner and generally occurs after successful
completion of system test, often referred to as Site Acceptance Test (SAT).

3.1.10
harden
process of improving the security of a system or component through a reduction of risk factors

Note 1 to entry: Hardening generally involves adapting and configuring the Automation Solution/components
and related policies and procedures to meet the security needs of the asset owner’s site.

3.1.11

industrial automation and control system

IACS

collection of personnel, hardware, software, procedures and policies involved in the operation of the
industrial process and that can affect or influence its safe, secure and reliable operation

Note 1 to entry: The IACS can include components that are not installed at the asset owner’s site.
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Note 2 to entry: The definition of IACS is illustrated in Figure 1. Examples of IACSs include Distributed Control
Systems (DCS) and Supervisory Control and Data Acquisition (SCADA) systems. This document also defines the
proper noun "Automation Solution" to mean the specific instance of the control system product and possibly
additional components that are designed into the IACS. The Automation Solution, therefore, differs from the
control system since it represents a specific implementation (design and configuration) of the control system
hardware and software components for a specific asset owner.

[SOURCE: IEC 62443-3-3:2013, 3.1.29, modified - Notes to entry added.]

3.1.12

integration service provider

service provider that provides integration activities for an Automation Solution including design,
installation, configuration, testing, commissioning, and handover

Note 1 to entry: Integration service providers are often referred to as integrators or Main Automation
Contractors (MAC).

3.1.13
maintenance service provider
service provider that provides support activities for an Automation Solution after handover

Note 1 to entry: Maintenance is often considered to be distinguished from operation (e.g. in common colloquial
language, it is often assumed that an Automation Solution is either in operation or under maintenance).
Maintenance service providers can perform support activities during operations, for example managing user
accounts, security monitoring, and security assessments.

3.1.14

portable media

portable devices that contain data storage capabilities that can be used to physically copy data from
one piece of equipment and transfer it to another

Note 1 to entry: Types of portable media include but are not limited to: CD/DVD/Blu-ray media, USB memory
devices, smart phones, flash memory, solid state disks, hard drives, handhelds, and portable computers.

3.1.15

product

system, subsystem or component that is manufactured, developed or refined and that may be used in
other products or integrated into an Automation Solution

Note 1 to entry: The processes required by the practices defined in this document apply iteratively to all levels of
product design (for example, from the system level to the component level).

3.1.16
product supplier
manufacturer of hardware and/or software product

Note 1 to entry: Used in place of the generic word "vendor" to provide differentiation.

3.1.17

profile

named combination of options, chosen according to a specified framework, necessary to accomplish a
particular function

Note 1 to entry: The options can be chosen from one or several documents or subdivisions of documents.

3.1.18
remote access
access to a control system through an external interface of the control system

Note 1 to entry: Examples of applications that support remote access include RDP, OPC, and Syslog.
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Note 2 to entry: In general, remote access applications and the Automation Solution will reside in different
security zones as determined by the asset owner. See IEC 62443-3-2 for the application of zones and conduits to
the Automation Solution by the asset owner.

[SOURCE: IEC 62443-3-3:2013, 3.1.35, modified to specify access is through an external interface, and
notes to entries added.]

3.1.19
safety instrumented system
system used to implement functional safety

Note 1 to entry: See the [EC 61508 series and the IEC 61511 series for more information on functional safety.

Note 2 to entry: Not all industry sectors use "safety instrumented system". This term is not restricted to any
specific industry sector, and it is used generically to refer to systems that enforce functional safety. Other
equivalent terms include "safety systems" and "safety related systems".

[SOURCE: IEC 62443-3-3:2013, 3.1.37, modified to be more general (implement functional safety), and
notes to entries added.]

3.1.20

security compromise

violation of the security of a system such that an unauthorized (1) disclosure or modification of
information or (2) denial of service could possibly have occurred

Note 1 to entry: A security compromise represents a breach of the security of a system or an infraction of its
security policies. It is independent of impact or potential impact to the system.

3.1.21

security incident

security compromise that is of some significance to the asset owner or failed attempt to compromise
the system whose result could have been of some significance to the asset owner

Note 1 to entry: The expression "of some significance" is relative to the environment in which the security
compromise is detected. For example, the same compromise can be declared as a security incident in one
environment and not in another. Triage activities are often used by asset owners to evaluate security
compromises and identify those that are significant enough to be considered incidents.

Note 2 to entry: In some environments, failed attempts to compromise the system, such as failed login attempts,
are considered significant enough to be classified as security incidents.

3.1.22
security patch
software update that is relevant to the security of a software component

Note 1 to entry: For the purpose of this definition, firmware is considered software.

Note 2 to entry: Software patches can address known or potential vulnerabilities, or simply improve the security
of the software component, including its reliable operation.

3.1.23

security program

portfolio of security services, including integration services and maintenance services, and their
associated policies, procedures, and products that are applicable to the IACS

Note 1 to entry: The security program for IACS service providers refers to the policies and procedures defined by
them to address security concerns of the IACS.
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3.1.24

service provider

role of an organization (internal or external organization, manufacturer, etc.) that provides a specific
support service and associated supplies in accordance with an agreement with the asset owner

Note 1 to entry: This term is used in place of the generic word "vendor" to provide differentiation.
[SOURCE: IEC 62443-3-3:2013, 3.1.39, modified to be role-based.]

3.1.25

subcontractor

service provider under contract to the integration or maintenance service provider or to another
subcontractor that is directly or indirectly under contract to the integration or maintenance
service provider

3.1.26
system
interacting, interrelated, or interdependent elements forming a complex whole

Note 1 to entry: A system can possibly be packaged as a product.

Note 2 to entry: In practice, the interpretation of the meaning of "system" is frequently clarified by the use of
an adjective, such as control system. In the context of a control system, the elements are largely hardware and
software elements.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.123, modified - Notes to entry added.]

3.1.27
verify
check that the specified requirement was met

3.1.28

vulnerability

flaw or weakness in the design, implementation, or operation and management of a component that can
be exploited to cause a security compromise

Note 1 to entry: Security policies typically include policies to protect confidentiality, integrity, and availability of
system assets.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.135, modified - generalized to cause a security compromise.]

3.2 Abbreviated terms

ABAC Attribute-Based Access Control

AES_GCM Advanced Encryption Standard Galois/Counter Mode
ANSI American National Standards Institute

BPCS Basic Process Control System

BR Base Requirement

CA Certificate Authority

CD Compact Disk

CEF Common Event Format

CMMI Capability Maturity Model Integration

DCS Distributed Control System

DES Data Encryption Standard

DVD Digital Video Disk, Digital Versatile Disk

EICAR European Institute of Computer Anti-virus Research
EWS Engineering Workstation

FAT Factory Acceptance Test D ocuments
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IACS Industrial Automation and Control System
ID Identifier

IDS Intrusion Detection System

IP Internet Protocol

IPS Intrusion Prevent System

ISA International Society of Automation

LDAP Lightweight Directory Access Protocol
MAC Main Automation Contractor

MIB Management Information Base

MoC Management of Change

NAMUR User Association of Automation Technology in Process Industries
NDA Non-Disclosure Agreement

NIDS Network Intrusion and Detection System
OPC Open Platform Communications

PAS Publicly Available Specification

PBAC Policy-Based Access Control

PtW Permit to Work

RBAC Role-Based Access Control

RE Requirement Enhancement

RDP Remote Desktop Protocol

RFC Request For Comment

RFQ Request For Quote

SAT Site Acceptance Test

SCADA Supervisory Control And Data Acquisition
SIEM Security Information and Event Management
SIF Safety Instrumented Function

SIL Safety Integrity Level

SIS Safety Instrumented System

SNMP Simple Network Management Protocol
SOW Statement Of Work

SSID Service Set Identifier

SP Security Program

TCP Transmission Control Protocol

TR Technical Report

UDP User Datagram Protocol

USB Universal Serial Bus

VPN Virtual Private Network

WEP Wired Equivalent Privacy

4 Concepts

4.1 Use of this document

4.1.1 Use of this document by service providers

"Service provider"” and "asset owner" are terms that represent roles of an organization. While they can
be in the same organization, they are typically in separate organizations, with the service provider's

organization under contract/agreement to the asset owner’s organization.
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This document defines a single set of requirements for security-related processes to be supported
by security programs of both integration and maintenance service providers (see 4.1.5 and 4.1.6).
Although implementation of these requirements by integration and maintenance service providers can
be different, the requirements apply equally to both. Support for these requirements means that the
service provider can provide them to the asset owner upon request.

The terms and conditions for providing these processes are beyond the scope of this document.
In addition, this document can be used by these service providers to structure and improve their
security programs.

In addition, service providers can use IEC 62443-3-3 and IEC 62443-4-2 in conjunction with this
document to work with suppliers of underlying control systems/components. This collaboration
can assist the service provider in developing policies and procedures around the capability of a
system/component, for example backup and restore based on the recommendations from the suppliers
of the systems/components used.

NOTE IACS is a generic expression used to describe an industrial automation and control system (based on
the definition taken from IEC TS 62443-1-1), that can be extended to other automation vertical industries. For
example: Substation Automation Solutions, smart grid, distributed grid, medical device manufacturing, building
automation systems, elevators, and escalators.

The security programs implementing these requirements are expected to be independent of different
releases of the control system that is embedded in the Automation Solution. Therefore, a new release
of the control system product does not necessarily require a change to the service provider’s security
program. However, changes to the security program will be required when changes to the underlying
control system make the existing security program deficient with respect to these IEC 62443-2-4
requirements.

EXAMPLE 1 Aservice provider can have experience with a specific control system line of products. Developing
policies and procedures for that line of products will be based on the recommendations of the product supplier
and the capabilities of the product line. Therefore, when the product capabilities for backup and restore are
changed, it is possible the corresponding processes of the service provider's security program (corresponding to
SP.12.XX) will need to be changed to remain consistent with the updated product capabilities. On the other hand,
the service provider's policies and procedures around non-disclosure agreements or personnel background
checks (corresponding to SP.01.03 and SP.01.04) are very likely independent of the control system product used
in the Automation Solution.

This collaboration can also be used to improve security in these systems/components. First, the service
provider can recommend new or updated security features to the system/component supplier. Second,
the service provider can gain knowledge about the system/component that allows it to add its own
compensating security measures to the Automation Solution during deployment or maintenance.

The security requirements are specified in Annex A, and are defined in terms of the processes that
these security programs are required to provide. Subclause 4.1.4 discusses the ability of industry
groups to subset these processes into profiles to address risk reduction. See IEC 62443-3-2 for more
detail on security risks.

This document also recognizes that security programs evolve and that processes go through a lifecycle
of their own, often starting as completely manual and evolving over time to become more formal, more
consistent, and more effective. Subclause 4.2 addresses this issue of evolving processes by defining a
maturity model to be used with the application of this document.

EXAMPLE 2 A specific capability might be introduced as a set of manual procedures and then later
supplemented with automated tools.

As a result, the requirements in Annex A are stated abstractly, allowing for a wide range of
implementations. Integration service provider security program processes that meet these
requirements are used during the deployment, configuration, handover, and commissioning of the
Automation Solution, while maintenance service providers security program processes are used to
update and maintain the security of the Automation Solution once it becomes operational.
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It is expected that service providers and asset owners will negotiate and agree on which of these
required processes are to be provided and how they are to be provided. These aspects of fulfilling the
requirements are beyond the scope of this document, although the use of profiles that are accepted by
the asset owner and the service provider could make this easier.

EXAMPLE 3 A service provider can be capable of supporting complex passwords and also be capable of
supporting specific variations of complex passwords as defined by the password policies of asset owners.

EXAMPLE 4 Many processes have a timeliness aspect related to their performance that is agreed to by both
the asset owner and the service provider.

4.1.2 Use of this document by asset owners

This document can be used by asset owners to request specific security processes from the service
provider. More specifically, prior to such a request, this document can be used by asset owners to
determine whether or not a specific service provider’s security program includes the processes that the
asset owner needs.

In general, this document recognizes that asset owner requirements vary, so it has been written to
encourage service providers to implement the required processes so that they can be adaptable to a
wide variety of asset owners. For example, the asset owner can evaluate whether the service provider’s
security-related processes comply with the requirements of this document, or the service provider
can use a generic or "reference" architecture applicable to the asset owner system to demonstrate
its security program processes to the asset owner. Many technical security capabilities may exist
within a reference architecture that can be applied to the Automation Solution during its integration,
commissioning, and maintenance cycles. The service provider's security program defines processes
that can be performed to adapt and match the Automation Solution to asset owner needs.

The maturity model also allows asset owners to better understand the maturity of a specific service
provider’s processes.

4.1.3 Use of this document during negotiations between asset owners and IACS
service providers

Prior to the service provider starting work on the Automation Solution, the asset owner normally issues
a Request for Quote (RFQ) that includes a set of documents (e.g. a Statement/Scope of Work - SOW) that
describes its security policies and defines its security program requirements (see Annex A). See IEC
62443-3-2 for more information on asset owner security requirements applied during system design.
Service providers respond to the RFQ and negotiations follow in which the service provider and the
asset owner come to agreement on the details of the SOW (or similar document). Typically, the specific
responsibilities and processes of the service provider for supporting asset owner security policies and
requirements will be included in or referenced by this agreement/contract between the IACS service
provider and the asset owner.

NOTE When the service provider is part of the asset owner’s organization, it is possible such contract
does not exist.

In the event that the asset owner does not specify how to implement its security requirements, the
service provider should follow the processes required by this document. However, the asset owner may
still specify constraints and parameters for implementation, which should be taken into account when
following the service provider's processes during the project. In cases where the asset owner does not
specify security requirements, the service provider may propose them to the asset owner based on its
own security analysis, and then negotiate which are included in the SOW.

It is also expected that the service provider will have some ability to customize its processes to meet
the needs of the asset owner. However, specification of this customization is beyond the scope of
this document.
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4.1.4 Profiles

This document recognizes that not all of the requirements in Annex A apply to all industry
sectors/environments. To allow subsetting and adaptation of these requirements, this document
provides for the use of "Profiles".

IEC Technical Reports (TRs) can be created by industry groups/sectors or other organizations to define
Profiles for guidance purposes by following ISO/IEC Directives, Part 1 and Part 2. See IEC 62443-1-51
Scheme for IEC 62443 cyber security profiles for information on creating profiles.

Each IEC TR can define one or more Profiles, and each Profile identifies a subset of the requirements
defined in Annex A and specifies, where necessary, how specific requirements are to be applied in the
environment where they are to be used. An IEC TR cannot supersede this document, or add to or modify
its security requirements.

It is anticipated that asset owners will select these Profiles to specify the requirements that apply to
their Automation Solutions.

4.1.5 Integration service providers

The integration service provider is a type of service provider that performs activities to
implement/deploy Automation Solutions for asset owners. This document defines requirements
for security processes that the integration service provider can perform as part of or in parallel
these activities.

Integration service provider activities generally start with the beginning of the deployment of the
Automation Solution and end when the Automation Solution becomes operational.

NOTE1 The integration service provider can be a role within the asset owner’s organization.
IACS integration service provider activities typically include

a) analyzing the physical, electrical, or mechanical environment the Automation Solution is
to control (e.g. the physical process to be controlled, such as those used in manufacturing,
refining and pharmaceutical processes);

b) developing an Automation Solution architecture in terms of devices and control loops
and their interconnectivity with engineering and operator workstations, and possibly the
inclusion of a Safety Instrumented System (SIS);

) defining how the Automation Solution will connect to external (e.g. plant) networks;

d) installing, configuring, patching, backing up, and testing that lead to the handover of the
Automation Solution to the asset owner for operation;

e) gaining approval of the asset owner for many of the decisions made and outputs generated
during the execution of these activities;

This description of integration service provider activities is abstract and can exclude some of
these activities or include other activities that generally precede the handover of the Automation
Solution. Also, these activities include participation with the asset owner to ensure the asset owner
requirements are met.

From the perspective of the IEC 62443 series, integration service providers are expected to be able
to work with the asset owner to identify Automation Solution security risks, and to be able to use the
results of such an assessment provided by the asset owner. The service provider is also expected to be
able to use processes required by this document in its security program to address these risks.

NOTE 2 See IEC 62443-3-2 for guidance on the use of risk assessments and the definition of security
requirements.

1) Under preparation. Stage at the time of publication: IEC TS/APUB 62443-1-5:2023. Docu ments
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4.1.6 Maintenance service providers

The maintenance service provider is a type of service provider that performs activities to maintain and
service Automation Solutions for asset owners. They are separate from activities used to operate the
Automation Solution. This document defines requirements for security processes that the maintenance
service provider can perform as part of or in parallel with these maintenance activities.

Maintenance activities generally fall into two categories: those that apply specifically to maintaining
the security of the Automation Solution, and those that apply to maintaining other aspects of the
Automation Solution, such as device and equipment maintenance, but that have the responsibility to
ensure that security is not degraded as a result of these activities.

NOTE1 The maintenance service provider is a role that can be within the asset owner’s organization.

NOTE 2 There can be one or more maintenance service providers maintaining the Automation Solution at the
same time or in sequence.

Maintenance activities generally start once the Automation Solution becomes operational and continue
until the asset owner no longer requires them. They are typically short and frequently recurring, and
typically include one or more of the following:

a) patching and anti-virus updates;

b) equipment upgrades and maintenance, including small engineering adjustments not directly
related to control algorithms;

c) component and system migration;
d) change management;
e) contingency plan management.

All maintenance activities include some level of security awareness independent of whether or not they
are directly security related. No activity should reduce the security posture of the Automation Solution
after it has been completed.

This description of maintenance activities is abstract and can include other activities generally
following the handover of the Automation Solution. Also, these activities include participation with the
asset owner to ensure the asset owner’s requirements are met.

From the perspective of the IEC 62443 series, maintenance service providers are expected to be able
to work with the asset owner to identify Automation Solution security risks, and to be able to use the
results of such an assessment provided by the asset owner. The service provider is also expected to be
able to use processes required by this document in its security program to address these risks.

NOTE 3 See IEC 62443-3-2 for guidance on the use of risk assessments and the definition of security
requirements.

4.2 Maturity model

The requirements specified in Annex A can be implemented in an evolutionary manner by a service
provider. Subclause 4.2 defines a maturity model that sets benchmarks for meeting these requirements.

These benchmarks are defined by maturity levels as shown in Table 1. The maturity levels are based on
the CMMI® for Services (CMMI-SVC) model, defined in CMMI for Services, Version 1.3. Table 1 shows the
relationship to the CMMI-SVC in the "Description/Comparison with CMMI-SVC" column.

Each maturity level is progressively more advanced than the previous level and applies independently
for each base requirement (BR) and for each requirement enhancement (RE) in Table A.1. The maturity
level is an indicator of how evolved (mature) the process is that implements the BR or RE. Service
providers are required to identify the maturity level associated with their implementation of each BR
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and RE. This makes it possible for asset owners to determine, in measurable terms, the maturity level
of a specific service provider’s processes.

NOTE 1 Industry groups/sectors can identify specific maturity levels for themselves to better meet their
individual needs.

NOTE 2 Itis intended that, over time and for a specific requirement, a service provider’s processes will evolve
to higher levels as it gains proficiency in meeting the requirement.

Table 1 — Maturity levels

Level CMMI-SVC |IEC 62443-2-4 IEC 62443-2-4 description/comparison to CMMI-SVC

1 Initial Initial At this level, the models are fundamentally the same. Service
providers typically perform the service in an ad-hoc and often
undocumented (or not fully documented) manner. Requirements
for the service are typically specified in a statement of work
under contract with the asset owner. As a result, consistency
across projects is not always be able to be shown.

NOTE "Documented" in this context refers to the procedure
followed in performing this service (e.g. detailed instructions to
service provider personnel), not to the results of performing the
service. In most asset owner settings, all changes resulting from
the performance of a services task are documented.

2 Managed Managed At this level, the models are fundamentally the same, with the
exception that this document recognizes that there can be a
significant delay between defining a service and executing
(practicing) it. Therefore, the execution related aspects of the
CMMI-SVC Level 2 are deferred to Level 3.

At this level, the service provider has the capability to manage
the delivery and performance of the service according to written
policies (including objectives). The service provider also has
evidence to show that personnel who will perform the service
have the expertise, are trained, and/or are capable of following
written procedures to perform the service.

The service discipline reflected by maturity level 2 helps to
ensure that service practices are repeatable, even during times of
stress. When these practices are in place, their execution will be
performed and managed according to their documented plans.

3 Defined Defined At this level, the models are fundamentally the same, with the
(Practiced) exception that the execution related aspects of the CMMI-SVC
Level 2 are included here. Therefore, a service at Level 3 is a Level
2 service that the service provider has practiced for an asset
owner at least once.

The performance of a Level 3 service can be shown to be
repeatable across the service provider’s organization. Level 3
services can be tailored for individual projects based upon the
contract and statement of work from the asset owner.

4 Quantitatively |Improving At this level, this document combines CMMI-SVC Levels 4 and
Managed 5. Using suitable process metrics, service providers control the
effectiveness and performance of the service and demonstrate
continuous improvement in these areas, such as more effective
procedures or the installation of system capabilities with higher
security levels (see IEC 62443-3-3). This results in a security
program that improves the service through technological/
procedural/management changes.

Optimizing
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5 Requirements overview

5.1 Contents

Annex A contains the list of security program requirements for IACS integration and maintenance service
providers. They are specified as a list of base requirements (BR) and requirements enhancements (RE)
presented in Table A.1. BRs and REs are described in 5.5.2. Each specifies a capability that the service
provider can offer to the asset owner during integration and maintenance activities.

Not all requirements apply to all service providers, and asset owners can request service providers
to perform only a subset of the required processes specified in Annex A. In addition, industry sectors,
service providers, and asset owners can define their own profiles that contain a subset of these
requirements (see 4.1.4).

NOTE Industry groups/sectors can subset the requirements to better meet their individual needs.

5.2 Sorting and filtering

The columns in Table A.1 have been designed to be easily sorted and filtered electronically using the
spreadsheet version of that table that is distributed with this document. This allows different readers
to organize the requirements according to their needs. The column values used for sorting and filtering
are defined in 5.5.

5.3 1EC 62264-1 hierarchy model

Many of the requirements in Annex A refer to network or application levels in phrases such as "a wireless
handheld device is used in Level 2". When capitalized, "Level" in this context refers to the position in
the IEC 62264-1 Hierarchy Model. The Level of a referenced object (e.g. wireless handheld device) is
represented by the lowest Level function that it executes. The zones and conduits model described by
IEC 62443-3-2 is referenced by requirements in Annex A that address, independent of the IEC 62264-
1 Hierarchy Model Level, trust boundaries that subdivide the Automation Solution into partitions
referred to as "zones" by IEC 62443-3-2.

NOTE 1 The Hierarchy Model contained in I[EC 62264-1:2013, is also known as the Purdue Reference Model and
is also specified by ISA 95, Enterprise-Control System Integration.

NOTE 2 In addition to Annex A requirements, industry/group sectors can define their own requirements that
are outside the scope of this document to better meet their individual needs.

5.4 Requirements table columns

The columns used in Table A.1 are defined in Table 2. The values for these columns are defined in 5.5.

Table 2 — Columns

Column Column description
Reb ID Requirement ID
BR/RE Base requirement/requirement enhancement indicator

Functional area Keyword representing the main functional area of a requirement

Topic Keyword representing the main topic associated with a requirement. The same topic can
apply to more than one functional area.

Subtopic Keyword representing the subtopic addressed by the requirement. The same subtopic can
apply to more than one functional area and/or activity.

Doc? Deliverable documentation is required to be provided to the asset owner (yes/no).

NOTE Some requirements can require the service provider to maintain documentation
that is not considered a deliverable. However, the asset owner can have agreements with
the service provider to see or have this documentation delivered to it. —D—O-cu-ments
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Table 2 (continued)

Column Column description
Requirement The text of the requirement.
description
Rationale Text that describes the background, justification, and other aspects of the requirement to
assist the reader in its understanding

5.5 Column definitions

5.5.1 ReqID column

This column contains the Security Program Requirement Identifier. The same Req ID identifies a base
requirement and its requirement enhancements. This identifier is structured into three parts separated

by dots ("."):

1) "SP", indicating "Security Program";

2) two-digit identifier for the functional area (see Table 3 for values);

3) two-digit identifier for the requirement, assigned numerically within the Functional Area.

Base requirements and their requirement enhancements all have the same SP Requirement Identifier.
See 5.5.2 for the description of base requirements and requirement enhancements.

5.5.2 BR/RE column

This column indicates whether the requirement is a Base Requirement (BR) or a Requirement
Enhancement (RE).

. Base requirements

Base requirements are considered fundamental requirements for all security programs. They
are generally abstract in nature to allow service providers latitude in their implementations.

. Requirement enhancements

Requirement enhancements generally restrict or specialize (i.e. make more specific)
base requirements or enhanced requirements. Requirement enhancements on base
requirements provide one level of restriction/specialization of the base requirement,
while requirement enhancements on other requirement enhancements provide even
higher levels of restrictions/specializations on the base requirement. The intent of these
restrictions/specializations is to enhance security through the application of more
sophisticated security processes or by more rigorous application of these processes.

] Requirement implementation

A service provider that implements a capability defined by a base requirement can choose
from a wide variety of implementations to meet the requirement. A service provider that
implements a capability defined by a requirement enhancement, on the other hand, has a
restricted range of implementations that can be used.

] Requirement numbering

Both the base requirement and its enhancements share the same SP Req ID (see 5.5.1).
Requirementenhancements are numbered sequentially startingat 1 foreachbaserequirement.

Requirement enhancements are numbered sequentially starting at "1" for each BR and this
sequence number is placed in parentheses following the "RE". Therefore, the column value is
RE(#), where # is the sequence number of the enhancement. Requirement ﬁlgaﬁmltg
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enhance other requirement enhancements are numbered higher than the enhancements they
enhance.

EXAMPLE1 SP.01.02 BR is a base requirement for assigning personnel to the Automation Solution who have
been informed of this document's security requirements, and RE(1) enhances that requirement by defining a
requirement for background checks of service provider personnel assigned to the Automation Solution. The BR
says that the service provider is able to assign anyone to the Automation Solution who has been trained on the
requirements of this document, while RE(1) says that they can only assign trained personnel who have passed
background checks.

EXAMPLE 2  SP.01.02 RE(2) defines an enhancement for the RE(1) requirement by specializing the RE(1)
requirement to apply to subcontractor personnel assigned to the Automation Solution.

5.5.3 Functional area column

This column provides the top-level technical organization of the requirements. Table 3 provides a list of
the functional areas. The functional areas in this column can be used to provide a high-level summary
of the areas in which service providers claim conformance. However, because the "Architecture”
functional area is so broad, its use as a summary level is limited. Therefore, it is subdivided into three
summary levels based on the Topic column (see 5.5.4) values for Architecture as shown in Table 4.

Table 3 — Functional area column values

Value SP Req ID Description

Solution staffing SP.01.XX Requirements related to the assignment of personnel by the service
provider to Automation Solution related activities

Assurance SP.02.XX Requirements related to providing confidence that the Automation
Solution security policy is enforced

Architecture SP.03.XX Requirements related to the design of the Automation Solution

Wireless SP.04.XX Requirements related to the use of wireless in the Automation
Solution

SIS SP.05.XX Requirements related to the integration of SIS into the Automation
Solution

Configuration management |SP.06.XX Requirements related to the configuration control of the
Automation Solution

Remote access SP.07.XX Requirements related to the remote access to the Automation
Solution

Event management SP.08.XX Requirements related to the event handling in the Automation
Solution

Account management SP.09.XX Requirements related to the administration of user accounts in the

Automation Solution

Malware protection SP.10.XX Requirements related to the use of anti-malware software in the
Automation Solution

Patch Management SP.11.XX Requirements related to the security aspects of approving and
installing software patches

Backup/Restore SP.12.XX Requirements related to the security aspects of backup and restore

Table 4 — Architecture Functional Area Summary Levels

Summary Level Topic column SP Identifiers

Network Security Devices - Network SP.03.08 BR, SP.03.08 RE(1), SP.03.08 RE(2), SP.03.08

RE(3)

Network design SP.03.02 BR, SP.03.02 RE(1), SP.03.02 RE(2), SP.03.03

RE(1), SP.03.04 BR

Solution Hardening Devices - All SP.03.05 BR, SP.03.05 RE(1)
Documents
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Table 4 (continued)
Summary Level Topic column SP Identifiers
Devices - Workstations SP.03.06 BR, SP.03.07 BR, SP.03.07 RE(1)
Risk assessment SP.03.01 BR, SP.03.01 RE(1), SP.03.01 RE(2)
Solution components SP.03.03 BR
Data Protection Data Protection SP.03.09 BR, SP.03.10 BR, SP.03.10 RE(1),, SP.03.10
RE(2),,SP.03.10 RE(3),, SP.03.10 RE(4),

5.5.4 Topic column

This column contains the keyword that best describes the major topic addressed by the requirement.
Topic keywords are independent of functional areas to allow filtering to be used to find all requirements
with the same topic, independent of functional area. Table 5 provides a list of the values for this column.

Table 5 — Topic column values

Value Description

Accounts - ... Requirements related to the various types of user accounts

Security tools and software |Requirements related to application software and tools used in the Automation
Solution for security purposes

Background checks Requirements related to background checks

Backup Requirements related to backing up and restoring the Automation Solution from
a backup

Data protection Requirements related to protecting data

Devices - ... Requirements related to the various types of devices used in the Automation
Solution

Events - ... Requirements related to the various types of events used in the Automation
Solution (e.g. security-related, security compromises, alarms and events)

Hardening guidelines Requirements related to guidelines that describe how to harden the Automation
Solution

Manual process Requirements related to manual procedures used to provide security-related
processes (e.g. patch management, backup/restore)

Network design Requirements related to the design of the network architecture of the
Automation Solution

Passwords Requirements related to account passwords

Patch list Requirements related to a list of identifiers and properties of security patches
that are applicable to the Automation Solution

Personnel assignments Requirements related to the assignment of personnel to the Automation Solution

Portable media Requirements related to the use of portable media in the Automation Solution

Restore Requirements related to restoring the Automation Solution from a backup

Risk assessment Requirements related to performing risk assessments for the Automation

Solution and its components

Security tools and software |Requirements related to the tools/software used in the implementation and
management of security within the Automation Solution

Solution components Requirements related to components used in the Automation Solution
Training Requirements related to training for personnel assigned to the Automation
Solution
User interface Requirements related to user interfaces of the Automation Solution
Vulnerabilities Requirements related to security vulnerabilities in the Automation Solution
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5.5.5 Subtopic column

This column contains the keyword that best describes the technical topic associated with the
requirement. Technical topic keywords are independent of functional areas and activities to allow
filtering to be used to find all requirements with the same technical topic, independent of functional
area or activity. Table 6 provides a list of the values for this column.

Table 6 — Subtopic column values

Value Description

Access control Requirements related to authentication and/or authorization

Administration Requirements related to administration and management activities, such as device
administration and account management

Approval Requirements related to obtaining approvals from the asset owner

Change Requirements related to the changing of passwords

Communications Requirements related to internal and external communications of the Automation
Solution

Composition Requirements related to the composition of passwords

Configuration mode Requirements related to the state of a device that allows it to be configured

Connectivity Requirements related to the network connectivity of devices and/or network
segments

Cryptography Requirements related to the use of cryptographic mechanisms (e.g. encryption,
digital signatures)

Data/event retention Requirements related to archiving of data and events

Delivery Requirements related to the delivery of security patches

Detection Requirements related to the detection of events

Disaster recovery Requirements related to disaster recovery

Expiration Requirements related to the expiration of accounts and passwords

Installation Requirements related to the installation of security related tools and software

Inventory register Requirements related to document that summarizes the devices and their

software components that are used in the Automation Solution

Least functionality Requirements related to supporting the concept of least functionality (e.g. the
disabling of an unnecessary service or removal of a temporary account no longer
being used). See IEC 62443-3-3 for more detail on least functionality

Logging Requirements related to audit and event logs

Malware definition files Requirements related to the approval and use of malware definition files

Malware protection Requirements related to the use of malware protection mechanisms (e.g. anti-

mechanism virus software, whitelisting software)

Network time Requirements related to the distribution and synchronization of time over the
network

Patch qualification Requirements related to the evaluation and approval of patches for use in the
Automation Solution

Perform Requirements related to performing a capability for the Automation Solution

Reporting Requirements related to reporting of events (e.g. notifications)

Responding Requirements related to handling and responding to events

Reuse Requirements related to the reuse of passwords

Robustness Requirements related to the ability of the Automation Solution and its components

to withstand abnormal data, abnormal sequences, or abnormally high volumes of
network traffic, such as alarm storms and network scans

Sanitizing Requirements related to cleaning devices and portable media of sensitive data
and/or malware
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Table 6 (continued)
Value Description

Security contact Requirements that define and require the "security contact” role

Security lead Requirements that define and require the "security lead" role

Security requirements - ... |[Requirements related to security requirements contained in this specification or
defined by the asset owner

Sensitive data Requirements related to data requiring safeguarding

Service provider Requirements related to service provider personnel or their capabilities

Session lock Requirements related to locking the keyboard and screen of workstations

Shared Requirements related to the sharing of passwords

Subcontractor Requirements related to personnel or capabilities of the service provider’s
subcontractors, consultants, or representatives

Technical description Requirements related to descriptions of some technical aspect of the Automation
Solution

Usage Requirements related to the use or application of a required capability

Verification Requirements related to verification of a capability (e.g. via a demonstration or
visual inspection)

Wireless network Requirements related to identifiers for wireless networks

identifiers

5.5.6 Documentation column

This column contains a Yes to indicate that the requirement describes a capability that requires
deliverable documentation to the asset owner. Requirements with a No value may require that the
service provider create and/or maintain documentation in support of the required capability, but this
documentation is not considered to be deliverable to the asset owner. However, in separate agreements,
the asset owner can request any documentation to be regarded as deliverable.

5.5.7 Requirement description column

This column contains the textual description of the requirement. It may also contain notes that are
examples provided to help in understanding the requirement.

Each row in Table A.1 specifies a requirement for a process that the service provider can perform for
the asset owner for the integration, commissioning or maintenance of the Automation Solution. The
text of each requirement description, therefore, begins with "The service provider shall have a process
that can be performed for the asset owner to...". Whether an asset owner requires the service provider
to perform the process is beyond the scope of this document. To be compliant with a requirement, the
service provider’s process can be conformant to any of the four maturity levels defined in 4.2.

The term "ensure" is used in many requirements to mean "make certain that the result specified
by the requirement is achieved". In many requirements, "ensure" is used to require that the service
provider has a process to apply and use a technical capability to the Automation Solution. The specified
result can be achieved through such actions as configuration, demonstration, verification, and testing.
How the service provider actually ensures that the required result is achieved is not specified in
order to maintain implementation independence and to make allowances for the differences between
integration and maintenance provider processes. However, the Rationale column (see 5.5.8) is used to
provide guidance where needed.

The phrase "commonly accepted by both the security and industrial automation communities" is used
in these requirement descriptions in place of specific security technologies, such as specific encryption
algorithms. This phrase is used to allow evolution of more secure technologies as a replacement for
technologies whose weaknesses have been exposed.
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To be compliant with these requirements, service providers will have to use technologies (e.g.
encryption) that are commonly accepted and used by the security and industrial automation
communities at the time compliance is claimed. Technologies that are no longer considered secure, such
as the Data Encryption Standard (DES) and the Wired Equivalent Privacy (WEP) security algorithms,
would be non-conformant.

5.5.8 Rationale column

This column contains the rationale that describes the reasoning behind each requirement (i.e.
purpose/benefit of the required capability) and provides supplemental guidance for a better
understanding of each requirement. In many of the descriptions, the terminology "has an identifiable
process” is used. "Identifiable” means that the service provider has a process that it can use and that it
can make known to (identify) and perform for the asset owner. The application of the maturity model
described in 4.2 can mean that this process has not yet been formally documented (maturity level 1).
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Annex A
(normative)

Security requirements
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