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Preface

This Standard was prepared by the Standards Australia Committee IT-006, Industrial Process
Measurement, Control and Automation.

The objective of this document is to specify requirements for—

(@ defining a system under consideration (SUC) for an industrial automation and control
system (IACS);

(b) partitioning the SUC into zones and conduits;

(©) assessing risk for each zone and conduit;

(d) establishing the target security level (SL-T) for each zone and conduit; and
(e) documenting the security requirements.

This document is identical with, and has been reproduced from, [EC 62443-3-2:2020, Industrial
communication networks — Network and system security — Part 3-2: Security risk assessment for
system design.

As this document has been reproduced from an International document, a full point substitutes for a
comma when referring to a decimal marker.

Australian or Australian/New Zealand Standards that are identical adoptions of international
normative references may be used interchangeably. Refer to the online catalogue for information on
specific Standards.

The terms “normative” and “informative” are used in Standards to define the application of the
appendices or annexes to which they apply. A “normative” appendix or annex is an integral part of a
Standard, whereas an “informative” appendix or annex is only for information and guidance.
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FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for
standardization comprising all national electrotechnical committees (IEC National
Committees). The object of IEC is to promote international co-operation on all questions
concerning standardization in the electrical and electronic fields. To this end and in addition
to other activities, IEC publishes International Standards, Technical Specifications, Technical
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National
Committee interested in the subject dealt with may participate in this preparatory work.
International, governmental and non-governmental organizations liaising with the IEC also
participate in this preparation. IEC collaborates closely with the International Organization
for Standardization (ISO) in accordance with conditions determined by agreement between
the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible,
an international consensus of opinion on the relevant subjects since each technical committee
has representation from all interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by
[EC National Committees in that sense. While all reasonable efforts are made to ensure that
the technical content of IEC Publications is accurate, IEC cannot be held responsible for the
way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, [EC National Committees undertake to apply
[EC Publications transparently to the maximum extent possible in their national and regional
publications. Any divergence between any IEC Publication and the corresponding national or
regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies
provide conformity assessment services and, in some areas, access to IEC marks of conformity.
IEC is not responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including
individual experts and members of its technical committees and IEC National Committees for
any personal injury, property damage or other damage of any nature whatsoever, whether
direct or indirect, or for costs (including legal fees) and expenses arising out of the publication,
use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced
publications is indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be
the subject of patent rights. IEC shall not be held responsible for identifying any or all such
patent rights.

International Standard IEC 62443-3-2 has been prepared by IEC technical committee 65: Industrial-
process measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65/799/FDIS 65/804/RVD

Full information on the voting for the approval of this International Standard can be found in the report
on voting indicated in the above table.

Documents
© Standards ROGHRENHTRAZ0g4 1P

Full document details: AS IEC 62443.3.2-2024


http://www.avadocuments.com/doc/as-iec-62443-3-2-2024
http://www.avadocuments.com/doc/as-iec-62443-3-2-2024

ASIEC 62443.3.2:2024 vi

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62443 series, published under the general title Security for industrial
automation and control systems, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the stability
date indicated on the IEC website under "http://webstore.iec.ch” in the data related to the specific
document. At this date, the document will be

. reconfirmed,

. withdrawn,

. replaced by a revised edition, or
. amended.

IMPORTANT The 'colour inside' logo on the cover page of this publication indicates that it contains
colours which are considered to be useful for the correct understanding of its contents. Users should
therefore print this document using a colour printer.
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INTRODUCTION

There is no simple recipe for how to secure an industrial automation and control system (IACS) and
there is good reason for this. It is because security is a matter of risk management. Every [ACS presents
a different risk to the organization depending upon the threats it is exposed to, the likelihood of those
threats arising, the inherent vulnerabilities in the system and the consequences if the system were
to be compromised. Furthermore, every organization that owns and operates an IACS has a different
tolerance for risk.

This document strives to define a set of engineering measures that will guide an organization
through the process of assessing the risk of a particular IACS and identifying and applying security
countermeasures to reduce that risk to tolerable levels.

A key concept in this document is the application of IACS security zones and conduits. Zones and
conduits are introduced in IEC TS 62443-1-1.

This document has been developed in cooperation with the ISA99 liaison. ISA99 is the committee on
Industrial Automation and Control Systems Security of the International Society of Automation (ISA).

The audience for this document is intended to include the asset owner, system integrator, product
supplier, service provider, and compliance authority.

This document provides a basis for specifying security countermeasures by aligning the target security
levels (SL-Ts) identified in this document with the required capability security levels (SL-Cs) specified
in I[EC 62443-3-3.
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1 AS IEC 62443.3.2:2024
Australian Standard®

Security for industrial automation and control systems
Part 3.2: Security risk assessment for system design

1 Scope

This part of IEC 62443 establishes requirements for:

. defining a system under consideration (SUC) for an industrial automation and control system
(IACS);

. partitioning the SUC into zones and conduits;

. assessing risk for each zone and conduit;

. establishing the target security level (SL-T) for each zone and conduit; and

. documenting the security requirements.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

IEC 62443-3-3:2013, Industrial communication networks - Network and system security - Part 3-3:
System security requirements and security levels

3 Terms, definitions, abbreviated terms, acronyms and conventions

3.1 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

. [SO Online browsing platform: available at https://www.iso.org/obp
. IEC Electropedia: available at http://www.electropedia.org/

3.1.1

channel

specific logical or physical communication link between assets
Note 1 to entry: A channel facilitates the establishment of a connection.

3.1.2

compliance authority

entity with jurisdiction to determine the adequacy of a security assessment or the effectiveness of
implementation as specified in a governing document

Note 1 to entry: Examples of compliance authorities include government agencies, regulators, external and
internal auditors.

3.1.3

conduit

logical grouping of communication channels that share common security requirements connecting two
Or more zones Documents
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3.1.4

confidentiality

preservation of authorized restrictions on information access and disclosure, including means for
protecting personal privacy and proprietary information

3.1.5

consequence

result of an incident, usually described in terms of health and safety effects, environmental impacts,
loss of property, loss of information (for example, intellectual property), and/or business interruption
costs, that occurs from a particular incident

3.1.6

countermeasure

action, device, procedure, or technique that reduces a threat, a vulnerability, or the consequences of
an attack by eliminating or preventing it, by minimizing the harm it can cause, or by discovering and
reporting it so that corrective action can be taken

Note 1 to entry: The term “control” is also used to describe this concept in some contexts. The term
countermeasure has been chosen for this document to avoid confusion with the word control in the context of
“process control.”

3.1.7
cyber security
measures taken to protect a computer or computer system against unauthorized access or attack

Note 1 to entry: IACS are computer systems.

3.1.8
dataflow
movement of data through a system comprised of software, hardware, or a combination of both

3.1.9
external network
network that is connected to the SUC that is not part of the SUC

3.1.10
impact
measure of the ultimate loss or harm associated with a consequence

Note 1 to entry: The consequence of the incident was a spill. The impact of the spill was a $100 000 fine and
$25 000 in clean-up expenses.

Note 2 to entry: Impact may be expressed in terms of numbers of injuries and/or fatalities, extent of environmental
damage and/or magnitude of losses such as property damage, material loss, loss of intellectual property, lost
production, market share loss, and recovery costs.

3.1.11
likelihood
chance of something happening

[SOURCE: ISO Guide 73:2009 [13]Y), 3.6.1.1 and ISO/IEC 27005:2018 12, 3.7]

Note 1 to entry: In risk management terminology, the word “likelihood” is used to refer to the chance of
something happening, whether defined, measured or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over a
given time period).

Note 2 to entry: A number of factors are considered when estimating likelihood in information system risk
management such as the motivation and capability of the threat source, the history of similar threats, known
vulnerabilities, the attractiveness of the target, etc.

1) Numbers in square brackets refer to the bibliography. Documents
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