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ii

PREFACE 

This Standard was prepared by the Standards Australia Committee IT-014, Health Informatics 

and Subcommittee, IT-014-04, Information Security. 

The objective of this Standard is to specify guidance on healthcare organizations and other 

custodians of personal health information on how best to protect the confidentiality, integrity 

and availability of such information by implementing ISO/IEC 27002 which has been adopted 

by Standards Australia and Standards New Zealand as AS/NZS ISO/IEC 27002. 

This Standard is identical with, and has been reproduced from ISO 27799:2008, Health 

informatics — Information security management in health using ISO/IEC 27002. 

As this Standard is reproduced from an International Standard, the following applies: 

(a) Its number appears on the cover and title page while the International Standard number 

appears only on the cover. 

(b) In the source text ‘this International Standard’ should read ‘this Australian Standard’. 

(c) A full point substitutes for a comma when referring to a decimal marker. 

(d) In Clause 6.4.4.3 add the following paragraph: 

Maintaining privacy of subjects of care depends upon maintaining the confidentiality of 

personal health information. Security risk assessments can address many concerns 

regarding the confidentiality of health information; however, a privacy impact assessment 

(PIA) is also required in respect of the applicable laws, regulations and any contractual 

arrangements that apply. 

References to International Standards should be replaced by references to Australian or 

Australian/New Zealand Standards, as follows: 

Reference to International Standard  Australian Standard 

ISO/IEC  AS/NZS ISO/IEC 

27002 Information technology—Security 

techniques—Code of practice for 

information security management 

 27002 Information technology—Security 

techniques—Code of practice for 

information security management 

Funding for this publication has been provided by the Commonwealth Department of Health and 

Ageing. The Commonwealth makes no representation or warranty that the information in this 

publication is correct and accurate. 

Standards Australia wishes to thank the Department of Health and Ageing for their continued 

financial support in helping us develop this Australian Standard. 
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INTRODUCTION 
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Introduction 

This International Standard provides guidance to healthcare organizations and other custodians of personal 
health information on how best to protect the confidentiality, integrity and availability of such information by 
implementing ISO/IEC 270021). Specifically, this International Standard addresses the special information 
security management needs of the health sector and its unique operating environments. While the protection 
and security of personal information is important to all individuals, corporations, institutions and governments, 
there are special requirements in the health sector that need to be met to ensure the confidentiality, integrity, 
auditability and availability of personal health information. This type of information is regarded by many as 
being among the most confidential of all types of personal information. Protecting this confidentiality is 
essential if the privacy of subjects of care is to be maintained. The integrity of health information must be 
protected to ensure patient safety, and an important component of that protection is ensuring that the 
information’s entire life cycle be fully auditable. The availability of health information is also critical to effective 
healthcare delivery. Health informatics systems must meet unique demands to remain operational in the face 
of natural disasters, system failures and denial-of-service attacks. Protecting the confidentiality, integrity and 
availability of health information therefore requires health-sector-specific expertise. 

The need for effective IT security management in healthcare is made all the more urgent by the increasing 
use of wireless and Internet technologies in healthcare delivery. If not implemented properly, these complex 
technologies will increase the risks to the confidentiality, integrity and availability of health information. 
Regardless of size, location and model of service delivery, all healthcare organizations need to have stringent 
controls in place to protect the health information entrusted to them. Yet many health professionals work as 
solo health providers or in small clinics that lack the dedicated IT resources to manage information security. 
Healthcare organizations must therefore have clear, concise and healthcare-specific guidance on the 
selection and implementation of such controls. This guidance must be adaptable to the wide range of sizes, 
locations, and models of service delivery found in healthcare. Finally, with increasing electronic exchange of 
personal health information between health professionals, there is a clear benefit in adopting a common 
reference for information security management in healthcare. 

ISO/IEC 27002 is already being used extensively for health informatics IT security management through the 
agency of national or regional guidelines in Australia, Canada, France, the Netherlands, New Zealand, South 
Africa and the United Kingdom. Interest is growing in other countries as well. This International Standard 
(ISO 27799) draws upon the experience gained in these national endeavours in dealing with the security of 
personal health information and is intended as a companion document to ISO/IEC 27002. It is not intended to 
supplant ISO/IEC 27002 or ISO/IEC 27001. Rather, it is a complement to these more generic standards. 

This International Standard applies ISO/IEC 27002 to the healthcare domain in a way that carefully considers 
the appropriate application of security controls for the purposes of protecting personal health information. 
These considerations have, in some cases, led the authors to conclude that application of certain 
ISO/IEC 27002 control objectives is essential if personal health information is to be adequately protected. This 
International Standard therefore places constraints upon the application of certain security controls specified 
in ISO/IEC 27002. This in turn has led to the inclusion in Clause 7 of several normative statements stating that 
the application of a given security control is mandatory. For example, 7.2.1 states that 

Organizations processing health information, including personal health information, shall have a written 
information security policy that is approved by management, published, and then communicated to all 
employees and relevant external parties. 

                                                      

1) This guideline is consistent with the revised version of ISO/IEC 27002:2005. 
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In the health domain, it is possible for an organization (a hospital, say) to be certified using ISO/IEC 27001 
without requiring certification against, or even acknowledgement of, this International Standard. It is to be 
hoped, however, that as healthcare organizations strive to improve the security of personal health information, 
conformance with this International Standard, as a stricter standard for healthcare, will also become 
widespread. 

All of the security control objectives described in ISO/IEC 27002 are relevant to health informatics but some 
controls require additional explanations with regard to how they can be used best to protect the confidentiality, 
integrity and availability of health information. There are also additional health-sector-specific requirements. 
This International Standard provides additional guidance in a format that persons responsible for health 
information security can readily understand and adopt. 

This International Standard's authors do not intend to write a primer on computer security, nor to restate what 
has already been written in ISO/IEC 27002 or in ISO/IEC 27001. There are many security requirements that 
are common to all computer-related systems, whether used in financial services, manufacturing, industrial 
control, or indeed in any other organized endeavour. A concerted effort has been made to focus on security 
requirements necessitated by the unique challenges of delivering electronic health information that supports 
the provision of care. 

Who should read this International Standard? 

This International Standard is intended for those responsible for overseeing health information security and for 
healthcare organizations and other custodians of health information seeking guidance on this topic, together 
with their security advisors, consultants, auditors, vendors and third-party service providers. 

Benefits of using this International Standard 

ISO/IEC 27002 is a broad and complex standard and its advice is not tailored specifically to healthcare. This 
International Standard allows for the implementation of ISO/IEC 27002, within health environments, in a 
consistent fashion and with particular attention to the unique challenges that the health sector poses. By 
following it, healthcare organizations help to ensure that the confidentiality and integrity of data in their care 
are maintained, that critical health information systems remain available, and that accountability for health 
information is upheld. 

The adoption of this guidance by healthcare organizations both within and among jurisdictions will assist 
interoperation and enable the safe adoption of new collaborative technologies in the delivery of healthcare. 
Secure and privacy-protective information sharing can significantly improve healthcare outcomes. 

As a result of implementing this guidance, healthcare organizations can expect to see the number and 
severity of their security incidents reduced, allowing resources to be redeployed to productive activities. IT 
security will thereby allow health resources to be deployed in a cost-effective and productive manner. Indeed, 
research by the respected Information Security Forum and by market analysts has shown that good all-round 
security can have as much as a 2 % positive effect upon organizations’ results. 

Finally, a consistent approach to IT security, understandable by all involved in healthcare, will improve staff 
morale and increase the trust of the public in the systems that maintain personal health information. 

How to use this International Standard 

Readers not already familiar with ISO/IEC 27002 are urged to read the introductory sections of that 
International Standard before continuing. Implementers of this Intenational Standard (ISO/IEC 27799) must 
first thoroughly read ISO/IEC 27002, as the text below will frequently refer the reader to the relevant sections 
of that International Standard. The present document cannot be fully understood without access to the full text 
of ISO/IEC 27002. 

General readers not already familiar with health information security and its goals, challenges, and broader 
context, will benefit from reading a brief introduction, to be found in Clause 5. 
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Readers seeking guidance on how to implement ISO/IEC 27002 in a health environment will find a practical 
action plan described in Clause 6. No mandatory requirements are contained in this clause. Instead, general 
advice and guidance are given on how best to proceed with the implementation of 27002 in healthcare. The 
clause is organized around a cycle of activities (plan/do/check/act) that are described in ISO/IEC 27001 and 
that, when followed, will lead to a robust implementation of an information security management system. 

Readers seeking specific advice on the eleven security control clauses and 39 main security control 
categories described in ISO/IEC 27002 will find it in Clause 7. This clause leads the reader through each of 
the eleven security control clauses of ISO/IEC 27002. Minimum requirements are stated where appropriate 
and, in some cases, normative guidelines are set out on the proper application of certain ISO/IEC 27002 
security controls to the protection of health information. 

This International Standard concludes with three informative annexes. Annex A describes the general threats 
to health information. Annex B briefly describes tasks and related documents of the information security 
management system. Annex C discusses the advantages of support tools as an aid to implementation. The 
Bibliography lists related standards in health information security. 
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Health informatics — Information security management in 
health using ISO/IEC 27002 

1 Scope 

1.1 General 

This International Standard defines guidelines to support the interpretation and implementation in health 
informatics of ISO/IEC 27002 and is a companion to that standard2). 

This International Standard specifies a set of detailed controls for managing health information security and 
provides health information security best practice guidelines. By implementing this International Standard, 
healthcare organizations and other custodians of health information will be able to ensure a minimum requisite 
level of security that is appropriate to their organization’s circumstances and that will maintain the 
confidentiality, integrity and availability of personal health information. 

This International Standard applies to health information in all its aspects, whatever form the information takes 
(words and numbers, sound recordings, drawings, video and medical images), whatever means are used to 
store it (printing or writing on paper or electronic storage) and whatever means are used to transmit it (by hand, 
via fax, over computer networks or by post), as the information must always be appropriately protected. 

This International Standard and ISO/IEC 27002 taken together define what is required in terms of information 
security in healthcare; they do not define how these requirements are to be met. That is to say, to the fullest 
extent possible, this International Standard is technology-neutral. Neutrality with respect to implementing 
technologies is an important feature. Security technology is still undergoing rapid development and the pace 
of that change is now measured in months rather than years. By contrast, while subject to periodic review, 
standards are expected on the whole to remain valid for years. Just as importantly, technological neutrality 
leaves vendors and service providers free to suggest new or developing technologies that meet the necessary 
requirements that this International Standard describes. 

As noted in the introduction, familiarity with ISO/IEC 27002 is indispensable for an understanding of this 
International Standard. 

1.2 Scope exclusions 

The following areas of information security are outside the scope of this International Standard: 

a) methodologies and statistical tests for effective anonymization of personal health information; 

b) methodologies for pseudonymization of personal health information (see bibliographic Reference [10] for 
an example of an ISO Technical Specification that deals specifically with this subject); 

c) network quality of service and methods for measuring availability of networks used for health informatics; 

d) data quality (as distinct from data integrity). 

                                                      

2) This guideline is consistent with the revised version of ISO/IEC 27002:2005. 
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2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO/IEC 27002:2005, Information technology — Security techniques — Code of practice for information 
security management 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1 Health terms 

3.1.1 
health informatics 
scientific discipline that is concerned with the cognitive, information-processing and communication tasks of 
healthcare practice, education and research, including the information science and technology to support 
these tasks 

[ISO/TR 18307:2001, definition 3.73] 

3.1.2 
health information system 
repository of information regarding the health of a subject of care in computer-processable form, stored and 
transmitted securely, and accessible by multiple authorized users 

NOTE Adapted from ISO/TR 20514:2005, definition 2.25. 

3.1.3 
healthcare 
any type of service provided by professionals or paraprofessionals with an impact on health status 

[European Parliament, 1998, as cited by WHO] 

3.1.4 
healthcare organization 
generic term used to describe many types of organizations that provide healthcare services 

[ISO/TR 18307:2001, definition 3.74] 

3.1.5 
health professional 
person who is authorized by a recognised body to be qualified to perform certain health duties 

NOTE Adapted from ISO/TS 17090-1:2002, definition 3.18. 

3.1.6 
healthcare provider 
any person or organization who is involved in, or associated with, the delivery of healthcare to a client, or 
caring for client wellbeing 

3.1.7 
identifiable person 
one who can be identified, directly or indirectly, in particular by reference to an identification number or one or 
more factors specific to his physical, physiological, mental, economic, cultural or social identity 

[ISO 22857:2004, definition 3.7] 

2
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3.1.8 
patient 
subject of care 

(See below, 3.1.10). 

3.1.9 
personal health information 
information about an identifiable person which relates to the physical or mental health of the individual, or to 
provision of health services to the individual, and which may include: 

a) information about the registration of the individual for the provision of health services; 

b) information about payments or eligibility for healthcare with respect to the individual; 

c) a number, symbol or particular assigned to an individual to uniquely identify the individual for health 
purposes; 

d) any information about the individual collected in the course of the provision of health services to the 
individual; 

e) information derived from the testing or examination of a body part or bodily substance; 

f) identification of a person (e.g. a health professional) as provider of healthcare to the individual. 

NOTE Personal health information does not include information that, either by itself or when combined with other 
information available to the holder, is anonymized, i.e. the identity of the individual who is the subject of the information 
cannot be ascertained from the information. 

3.1.10 
subject of care 
one or more persons scheduled to receive, receiving, or having received a health service 

[ISO/TS 18308:2004, definition 3.40] 

3.2  Information security terms 

3.2.1 
asset 
anything that has value to the organization 

[ISO/IEC 13335-1:2004, definition 2.2] 

NOTE In the context of health information security, assets include: 

a) health information; 

b) IT services; 

c) hardware; 

d) software; 

e) communications facilities; 

f) media; 

g) IT facilities; 

h) medical devices that record or report data. 

3
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3.2.2 
accountability 
property that ensures that the actions of an entity may be traced uniquely to the entity 

[ISO 7498-2:1989, definition 3.3.3] 

3.2.3 
assurance 
result of a set of compliance processes through which an organization achieves confidence in the status of its 
information security management 

3.2.4 
availability 
property of being accessible and usable upon demand by an authorized entity 

[ISO 7498-2:1989, definition 3.3.11] 

3.2.5 
compliance assessment 
processes by which an organization confirms that the information security controls put in place remain both 
operational and effective 

NOTE Legal compliance relates specifically to the security controls put in place to deliver the requirements of 
relevant legislation such as the European Union Directive on the Protection of Personal Data. 

3.2.6 
confidentiality 
property that information is not made available or disclosed to unauthorized individuals, entities, or processes 

[ISO 7498-2:1989, definition 3.3.16] 

3.2.7 
data integrity 
property that data has not been altered or destroyed in an unauthorized manner 

[ISO 7498-2:1989, definition 3.3.21] 

3.2.8 
information governance 
processes by which an organization obtains assurance that the risks to its information, and thereby the 
operational capabilities and integrity of the organization, are effectively identified and managed 

3.2.9 
information security 
preservation of confidentiality, integrity and availability of information 

NOTE Other properties, particularly accountability of users but also authenticity, non-repudiation, and reliability, are 
often mentioned as aspects of information security but could be considered as derived from the three core properties in 
the definition. 

3.2.10 
risk 
combination of the probability of an event and its consequence 

[ISO Guide 73:2002, definition 3.1.1] 

3.2.11 
risk assessment 
overall process of risk analysis and risk evaluation 

[ISO Guide 73:2002, definition 3.3.1] 
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3.2.12 
risk management 
coordinated activities to direct and control an organization with regard to risk 

NOTE Risk management typically includes risk assessment, risk treatment, risk acceptance and risk communication. 

[ISO Guide 73:2002, definition 3.1.7] 

3.2.13 
risk treatment 
process of selection and implementation of measures to modify (typically reduce) risk 

NOTE Adapted from ISO Guide 73:2002, definition 3.4.1. 

3.2.14 
system integrity 
property that a system performs its intended function in an unimpaired manner, free from deliberate or 
accidental unauthorized manipulation of the system 

3.2.15 
threat 
potential cause of an unwanted incident, that may result in harm to a system or organization 

[ISO/IEC 13335-1:2004, definition 2.25] 

3.2.16 
vulnerability 
weakness of an asset or group of assets that can be exploited by one or more threats 

[ISO/IEC 13335-1:2004, definition 2.26] 

4 Abbreviated terms 

ISMF Information Security Management Forum 

ISMS Information Security Management System 

IT Information Technology 

SLA Service Level Agreement 

SOA Statement of Applicability 

5 Health information security 

5.1 Health information security goals 

Maintaining information confidentiality, availability, and integrity (including authenticity, accountability and 
auditability) are the overarching goals of information security. In healthcare, privacy of subjects of care 
depends upon maintaining the confidentiality of personal health information. To maintain confidentiality, 
measures must also be taken to maintain the integrity of data, if for no other reason than that it is possible to 
corrupt the integrity of access control data, audit trails, and other system data in ways that allow breaches in 
confidentiality to take place or to go unnoticed. In addition, patient safety depends upon maintaining the 
integrity of personal health information; failure to do this can also result in illness, injury or even death. 
Likewise, a high level of availability is an especially important attribute of health systems, where treatment is 
often time-critical. Indeed, disasters that could lead to outages in other non-health-related IT systems may be 
the very times when the information contained in health systems is most critically needed. Moreover, denial of 
service attacks against networked systems are increasingly common. 
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The controls discussed in Clause 7 are those identified as appropriate in healthcare to protect confidentiality, 
integrity and availability of personal health information and to ensure that access to such information can be 
audited and accounted for. These controls help to prevent errors in medical practice that might ensue from 
failure to maintain the integrity of health information. In addition, they help to ensure that the continuity of 
medical services is maintained. 

There are additional considerations that shape the goals of health information security. They include: 

a) honouring legislative obligations as expressed in applicable data protection laws and regulations 
protecting a subject of care's right to privacy3); 

b) maintaining established privacy and security best practices in health informatics; 

c) maintaining individual and organizational accountability among health organizations and health 
professionals; 

d) supporting the implementation of systematic risk management within health organizations; 

e) meeting the security needs identified in common healthcare situations; 

f) reducing operating costs by facilitating the increased use of technology in a safe, secure, and well-
managed manner that supports – but does not constrain – current health activities; 

g) maintaining public trust in health organizations and the information systems these organizations rely 
upon; 

h) maintaining professional standards and ethics as established by health-related professional organizations 
(insofar as information security maintains the confidentiality and integrity of health information); 

i) operating electronic health information systems in an environment appropriately secured against threats; 

j) facilitating interoperability among health systems, since health information increasingly flows among 
organizations and across jurisdictional boundaries (especially as such interoperability enhances the 
proper handling of health information to ensure its continued confidentiality, integrity and availability). 

5.2 Information security within information governance4) 

In recent years, corporate governance has become a critical issue for organizations of all types, in response to 
the regulatory drives embodied in initiatives such as the United States’ Sarbanes Oxley Act and Health 
Insurance Portability and Accountability Act, the European Basel II Accords, the UK’s Turnbull Code and 
Germany’s KontraG. Also, the increasing dependence of organizations on information and its supporting 
technologies makes information governance an important component of operational risk management 
processes. 

Many areas of information management, such as accreditation and data protection, can be considered to fall 
within the scope of information governance. It is vitally important that the scope of information governance 
embrace and aid the ongoing deployment of information security so that due attention is always paid to 
confidentiality, integrity and availability. Information security is clearly a critical component enabling the 
broader aspects of information governance. 

                                                      

3) In addition to legal obligations, a wealth of information is available on ethical obligations relating to health information, 
e.g. the code of ethics of the World Health Organization. These ethical obligations may also, in certain circumstances, 
have an impact on health information security policy. 

4) Note that in some countries, information governance is referred to as information assurance. 

6

www.standards.org.au © Standards Australia

A
cc

es
se

d 
by

 M
O

N
A

S
H

 U
N

IV
E

R
S

IT
Y

 L
IB

R
A

R
Y

 o
n 

13
 J

un
 2

01
5 

(D
oc

um
en

t c
ur

re
nc

y 
no

t g
ua

ra
nt

ee
d 

w
he

n 
pr

in
te

d)

Full document details: AS ISO 27799-2011

http://www.avadocuments.com/doc/as-iso-27799-2011
http://www.avadocuments.com/doc/as-iso-27799-2011


ISO 27799:2008(E) 

© ISO 2008 – All rights reserved 7

5.3 Information governance within corporate and clinical governance 

While health organizations may differ in their positions on clinical governance and corporate governance, the 
importance of integrating and attending to information governance ought to be beyond debate as a vital 
support to both. As health organizations become ever more critically dependent on information systems to 
support care delivery (e.g. by exploiting decision support technologies and trends towards “evidence-based” 
rather than “experience-based” healthcare), it becomes increasingly evident that events in which losses of 
integrity, availability and confidentiality occur may have a significant clinical impact and that problems arising 
from such impacts will be seen to represent failures in the ethical and legal obligations inherent in a “duty of 
care”. 

All countries and jurisdictions will undoubtedly have case studies where such breaches have led to 
misdiagnoses, deaths or protracted recoveries. Clinical governance frameworks therefore need to treat 
effective information security risk management as equal in importance to care treatment plans, infection 
management strategies and other “core” clinical management matters. 

5.4 Health information to be protected 

There are several types of information whose confidentiality, integrity and availability5) need to be protected: 

a) personal health information; 

b) pseudonymized data derived from personal health information via some methodology for pseudonymous 
identification; 

c) statistical and research data, including anonymized data derived from personal health information by 
removal of personally identifying data; 

d) clinical/medical knowledge not related to any specific subjects of care, including clinical decision support 
data (e.g. data on adverse drug reactions); 

e) data on health professionals, staff and volunteers; 

f) information related to public health surveillance; 

g) audit trail data, produced by health information systems that contain personal health information, or 
pseudonymous data derived from personal health information, or that contain data about the actions of 
users with regard to personal health information; 

h) system security data for health information systems, including access control data and other security-
related system configuration data for health information systems. 

The extent to which confidentiality, integrity and availability need to be protected depends upon the nature of 
the information, the uses to which it is put, and the risks to which it is exposed. For example, statistical data 
[c) above] may not be confidential, but protecting its integrity may be very important. Likewise, audit trail data 
[g) above] might not require high availability (frequent archiving with a retrieval time measured in hours rather 
than seconds might suffice in a given application) but its content might be highly confidential. Risk assessment 
can properly determine the level of effort needed to protect confidentiality, integrity and availability (see 6.4.4). 
The results of regular risk assessment must be fitted to the priorities and resources of the implementing 
organization. 

                                                      

5) Level of availability depends upon the uses to which the data will be put. 
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5.5 Threats and vulnerabilities in health information security 

Types of information security threats and vulnerabilities vary widely, as do their descriptions. While none is 
truly unique to healthcare, what is unique in healthcare is the array of factors to be considered when 
assessing threats and vulnerabilities. 

By their nature, health organizations operate in an environment where visitors and the public at large can 
never be totally excluded. In large health organizations, the sheer volume of people moving through 
operational areas is significant. These factors increase the vulnerability of systems to physical threats. The 
likelihood that such threats will occur may increase when emotional or mentally ill subjects of care or relatives 
are present. 

Many health organizations are chronically underfunded and their staff members are sometimes obliged to 
work under significant stress. This can often result in heightened error rates, including the performance of 
incorrect procedures. Other consequences of such resource constraints include systems designed, 
implemented and operated in an overly casual manner or systems kept in service long after they ought to 
have been retired. These factors can increase the potential for certain types of threat and can exacerbate 
vulnerabilities. On the other hand, clinical care is still a process that involves a range of professional, technical, 
administrative, ancillary and voluntary staff, many of whom see their work as a vocation. Their dedication and 
diversity of experience can often usefully reduce exposure to vulnerabilities. The high level of professional 
training received by many health professionals also sets healthcare apart from many other industrial sectors in 
reducing the incidence of insider threats. 

The critical importance of correctly identifying subjects of care and correctly matching them to their health 
records leads health organizations to collect detailed identifying information. Regional or jurisdictional patient 
registries (i.e. registries of subjects of care) are sometimes the most comprehensive and up-to-date 
repositories of identifying information available in a jurisdiction. This identifying information is of great potential 
value to those who would use it to commit identity theft and so must be rigorously protected. 

The health environment, with its unique threats and vulnerabilities, should therefore be considered with 
special care. Annex A contains an informative list of the types of threat that need to be considered by health 
organizations when they assess risks to the confidentiality, integrity and availability of health information and 
to the integrity and availability of related information systems. 

6 Practical action plan for implementing ISO/IEC 27002 

6.1 Taxonomy of the ISO/IEC 27002 and ISO/IEC 27001 standards 

ISO/IEC 27002 provides a standard checklist of control objectives in 11 areas containing a total of 39 main 
security categories, each with a description of one or more security controls. Implementers of ISO/IEC 27002 
in health environments will find that most of the control objectives apply in almost all situations. However, 
users of the standards in healthcare also need to recognise situations in which additional control objectives 
may be needed. This is often the case where clinical processes intersect with specialist devices such as 
scanners, infusion machines, etc., even if the security controls only relate to maintenance of device data 
integrity. Different jurisdictions will also have different legal frameworks that may change the required scope of 
compliance activities. 

ISO/IEC 27001 introduces the concept of an “Information Security Management System (ISMS)” and 
describes the need for this detailed framework of controls when an effort is made to meet the security 
objectives revealed as relevant by risk assessment. International experience and recognised information 
security best practice principles indicate that ongoing compliance with ISO/IEC 27002 can best be ensured by 
the implementation of a management system as depicted in Figure 1. 
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Events  ISMS documentation set  

Review and 
update ISMS

Report(s)   
into forum   

Driven by “process”  
documentation  

�   Information security policy   
�   Scope statement   
�   Statement of applicability   
�   Inventory of information &  

system assets to protect   
�   Risk assessment   
�   Procedures and applicable  

standards    
�   Contracts (service level  

agreements, acceptable use 
agreements, etc.)   

“Evidential”   
documentation   

Recording  
and analysis  

Business 
processes 

Security incidents 

Suspected weaknesses 
Malfunctions 

Audit observations 

Testing findings 
Spot-check findings 

 

Figure 1 — The Information Security Management System 

Health organizations should, where possible, integrate their ISMS with the information governance processes 
described in 5.2 and 5.3, and take account of the guidance given in 6.2 to 6.7. 

A common mistake made, especially by public health organizations where there is typically no central 
requirement for formal accreditation or certification, is to describe compliance with ISO/IEC 27002 as being a 
matter of adopting a checklist. To be truly compliant, organizations need to be able to demonstrate an 
operational ISMS in which there are appropriate compliance auditing processes. This compliance fits well with 
the regulatory frameworks under which health organizations typically operate. See also 7.12. 

6.2 Management commitment to implementing ISO/IEC 27002 

It is essential that a health organization have the evident support of management before trying to achieve 
compliance with ISO/IEC 27002. Clearly, management's active involvement and support are essential for 
success. That involvement should include written and verbal statements of commitment to the importance of 
health information security and recognition of its benefits. 

Risk assessment brings with it the potential for discovering serious risks that, in turn, require substantial 
changes to existing processes in order for these risks to be mitigated. The personal willingness of 
management to subject themselves and the organization to changes in processes and to be pioneers of those 
changes must be clearly shown. 

Without these steps being taken, the commitment of others will be less than complete. Unnecessary 
suspicions can be aroused amongst stakeholders about the “real purpose” of the programme (e.g. is it to 
increase the effectiveness of information security or reduce the number of employees needed?). 

Furthermore, management must be prepared for the likelihood that the short-term increase in expenditure 
arising from transition to the new regime is likely, especially in health, to produce negative comment. Such 
comments may also arise from a mixture of perceptions about the purposes and plans involved. 
Management's clear dedication can minimize such problems. 
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6.3 Establishing, operating, maintaining and improving the ISMS 

Subclauses 6.4 to 6.7 provide guidance on establishing and then operating an ISMS in a health environment. 
This requires pursuing a cycle of activities, as illustrated in Figure 2. 

 

 

4. Act:  
Maintain and 
improve the 
ISMS
(see 6.7) 

2. Do:  
Implement 
& operate 
the ISMS
(see 6.5) 

1. Plan:  
Establish the 
ISMS
(see 6.4) 

3. Check:  
Monitor and 
review the 
ISMS
(see 6.6) 

ISMS establishment, 
implementation, 
monitoring and 

improvement life cycle 

 

Stakeholders 

 

 

 

 

Managed 
information 
security 

 

Stakeholders 

 

 

 

Information 
security 
requirements 
and 
expectations 

 

Figure 2 — ISMS process overview 

Annex B gives informative examples of the steps typically involved in each phase of the life cycle, together 
with examples of the types of documents related to each phase. 

6.4 Planning: establishing the ISMS 

6.4.1 Selecting and defining a compliance scope 

6.4.1.1 General 

In theory, ISO/IEC 27002 can be applied to whole organizations. However, experience from implementations 
in the UK and elsewhere has shown that very large units struggle to complete the work involved and to deliver 
the necessary level of compliance in one attempt. 

Compliance scopes that cover no more than two to three sites or approximately 50 staff or approximately 
ten processes have been found to work very well. For this reason, primary care practices, clinics, home visit 
teams, hospital specialties and directorates, etc., all make effective scopes. An incremental and iterative 
process is thus typically followed to achieve total coverage and full benefit. The prospects for achieving such 
results ought not to be undermined by the selection of an overly broad compliance scope. However, where 
third-party providers of IT services are employed, “Management of IT Services Delivery” has been widely 
adopted as a scope for compliance, with considerable success. 

In health organizations, as elsewhere, activity in recent years has successfully moved information security 
from being a technical or “back-office” function to being a prominent corporate responsibility. 
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In healthcare, the extensive interdependency of functions makes scope definition a challenge. For this reason, 
it is all the more important to get it right. 

6.4.1.2 Criteria for defining the compliance scope 

To appropriately balance the “deliverability” of compliance with corporate benefit, many public sector 
organizations, including health organizations, have defined an initial scope of “Secure Delivery of IT Services”. 
Though related more directly to infrastructure than to business processes, this scope confers real corporate 
benefits insofar as it accomplishes critical tasks, including securing the infrastructure as a whole, stimulating 
the implementation of any needed updates to the corporate security processes, and improving identity 
management, information security awareness and business continuity management. Typically, in many of 
these areas, corporate benefits over and above the chosen scope will result. 

It is essential, therefore, that criteria be used to define the scope. The criteria are typically “soft” in nature and 
cover such topics as: 

a) the degree of visibility sought; 

b) the balance of business and technical involvement intended; 

c) the degree of local or central relevance sought; 

d) the extent of manageability that the scope will introduce. 

6.4.1.3 Potential summary level gap analysis while defining the compliance scope 

Before making the final selection of a scope, it may be appropriate to undertake a gap analysis on a sampling 
basis to therefore get a “feel” for how much work different areas may involve before making the final selection. 
Whether an “easy” or “hard” area is chosen is a matter for the organization to decide, although, logically, 
commensurately more corporate benefit is to be gained from taking on the “hard” aspects of the scope. 

6.4.1.4 Controlled involvement/inclusion of third parties 

Another typical area in which errors are made is the interpretation of scope. Scope includes the services 
delivered by third parties and the delivery of required supporting processes, but not a determination of how 
those supporting processes are delivered. 

6.4.1.5 Service Level Agreements (SLAs) and contracts help establish the scope 

SLAs and contracts can also assist in defining scope inasmuch as these instruments effectively define the 
scope boundary. Even if they do not do so clearly in some cases, reviewing them will still prove worthwhile for 
clarifying likely priorities for improvement. 

6.4.1.6 Producing and disseminating the scope statement 

A formal scope statement needs to be produced, especially if certification is sought under ISO/IEC 27001. The 
statement ought to be publicised widely within the organization. It is essential that the scope statement define 
the boundary of the compliance activity in terms of people, processes, places, platforms and applications. 

In the case of health organizations, this statement ought to be publicised widely, reviewed, and adopted by the 
organization’s information, clinical and corporate governance groups. Indeed, some health organizations are 
known to have sought comments on the statement from clinicians' professional regulatory bodies, which may 
be aware of other organizations pursuing compliance or certification. 

See 7.3.2.1 for minimum requirements relating to scope statements. 
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6.4.2 Gap analysis 

Once the scope has been selected, the next stage of the planning process is a gap analysis in which a high-
level assessment of compliance is undertaken. Best practice has shown that the focus of this analysis needs 
to be on organizational responsibility, implementation, documentation of security practices and evidence used 
to support the analysis. This is clearly consistent with health practices where appropriate skills, records and 
procedures are all important. 

A common failure of such analyses is not obtaining comparative viewpoints and corroboration. The analyst 
risks obtaining comments that could merely reflect the aspirations of certain individuals rather than a coherent 
view of current practice. Time needs to be taken to interview health professionals and managers to obtain a 
well-rounded view. 

The purpose of gap analysis is to provide initial guidance on required improvements, pending detailed 
evaluation of the risk assessment (see 6.4.5.1) and risk treatment (see 6.4.5.2). Also, gap analysis can 
suggest an initial priority rating for such improvements. 

6.4.3 Establishing or enhancing a health information security forum 

At the heart of the ISMS, an appropriate Information Security Management Forum (ISMF) must be established 
to oversee and direct information security. What constitutes “appropriate” in this context varies among 
organizations and will also vary across the spectrum of healthcare. 

Structuring the forum will be challenging, with many stakeholders' views to be accommodated and many 
regulatory obligations to be met. While the functions of the ISMF cannot be devolved or dispersed without 
losing effectiveness, neither should creation of the ISMF be taken as a mandate to create “yet another 
committee”. It is usually better to extend the focus of an existing committee, such as one that addresses risks 
or that undertakes information governance. 

Membership will need to encompass the full range of information assurance and information governance 
functions, as well as representatives of the different user communities and representatives of the key support 
functions. Representatives of Internal Audit and Human Resources are also typically present. 

The organization’s (virtual or actual) information security officer should, among other duties, report to the 
forum and provide it with secretariat services, and should also be responsible for collating, publishing and 
commenting on the reports received by forum members. 

As described in 5.2 and 5.3, the central nature of information security within information governance makes 
the positioning of the ISMF within the information governance structure a very sensible arrangement, but only 
if the latter group is, in turn, linked into the clinical governance structure. Clinical governance deals with 
patient safety issues and these are often closely related to the health information security issues to which 
information governance must attend. 

Taking an information governance approach underscores the critical nature of information security and also 
allows an integrated process, with risk analysis input, that directly feeds clinical governance. The removal of 
the “silo” mentality separating information security, data protection, freedom of information, etc. can only help 
to remove duplicated costs and to provide enhanced assurance of process integrity. 

6.4.4 Assessing risks to health information 

6.4.4.1 General 

Risk assessment is the mechanism by which the controls framework that delivers the ISO/IEC 27002 control 
objectives is to be identified. This process is well documented in ISO/IEC/TR 13335-3. 

There are a number of special considerations in the health arena that are worthy of discussion. 
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6.4.4.2 Role of information security risk assessment in healthcare 

Healthcare clearly carries relatively high risks, especially in areas such as laboratories, emergency 
departments and operating theatres. A finding of low risk in the health information activities that support such 
areas ought therefore to be questioned, although the trap of assuming that every health information activity 
directly relates to care delivery would be equally wrong. 

Information security risk assessments in healthcare ought to consider qualitative as well as quantitative factors. 
Financial losses should not be the primary consideration but may be taken into account where there is 
evidence of large sums being paid for negligence. Careful design of valuation guidelines relevant to 
healthcare will be required, e.g. guidelines recognising the importance of patient safety, uninterrupted 
availability of emergency services, professional accreditation, and clinical regulation. 

6.4.4.3 Features of risk assessment with healthcare examples and reference to ISO/IEC 13335 

A risk is composed of a causal relationship between several risk sources. Figure 3 shows the relationship 
between risks and risk sources in ISO/IEC 13335, making it clear that a risk value is determined from the 
surrounding asset values, threats, and vulnerabilities. 

 

THREATS 

Met by Indicate Increase Possess 

Expose Increase Protect against Increase 

Misuse 

Decrease 

VALUES (depending on
the potential effects

for the business) 

PROTECTION 
REQUIREMENTS 

VULNERABILITIES  

SAFEGUARDS 
(controls) RISKS ASSETS 

 

Figure 3 — Relationship between risks and risk sources in a simplified risk model 

Information security risk assessment, and its subsequent management, is typically represented as in Figure 4. 
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