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PREFACE

This Standard was prepared by the Australian members of the Joint Standards
Australia/Standards New Zealand Committee IT-012, Information systems—Security and
identification technology. After consultation with stakeholders in both countries, Standards
Australia and Standards New Zealand decided to develop this Standard as an Australian, rather
than an Australian/New Zealand Standard.

This Standard is identical with, and has been reproduced from ISO/IEC 15408-3:1999,
Information technology—Security techniques—Evaluation criteria for IT security—Part 3:
Security assurance requirements.

The objective of this Standard is to define the assurance requirements of AS ISO/IEC 15408.
This Standard is Part 3 of AS ISO/IEC 15408, Information technology—Security techniques—
Evaluation criteria for IT security, which is published in parts as follows:

Part 1: Introduction and general model
Part 2: Security functional requirements
Part 3: Security assurance requirements (this Standard)

The term ‘informative’ has been used in this Standard to define the application of the annex to
which it applies. An ‘informative’ annex is only for information and guidance.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 15408’ should read ‘this part of AS ISO/IEC
15408°.

(c) A full point substitutes for a comma when referring to a decimal marker.
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AUSTRALIAN STANDARD

Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

This part of ISO/IEC 15408 defines the assurance requirements of the standard. It includes the
evaluation assurance levels (EALS) that define a scale for measuring assurance, the individual
assurance components from which the assurance levels are composed, and the criteria for
evaluation of PPsand STs.

1.1 Organisation of ISO/IEC 15408-3

Clause 1 istheintroduction and paradigm for this part of 1SO/IEC 15408.

Clause 2 describes the presentation structure of the assurance classes, families, components, and
evaluation assurance levels along with their relationships. It also characterises the assurance

classes and families found in clauses 8 through 14.

Clauses 3, 4 and 5 provide a brief introduction to the evaluation criteriafor PPs and ST, followed
by detailed explanations of the families and components that are used for those evaluations.

Clause 6 provides detailed definitions of the EALSs.

Clause 7 provides abrief introduction to the assurance classes and isfollowed by clauses 8 through
14 that provide detailed definitions of those classes.

Clauses 15 and 16 provide a brief introduction to the evauation criteria for maintenance of
assurance, followed by detailed definitions of those families and components.

Annex A provides a summary of the dependencies between the assurance components.

Annex B provides a cross reference between the EALs and the assurance components.

1.2 ISO/IEC 15408 assurance paradigm

The purpose of this subclause is to document the philosophy that underpins the ISO/IEC 15408-3
approach to assurance. An understanding of this subclause will permit the reader to understand the
rationale behind the 1SO/IEC 15408-3 assurance requirements.
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1.2.1 ISO/IEC 15408 philosophy

The ISO/IEC 15408 philosophy is that the threatsetmisty and organisationaksurity policy
commitments should beearly articulaéd and tle proposed smirity measures be&lemonstrably
sufficient fa their intended purpose.

Furthermoe, measues should bedopted that reduce the likelihooof vulnerabilites, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a valoiéty, and theextent of
the damage that could occur from a \anéibility being exercised. Additi@ly, measures should
be adoptd that facilitate the subsequent ident#ition of vulnerabilitis and the elimination,
mitigation, and/omotification that a vulnerability Isbeenexploited ortriggered.

1.2.2 Assurance approach

The ISO/IEC 15408 philsophy is to provide ssurance based upon an evaluation (active
investigation) of the IT product or system that is to beeadudtvaluation hasden the traditional
means of providig assurance and is the tsf&r prior evaluation criteria dcuments. In aligning

the existing apmpachesISO/IEC 15408 adopts the same philosoph@/IEC 15408 proposes
measuing the validity of the documentation and of the resulting IT product or system by expert
evaluators with ioreasing emphasis oscope, depth, and rigour.

ISO/IEC 15408 does not exclude rroes it cooment upon, theelative meits of other measof
gaining assurace. Research continues with respect to alternative ways of gainingreessuis
mature alternative approaches emerge from these rhsediaties, they will be considered for
inclusion in thestandard, whicls so structured as to allotheir future introduction.

1.2.2.1 Significance of vulnerabilities

It is assumed that ¢he are thret agents that will activelyegk to exploit opportunities to violate
security polcies both for illicit gains and for well-intentioned, but ethreless insecure actions.
Threat agents maylso acciderdlly trigger security vulnerabiligs, causing harm to the
organisation. Due to the need to processsiive information and the lack of awability of
sufficiently trusted prodts or systems, there is signdit risk due todilures of IT. Itis, therefore,
likely that IT security brezhes could lead to significant loss.

IT security bre@hes arise througthe intentionakxploitation or the unintentional triggng of
vulnerabilities in tle application of ITwithin busines concerns.

Steps shouldbe taken tgrevent vulnerabilities arising in IT prods andsystems. To thextent
feasible, vulnaabilities should ke:

a) eliminated— thatis, active steps should beken toexpose andremove or neutralise,
all exercisable vulerabilities;

b) minimised — that is, active steps shouldta&en to educe, toan acceptableesidual
level, the potential impact of any exie of a vulerability;

c) monitored — thatis, active stgps $ould betaken to ensure hat ary attenpt to exercise
a residual vularability will be deteted so that steps can laien to limit the damage.
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1.2.2.2 Cause of vulnerabilities

Vulnerabilities can arise throudhilures in:

a)

b)

requirenents — tha is, an IT produtor system may possead the functions and
features required of it and stitontain vulnerabilities that render it unsuitable or
ineffective with respect to security;

construction — that is, an IT product or system does not meet its saiemi@nd/or
vulnerabilities have been introdad as a result of poor constructional standards or
incorrect designchoices;

operation — that isan IT produtor systen has be@ constricted correctly tacorrect
specification but vulerabilities have ben introduced saresult of inagquate controls
upon the operation.

1.2.2.3 ISO/IEC 15408 assurance

Assurance is grounds for confidenthd an IT product or system nets its seurity objectives.
Assurance can be derived fromereince to sources & as unsubahtiated assertions, prior
relevantexperience, ospecific experierce. However, the standar@rovides assuraedhrough
active investigation. Active insstigation is an evaluatioof the IT product or system in order to
detemine itssecurity properties.

1.2.2.4 Assurance through evaluation

Evaluation has beethe traditional means of gaining assurance, and is tsgskof the ISO/IEC
15408 approach. Evaluatitechniges an include, but are not limited to:

a)
b)
c)
d)
e)
f)

9)
h)
i)

)

www.standards.com.au

analysis and checking pfocess(esand procedure(s);

checking thaprocess(es) and procedure(s) laeeng applied;
analysis of the correspondmrbetween TOE ekign representations;
analysis of the TOE design representation ag#iestequirements;
verification of proofs;

analysis of guidance documents;

analyss of functional test developed amhthe results provided,;
independent functional testing;

analysis for vulnerabilities (including flalypothesis);

penetration testing.
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1.2.3 The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greaesmsuence results from the applicatiaf
greaterevaluation effort, and that the goal is to apbly minimum effort required to providthe
necessary level of assurance. The increasmgl bf effort is kased upon:

a) scope — that is, theffert is greater because a largeortion of the IT poduct or
system is included;

b) depth—tha is, the effort is geater becausit is deployed t@ finer level odesignand
implementation etail;

c) rigour — that isthe effortis greater bcause iis applied ira morestructuredformal

manner.
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2 Security assurance requirements

2.1 Structures

The following subclauses describe the com$trwsed in remsenting the assance classes,
families, componentand EALs aong with the relationships among them.

Figure 21 illustrates the assance requirements defined in this part of IKQ/ 15408. Note that
the most abstract collection of assurance requiremerg®isad to as a class. Each clasatains
assurancdamilies, whch then contain assures components, which in tumontain assurance
elements. Classes and families are used to provide a tayommmclassifying assurance
requirements, whid comporents are used tepecifyassuance requirements ia PP/ST.

2.1.1 Class stru cture
Figure 2.1 illustrates thassurancelass structure.
2.1.1.1 Class name

Each assurane class is assigned a unguoname. The name indites the topics caved by the
assurance class.

A unique shorform of the assurance clasameis also provided. Thiss the primary measifor
referencing the assurandass. The convention adopted is an “A” followed by two lettersectlat
to the chss name.

2.1.1.2 Class introduction

Each assuance class has an introductory subclause thatitles the composition of the class and
contairs supportive textoveringthe intent of tle class.

2.1.1.3 Assurance families

Each assurance class cant atleast one assureafamily. The stragture of treassuance families
is described in the following subclause.
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Class name

Class ntroduction

Assurance family

Common criteria assurancerequirements

Family name

Objectives

Component levelling

Application notes

Assurance component

\ Componept identification

Objgctives

\
\ Application notes
\ Dependencies

Assuanceelement

Figure2.1 - Assurance class/family/component/element hierachy

2.1.2 Assuranc e family structu re

Figure 2.1 illustrates the assuranamify structure.
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2.1.2.1 Family name

Every asswance family is assigned a unique name. The name proveesigtive information
abou the topics cogred by the assurance family. dBaassurance dmily is placed within the
assurancelass that comains otter families withthe same intent.

A unique short form of the assurance family name is also provided. This is the primary nedans us
to reference the assurance familyeThnvention adopted is thatgtbhot form of the class name
is used, followedby an underscore, aiden thredetters related to the familyame.

2.1.2.2 Objectives
The objetives subclause dheassuance family presents the intenttbie asswance family.

This subclause describes the objectives, particularly tietsted to the ISDEC 15408 assurance
paradigm, that the family is intended to address. The description for the assamnatyces kept at

a generaldvel. Any specific details required for objectiveare incorporated in the particular
assurance component.

2.1.2.3 Component levelling

Each assurance family contains one or more assurance componkistssubchuse of the
assurance family describesstbomponents available dexplairs the distinctios between them.

Its main purpose is to differentiatetlyeen the assurance components once it has been dedgrmin
that theassuran@ family is a necessary or usefart of the assurarcequrements foaPP/ST.

Assurance famiéis containing more than one componentlevelled and rationale is provided as
to howthe components are levelled. This rationai@ i®rms of sope, depth, and/or rigour.

2.1.2.4 Application notes

The application notes sulaoke ofthe assurase family, if present, contains additidnaformation

for the assuranceamily. Thisinformationshould be oparticular interest tasers othe assurance
family (e.g. PP and ST authorestyners of TOEs, evaluators). Theggntation is informal and
covers, forexample, warnings about limitations of use and areas where specific attentidre may
requred.

2.1.2.5 Assurance components

Each asswance family has at least one assurance component. The structure of the assurance
comporents is provided in the following sulacise.

2.1.3 Assurance component structure

Figure 2.2 illustrates thassurance&omponent streture.

Documents

Document Sharing Hub
www.standards.com.au © Standards Australia

Full document details: AS ISO IEC 15408.3-2004


http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004
http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004

Assurance |
component| || Component
identification

Objectives

Application
notes

Dependenies

Assurance
—1 elements

Figure 2.2 - Assurance component structure

Therelationship betwen components within a family is highlighted using a bolding enhen.
Those parts ahe requirements thatemew,enhancd or modified beyond tkrequirements of the
previous componemntithin a hierarchy ardolded. Thesame bolding corention isalso usd for
dependenais.

2.1.3.1 Component identification

The component ehtification subchuse provides descriptive infoation necessary to identify,
categoriseregiser, and referece acomponent.

Every assuranecomponent is assigd a unique name. The name proadescriptive information
about the topus covered by thassurance component. Each assurance componeatési plithin
the assuranefamily that sharesstsecurity objective.

A unigue short form ofthe asswance component name is alprovided. Thisis the primary means
used to refeence the assuraa component. The convention usethat the short form of tafamily
name is used, followed by a pericahd thena nuneric character. The numeric characters for the
components within eh family are assigned sequedlty, starting froml.

2.1.3.2 Objectives

The obgctives subclause ofhe assurance component pfesentcontains specific objectisgor
the particularassuranceomporent. For those assurance componends hlave this subelse, it
presents the specific intent okttomporent and a more detailed exphtion of the objectives.

2.1.3.3 Application notes

The application n@s subclause ofan assuance component,if present, corgins additional
information to fecilitate the use of #tacomporent.
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2.1.3.4 Dependencies

Dependenies among assurance components arise waemponent is not self-suient, and
relies upon th@resenceof another component.

Each assurance component provides a complete list of dependencies to other assurance
comporents. Some components may list “No depend&sicio indicate that no dependersihave
beenidentified. Thecomponents depended uporay have dependencies on other components.

The dependency list edtifies the minimum setof assurance componentich are reliedipon.
Componentsvhich are hierarchical to a componenttire deendency list my also be used to
satisfy the dependency.

In speific situations the indicatd demndencies might not be apphble. The PP/STauthor, by
providing ationale for why a given dependency is not applicable, magtehot to satisfy tat
depedency.

2.1.3.5 Assurance elements

A set ofassurancelementss providedfor eachassuance componenfAn assurance element is a
security requirement which, if further divided, would not yield a meaningful evaluation result. It is
the smallest swirity requitrement recognised ithe standard.

Each assurance @hent is identified as blonging to one of the three setsassuance elements:

a) Developer action efnents: theactivities that shall be performed by the developer. This
set of adionsis further qualfied by ewdential materal referencedin the folowing st
of elements. Requirements for developstioms are identified by appending the letter
“D” to the element number.

b) Content and presentation of evidergements: the evihce requied, what the
evidence shall demonstrate, and what information the eadeshall convey.
Requirements for content and presentation of evidence are identified by appending the
letter” C” to the elementnumber.

c) Evaluator actiomlements: the activities that shall performed bytheevaluator. This
set of actions explicitly isludesconfirmation that the requements prescribed in the
content and presentation of eside elements have been metaldo includes explicit
actionsand analysithat shall be performed iaddition to that already @formed by
the developer. Implicit evadtor actions are also to beerformed as a esult of
developer actiorelements whichare not covered by content and presentation of
evidence reuirements. Requirements for evatuattons are identiéd by appending
theletter “E” to the element nuneb.

The developer actions and caentt and preantation of evidencelefinethe asswance requirements
that are usd to represent a developerasponsibilities in demonstrating assurance in the TOE
security functions. By meeting these requirements, the developer can increase confidethee th
TOE satisfies théunctional and assurancequirementof a AP or ST.
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The evaluator ations define the euator's lesponsibilities in the two aspects ofaation. The
first aspecis validation of thePP/ST in accordance with the classes APE and AS&anses 4
and 5. Theecond aspect is verifation of the TOE's conformance with its functioaatl assurance
requirements. By demonstrating that the PP/ST is aalidthatthe requirements areanby the
TOE, the evaluator can provide asls for confidence that the TOE will meet its security
objectives.

The develope action elementscontentand presentation oévidene elements, amh explicit
evaluatoraction elements, identify the awator effort that shall be expeed in verifying the
security claing made inthe ST of the TOE.

2.1.4 Assuranc e elements

Each elementepresents a requirementhe met. These statements of requirements are intended
to be clear, conogs and unambiguous. Thefore, there are no compound sentences: each
separableequirement is stated as iadividual element.

The elements have been written using the normal dictionary meaning for the terms used, rather than
using a number of predefidéerms as shorthand wdhi resulsin implicit requirements. Therefore,
elementsare writen as expkit requirementswith no reservd terms

In contrast tolSO/IEC 15408, neither assignment nor selection operationsralevantfor
elements in this parf SO/IEC 15408; howeverefinaments may be made to IS@ZC 15408-3
elements arequired.

2.1.5 EAL structure

Figure 2.3 illustates the EALs and associated structwefened in this part of ISO/IEC 15408. Note
that while the figure shows theontents of the assurance components, it is intended that this
information would be includd in an EAL by refeence to the actual componengfided in 1ISO/

IEC 15408.

2.1.5.1 EAL name

Each EAL is assigned a unique name. The name provides descriptive information aboettthe int
of the EAL.

A unique shorform of the EAL namesalso providedThis isthe primary means uséalreference
the EAL.

2.1.5.2 Objectives
Theobjectives subclause of the EAL presents the intentedEAtL.
2.1.5.3 Application notes

Theapplication notes subclause of the EAL, igent, contains information of particular interest
to uses of the EAL (e.g. PP andTSauthors designers D TOEs targeting this EAL, evaluators).
The presentation is infor@hand coversfor example, warnings about limitations of weel areas
where specific attention may bequired.
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ISO/IEC 15408-3 Assurance levels

Evaluation assurance level

EAL name
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Objectives
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Application notes
[
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| Application notes |
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| Assuanceelement |

Lo S

Lo - - - _ __ J$

Lo _

Assurance component

Figure 2.3 - EAL structure
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ISO/IEC 15408-3 Assurance
requirements
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Class introduction
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Figure 2.4 - Assurance and assurance leVassociation

2.1.5.4 Assurance components

A setof assuance componentsaie keen choseifior each EAL.
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A higher levelof assuance tharthat provided by a giveBAL can be achiesd by:
a) including additional assuraa comporents from otheassurancdamilies;or

b) replachg an asurance component with a higher level asurance component from the
sameasaurancefamily.

2.1.6 Relationship between as surances and assur ance levels

Figure 2.4 illustrates the relationship beén the assance requirements and thesuance levels
defined in ISO/IEC 15408. While assurance components furthesngmse into assurance
elementsassuance elementsannot be individually referead byassuance kvels. Note that the
arrow in the figurerepresents a referemfrom an EALto an assurance component within ¢reess
where it is defined.

2.2 Componen t taxonomy

This part of ISO/IEC 15408 contains classes of fasi#ind components that are grouped on the
basis of related assamce. At the start of each class is a diagram that indicates theekamithe
class and tacomporents in eactiamily.

Class name

Figure2.5 - Sampleclass decomposition diagam

In Figure 2.5, above, the class as shawntains a singleamily. The family contains three
comporents that ardinearly hierarchical (i.e. component 2 requires more than component 1, in
termsof specific actions, sp#ic eviderce, or rigour of the actions or evides). The assurance
families in this part of ISO/IEC 15408 are all lany hierarchical,although linarity is not a
mandatory criterion forassuance families that malge added in the future.

2.3 Protection Profile and Security Target evaluation criteria class
structure

The equirements for protection profile anécsirity target eguation are treated as assurance
classes and are presented using the similar structure as that used for the othereadassas,
described below. One rafiie difference is theabsence of a component levelling subclause in the
associated family descriptions. The reason i da&h &mily has only a singl component and
therefore no levelling has occurred.

Tables 31, 3.2, 3.3ad 3.4 in clause3 of thispart of ISO/IEC 15408 summarise, for boththe APE

and ASE classes, theconstitient families andabbreviations for ach. Narrative sumuries for the
APE familiescan befoundin ISOIEC 154081, Annex B, subclauses B.2 through B.2.6,
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whereas arrative summaries for the ASE families can be found in ISO/IEC 15408-1, Annex C,
subclauses C.2through C.2.8.

2.4 Usage of terms in ISO/IEC 15408-3

The following is a list of terms which areeglsin a precise way ithis part of ISO/IEC 15408. They
do not merit inclusion in the glossary becatis®y are genea English terms and their usage,
though restriadd to the explanations givebelow, isin conformance with dtionary definitions.
However, those explanatisof the terms were usl as guidawe inthe development dhis part of
ISO/IEC 15408 and should leelpful for general understanding.

Check — This erm is similar to putlessrigourous than “confirrhor “verify”. This term requies
a quck determination to be made by the evaluator, gEshequiring only a cursory agsis, or
perhaps no aaysis at all.

Coherent— An entity is logically ordered and has a discernible meaning. For éodation, this
addresses both thectaal text and the structure of the document, in terms of whether it is
understandable byts target audience.

Complete— All necessary parts of an entity havedn provided. In terms of documentation, this
means thasll relevant information is covered in theawnentation, at suchlavel of deéil that
no further explanation is reqed at thatevel of abstraction.

Confirm — This term is used to indicatikeat something reels to be reviewed in detail, and that
an indepenént determinationof sufficiency need to be made. Télevel of rigour required
depends on theatureof the subjet matter. Thigermis only appliedto evaluator actions.

Consistent— This term describes a relationship besivo or more entities, indicating that there
are noapparent contradictions be®en these entities.

Counter (verb) — This term is typically wesl in the context that a earity objective counters a
particular thieat, but does notacessarily indica that the threat is completely eradiedtas a
result.

Demonstrate — This term efers to an analysis leading tacanclusion, which is less rigourous
than a “proof”.

Describe — Thisterm requires that certain, gjiféec details ofan entity be provided.

Determine — This term requires an independent analysie be madgwith the objectie of
reaching a articular conclusion. The usagjof this tem differs from “confirm” or “verify”, since
these other terms imply that an analysis haadir bee performel which reeds to be reviewed,
whereas the usage of “determine” implies a truly independent analysis, usuh#éyabsence of
any previous analysisaving been perforedl.

Ensure — This term, ued by itself, implies a stroncausal redtionship between aaction and its
consequences. Thigrtn is typically peceded by the word “helps”, which indicates that the
consequence is not fully cairt, on the basis of that@on alone.
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Exhaustive — This term is ud in the standard with respectdonductirg an analyss or other
activity. It is related to “systematic” but is considerably stronigethat it indicates not only gha
methodical approach has beeskeén to perform the analysis or activityccarding to an
unambiguous plan, but that the plan that was followed is sufficient to ensure that all possible
avenues have been exercised.

Explain — This term differs from bothdescribe” and “demonstrate”. It is intended to answer the
guestion “Why?” without actually attempting to argue that the course of ac@w#s taken was
necessarily optimal.

Internally consistent— There are napparent contradictionsetween any asgcts of an entity. In
terms of docurentation, this measthatthere carbe no staments within thedocumentation tht
can betaken to contradict each other.

Justification — This term redrs to an analysis leading to a conclusion, but is more rigorans th
a demonstration. This ternequires signifcant rigour in terms of very ogully and thoroughly
explaining every step dlogical argument.

Mut ually supportive— This term descrilsearelationship betweeagroup ofentities, indicating
that the entities possess propersevhich do not conflit with, and may assist theher entities in
performing tleir tasks. It is not neceay to deermine that every individual entityn question
directly supports other entities in that groupiragher, it is a more general determation that is
made.

Prove — This refers to a formal alysis in its nathematical sens. It is completely rigourous in
al ways. Typially, “prove” is usel when there is a desire to shoveorrespondenceetween two
TSFrepresentationst ahigh levelof rigour.

Specify— This termis usal in the samecontextas“describé, but is intended to be more rigourous
and precise. Itis very similar to “define”.

Trace(verb) — This érm is ugd to indicate that an informal correspondens equired betwen
two entitieswith only a minimal leveof rigour.

Verify — This term is simdr in context to “confirm”, but has more rigourous corations. This
termwhen used in the coext of evaluator etions indicags that an independent effort is recpair
of the evaluator.

2.5 Assurance ca tegorisation

The assurance classes, familegl the abbreviatiofor each familyare shown irable 2.1.

2.6 Assurance class and family overv iew

The following sumrarises the assurae classes andrhilies of clauses 8-14. These clessnd
family summaris are presented ithe same order as they appm clauses 8-14.
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Table 2.1 -Assurance family breakdown and mapping

Assurance Class Assurance Family Abbreviated Name
Class ACM: CM automation ACM_AUT
Configuration CM capabilities ACM_CAP
management |CM scope ACM_SCP
Clas ADO: Delivery |Delivery ADO_DEL
and operation [Installation generation asstart-up| ADO_IGS
Functional speci@ation ADV_FSP
High-level design ADV_HLD
_ Implementation represtation ADV_IMP
gggfoﬁz\éht TSF irfemds _ ADV_INT
Low-level design ADV_LLD
Representation correspondence ADV_RCR
Security policymodeling ADV_SPM
ClasAGD: GuidanceAdministrator guidance AGD_ADM
documents  |[User guidance AGD_USR
Development security ALC_DVS
Class ALC: Life cyclgFlaw remediation ALC_FLR
support Life cycle definition ALC LCD
Tools am techniques ALC_TAT
Coveaage ATE_COV
_ Depth ATE_DPT
Class ATE: Tests Functional tests ATE_FUN
Independent testing ATE_IND
Covertchannelanalysis AVA_CCA
\%ﬁf; ra‘k\)\”/@y Misuse AVA_MSU
assessment | Strength of TOE securitiunctions AVA _SOF
Vulnerability analysis AVA VLA

2.6.1 Class ACM: Configuration management

ConfigurationmanagementCM) helps to ensure thahe integrityof the TOE is preseed, by
requiring digipline and control in the processes of refirent and modification of the TOBnd

other related information. CM prevents unauthorised modifications, additiondgtoiwis to the
TOE, thus providing assuranceithhe TOE and documentation used for es@dun arethe ores

prepaed for distribution.

2.6.1.1 CM automation (ACM_AUT)

Configuration maagement automation establisheg tavel of automation usd to control the
configuration items.
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2.6.1.2 CM capabilities (ACM_CAP)

Configuration management capabilities defihe claracteristics ofthe configuation management
system.

2.6.1.3 CM scope (ACM_SCP)

Configuration managment sope indicates the TOE items that need to be coetrdlly the
configuration maagement system.

2.6.2 Class ADO: Delivery and operation

Assurance e@ss ADO defines requirements for the measureszgulares, and standards conegrn
with secure divery, installation, and ogational use of thefOE, ensuring that the aaity
protection dfered by theTOE is not compromised during transfenstllation, start-up, and
operation.

2.6.2.1 Delivery (ADO_DEL)

Delivery covers the procedures used to namsecurity during ensfer of the TOE to the as
both on initial delivery ands part of subsequent modification. It includes spewiocedures or
operations requied to cemonstete the authenticity of the detkxed TOE. Such pradures and
measures are thbasisfor ensuring thathe security protection offedeby the TOE $ not
compromiseé during tansfer While compliane with the delivery requirementsannot always be
determined when a TOE is evaluated, it is possiblednae theprocedures that a developer has
developd to distribute thelf OE tousers.

2.6.2.2 Installation, generation and start-up (ADO_IGS)

Installation, gegeration, and start-up requires that topy of the TOE is configured andtavated
by the administrator texhibit the same protection properties as the enasipy of the TOE. The
installation, gneration and start-up pr@edures provide confahce that the administrator witle
aware of the TOE configuratigparameters anldow they can affedhe TSF.

2.6.3 Class ADV: Developm ent

Assurance class ADV defa requirements for the stepwise refinement of the TSF from the TOE
summary specifigtion in the ST down tdhe actual implementation. Each of tlesulting TSF
representations provide information to help te evaluator detemine whether the functional
requirements of the TOEahe keen met.

2.6.3.1 Functional specification (ADV_FSP)

The functional specitation describgthe TSF,and must bex complet and accurate instantiation
of the TOE security functional requirements. The funcligpacification alg detailsthe exteral
interface to te TOE. Users othe TOE ag expeced tointerad with the TSF through this ingrface.
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2.6.3.2 High-level design (ADV_HLD)

The high-evel design is a top lel design speification that refines the TSF functional
specification into the major constituent parts of thESF. Thehigh lewel design identifies the basic
structure of the TSF and theapr hardware, firmwae, and software elements.

2.6.3.3 Implementation representation (ADV_IMP)

The implementationepresentation is the least abstract espntation of the TSF. It captures the
detailed internal workings of the TSF iterms of sowe code, hardware drawings, etc.as
applicable.

2.6.3.4 TSF internals (ADV_INT)
The TSF internad requirements sgeify the requisite internaktructuring ofthe TSF.
2.6.3.5 Low-level design (ADV_LLD)

The low-levé design isadetailed design specification tirafines the high-levalesigninto a level
of detail that came useds a basigor programming and/ohardwarecorstruction.

2.6.3.6 Representation correspondence (ADV_RCR)

The repesentationcorrespondnce is a demonstration of mappings betweeaddicent pairs of
available TSF representations, from the TOE summary specification through to the least abstract
TSF representation thasiprovided.

2.6.3.7 Security policy modeling (ADV_SPM)

Security policy models are structuregpresentations of security policies of the T&R] are used
to provide increased assucarthat the functional speafétion coresponds to the sarity policies

of the TSP, and ultimately to the TOE security functional requirements. Ttasheved via
correspondere mappings beteen the futional specification, the security policy metj and the
security policies ti are modelled.

2.6.4 Class AGD: Guidanc e documents

Assumance clas AGD defines requirements doted at the understandabyjlitcoverageand
compkteness of the operational documentation provided by the develdps documentation,
which provides two categ@s of information, for users and for administrators, is an imgrt
factor in the scure operation of th€OE.

2.6.4.1 Administrator guidance (AGD_ADM)

Requiements for administrativguidance help ensuredahthe environmental constraints can be
understood by adminisétors and operators of the TOE. Admingsire guidarce is the primary
means aailable to the @velope for providing the TOE administratewith detailed, acurate
information of how to adminigr the TOE in a sgire manner and how toake effective use of the
TSF pivilegesand protection functions.
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2.6.4.2 User guidance (AGD_USR)

Requirements for @s guidance help ensure that users are able ¢matgpthe TOE in aesure

manner (e.g. tle usage constraints assumbg the PP orST must be clearlyexplainedand
illustrated). User guidance is tpemary \ehicle available to thdeveloper for providinghe TOE

users with the necessary background and speacfbicmation on how to correctly usbe TOE's
protection functions. User guidance must do two things. First,ati:i¢oexplain what the user-
visible security funtions do and how they are to be used, so that users are able to consistently and
effectively protect their information. Second, it needs to explain the user's role in maintaining the
TOE's security.

2.6.5 Class ALC: Life cycle suppo rt

Assurance class ALC defines requirements for assurance through the adoption of a vedll defin
life-cycle model forall the steps of th€OE development,including flaw remediatioprocedures

and polices, correct use of tools and techniques and the security measures used to protect the
development environment.

2.6.5.1 Development security (ALC_DVS)

Development security cexs the physial, procedural, personnel, and otkaurity measures ed
in the development environment. It incksdohyscal security of the development location(s) and
controls on the selection and hiringdewelopment staff.

2.6.5.2 Flaw remediation (ALC_FLR)

Flaw remediationensures tht flaws discovered by the TOE consem will be traked and
correctedwhile the TOE is supportely the developeMhile future complance with theflaw
remediation requirements cannot be determined when a TOE is evaluated, it is possible to evaluate
the proedures ad policies that a évelope has in place to track and repaavits, and to distribute

the repairsa consumers.

2.6.5.3 Life cycle definition (ALC_LCD)

Life cycle definition establishes that the engiireg practices used by a devedopo produce the
TOE include tlke considerationsand activities identied in the developrent process and
operationalsupport requiremnts. Confieggnce inthe correspondendetweerthe requiements and

the TOE is greater when security analyam the production of evidence are done on a regular
basis as an integral part of tthevelopment proess and operational support actiesti It is not the
intent ofthiscomponent to dictate argpecific development peess.

2.6.5.4 Tools and techniques (ALC_TAT)

Tools and technices addesses the need to define the development tools being used to analyse and
implement the TOE It includes equiremens concerning the development tools and
implementatiordependentoptions of those tools.

Documents

Document Sharing Hub
www.standards.com.au © Standards Australia

Full document details: AS ISO IEC 15408.3-2004


http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004
http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004

20

2.6.6 Class ATE: T ests

Assuince classATE states testigrequirements that demonseahat the TS satisfies the TOE
security functionbrequirements.

2.6.6.1 Coverage (ATE_COV)

Coverage deals with trompletenesof the functional tests permed by thedeveloper on the
TOE. It addressthe extent to whicthe TOE security functions are tested.

2.6.6.2 Depth (ATE_DPT)

Depth dealswith the level of dedil to which the developer tests éhTOE. Testing of security
functions is based upon areasing depth of inforration derived from aaysis of the TSF
representations.

2.6.6.3 Functional tests (ATE_FUN)

Functional testing eallishes thatthe TSF exhibits the properés necessary to satisfthe
requirements of its ST. Fational testing proviags assurace that the TSFatisfies at least the
requirements of thehosen functional components. However, functional tests destadilish that
the TSF does no more than exdcfThis family focuss on functional testing performed by the
developer.

2.6.6.4 Independent testing (ATE_IND)

Independent testing specHi¢he degree to whichthe functional testingof the TOE must be
performed by a party therthan the deveper (e.g. dhird party). This family adds value byhe
introduction of testthat ae nat part of tre developes tests.

2.6.7 Class AVA: Vulner ability assessment

Assuince clas AVA defines requirementslirected at the identification ofxploitable
vulnerabilities. Specifially, it addresses those vulnerabilities introgtlin the construction,
operation, misuser incorrectconfiguration of tke TOE.

2.6.7.1 Covert channel analysis (AVA_CCA)

Covert channelanalysis is directed towards the digvery and analysis ofunintended
communicationghannelghat can be exploéd toviolate theintended TSP.

2.6.7.2 Misuse (AVA_MSU)

Misuse aalysis investigates whether an administrator or user, with an understanding of the
guidarce documentation, would reasonably be able to deterihite TOE is configurednd
operatingn a mannethat is ingcure.
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2.6.7.3 Strength of TOE security functions (AVA_SOF)

Strength of function analysaldresse3 OE seurity functions that are realised by a probabilistic
or permutational mechasm (e.g. a pasvord or hash function)Even f such functios cannot be
bypasseddeativated, orcorrupted, it may still be possible defeat them by direct attack.level

or aspecific metric may be claimed for the strength of each of thesedns. Strength diunction
analyssis performed to detmine wlether such functios mee or exceed the claim. Fexample,
strength d function analysis of password mechanism cdamonstrathatthe passwal function
meets the sength claim by showinghatthe password spacgsufficiently large.

2.6.7.4 Vulnerability analysis (AVA_VLA)

Vulnerability analysis consists of the identdition of flaws potentially introduced in the different
refinementsteps of tle developmentlt results inthe dfinition of penetratiortests through the
collection of the neessary informatiosoncerning: (1) the compteness of the TSF (does the TSF
countr al the postulad threat8) and (2) the dependencies between all securitycfioms. These
potentialvulnerabilities are assessed through penetration testirptermine whethehey could,

in practice beexploitabkto canpromise the secity of the TOE.

2.7 Maintenance categorisation

The requirements for the maintenance of asserare trested as an assurance class and are
presented using theass structure definegbove.

The maintenancef assuranefamilies, andhe abbreviatiorior each familyare shownin Table
2.2.

Table 2.2 -Maintenan@ of assurance class decomposition

Assurance Class Assurance Family Abbreviated Name)
Assuiance maingnance plan AMA_AMP

_ TOE component categorisation AMA CAT
Maintenance of assuraa |repat -
Evidence of assurance maintenapnce AMA_EVD

Security impacanalysis AMA_SIA

2.8 Maintenance o f assurance class and family overview

The following sumrarises the assurae class and families of clause 16. Tdtess and family
summaries arpresented in theameorderas they appean clause 16.

2.8.1 Class AMA: M aintenance of as surance

Assurance class AMA is aimed at maintaining the level of assutiaaitke TCE will continueto
meet its security target asatges are nade to the TOE or itsnvironment. Each of the families in
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this class identifiesaeloper and evaluat@ctions thatare to beappliedafter the TOE has been
swecessfully ealuated, althouglsome requiremnts can be applieat the time of the evaluation.

2.8.1.1 Assurance maintenance plan (AMA_AMP)

Theassurance maintenanplan identifies the plans and pedares a developer is to implement in
order to ensure that the assurance that was established in the evaluated TOE is masntained
changes are madetiee TCE or its environment.

2.8.1.2 TOE component categorisation report (AMA_CAT)

The TOE componergategorisation repogrovidesa categoristion of the component®f a TOE
(e.g. TSF subsystemsyarding to their redvance to security. This agorisation acts as a focus
for the developer’s securitynpact analysis.

2.8.1.3 Evidence of assurance maintenance (AMA_EVD)

Evidence of assuranceaintenance seeks éstablishconfidence tht theassuance inthe TCE is
being maintainedy the aveloper, inaccordancevith the assurare mainterance plan.

2.8.1.4 Security impact analysis (AMA_SIA)

Security im@ct analysis geks to establish confidea that assurance has been nzamed in the
TOE through aranalysis perforred by tre developenf the gcurity impact ofall changsaffecting
the TOE since itvas evaluated.
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3 Protection Profile and Security Target evaluation
criteria

3.1 Overview

Thisclause introduces ¢revaluation criteria for PPs and STs. The evaluation critaréthen fully
presented in aelse 4, Class APErotection Profile evaluation, and clause 5, Class /ASsttirity
Target evaluation.

These criteria are the first requirements presented in this part of ISO/IEC 15408ééhe PP
and ST evaluation will normally beedormed before th& OE evaluation. They play a spal role
in that informationabout the TOE is assessed #énel functional and assurance requieats are
evaluated in order tind outwhether the PP or STs ameaningful bass for a TOE evaluation.

Although these evaluation criteria differ somewhat from the requiremecitises 7 through 14,
they are presentedn a similar mannembecaus the developer and ealator activities are
comparable for PP,TSand TOE evaluations.

ThePPand ST classes d#f from the TOE classes in that all the requirementserdP®or STclass
need to beonsicered for a PP or ST evaluation, ehas the requirements presented in the TOE
classes coveawide range of topics not all of whicmeedbe considered fagiven TOE.

The evaluation criteria for PPs and STs are based on the information providedexe#\Bnand
C of ISONEC 154081. Useful backgound irformationfor the requremens in the classes APE
and ASE, as presented the following clauses, cdre found there.

3.2 Protection Profile criteria overview
3.2.1 Protection Profile evaluation

The goal of a Pevaluation is tadlemonstrathat the PP is compdte, consisint, technicallysound,
and herte suitable for use asstatenent of requirements for one or moreaatable TOEs. Sth
aPP may beligible for inclusion within a FP registry.

3.2.2 Relation to the Se curity T arget ev aluation criteria

As described in Annexes B and €I80/IEC 154081, there arenany similarities in structure and
content letween the generic PP and the TOE-specific ST. Coesélguthe criteria foevaluating
PPs contain requirements thatessimilar to manyof those forSTs and thecriteria for bothare
presented in a similar manner.

Documents

Document Sharing Hub
www.standards.com.au © Standards Australia

Full document details: AS ISO IEC 15408.3-2004


http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004
http://www.avadocuments.com/doc/as-iso-iec-15408-3-2004

24

3.2.3 Evaluator ta sks
3.2.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing a P&valuation that des not include requéments from outside the
standard shall applythe requirements of th&®PE class as described Table 3.1.

Table 3.1 -Protection Profile families - only IS@QEC 15408 requirements

Class Family Abbreviated Nameg
Protection Profile, T@ description APE_DES
Class APE:[Protection Profile, Securitgnvironment APE_ENV
PrF?rtoefci:Itéon Protection Profile, Pihtroduction APE_INT
evaluation |Protection Profile, Securitybjectives APE_OBJ
ProtectionProfile, IT security requirements APE_REQ

3.2.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators prforming a PRevaluation that includes requiremts from outside the standard shall
apply therequrements bthe APE clasas desgbed inTable 3.2.

Table 3.2 -Protection Profle families- ISO/IEC 15408 extended requirements

Class Family Abbreviated Name
Protection Profile, T@ description APE_DES
Protection Profile, Smirity environment APE_ENV
Class APE : : :
Protection Protection Profile, Pihtroduction APE_INT
Profile |Protection Profile, Swirity objectives APE_OBJ
evaluation|ProtectionProfile, IT security requirements APE_REQ
Protection Profile, Explicitly stated IT APE SRE
security requirements -

3.3 Security Target cr iteria overview
3.3.1 Security Target e valuation

The goal of an ST evaluation is to demonstraée tie ST is completegonsistent, tehnically
sound,and herce suitable for us@s the basis for the correspondingH évaluation.

3.3.2 Relation to the oth er evaluation crit eria in this part of IS O/IEC 15408

There are two identified &jes for the ealuation of a TOE; the ST evaluation and the
corresponding TOE evaluation. Thequirements for ST evaluations arecdssedhere and in
clause 6wvhile the equirementdor TOE evaluatioeare contained in clauses 7 through 14.
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An ST evaluation includea PP claims euation. If the ST does notam PP conformance, the
PP claims part of the ST shall contain a statement that the TOE does not claim carddoaan
PP.

3.3.3 Evaluator ta sks

3.3.3.1 Evaluator tasks for an evaluation based on ISO/IEC 15408 requirements only

Evaluators performing an ST evaluation that does noude equirementsfrom outside the
standard shall applythe requirements of th&SE class as described Tablke 3.3.

Table 3.3-Security Target families - only ISO/IEC 15408 requirements

Class Family Abbreviated Name|
Securiy Target, TOE description ASE_DES
SecurityTarget, ®curity environment ASE_ENV

Class ASE:[SecurityTarget, ST introduction ASE_INT
S.I?grlgétty SecurityTarget, ®curity objectives ASE_OBJ
evaluation |SecurityTarget, PP claims ASE_PPC
SecurityTarget, IT securityequirements ASE_REQ

Securiy Target, TOE summary specification ASE_TSS

3.3.3.2 Evaluator tasks for a ISO/IEC 15408 extended evaluation

Evaluators performing an ST evaluation thatudes requirements from outside gtndard shall
apply therequrements bthe ASE clasas desgbed inTable 3.4.

Table 3.4 -Security Target families- ISO/IEC 15408 extendedequirements

Class Family Abbreviated Nameg
Security TargetTOE description ASE_DES
Security TargetSecurity environment ASE_ENV
Security TargetST introduction ASE_INT
ClSa:suﬁtSE: Security TargetSecurity objectives ASE_OBJ
Targety Security TargetPP claims ASE_PPC
evaluation |Security TargetlT security requirements ASE_REQ
Security Target, Explicitly stated IT
securit;/ requirgements i ASE_SRE
Security TargetTOE summary specification ASE_TSS
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4 Class APE: Protection Profile evaluation

The gal of a PP evaluation is to demonséritat tre PPis complek, consisent and techrgally
sound. Anevaluated PP $ suitable for usesthe basis for tadevelopnent of STs. Sucta PPis
eligible for inclusion in a registry.

Figure 4.1 shows the fare within this class.

Class APE: Protection Profile evaluation

— APE_DES: Protection Profil§,0E description — 1

— APE_ENV: Protction Profile, Securitygnvironment — 1

— APE_INT: Praecion Profile, PRintrodudion — 1

— APE_OBJ: Protection Profile, Security etiives — 1

— APE_REQ: Protection Profile, I3ecurity requirements  — 1

L_|{ APE_SRE: Praiction Profile, Explicitly stagd IT security _T

requirements
Figure4.1 - Protection Profil e evaluation class de@mposition
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4.1 TOE description (APE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe PP.

APE_DES.1 Protection Profile, TOE description, Evaluation requirements

Dependencies:
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_INT.1 Protection Profile, PP introduction, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:
ape DeEs.1ip  The PP dewloper shall provide aTOE description as part of the PP.
Content and presentation of evidence elements:

ape pes.1ic  The TOE description shall as a minimum decribe the product type and the
generalI T feaures of the TOE.

Evaluator action elements:

APE DEs.11E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

APE DEs.12e  The evaluator shall confirm that the TOE description is coherent and
internally consistent.

APE DES.13e  The evaluator shall confirm that the TOE description is consistent with the
other parts of the PP.
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4.2 Security environment (APE_ENV)

Objectives

In order to determine whether the IT security requirements in the PP are sufficient, it is important
that the security problem to be sobd is ckarly understood byall parties to tle evaluation.

APE_ENV.1 Protection Profile, Security environment, Evaluation requirements

Dependencies:
No degendencies.

Developer action elements:

APE_ENv.11D  The PP developer shall provide a statement of TOE security environment as
part of the PP.

Content and presentation of evidence elements:

APE_ENv.11c  The statement of TOE security environment shall identify and explain any
assumptiors about the intended usage of the TOE and the environment of use
of the TOE.

APE_ENv.12c  The statement of TOE security environment shall identify and explain any
known or presumed threats to the assets against which protection will be
required, either by the TOE or by itsenvironment.

APE_ENv.13c  The statement of TOE security environment shall identify and explain any
organisational security policies with which the TOE must comply.

Evaluator action elements:

APE_ENV.11E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_ENV.12E  The evaluator shall confirm that th e statement of TOE security environment
is coherent and internally consistent.
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4.3 PP introduction (APE_ INT)

Objectives

The PP introduction contains docemh management and oveew information neessry to
operatea FP registry. Evalation of the PP introduction is requed to demonstrate thahe AP is
correctlyidentified and that it is conseit with all otherparts of thePP.

APE_INT.1 Protection Profile, PP introduction, Evaluation requirements

Dependencies:
APE_DES Protection Profile, TOE description, Evaluation requirements
APE_ENV.1 Protection Profile, Security environment, Evaluation requirements
APE_OBJ.1 Protection Profile, Security objectives, Evaluation requirements

APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements

Developer action elements:

APE_INT.1.1D  The PP dewloper shall provide aPP introduction as part of the PP.

Content and presentation of evidence elements:

APE_INT.1.1c  The PP introduction shall contain a PP identification that provides the
labelling and descriptive information necessey to identify, catalogue, register,

and crossreference the PP.

ape_INT.1.2c  The PP introduction shall contain a AP overview which summarises the PP in
narrative form.

Evaluator action elements:

APEINT.1.1E  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

APE_NT.12E  The evaluata shall confirm that the PP introduction is cohetent and internally
consisent.

APE_INT.1.3e  The evaluator $all confirm that the PP ntroduction is consisten with the
other parts of the PP.
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4.4 Security objectives (APE_OBJ)

Objectives

The security objectives is a concise atant of the intended response the security problem.
Evaluation of tle security objectives is required todemonstrate that éhstatel objectives
adequatelyaddress the ezurity problem. The securitpbjectives are categoes as security
objectives for the TOE and as security ebjives forthe environment. The securitpjectives for
both the TOEand the environment must be shown to be traced back to the identigatstta be
countered and/or policies and assumpsdo bemet byeach.

APE_OBJ. 1 Protection Profile, Security objectives, Evaluation requirements

Dependencies:
APE_ENV.1 Protection Profile, Seurity environment, Evaluation requirements

Developer action elements:

APE_oBJ11D  ThePP developer shall provide astatementof security objectives as part ofthe
PP.

APE_oBi12p  The PP developer shallprovide the securityobjectives rationale.
Content and presentation of evidence elements:

APE_oBJL1Cc  The statement of seurity objectives shall define the security objectives for the
TOE and itsenvironment.

APE_oBJ.1.2c  The seurity objectives for the TOE shall be atarly stated and traced bak to
aspects of the identified threats to be counted by the TOE and/or
organisational security policies tdbe met by the TOE.

APE_oBJL13c  The security objectives for the environment shall be cledy stated andtraced
back to aspects of identified theats not compétely countered by the TOE and/
or organisational security policies or assumptions not complely met by the
TOE.

APE_oBJ.14C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to counter the identified theats tosecurity.

APE_oBJL15C  The security objectives rationaleshall demonstratethat the stated security
objectives are suitable to cover all of the iehtifi ed organisational seurity
policies and assumptions.

Evaluator action elements:

APE_0BJL1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_0BJ12E  The evaluator shall confirm that the statement of security obgctives is
complete, coherent, andnternally consistent.
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4.5 IT security requirements (APE_REQ)

Objectives

The IT security requirements chosen for a TOE assigmted or cited in a PP need to be evatlat
in order to confirm that they are interngltonsistent ashlead tothe deelopment ofa TOE that
will meetits security objectives.

Not al of the securityobjectives expressed in a PP may be met by a compliant @&na TOEs
may depend on ertain IT scurity requirements to beenby the IT environment. When this is the
case the environmental I'Becurity requiements mustbe clearly stad andevaluated incontext
with the TOE requirements.

This family presnts evaluationequirements tbt permit the ewauator to édtermine that a PP is
suitable foruse as a atement of requirements f@an evaluatable TOE. The additional criteria
necessaryor the evaluation of explicitlgtated requireents is covereth the APE_SRE family.
Application notes

The &rm “IT security requirerants” refers to* TOE security equirements” and the optionally
included*“security requirementdor the IT environment”.

The term “TOE scurity requirenents” refers to “TOE seurity functional requirementsind/or
“TOE securityassurance requirements”.

In the APE_REQ.1 compent, the word*appropriate” is used to indicate thagrtainelements
allow options incertain cases/Nhich options are appiable depends otthe given corext in the
PP. Detailed inforrtion for allthese aspects tontained in ISO/IEC 15408-1, AexB.
APE_REQ.1 Protection Profile, IT security requirements, Evaluation requirements

Dependencies:
APE_OBJ.1 Protection Profil e, Security objectives, Evaluation requirements

Developer action elements:

APE_ REQ.11D  The PP developer shall provide a stateamt of IT security requir ements as part
of the PP.

APE_REQ.12D  The PP develope shall provide the security requirements rationale.
Content and presentation of evidence elements:

APE_REQ.11C  The statenent of TOE security functional requirementsshall identify the TOE
security functional requirements drawn from ISO/IEC 15408-2 funcional
requirements components.
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The statement of TOE security assurance requiraents shall identify the TOE
security assurance requirements drawn from ISO/IEC 15408-3 assurance
requirements components.

The statement of TOE security assurance requirenents should include an
Evaluation Asaurance Level (EAL) asdefined in ISO/IEC 15408-3.

The eviderce shall justify that the staement of TOE security assurance
requirements is appropriate.

The PP shall, if appropriate, identify any security requirements for the IT
environment.

All completed operations on IT security requrements included in the PP shall
be identified.

Any uncompleted operations on IT security requirements included in the PP
shall be identified.

Dependencies among the IT security requirements included in thePPshould
be satisfied.

The evidence shall justify why any non-satisfaction of dependencies is
appropriate.

The PP shall include a $atemert of the minimum strength of fundion level for
the TOE security functional requirements, eithe SOF-basic, SOF-medium or
SOF-high, as appropriate.

The PP shall identify any specific TOE security function&requirements for
which an explicit strength of function is appropriate, together with the specific
metric.

The security requirements rationale shall demonstratethat the minimum
strength of function level for the PP,togeher with any explicit strength of
function claim, is consistentwith the security objectives for the TOE.

The security requirements rationale shall demonstrate that the IT security
requirements are suitable to meet the securitybjectives.

The security requirements rationale shall demonstrate that the set of IT
security requirements together forms a mutuallysupportive and internally
consisent whole.

Evaluator action elements:

APE_REQ.11E

www.standards.com.au

The evaluator shall confirm that the infor mation provided meet all
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APE_REQ.12E  The evaluator shall confirm that the statement of IT scurity r equirements is
complete, coterent, and internally consistent.
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4.6 Explicitly s tated IT security requirements (APE_SRE)

Objectives

If, after carefulconsideation, none of the requiremestomporentsin ISO/IEC 154082 or ISO/
IEC 15408-3 are readily appéicle toall or parts of the IT securityequirements, the PP author
may stte other requirements which do not referef®0/IEC 15408. Tie use of sud requirements
shell be justified.

This family presents evaluation requirements thatnpt the evalator to determine that the
explicitly stated requements are early and unambiguouslyexpressed. The evadtion of
requirements taken from ISOME154@ in conjunction with valid explicitly stted security
requirements is adessed by theAPE_REQ family.

Explicitly stated IT security requirements for a TOE presentedited in aPPneed tde evaluated
in order todemonstrathatthey areclearly aml unambiguously expressed.

Application notes

Formulation of the exptitly stated requirements in a structucemparable to those of existing
ISO/IEC 15408 componesitand elements involves choosing similar labelling, marofe
expression, and level of detail

Using the ISO/IEC 15408 regeiments as a mo@ means tht the requirements can be clearly
identified, that they are self-contained, and thatg@ication of eacheguirement is feasibland
will yield a meaningful evaluation result based oncamplian@ staement of the TOE for that
paticular requirement.

The term “IT security requirements” refs to “TOE security requirements” and the optionally
included “securityrequirements fothe IT environment”.

The term “TOEsecurity requirements” refers to “TOE security funcilorequirements” and/or
“TOE security assuranceequirements”.

APE_SRE.1 Protection Profile, Explicitly stated IT security requirements,
Evaluation requirements
Dependencies:
APE_REQ.1 Protection Profile, IT security requirements, Evaluation
requirements
Developer action elements:

AapE_sre.11D  ThePP develope shall provide a statement of T security requirements a part
of the PP.

AaPE_sre.120  The PP dewloper shall provide the security requir ements rationale.
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Content and presentation of evidence elements:

Aape_sreric  All TOE security requirements that are explicitly stated without reference to
ISO/IEC 154@8 shall be identified.

ape_srer2c  All security requir ements for the IT environment that are explicitly stated
without reference to ISO/IEC 15408shall be identified.

APE_srRer3c  The evidene shall justify why the security requirements hadto be explicitly
stated.

APE_SREr4c  The explicitly stated IT security requirements shal use the ISO/IEC 15408
requirements componentsfamilies and classes aa modelfor presentation.

APE_srReisCc  The explicitly stated IT security requirements shall be measurable and state
objective evaluationrequirements segh that compliance or noncomplianceof
a TOE can be determined and systematically demonstrated.

APE_srRe16c  The explicitly stated IT security requirements shall be cledy and
unambiguously expressed.

APE_SREL7C  The security requirements rationale shall demonstrate that the assurance
requirements are applicable and appropriate tosupport any explicitly stated
TOE security functional requirements.

Evaluator action elements:

APE_SREL1IE  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

APE_SRe12E  The evaluator shall determine that all of tle dependencies of the explicitly
stated IT security requirements have been identified.
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5 Class ASE: Security Target evaluation

The goal ofan ST evaluation is toainonstate that the ST is complete, consistent, tecdhyi
sound, and hence suitable tare as tabasis for theeorrespondingl OE e\aluation.

Figure 5.1 shows the fanmes within this class.

Class ASE: Securityarget evalwation

— ASE_DES: Securityfarget TOE description —

— ASE_ENV: Security Target, Security environment —

— ASE_INT: SecurityTarget, ST introduction .

— ASE_OBJ:SecurityTarget, Security objectives —

— ASE_PPCSecurityTarget, PP claims —

— ASE_REQ:SecurityTarget, IT securityequirements

| ASE_SRE: 8curity Target, Explicitly statedT security |
requirements

L ASE_TSS: Securitfarget TOE summary specificatior—

1|
i
1|
1|
i
1|
1|
n

Figure 5.1 - Searity Target evaluation class deomposition
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5.1 TOE description (ASE_DES)

Objectives

The TOE descriptiorsian ad to the understandirg of the TOE’s securiy requirements. Evaluation
of the TOE description igequred toshow that it is coherent, internally consistent eodsistent
with all othe pats ofthe ST.

ASE_DES.1 Security Target, TOE description, Evaluation requirements

Dependencies:
ASE_ENV.1 Security Target, Security environment, Evaluation requirements
ASE_INT.1 Security Target, ST introduction, Evaluation requirements
ASE_OBJ1 Security Target, Security objectives Evaluation requirements
ASE_PPC1 Security Target, PP claims, Evaluation requirements

ASE_REQ. Security Target, IT security requirements, Evaluation
requirements

ASE_TSS1 Security Targett TOE summary specification, Evaluation
requirements

Developer action elements:

Ase_pes.1.1D  Thedevelger shall provide a TOE description as part ofthe ST.

Content and presentation of evidence elements:

Aase_pes.1.ic  The TOE description shall asa minimum describe the product orsystem type,
and the scpe and bourdaries of the TOE in general terms both n a physical
and a logicalway.

Evaluator action elements:

Ase_DEs.1.1iE  The evaluator shall confirm that the infor mation provided mees all
requirements for content ard presentation ofevidence.

Ase_Des.12e  The evaluator shall confirm that the TOE description is coherent and
internally consistent.

Ase_DEs.1.3E  The evaluator shall confirm that the TOE description is consistent with the
other parts of the ST.
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