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PREFACE

This Standard was prepared by the Standards Australia Committee 1T-032, Biometric and
Identification.

The objective of this Standard is to make available to the Australian biometrics community the
core ISO SC37 standards published over the last 24 months, specifically the biometric data
interchange formats face image data.

This Standard is identical with, and has been reproduced from ISO/IEC 19794-5:2005,
Information technology—Biometric data interchange formats—Part 5: Face image data.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 19794’ should read ‘this Australian Standard’.

(¢) A full point substitutes for a comma when referring to a decimal marker.

Reference to International Standard Australian Standard

ISO/IEC AS ISO/IEC

15444 Information technology—JPEG 2000 15444 Information technology—JPEG
image coding system 2000 image coding system

19785 Information technology—Common 19785 Information technology—Common
Biometric Exchange Formats Biometric Exchange Formats
Framework Framework

19794 Information technology—Biometric 19794 Information technology—Biometric
data interchange formats data interchange formats

19794-1 Part 1: Framework 19794.1 Part 1: Framework

Only international references that have been adopted as Australian or Australian/New Zealand
Standards have been listed.

The term ‘informative’ has been used in this Standard to define the application of the annex to
which it applies. An ‘informative’ annex is only for information and guidance.
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INTRODUCTION

Face images, also commonly referred to as displayed portraits, have been used for many decades to verify
identity of persons. In recent years, digital face images are used in many applications including human
examination as well as computer automated face recognition. Although photographic formats have been
standardized in some cases such as passport and driver license, it is also demanded to define a standard
data format of digital face images to allow interoperability among vendors.

This part of ISO/IEC 19794 is intended to provide a Face Image Format for face recognition applications
requiring exchange of face image data. The typical applications are:

1) human examination of facial images with sufficient resolution to allow a human examiner to ascertain
small features such as moles and scars that might be used to verify identity;

2) human verification of identify by comparison of persons against facial images;

3) computer automated face identification (one-to-many searching);

4) computer automated face verification (one-to-one matching).

To enable many applications on variety of devices, including devices that have the limited resources required
for data storage, and to improve face recognition accuracy, this part of ISO/IEC 19794 specifies not only a
data format, but also scene constraints (lighting, pose, expression etc), photographic properties (positioning,

camera focus etc), digital image attributes (image resolution, image size etc).

Several image types are introduced to define categories that satisfy requirements of some applications. Each
requirement is specified for each image type.

The record format specified in this part of ISO/IEC 19794 is designed to be embedded in a CBEFF-compliant
structure specified in ISO/IEC 19785. The embedment in the CBEFF structure is described in ISO/IEC 19794-1.
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AUSTRALIAN STANDARD

Information technology — Biometric data interchange
formats —

Part 5:
Face image data

1 Scope
This part of ISO/IEC 19794

— specifies a record format for storing, recording, and transmitting the information from one or more facial
images within a CBEFF data structure,

— specifies scene constraints of the facial images,
— specifies photographic properties of the facial images,
— specifies digital image attributes of the facial images.
Each requirement is specified for the following Face Image Types, respectively.

— Basic: This is the fundamental Face Image Type that specifies a record format including header and
image data. All Face Image Types adhere to the properties of this type. No mandatory scene,
photographic and digital requirements are specified for this image type.

— Frontal: A Basic Face Image Type that adheres to additional requirements appropriate for frontal face
recognition and/or human examination. Two types of Frontal Face Image Types are defined in this
document, Full Frontal and Token Frontal (or simply Token).

— Full Frontal: A Face Image Type that specifies frontal images with sufficient resolution for human
examination as well as reliable computer face recognition. This type of Face Image Type includes the full
head with all hair in most cases, as well as neck and shoulders. This image type is suitable for permanent
storage of the face information, and it is applicable to portraits for passport, driver license, and “mugshot”
images.

— Token Frontal: A Face Image Type that specifies frontal images with a specific geometric size and eye
positioning based on the width and height of the image. This image type is suitable for minimizing the
storage requirements for computer face recognition tasks such as verification while still offering vendor
independence and human verification (versus human examination which requires more detail) capabilities.

Table 1 shows the relationships between Face Image Types using the notion of inheritance. For example,
Frontal inherits properties from Basic, which means that all normative clauses that apply to Basic also apply to

Frontal.
Table 1 — Inheritance of Face Image Types
Face Image Type Inherits from Normative clauses | Informative clauses
Basic None 1,2,3,4,5,6 A1
Frontal Basic 7 A.2
Full Frontal Frontal 8 A3
Token Frontal 9 A4

Figure 1 gives a general overview of the scene, photographic, digitization, and format requirements for the
face image types specified in this part of ISO/IEC 19794. Documents
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Clauses: Clauses: Clauses: Clauses:
Basic Face None | Basic Face None | Basic Face None | Basic Face 5
6.2
6.3
6.4
Frontal Face 7.2 | Frontal Face 7.3 | Frontal Face 7.4 | Frontal Face
Full Frontal Face 8.2 | Full Frontal Face 8.3 | Full Frontal Face 8.4 | Full Frontal Face 7.5
Token Face 9.2 | Token Face 8.5
9.3
Figure 1 — The types of imaging requirements specified in this part of ISO/IEC 19794.
The Basic Face Image Type has no scene, photographic, or digitizal requirements
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2 Compliance

Conformity with this part of ISO/IEC 19794 requires compliance with the record format specification defined
in clauses 5 and the Basic Face Image Type defined in clause 6.

In addition, this part of ISO/IEC 19794 defines additional Face Image Types. Compliance with the Full Frontal
Face Image Type requires compliance with clauses 5, 6, 7, 8. Conformity with the Token Frontal Image Type
requires additional compliance with clause 5, 6, 7, 9.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918 (all parts), Information technology — Digital compression and coding of continuous-tone still
images: Requirements and guidelines

ISO/IEC 14496-2:2004, Information technology — Coding of audio-visual objects — Part 2: Visual
ISO/IEC 15444 (all parts), Information technology — JPEG 2000 image coding system

ISO/IEC 19785 (all parts), Information technology — Common biometric exchange formats framework
ISO/IEC 19794-1, Information technology — Biometric data interchange formats — Part 1: Framework

C-Cube Microsystems, JPEG File Interchange Format (JFIF), Version 1.02

PIMA 7667:2001, Photography — Electronic Still Picture Imaging — Extended sRGB Color Encoding — e-sRGB

4 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following apply.

4.1
chin
the central forward portion of the lower jaw

4.2
colour image
continuous tone image that has more than one channel, each of which is coded with one or multiple bits

4.3

colour space

a way of representing colours of pixels in an image. For instance, RGB, YUV and greyscale are typically used
in this document.
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4.4

common biometric exchange formats framework

CBEFF

data format specifically for exchanging biometric data that provides for the encompassing of any biometric
type into a standard format

4.5
continuous tone image
image whose channels have more than one bit per pixel

4.6

crown

top of the head, or (if obscured by hair or headwear), where the top of the head/skull would be if it could be
seen

4.7

dots per inch

DPI

measurement of scanner and printer resolution

4.8
facial image
electronic image-based representation of the portrait of a person

4.9
Face Image Type
a category of facial images that satisfy specific requirements

4.10
FAP
Facial Animation Parameter

4.11
fish eye
a type of distortion where central objects of the image erroneously appear closer than those at the edge

4.12

greyscale image

continuous tone image that has only one luminance channel coded e.g. with 8 bit; also referred to as a
monochrome or black and white image

413

human examination

process of careful human comparison of a face image with a person or another face image to ascertain the
identity of the respective person by a detailed examination of facial features and structures

414

human verification

process of human comparison of a face image with a person or another face image to ascertain the identity of
the respective person in a short time period; one-to-one (1:1) matching

4.15
identification
process of searching though a list of face images to match against an input image(s); one-to-many (1:N)

searching
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4.16

image

two-dimensional representation that encodes the luminance and texture of an object in a given lighting
environment

4.17
JPEG
image compression standard specified as ISO/IEC 10918

NOTE The JPEG baseline standard was published as ISO/IEC 10918-1:1994 and ITU-T Rec. T.81.

4.18
JPEG2000
image compression standard specified as ISO/IEC 15444

NOTE The JPEG2000 baseline standard was published as ISO/IEC 15444-1:2000 and ITU-T Rec. T.800.

4.19
Feature Point
reference point(s) in a face image as used by face recognition algorithms, commonly referred to as a landmark

EXAMPLE  Position of the eyes.

4.20
pixel
picture element; element on a two-dimensional array that comprises an image

4.21

portrait

photograph of a person which includes the full head, with all hair in most cases, as well as neck and top of
shoulders

4.22
red-eye
the red glow from subject’s eye caused by light from flash reflecting from blood vessels behind the retina

4.23

verification

process of ascertaining that two images or image inputs represent the same person; one-to-one (1:1)
matching

5 The face record format

5.1 Overview

The face record format specified in this document is a format to store face image data within a biometric data
record. Each record shall pertain to a single subject and shall contain one or more images of a human face.
This record is embedded in the biometric data block in a CBEFF compliant structure. The record structure is
depicted in Figure 2.

Adherence to this format requires compliance to the standards referred to above. In particular, the header
and the entire data structure will be CBEFF compatible and the image data will be encoded using either JPEG
or JPEG2000.

When referring to elements of the record format, “field” denotes the minimum element such as Face Image
Type and Image Data Type, “block” denotes the group of fields such as Facial Information block or Image
Information block, and “record” denotes the image data which consists of the Facial Record Header and one
or more Facial Record Data.
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CBEFF Header Facial Record | Facial Record CBEFF
Header Data Signature
. . Number of Facial Facial Feature Image
Format Identifier | Version Number | Length of Record . . . Image Data
9 Images Information Point(s) Information 9
4 4 4 2 20 8x 12 Variable
Facial Facial Number of
. Record Data Feature Gender Eye Colour | Hair Colour RICESItY Expression | Pose Angle Bozg Ar!gle
Information Length Points Mask Uncertainty
4 2 1 1 1 3 2 3 3
Horizontal Vertical
Feature RO (R Position Position Reserved Must be
Point Point Type | Point Code ) ) Specified
1 1 2 2 2
Image Image Zero(s)
g . FactTe Image Ima.?e Data Width Height Colour [Source Type |Device Type| Quality Indicate
Information ype ype Space Unspecified
1 1 2 2 1 1 2 2
JPEG or
Image Data JPEG2000 Optional
Variable

Figure 2 — The Face Image Record format. The length value of each field in bytes is shown below the
field. The white boxes indicate fields or blocks that shall be specified, light grey boxes indicate that
zero values are used to indicate an unspecified value, and dark grey boxes indicate optional fields

With the exception of the Format Identifier and the Version Number for the standard, which are null-terminated
ASCII character strings, all data is represented in binary format.

There are no record separators or field tags; fields are parsed by byte count.
The organization of the record format is as follows:

e A fixed-length (14 byte) Facial Record Header containing information about the overall record,
including the number of facial images represented and the overall record length in bytes;

e A Facial Record Data block for each facial image. This data consists of

o Afixed length (20 byte) Facial Information block describing discernable characteristics of the
subject such as gender.

o Multiple (including none) fixed length (8 byte) Feature Point blocks describing Feature Points
in a facial image.
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o A fixed length (12 byte) Image Information block describing digital properties of the image
such as Face Image Type and dimensions such as width and height.

o Image Data consisting of a JPEG or JPEG2000 encoded data block.
Multiple images of the same person can be described in a single record. This is accomplished by including

multiple Facial Record Data blocks after the Facial Record Header block and before the CBEFF Signature
block. The structure of this embedding is illustrated in Figure 3.

CBEFF Facial Record | Facial Record | Facial Record | Facial Record CBEFF
Header Header Data 1 Data 2 Data n Signature

Figure 3 — Embedding multiple images in the same record

5.2 Data Conventions

5.2.1 Byte ordering
Within the record format and all well-defined data blocks therein, all multi-byte quantities are stored in Big-
Endian format. That is, the more significant bytes of any multi-byte quantity are stored at lower addresses in

memory than less significant bytes. For example, the value 1025 (2 to the 10" power plus one) would be
stored as first byte= 00000100 and second byte=00000001.

5.2.2 Numeric values

All numeric values are fixed-length unsigned integer quantities, unless otherwise specified.

5.2.3 Conversion to integer

The conversion of a numeric value to integer is given by rounding down if the fractional portion is less than 0.5
and rounding up if the fractional value is greater than or equal to 0.5.

5.2.4 Unspecified field value
The field value of zero (0x00) shall be used to denote that the creator of the record did not make the

determination of the information encoded in the field. The only exception is the value of zero assigned to
JPEG in the Image Data Type field in clause 5.7.2.

5.2.5 Unknown field value

A field value labelled by the identifier “Unknown” shall be used to denote that the information encoded by the
field cannot be determined by examination of the face image.

5.3 The CBEFF Header

The biometric data record represented using the face record format shall be embedded in the biometric data
block(BDB) of the CBEFF patron format compliant with ISO/IEC 19785-1:2004.

The CBEFF patron format requests to specify both CBEFF_BDB_format_owner and
CBEFF_BDB_format_type as mandatory elements in the CBEFF Header.

The CBEFF_BDB_format_owner shall be specified by the CBEFF biometric organization identifier issued by
the CBEFF registration authority to ISO/IEC JTC1/SC37. This value is the sixteen bit value 0x0101.
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The CBEFF_BDB_format_type shall be specified by the CBEFF BDB format type identifier assigned by
ISO/IEC JTC1/SC37 to this face record format. This value is the sixteen bit value 0x0008.

Complete CBEFF header information required for coding is given in Part 1 (Framework) of this standard.

5.4 The Facial Record Header

The Facial Record Header block consists of four fields; Format Identifier, Version Number, Length of Record,
Number of Facial Images as shown in Table 2.

Table 2 — The Facial Record Header

Field Size Valid values Notes

Format Identifier 4 bytes 0x46414300 (‘F’ ‘A’ ‘C’ 0x0) Indicates face image
data

Version Number 4 bytes 0x30313000 (‘0" '1’’0’ 0x0) “010” in ASCII

Length of Record 4 bytes 46 < Length of Record < 2%*- 1 | Includes Facial Record

Header and Facial
Record Data

Number of Facial Images | 2 bytes 1 < Number < 65535

5.4.1 Format Identifier

The (4 byte) Format Identifier shall consist of three ASCII characters “FAC” followed by a zero byte as a NULL
string terminator to identify the record format as the face record format.

5.4.2 Version Number

The (4 byte) Version Number field shall consist of three ASCII numerals followed by a zero byte as a NULL
string terminator.

The first and second characters represent the major version number and the third character represents the
minor revision number.

The Version Number of ISO/IEC 19794-5:2004 shall be 0x30313000; “010” — Version 1 revision 0.

5.4.3 Length of Record

The (4 byte) Length of Record field shall be the combined length in bytes for the record. This is the entire
length of the record including the Facial Record Header and Facial Record Data.

5.4.4 Number of Facial Images

The (2 byte) Number of Facial Images field shall be the number of facial images included in the record.

5.5 The Facial Information block

The (20 byte) Facial Information block is intended to describe discrete properties of the individual discernable
from the image, one is included for each facial image included in the record. The structure of this block is
shown in Figure 2.

Zero or more Feature Point blocks, one Image Information block, and one Image Data block follow this block.
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