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PREFACE 

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee 
IT/l, Information Systems-Interconnection. It is identical with, and has been reproduced from, 
ISO/IEC TR 13594: 1995, Information technology-Lower layers security. 

The objective of this Standard is to provide a description of the cross layer aspects of the provision 
of security services in the lower layers of the OS1 Reference model (transport, network, data link 
and physical layers). 
As this Standard is reproduced from an international Standard, the following applies: 

(a) 

(b) 

(c) 

Its number does not appear on each page of text and its identity is shown only on the cover 
and title page. 
In the source text ‘this International Standard’ should read ‘this AustraliadNew Zealand 
Standard’. 
A full point substitutes for a comma when referring to a decimal marker. 

Reference to International Standard or  other 
Publication 

ISOAEC 
7498 

7498- 1 

8473 

8473-1 

8602 

10736 

10745 

10181 

10181-1 
10181-3 

11577 

Information technology- 
Open Systems Interconnection- 
Basic Reference Model 
Part 1: The Basic Model 
Information technology- 
Protocol for providing the OS1 
connectionless-mode Network service 
Part 1 : Protocol specification 

Information technology- 
Protocol for providing the OS1 
connectionless-mode Transport service 

Information technology- 
Telecommunications and information 
exchange between systems- 
Transport layer security protocol 
Information technology- 
Open Systems Interconnection- 
Upper layers security model 
Information technology- 
Open Systems Interconnection- 
Security frameworks in open systems 
Part 1: , Security frameworks overview 
Part 3: Access control framework 

Information technology- 
Open Systems Interconnection- 
Network layer security protocol 

AustraliadNew Zealand Standard 

AS/NZS 
2777 Information technology- 

Open Systems Interconnection- 
Basic reference model 

2777.1 Part 1: The basic model 

Information processing systems- 
Open Systems In terconnec tion - 
Protocol for providing the 
connectionless-mode transport service 

AS/NZS 
447 1 Information technology- 

Open Systems Interconnection- 
Network layer security protocol 
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NOTES 

@ Copyright STANDARDS AUSTRALIA/STANDARDS NEW ZEALAND 
Users of Standards are reminded that copyright subsists in all Standards Australia and Standards New zealand publications and software. 
Except where the Copyright Act allows and except where provided for below no publications or software produced by 
Standards Austraiia or Standards New Zealand may be reproduced, stored in a retrieval system in any form or transmitted by any means 
without prior permission in writing from Standards Australia or Standards New Zealand. Permission may be conditional on an 
appropriate royalty payment. Australian q u e s t s  for permission and information on commercial software royalties should be directed to 
the head office of Standards Australia New zealand requests should be directed to Standards New Zealand. 

Up to 10 percent of the technical content pages of a Standard may be copied for use exclusively in-house by purchasers of the 
Standard without payment of a royalty or advice to Standards Australia or Standards New zealand. 
Inclusion of copyright material in computer software programs is also permitted without royalty payment provided such programs 
are used exclusively in-house by the creators of the programs. 

Care should be taken to ensure that material used is from the current edition of the Standard and that it is updated whenever the Standard 
is amended or revised. The number and date of the Standard should therefore be clearly identified. 
The use of material in print form or in computer software programs to be used commercially, with or without payment, or in commercial 
contracts is subject to the payment of a royalty. This policy may be varied by Standards Australia or Standards New zealand at any time. 
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1 

AUSTRALIAN/NEW ZEALAND STANDARD 

INFORMATION TECHNOLOGY - LOWER LAYERS SECURITY 

1 Scope 

This Recommendation I Technical Report describes the cross layer aspects of the provision of security services in the 
lower layers of the OS1 Reference Model (Transport, Network, Data Link and Physical layers). 

This Recommendation I Technical Report describes: 

a) 

b) 

c) 

d) 

architecturai concepts common to the lower layers based on those defined in CCITT Rec. X.800 I 

the basis for interactions relating to security between protocols in the lower layers; 

the basis for any interactions relating to security between the lower layers and upper layers of OSI; 

the placement of security protocols in relation to other lower layer security protocols and the relative role 
of such placements. 

IS0  7498-2; 

. 

There should be no conflict between the security protocols for the lower layers and the model described in this 
Recommendation I Technical Report. 

CCITT Rec. X.500 I ISOííEC 9594-1 identifies the security services relevant to each of the lower layers of the OS1 
Reference Model. 

2 References 

The following Recommendations and International Standards contain provisions which, through reference in this text, 
constitute provisions of this Recommendation I Technical Report. At time of publication, the editions indicated were 
valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this 
Recommendation I Technical Report are encouraged to investigate the possibility of applying the most recent edition of 
the Recommendations and Standards listed below. Members of IEC and IS0 maintain registers of currently valid 
International Standards. The Telecommunication Standardization Bureau of the ITü maintains a list of currently valid 
ITü-T Recommendations. 

2.1 Identical Recommendations I International Standards 
- ITU-T Recommendation X.200 (1994) I ISOAEC 7498-1:1994, Information technology - Open Systems 

Interconnection - Basic Reference Model: The Basic Model. 

ITU-T Recommendation X.233 (1993) I ISO/IEC 8473-1:1994, Information technology - Protocol for 
providing the OSI connectionless-mode Network service: Protocol specification. 

ITU-T Recommendation X.234 (1994) 1 ISO/IEC 8602:1995, Information technology - Protocol for 
providing the OSI connectionless-mode Transport service. 

- 

- 

- ITü-T Recommendation X.273 (1994) I ISO/IEC 11577:1995, Information technology - Open Systems 
Interconnection - Network layer security protocol. 

ITü-T Recommendation X.274 (1994) I ISO/zEC 10736: 1995, Information technology - Telecommuni- 
cations and information exchange between systems - Transport layer security protocol. 

ITU-T Recommendation X.803 (1994) I ISOAEC 10745: 1995, Informarion technology - Open Systems 
Interconnection - Upper layers security model. 

- 

- 
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2 
- ITU-T Recommendation X.8101) i ISO/IEC 10181-1 ...I), Information technology - Open Systems 

Interconnection - Security frameworks in open systems: Securiryframeworks overview. 
ITü-T Recommendation X.812l) I ISO/IEC 10181-3 . . .I) ,  Information technology - Open Systems 
Interconnection - Security frameworks in open systems: Access control framework. 

- 

2.2 Paired Recommendations I International Standards equivalent in technical content 
- CCïïï Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for 

CClîT applications. 
IS0 7498-2: 1989, Information processing systems - Open Systems Interconnection - Basic Reference 
Model - Part 2: Security Architecture. 
ITU-T Recommendation X.224 (1993), Protocol for providing the OSI connection-mode transport 
service. 
ISOIIEC 8073: 1992, information technology - Telecommunications and information exchange between 
ostems - Open Systems Interconnection - Protocol for providing the connection-mode Transport service. 
CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN. I ) .  
ISO/IEC 8824: 1990, Information technology - Open Systems Interconnection - Specification of Abstract 
Syntax Notation One (ASN. I ) .  
CCITT Recommendation X.209 (1988). Specification of Basic Encoding Rules for Abstract Syntax 
Notation One (ASN. I ) .  
ISOIIEC 8825: 1990, Information technology - Open Systems Interconnection - Specification of Basic 
Encoding Rules for Abstract Syntax Notation One (ASN.1). 

- 

- 

- 

2.3 Additional references 
- ISOIIEC 8208:1995, Information technology - Data communications - X.25 Packet Luyer Protocol For 

Data Terminal Equipment. 
ITU-T Recommendation X.25 (1993), InteSace between Data Terminal Equipment (DTE) and Data 
Circuit-Terminating Equipment (DCE) for terminals operating in packet mode and connected to public 
data networks by dedicated circuits. 
IS0 8648: 1988, Information processing systems - Open Systems Interconnection - Internal organization 
of the Network Luyer. 
IS0 9542: 1 9882), Information processing systems - Telecommunications and information exchange 
between systems - End system to intermediate system routeing exchange protocol for use in conjunction 
with the Protocol for providing the connectionless-mode network service (IS0 8473). 

ISO/IEC 10589: 1992, Information technology - Telecommunications and information exchange between 
systems - Intermediate system to intermediate system intra-domain-routeing routine information 
exchange protocol for use in conjunction with the protocol for providing the connectionless-mode 
Network service ( I S 0  8473). 

ISO/IEC 10747: 1994, Information technology - Telecommunications and information exchange between 
systems - Protocol for exchange of inter-domain routeing information among intermediate systems to 
support forwarding of IS0 8473 PDUs. 

- 

- 

- 

- 

- 

3 Defmi tions 

3.1 OS1 Reference Model definitions 

This Recommend-ation i Technical Report makes use of the following terms as defined in ITU-T Rec. X.200 I 
ISOAEC 7498- 1 : 

- Quality of Service 

I )  Presently at the stage of draft. 

*) Currently under revision. 
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