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Preface

This Standard was prepared by the Joint Standards Australia/
Standards New Zealand Committee OB-007, Risk Management
as a revision of AS/NZS 4360:1999, Risk management. It
provides a generic framework for establishing the context,
identifying, analysing, evaluating, treating, monitoring and
communicating risk.

This revised Standard incorporates the insights gained through
the application of the 1999 edition, and current thinking on risk
management.

Some of the changes from the 1999 edition include—

e greater emphasis on the importance of embedding risk
management practices in the organization’s culture and
processes;

e greater emphasis on the management of potential gains as
well as potential losses; and

e moving and expanding indicative examples into a new
handbook.

HB 436, Risk Management  Guidelines—Companion  to
AS/NZS 4360:2004 contains  specific guidance on the
implementation of the Standard. The two documents are
intended to be used together.

In addition, Standards Australia and Standards New Zealand
have published a range of handbooks on the way the risk
management process can be applied in a variety of sectors and a
range of subject areas.
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Foreword

Risk management involves managing to achieve an appropriate
balance between realizing opportunities for gains while
minimizing losses. It is an integral part of good management
practice and an essential element of good corporate governance.
It is an iterative process consisting of steps that, when
undertaken in sequence, enable continuous improvement in
decision-making and facilitate continuous improvement in
performance.

Risk management involves establishing an appropriate
infrastructure and culture and applying a logical and systematic
method of establishing the context, identifying, analysing,
evaluating, treating, monitoring and communicating risks
associated with any activity, function or process in a way that
will enable organizations to minimize losses and maximize
gains.

To be most effective, risk management should become part of an
organization's culture. It should be embedded into the
organization's philosophy, practices and business processes
rather than be viewed or practiced as a separate activity. When
this is achieved, everyone in the organization becomes involved
in the management of risk.

Although the concept of risk is often interpreted in terms of
hazards or negative impacts, this Standard is concerned with risk
as exposure to the consequences of uncertainty, or potential
deviations from what is planned or expected. The process
described here applies to the management of both potential gains
and potential losses.

Organizations that manage risk effectively and efficiently are
more likely to achieve their objectives and do so at lower overall
cost.
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1 Scope and general

1.1 Scope and application

This Standard provides a generic guide for managing risk. This
Standard may be applied to a very wide range of activities,
decisions or operations of any public, private or community
enterprise, group or individual. While the Standard has very
broad applicability, risk management processes are commonly
applied by organizations or groups and so, for convenience, the
term ‘organization’ has been used throughout this Standard.

This Standard specifies the elements of the risk management
process, but it is not the purpose of this Standard to enforce
uniformity of risk management systems. It is generic and
independent of any specific industry or economic sector. The
design and implementation of the risk management system will
be influenced by the varying needs of an organization, its
particular objectives, its products and services, and the processes
and specific practices employed.

This Standard should be applied at all stages in the life of an
activity, function, project, product or asset. The maximum
benefit is usually obtained by applying the risk management
process from the beginning. Often a number of discrete studies
are carried out at different times, and from strategic and
operational perspectives.

The process described here applies to the management of both
potential gains and potential losses.

1.2 Objective

The objective of this Standard is to provide guidance to enable
public, private or community enterprises, groups and individuals
to achieve—

e a more confident and rigorous basis for decision-making and
planning;

e Dbetter identification of opportunities and threats;

e gaining value from uncertainty and variability;
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e pro-active rather than re-active management;
e more effective allocation and use of resources;

e improved incident management and reduction in loss and the
cost of risk, including commercial insurance premiums;

e improved stakeholder confidence and trust;
e improved compliance with relevant legislation; and

e Dbetter corporate governance.

1.3 Definitions

1.3.1

1.3.2

1.3.3

1.3.4

1.3.5

For the purpose of this Standard, the definitions below apply.

Consequence

outcome or impact of an event (1.3.4)
NOTE 1: There can be more than one consequence from one event.
NOTE 2: Consequences can range from positive to negative.

NOTE 3: Consequences can be expressed qualitatively or
quantitatively.

NOTE 4: Consequences are considered in relation to the achievement
of objectives.

Control
an existing process, policy, device, practice or other action that
acts to minimize negative risk or enhance positive opportunities

NOTE: The word ‘control’ may also be applied to a process designed
to provide reasonable assurance regarding the achievement of
objectives.

Control assessment

systematic review of processes to ensure that controls (1.3.2)
are still effective and appropriate

NOTE: Periodic line management review of controls is often called
‘control self assessment’.

Event

occurrence of a particular set of circumstances
NOTE 1: The event can be certain or uncertain.

NOTE 2: The event can be a single occurrence or a series of
occurrences.

(ISO/IEC Guide 73, in part)

Frequency

A measure of the number of occurrences per unit of time.
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Hazard
a source of potential harm

(ISO/IEC Guide 51, in part)

Likelihood

used as a general description of probability or frequency
NOTE: Can be expressed qualitatively or quantitatively.

Loss

any negative consequence (1.3.1) or adverse effect, financial or
otherwise

Monitor

to check, supervise, observe critically or measure the progress of
an activity, action or system on a regular basis in order to
identify change from the performance level required or expected

Organization

group of people and facilities with an arrangement of
responsibilities, authorities and relationships

EXAMPLE: Includes company, corporation, firm, enterprise,
institution, charity, sole trader, association, or parts or combination
thereof.

NOTE 1: The arrangement is generally orderly.

NOTE 2: An organization can be public or private.

NOTE 3: This definition is valid for the purposes of quality

management system standards. The term ‘organization’ is defined
differently in ISO/IEC Guide 2.

(AS/NZS ISO 9000)

Probability

a measure of the chance of occurrence expressed as a number
between 0 and 1

NOTE 1: ISO/IEC Guide 73 defines probability as the ‘extent to which
an event (1.3.4) is likely to occur’

NOTE 2: ISO 3534-1:1993, definition 1.1, gives the mathematical
definition of probability as ‘a real number in the scale 0 to 1 attached
to a random event’. It goes on to note that probability ‘can be related
to a long-run relative frequency of occurrence or to a degree of belief
that an event will occur. For a high degree of belief, the probability is
near 1.

NOTE 3: ‘Frequency’ or ‘likelihood’ rather than ‘probability’ may be
used in describing risk (1.3.13).

Residual risk

risk (1.3.13) remaining after implementation of risk
treatment (1.3.26)

NOTE: See ISO/IEC Guide 51 for safety related applications.
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1.3.13 Risk

the chance of something happening that will have an impact on
objectives

NOTE 1: A risk is often specified in terms of an event or circumstance
and the consequences that may flow from it.

NOTE 2: Risk is measured in terms of a combination of the
consequences of an event (1.3.4) and their likelihood (1.3.7).

NOTE 3: Risk may have a positive or negative impact.
NOTE 4: See ISO/IEC Guide 51, for issues related to safety.

1.3.14 Risk analysis

systematic process to understand the nature of and to deduce the
level of risk

NOTE 1: Provides the basis for risk evaluation and decisions about
risk treatment.

NOTE 2: See ISO/IEC Guide 51 for risk analysis in the context of
safety.
1.3.15 Risk assessment

the overall process of risk identification (1.3.19), risk analysis
(1.3.14) and risk evaluation (1.3.18), refer to Figure 3.1

1.3.16 Risk avoidance

a decision not to become involved in, or to withdraw from, a
risk (1.3.13) situation

1.3.17 Risk criteria

terms of reference by which the significance of risk (1.3.13) is
assessed

NOTE: Risk criteria can include associated cost and benefits, legal and
statutory requirements, socioeconomic and environmental aspects, the
concerns of stakeholders (1.3.27), priorities and other inputs to the
assessment.

1.3.18 Risk evaluation

process of comparing the level of risk (1.3.13) against risk
criteria (1.3.17)

NOTE 1: Risk evaluation assists in decisions about risk treatment.

NOTE 2: See ISO/IEC Guide 51 for risk evaluation in the context of
safety.

1.3.19 Risk identification

the process of determining what, where, when, why and how
something could happen

1.3.20 Risk management

the culture, processes and structures that are directed towards
realizing potential opportunities whilst managing adverse effects
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Risk management process

the systematic application of management policies, procedures
and practices to the tasks of communicating, establishing the
context, identifying, analysing, evaluating, treating, monitoring
and reviewing risk (1.3.13)

Risk management framework
set of elements of an organization’s (1.3.10) management
system concerned with managing risk (1.3.13)

NOTE 1: Management system elements can include strategic planning,
decision making, and other strategies, processes and practices for
dealing with risk.

NOTE 2: The culture of an organization is reflected in its risk
management system.

Risk reduction

actions taken to lessen the likelihood (1.3.7), negative
consequences (1.3.1), or both, associated with a risk (1.3.13)

Risk retention

acceptance of the burden of loss, or benefit of gain, from a
particular risk (1.3.13)

NOTE 1: Risk retention includes the acceptance of risks that have not
been identified.

NOTE 2: The level of risk retained may depend on risk
criteria (1.3.17).

(ISO/IEC Guide 73, in part)

Risk sharing
sharing with another party the burden of loss, or benefit of gain
from a particular risk (1.3.13)

NOTE 1: Legal or statutory requirements can limit, prohibit or
mandate the sharing of some risks.

NOTE 2: Risk sharing can be carried out through insurance or other
agreements.

NOTE 3: Risk sharing can create new risks or modify an existing risk.

Risk treatment
process of selection and implementation of measures to modify
risk (1.3.13)

NOTE 1: The term ‘risk treatment’ is sometimes used for the measures
themselves.

NOTE 2: Risk treatment measures can include avoiding, modifying,
sharing or retaining risk.

(ISO/IEC Guide 73, in part)
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