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PREFACE

This Standard was prepared by Standards Australia/Standards New Zealand Committee
OB-007, Risk Management to assist organizations maintain continuity of their business
through effective management of disruption-related risk. This will thereby enhance an
organization’s resilience and can create strategic and tactical advantage in uncertain and
volatile environments.

The approach to managing disruption-related risk described in this Standard (which
incorporates concepts often described as ‘Business Continuity Management’ or ‘BCM”) is
through application of AS/NZS ISO 31000:2009, Risk management—Principles and
guidelines. Particular emphasis is given to disruptive events of such scale as to otherwise be
beyond the capability of an organization’s normal management system to cope with.

Managing this type of risk effectively requires a deep understanding of the organization’s
objectives, its operating environment and its dependencies.

The provisions of this Standard should be an integral part of the organization’s plan for risk
management. They will help reduce the occurrence and scale of events that could cause
disruption as well as equipping the organization with the capacity to—

(a) stabilize any disruptive effects as soon as possible;

(b) continue and/or quickly resume those operations that are most critical to the
organization’s objectives;

(c) expedite a return to normal operations and a full recovery;
(d) capitalize on any opportunities created by the event; and
(e) assume additional risk with confidence.

The term ‘informative’ has been used in this Standard to define the application of the
appendix to which it applies. An ‘informative’ appendix is only for information and
guidance.
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FOREWORD

All organizations must deal with change in the environments in which they operate. This
may relate to changing stakeholder expectations, new strategies adopted by competitors,
emerging technologies, changes in staff, availability of finance and the requirements of new
legislation. Change is a constant and is best dealt with proactively rather than reactively.

To maintain business continuity, which is a core obligation of good governance,
organizations must therefore anticipate and adapt to such changes to avoid either abrupt or
progressive failure.

Ensuring business continuity requires a variety of conventional management techniques
such as strategic and business planning, continual development of products and services,
retaining and acquiring customers, recruiting new staff, raising finance, acquiring
technologies and constant attention to quality and efficiency.

However, ensuring business continuity also requires effective management of the
organization’s risks, including the risks that arise from the possibility of disruptive events.
Managing this particular risk to business continuity is the focus of this Standard.

AS/NZS IS0 31000

AS/NZS ISO 31000:2009, Risk management—Principles and guidelines is a globally
accepted standard for managing all forms of risk.

It advocates that all risks should be managed in an integrated way, supported by an
effective framework that sets policy, demonstrates commitment, provides resources,
allocates responsibilities and constantly checks progress. It articulates principles for
managing risk and also describes the same generic process for managing risks that, since
AS/NZS 4360, Risk management, was first published in 1995, has been applied by
organizations of all types in Australia and New Zealand.

The interrelationship of these elements of AS/NZS ISO 31000 (principles, framework and
process) is illustrated in Figure 1.

AS/NZS 5050:2010

This Standard explains how to apply AS/NZS ISO 31000:2009 to disruption-related risks. It
includes detailed guidance particular to the features of these risks and to the risk
management framework through which they are managed.

The Standard therefore includes a methodology for determining how disruption can affect
the continuity of the organization’s business and the likelihood of those effects being
experienced. This requires a deep understanding of the operating environment as well as a
detailed grasp of the organization’s objectives and risks. Particular attention is given to
those activities, resources, processes and dependencies that are most critical.
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FIGURE 1 PRINCIPLES, FRAMEWORK AND PROCESS

The Standard recognizes that some potentially disruptive events may exceed, for some time
anyway, the capacity of routine management methods and structures. It therefore explains
how to prepare for this by building contingent capacity into the management framework and
preparing contingency plans. This allows the organization to quickly change the mode of
operations to help ensure business continuity despite occurrence of a potentially disruptive
event. Such contingent capacity and plans enable management to quickly focus on
stabilizing the situation and maintaining or resuming the most critical functions while still
working in a planned way towards eventual restoration of routine operations and full
achievement of objectives.

Unlike other guidelines and standards in Australia, New Zealand and elsewhere in the world
that address disruption-related risk, AS/NZS 5050 does not limit its consideration of risk
treatments to those that only apply once a potentially disruptive event has occurred. It also
emphasises that ensuring business continuity in an efficient manner requires consideration
of treatments that will reduce the occurrence and scale of events that could cause
disruption. Such treatments should be part of the mix of risk treatments because the
generally preferable path is not to be disrupted.

Even so, disruptions can sometimes create opportunities. The Standard advocates watching
for and being in a position to exploit such possibilities. It also reminds organizations that
the cumulative effect of small events, as well as large events can either cause or contribute
to the severity of disruption—again emphasising the importance of deep and systematic
thinking.

This  Standard adopts the defined expressions of AS/NZSISO 31000 and
ISO Guide 73:2009 Risk management—Vocabulary. AS/NZS 5050 also uses expressions
and language that have become familiar to those who work in this field where this is
logical, and consistent with plain English. Together with a few additional definitions, this
document standardizes the language used by those managing this type of risk and those
managing other risks. This is particularly important if organizations are to succeed in the
very important goal of an integrated approach to management of all types of risk.
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The Standard includes a Section (5) for those organizations that wish to, or are required to,
demonstrate formally that their framework and processes for managing disruption-related
risk are able to meet the characteristics of management systems as described in
ISO Guide 72'. Section 5 does not introduce any additional or different requirements for
managing risk.

Figure 2 provides a sense of the relationships between the several areas of focus for
managing disruption-related risk.

Before an event, there are opportunities to implement proactive controls that can make
potentially disruptive events less frequent or severe, as well as making preparations for
contingent controls that are activated once an event commences. These latter controls are
aimed at reducing the scale and effects of disruption, returning to routine operations and a
full recovery as soon as possible and seizing any opportunities that may arise.

The pre-event preparations include regular maintenance and exercising of the contingency
plans and contingent capabilities that enable the organization to respond to the event in a
practical and effective way, and transition back to routine management in a planned and
controlled manner.
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FIGURE 2 RELATIONSHIP OF TREATMENTS FOR DISRUPTION-RELATED RISK
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Other Benefits Of Managing Disruption-Related Risk Effectively

In contributing to maintaining business continuity, managing disruption-related risk also
helps organizations to—

(a) demonstrate to internal and external stakeholders, their dependability and good
governance;

(b) better understand their own business—sometimes thereby revealing opportunities to
improve efficiency, governance and treatment of other risks;

(c) protect and advance brand value;

(d) protect the customer base and market share;

(e) have the confidence to accept further risk; and

(f) remain compliant with relevant legislative or other obligations.

The process of assessing and treating disruption-related risk can in itself contribute to or
improve the adaptive capacity of the organization (i.e. its resilience). This occurs through—

(i) increasing awareness of the potential for disruption;

(ii) developing general skills as well as specific capacities which facilitate operating in a
non-standard mode; while

(iii) maintaining a strong focus on objectives and critical activities.
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STANDARDS AUSTRALIA/STANDARDS NEW ZEALAND

Australian/New Zealand Standard
Business continuity—Managing disruption-related risk

SECTION 1 SCOPE AND GENERAL

1.1 SCOPE

The Standard describes the application of the principles, framework and process for risk
management, as set out in AS/NZS ISO 31000:2009, to disruption-related risk. Mapaging
such risk effectively will help maintain continuity of an organization’s business . The
approach has drawn on, but of necessity goes beyond, many of the concepts that in the past
may have been described as ‘Business Continuity Management’ or ‘BCM”.

The Standard also includes, in Section 5, a schedule of requirements for those organizations
seeking or required to demonstrate that their framework and processes for managing
disruption-related risk are able to meet the characteristics of management systems as
described in ISO Guide 72.

As is the case with AS/NZS ISO 31000, this Standard is applicable to all forms of
organization .

1.2 REFERENCED DOCUMENTS
The following documents have been referenced in this Standard.

AS/NZS ISO
9000 Quality management systems—Fundamentals and vocabulary

31000 Risk Management—Principles and guidelines

ISO
Guide 72 Guidelines for the justification and development of management system
standards

Guide 73 Risk management—Vocabulary

1.3 DEFINITIONS

For the purpose of this Standard, the following definitions apply.
1.3.1 Activation

Process whereby all or a portion of a plan is put into effect.

1.3.2 Assurance

Process involving monitoring and review that increases confidence and likelihood that
planned objectives will be achieved.

1.3.3 Audit

Process of systematic review against pre-determined criteria.

2 ‘Business’ refers to the structure, processes and systems that organizations deploy to achieve their

objectives.

> An ‘organization’ is any entity with objectives. Documents
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NOTES:

1  Whether conducted by internal or external sources, the independence of an audit is
determined by the status of the engaging party.

2 The result of an audit will be an assessment against the initial criteria and it will usually
provide suggestions for system improvements based on what the auditors have observed.

1.3.4 Business impact analysis (BIA)

Detailed risk analysis that examines the nature and extent of disruptions and the likelihood
of the resulting consequences.

NOTE: May include consideration of the organization’s business functions, people, processes,
infrastructure, resources, information, interdependencies and the nature and extent of capability
loss over time.

1.3.5 Business function

Single process or combination of processes contributing to a final definable output or
objective.

NOTES:

1 A business function may be a single structural unit of the organization, or may require
activity across several structural units.

2 A single structural unit may have responsibility for one or more business functions.
3 A function may be performed by an outsourced or third party provider.

4  May also be referred to as ‘business activity’.
1.3.6 Capability

Ability and capacity of people, functions, processes and/or infrastructure to undertake
required actions or activities.

4
1.3.7 Communication and consultation

Continual and iterative processes that an organization conducts to provide, share or obtain
information, and engage in dialogue with stakeholders regarding the management of
disruption-related risk.

Consultation is a process which impacts on a decision through influence rather than power:
an input to decision-making, not joint decision-making.
NOTES:

1 The information can relate to the existence, nature, form, likelihood, significance, evaluation,
acceptability and treatment of disruption-related risk.

2 Consultation is a two-way process of informed communication between an organization and
its stakeholders on an issue prior to making a decision or determining a course of action.

1.3.8 Contingency plan

Any plan of action that allows an organization to respond to events should they occur.
NOTES:

1 This includes all plans that deal with stabilization, continuity of critical business functions
and recovery.

2 Some types of contingency plans may have been described by terms such as ‘business
continuity plan’ and ‘disaster recovery plan’.
1.3.9 Contingent capability
Supplementary resources provided specifically to enable an organization to respond to
events should they occur.
NOTE: May be required to make a contingency plan viable.
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1.3.10 Control

Measure that is modifying risk.
NOTES:
1 Controls include any process, policy, device, practice, or other actions which modify risk.

2 Controls may not always exert the intended or assumed modifying effect.
6
1.3.11 Consequence

Outcome of an event affecting objectives.
NOTES:
1 An event can lead to a range of consequences.

2 A consequence can be certain or uncertain and can have positive or negative effects on
objectives.

3 Consequences can be expressed qualitatively or quantitatively.

4 Initial consequences can escalate through knock-on effects.
1.3.12 Cerisis

Situation that is beyond the capacity of normal management structures and processes to deal
with effectively.

NOTE: A crisis may require significant diversion of management time, attention and resources
away from normal, routine operations to respond to the situation.

1.3.13 Critical business function

A business function or part thereof identified as essential for survival of the organization
and achievement of its critical objectives.

NOTE: A business function which has the effect of protecting critical interests of the community
or another stakeholder to which a duty is owed, may qualify as a critical business function

1.3.14 Critical objectives

Objectives that must be achieved during a period of disruption.

NOTE: Critical objectives may reflect the requirements of external stakeholders.
1.3.15 Disruption-related risk
Risk arising from the possibility of disruptive events.
1.3.16 Establishing the context7

Defining the external and internal parameters to be taken into account when managing
disruption-related risk and setting the scope and risk criteria for the BCM policy.

1.3.17 Event

Occurrence or change of a particular set of circumstances.

NOTES:

1 An event can be one or more occurrences, and can have several causes.
An event can consist of something not happening.

An event can sometimes be referred to as an ‘incident’ or ‘accident’.

W

An event without consequences may also be referred to as a ‘near miss’, ‘incident’, ‘near hit’,
or ‘close call’.

> ISO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.1.1.

®  1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.6.1.3.

7 Adapted from ISO Guide 73:2009, Risk Management—Vocabulary, definition 3.3.1.

$ 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.5.1.3. Documents
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9
1.3.18 External context

External environment in which the organization seeks to achieve its objectives.
NOTE: External context can include—

(a)  the cultural, social, political, legal, regulatory, financial, technological, economic, natural
and competitive environment, whether international, national, regional or local; key drivers
and trends having impact on the objectives of the organization; and

(b)  relationships with, and perceptions and values of external stakeholders.
1.3.19 Infrastructure

Physical assets and technologies that support an organization.
NOTES:

1 This includes installations, utilities, plant, facilities, structures, installations and technology
controlled or used by an organization.

2 For communities, this may include the built environment.
10
1.3.20 Internal context

Internal environment in which the organization seeks to achieve its objectives.
NOTE: Internal context can include—
(a)  governance, organizational structure, roles and accountabilities;
(b) policies, objectives, and the strategies that are in place to achieve them;

(c)  the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people,
processes, systems and technologies);

(d) information systems, information flows and decision-making processes (both formal and
informal);

(e)  relationships with, and perceptions and values of, internal stakeholders;
(f)  the organization’s culture;
(g) standards, guidelines and models adopted by the organization; and

(h)  form and extent of contractual relationships.
1
1.3.21 Likelihood

Chance of something happening.
NOTES:

1 This Standard uses the word ‘likelihood’ to refer to the chance of something happening,
whether defined, measured or determined objectively or subjectively, qualitatively or
quantitatively and described using general terms or mathematically (such as a probability or a
frequency over a given time period).

2 The term ‘likelihood’ does not have a direct equivalent in some languages; instead, the
equivalent of the term ‘probability’ is often used. However, in English, ‘probability’ is often
narrowly interpreted as a mathematical term. Therefore, in risk management terminology,
‘likelihood’ is used with the intent that it should have the same broad interpretation as the
term ‘probability’ has in many languages other than English.

® 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.3.1.1.
19 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.3.1.2.
" 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.6.1.1. Documents
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1.3.22 Maximum acceptable outage (MAO)
Maximum period of time that an organization can tolerate the disruption of a critical
business function.

NOTES:

1 Disruption may include both the discontinuance of an activity or the inability to perform it to
an acceptable quality or with sufficient reliability.

2  Sometimes known as ‘maximum tolerable outage’ or ‘maximum tolerable period of
disruption’.
12

1.3.23 Monitoring
Continual checking, supervising, critically observing or determining the status in order to
identify change from the performance level required or expected.

NOTE: Monitoring can be applied to the framework, systems, processes and controls associated

with managing disruption-related risk.

1.3.24 Mutual aid

Formalized and documented reciprocal arrangements between two or more organizations
providing for unilateral, bilateral or multilateral assistance in specified circumstances.

1.3.25 Recovery

Actions taken following the commencement of a disruptive event to return the organization
to routine management.

NOTE: The organization may choose to recover to the pre-disruption state or to a different state.
1.3.26 Recovery Time Estimate (RTE)

Estimated period of time required to restore a particular level of functionality after taking
into account any uncertainties.

NOTE: The period is measured from the commencement of the restoration activity and not from

the commencement of the disruptive event.
13

1.3.27 Resilience

Adaptive capacity of an organization in a complex and changing environment.

NOTE: Resilience is a relative expression describing one outcome of the organization’s risk
management activity. It is not a process, system or framework or other single element of an
organization.

1.328 Review
Activity undertaken to determine the suitability, adequacy and effectiveness of the subject

matter to achieve established objectives.

NOTE: Review can be applied to a risk management framework, risk management process, risk or
control.

12 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.8.2.1.
3 Adapted from ISO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.1.7.
4" 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.2.2.
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15
1.3.29 Risk

Effect of uncertainty on objectives.
NOTES:
1 An effect is a deviation from the expected, it may be positive and/or negative.

2 Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project, product,
and process).

3 Risk is often characterized by reference to potential events and consequences, or a
combination of these.

4 Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood of occurrence.

5 Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

1.3.30 Risk analysis

Process to comprehend the nature of risk and to determine the level of risk.
NOTES:
1 Risk analysis provides the basis for risk evaluation and decisions about risk treatment.

2 Risk analysis includes risk estimation.
1.3.31 Risk assessment17
Overall process of risk identification, risk analysis and risk evaluation.
1.3.32 Risk criteria"

Terms of reference against which the significance of a risk is evaluated.
NOTES:
1 Risk criteria are based on organizational objectives and external and internal context.

2 Risk criteria can be derived from standards, laws, policies and other requirements.
19
1.3.33 Risk evaluation

Process of comparing the results of risk analysis with risk criteria to determine whether the
risk and/or its magnitude is acceptable or tolerable.

NOTE: Risk evaluation assists in the decision about risk treatment.
20
1.3.34 Risk identification

Process of finding, recognizing and describing risks.
NOTES:

1 Risk identification involves the identification of risk sources, events, their causes and their
potential consequences.

2 Risk identification can involve historical data, theoretical analysis, informed and expert
opinions, and stakeholder’s needs.

21
1.3.35 Risk management

Coordinated activities to direct and control an organization with regard to risk.

5 1SO Guide 73:2009, Risk management—Vocabulary, definition 1.1.

1S 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.6.1.

7" 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.4.1.

8 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.3.1.3.

° 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.7.1.

2 1SO Guide 73:2009, Risk management—Vocabulary, definition 3.5.1.

2l 1SO Guide 73:2009, Risk management—Vocabulary, definition 2.1. Documents
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1.3.36 Risk management framework

Set of components that provides the foundations and organizational arrangements for
designing, implementing, monitoring, reviewing and continually improving risk
management throughout the organization.

NOTES:

1 The foundations include the policy, objectives, mandate and commitment to manage risk.

2 The organizational arrangements include plans, relationships, accountabilities, resources,
processes and activities.

3 The risk management framework is embedded within the organization’s overall strategic and
operational policies and practices.
2
1.3.37 Risk register

Record of information about identified risks.

NOTE: The term ‘risk log’ is sometimes used instead of ‘risk register’.
23
1.3.38 Risk source

Element which alone or in combination has the intrinsic potential to give rise to risk.
NOTE: A risk source can be tangible or intangible.

24
1.3.39 Risk treatment

Process to modify risk.
NOTES:
1 Risk treatment can involve—

(a) avoiding the risk by deciding not to start or continue with the activity that gives rise to
the risk;

(b)  taking or increasing risk in order to pursue an opportunity;
(c)  removing the risk source;

(d) changing the likelihood;

(e)  changing the consequences;

() sharing the risk with another party or parties (including contracts and risk financing);
and

(g) retaining the risk by informed decision.

2 Risk treatments that deal with negative consequences are sometimes referred to as ‘risk
mitigation’, ‘risk elimination’, ‘risk prevention’ and ‘risk reduction’.

3 Risk treatment can create new risks or modify existing risks.
1.3.40 Stabilization
Activities undertaken to limit deterioration, particularly early in a disruptive event.
1.3.41 Stakeholder

Person or organization that can affect, be affected by, or perceive themselves to be affected
by a decision or activity.

NOTE: A decision maker can be a stakeholder.

22 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.2.4.

2 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.2.4.

2 1SO Guide 73:2009, Risk Management—Vocabulary, definition 3.8.1.
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