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PREFACE

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee
IT-012, Information Systems, Security and Identification.

The objective of this Standard is to provide detailed guidance on the security aspect of the
management operation use of I'T networks, and their inter-connections. Those individuals within
an organization that are responsible for IT security in general, and IT network security in
particular, should be able to adapt the materials in AS/NZS 18028 to meet their specific
requirements.

This Standard is particularly relevant to all personnel who are involved in the planning, design
and implementation of the architectural aspects of network security (for example IT network
managers, administrators, engineers and I'T network security officers).

This Standard is identical with, and has been reproduced from ISO/IEC 18028-2:2006,
Information technology—Security techniques—IT network security—Part 2. Network security
architecture.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 18028 ’ should read ‘this Australian/New Zealand
Standard’.

(c) A full point substitutes for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to Australian or
Australian/New Zealand Standards, as follows:

Reference to International Standard Australian/New Zealand Standard

ISO AS

7498 Information processing systems— 2777  Information processing systems—
Open Systems Interconnection— Open systems interconnection—
Basic Reference Model Basic reference model

7498-2 Part 2: Security Architecture 2777.2 Part 2: Security architecture

Only international references that have been adopted as Australian on Australian/New Zealand
Standards have been listed.
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INTRODUCTION

The telecommunications and information technology industries are seeking cost-effective comprehensive
security solutions. A secure network should be protected against malicious and inadvertent attacks, and
should meet the business requirements for confidentiality, integrity, availability, non-repudiation, accountability,
authenticity and reliability of information and services. Securing a network is also essential for maintaining the
accuracy of billing or usage information as appropriate. Security capabilities in products are crucial to overall
network security (including applications and services). However, as more products are combined to provide
total solutions, the interoperability, or the lack thereof, will define the success of the solution. Security must not
only be a thread of concern for each product or service, but must be developed in a manner that promotes the
interweaving of security capabilities in the overall end-to-end security solution. Thus, the purpose of
ISO/IEC 18028 is to provide detailed guidance on the security aspects of the management, operation and use
of IT networks, and their inter-connections. Those individuals within an organization that are responsible for IT
security in general, and IT network security in particular, should be able to adapt the material in
ISO/IEC 18028 to meet their specific requirements. Its main objectives are as follows:

e in ISO/IEC 18028-1, to define and describe the concepts associated with, and provide management
guidance on, network security — including on how to identify and analyse the communications related
factors to be taken into account to establish network security requirements, with an introduction to the
possible control areas and the specific technical areas (dealt with in subsequent parts of ISO/IEC 18028);

e inISO/IEC 18028-2, to define a standard security architecture, which describes a consistent framework to
support the planning, design and implementation of network security;

e in ISO/IEC 18028-3, to define techniques for securing information flows between networks using security
gateways;

e inISO/IEC 18028-4, to define techniques for securing remote access;

e in ISO/IEC 18028-5, to define techniques for securing inter-network connections that are established
using virtual private networks (VPN).

ISO/IEC 18028-1 is relevant to anyone involved in owning, operating or using a network. This includes senior
managers and other non-technical managers or users, in addition to managers and administrators who have
specific responsibilities for Information Security (IS) and/or network security, network operation, or who are
responsible for an organization's overall security programme and security policy development.

ISO/IEC 18028-2 is relevant to all personnel who are involved in the planning, design and implementation of
the architectural aspects of network security (for example IT network managers, administrators, engineers,
and IT network security officers).

ISO/IEC 18028-3 is relevant to all personnel who are involved in the detailed planning, design and
implementation of security gateways (for example IT network managers, administrators, engineers and IT
network security officers).

ISO/IEC 18028-4 is relevant to all personnel who are involved in the detailed planning, design and
implementation of remote access security (for example IT network managers, administrators, engineers, and
IT network security officers).

ISO/IEC 18028-5 is relevant to all personnel who are involved in the detailed planning, design and

implementation of VPN security (for example IT network managers, administrators, engineers, and IT network
security officers).
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AUSTRALIAN/NEW ZEALAND STANDARD

Information technology — Security techniques — IT network
security —

Part 2:
Network security architecture

1 Scope

This part of ISO/IEC 18028 defines a network security architecture for providing end-to-end network security.
The architecture can be applied to various kinds of networks where end-to-end security is a concern and
independently of the network's underlying technology. The objective of this part of ISO/IEC 18028 is to serve
as a foundation for developing the detailed recommendations for the end-to-end network security.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture

CCITT Recommendation X.800 (1991), Security architecture for Open Systems — Interconnection for CCITT
applications

3 Terms and definitions
For the purposes of this document, the following terms defined in ISO 7498-2:1989 | CCIT Rec. X.800 apply.

31

access control

prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized
manner

3.2
data origin authentication
corroboration that the source of data received is as claimed

3.3
peer-entity authentication
corroboration that a peer entity in an association is the one claimed

3.4
availability
property of being accessible and useable upon demand by an authorized entity
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3.5
confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or processes

3.6
data integrity
property that data has not been altered or destroyed in an unauthorized manner

3.7
non-repudiation with proof of origin
security service in which the recipient of data is provided with proof of the origin of data

NOTE 1 This will protect against any attempt by the sender to falsely deny sending the data or its contents.
NOTE 2  Adapted from ISO 7498-2 | CCIT Rec. X.800.

3.8

non-repudiation with proof of delivery

security service in which the sender of data is provided with proof of delivery of data

NOTE 1 This will protect against any subsequent attempt by the recipient to falsely deny receiving the data or its
contents.

NOTE 2  Adapted from ISO 7498-2 | CCIT Rec. X.800.
3.9
privacy

right of individuals to control or influence what information related to them may be collected and stored and by
whom and to whom that information may be disclosed

4 Abbreviations

ASP Application Service Provider
ATM Asynchronous Transfer Mode

DHCP Dynamic Host Configuration Protocol

DS-3 Digital Signal level 3
IPsec IP Security protocol
MD5 Message Digest Version 5

OAM&P  Operations Administration Maintenance and Provisioning

(O] Open Systems Interconnection
PSTN Public Switched Telephone Network
PVC Permanent Virtual Circuit

SHA-1 Secure Hash Algorithm
SIP Session Initiation Protocol
SMTP Simple Mail Transfer Protocol

SONET Synchronous Optical Network
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SS7 Signalling System #7
SSL Secure Socket Layer (encryption and authentication protocol)
TLS Transport Layer Security (encryption and authentication protocol)

VLAN Virtual Local Area Network

5 Reference Architecture for network security

The Reference Architecture was created to address the global security challenges of Service Providers,
enterprises, and consumers and is applicable to wireless, optical and wire-line voice, data and converged
networks. In context of this document the word “reference” in conjuncture with the word “architecture” is used
to convey that the specification presents an example of high-level security architecture that could serve as a
base for designing more detailed security solutions for various networks. This Reference Architecture
addresses security concerns for the management, control, and use of network infrastructure, services, and
applications. The Reference Architecture provides a comprehensive, top-down, end-to-end perspective of
network security and can be applied to network elements, services, and applications in order to predict, detect,
and correct security vulnerabilities.

The Reference Architecture logically divides a complex set of end-to-end network security-related features
into separate architectural components. This separation allows for a systematic approach to end-to-end
security that can be used for planning of new security solutions as well as for assessing the security of the
existing networks.

The Reference Architecture addresses the network security needs covering following essential questions:
1. What kind of information needs to be protected?
2. What are the security risks, and what kind of protection is needed to manage these risks?
3. What are the distinct types of network activities that need to be protected?
4. What are the distinct types of network equipment and facility groupings that need to be protected?

A risk assessment should be conducted to prioritize the protection requirements and help to determine the
appropriate security measures for security architecture.

These questions are addressed by three architectural components — Security Dimensions, Security Planes
and Security Layers.

The principles described by the multifaceted Reference Architecture can be applied to a wide variety of
networks independent of the network's technology or location in the protocol stack.

The following sections describe in detail the architectural elements and their functions with respect to the
major security threats.

6 Security Dimensions

Typically within a risk management process, appropriate security measures are identified to manage or
mitigate assessed risks. The security dimensions introduce a grouping of security measures that are used to
implement particular aspects of network security. The concept of security dimensions is not limited to
networks, but is also usable in the context of application or end-user information. In addition, the Security
Dimensions apply to Service Providers or enterprises offering security services to their customers. The
Security Dimensions are: (1) Access Control, (2) Authentication, (3) Non-repudiation, (4) Data Confidentiality,
(5) Communication Flow Security, (6) Data Integrity, (7) Availability, and (8) Privacy.

Properly designed and implemented Security Dimensions support security policy that is defined for a particular
network and facilitate the rules set by the security management.
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6.1 Access Control Security Dimension

The Access Control Security Dimension provides authorization for the use of the network resources. Access
Control ensures that only authorized personnel or devices are allowed access to network elements, stored
information, information flows, services and applications. For example, Role-Based Access Control (RBAC)
provides different access levels to guarantee that individuals and devices can only gain access to and perform
operations on network elements, stored information, and information flows for which they are authorized.

6.2 Authentication Security Dimension

The Authentication Security Dimension serves to confirm the identities or other authorizing attributes of
communicating entities. Authentication ensures the validity of the claimed identities when used by
authorization or Access Control of the entities participating in communication (e.g. person, device, service or
application) and provides assurance that an entity is not attempting a masquerade or unauthorized replay of a
previous communication. Authentication methods that employ techniques based on user identification and
password pair, two-factor authentication (e.g. token), biometrics are among widely used methods.

6.3 Non-repudiation Security Dimension

The Non-repudiation Security Dimension provides technical means for preventing an individual or entity from
denying having performed a particular action related to data by making available proof of various network-
related actions (such as proof of obligation, intent, or commitment; proof of data origin, proof of ownership,
proof of resource use). It helps to ensure the availability of evidence that can be presented to a third party as
technical proof that some kind of event or action has taken place. Note, however, that non-repudiation
provided by technical means does not lead to a necessary conclusion of law. Cryptographic methods are often
used for providing non-repudiation.

6.4 Data Confidentiality Security Dimension

The Data Confidentiality Security Dimension protects data from unauthorized disclosure. Encryption is a
method often used to ensure data confidentiality. Access control lists, and file permissions are methods that
help to keep data confidential.

6.5 Communication Flow Security Dimension

The Communication Flow Security Dimension ensures that information flows only between the authorized end
points (the information is not diverted or intercepted as it flows between these end points). Security
mechanisms of Communication Flow Security Dimension do not protect against modification/corruption; this is
a function of Data Integrity. MPLS tunnels, VLANs, and VPNs are examples of technologies that can provide
communication flow security.

6.6 Data Integrity Security Dimension

The Data Integrity Security Dimension ensures the correctness or accuracy (i.e., data are only processed by
authorized processes or actions of authorized people or devices) of data. The data is protected against
unauthorized modification, deletion, creation, and replication and provides an indication of these unauthorized
activities. Hashed Message Authentication Code methods (e.g. MD5, SHA-1) often used for ensuring data
integrity.

6.7 Availability Security Dimension

The Availability Security Dimension ensures that there is no denial of authorized access to network elements,
stored information, information flows, services and applications due to events impacting the network. Disaster
recovery solutions are included in this category.
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