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PREFACE

This Standard was prepared by the Joint Standards Australia/Standards New Zealand Committee
IT-012, Information Systems, Security and Identification.

This Standard is identical with, and has been reproduced from ISO/IEC 18033-3:2005,
Information technology—Security techniques—Encryption algorithms—Part 3: Block ciphers.

The objective of this Standard is to provide the Information Security programming and
development community with clear guidance to the selection and implementation of appropriate
encryption algorithms.

This Standard is Part 3 of AS/NZS ISO/IEC 18033, Information technology—Security
techniques—Encryption algorithms, which when complete will consist of the following:

Part 1: General

Part 2: Asymmetric ciphers

Part 3: Block ciphers (this Standard)
Part 4: Stream ciphers

The terms ‘normative’ and ‘informative’ are used to define the application of the annex to
which they apply. A normative annex is an integral part of a standard, whereas an informative
annex is only for information and guidance.

As this Standard is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover.

(b) In the source text ‘this part of ISO/IEC 18033’ should read ‘this Australian/New Zealand
Standard’.

(c) A full point substitutes for a comma when referring to a decimal marker.

None of the references in the source document have been adopted as Australian or
Australian/New Zealand Standards.
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AUSTRALIAN/NEW ZEALAND STANDARD

Information technology — Security techniques — Encryption
algorithms —

Part 3:
Block ciphers

1 Scope
This part of ISO/IEC 18033 specifies block ciphers. A block cipher maps blocks of n bits to blocks of n bits,

under the control of a key of k bits. A total of six different block ciphers are defined. They are categorized in
Table 1.

Table 1. Block ciphers specified

Block length | Algorithm name (Clause #) | Key length

64 bits TDEA 4.1) 128 or 192 bits
MISTY1 (4.2) 128 bits
CAST-128 (4.3) 1

128 bits AES (5.1) 128, 192 or 256 bits
Camellia (5.2)
SEED (5.3) 128 bits

The algorithms specified in this part of ISO/IEC 18033 have been assigned object identifiers in accordance
with ISO/IEC 9834. The list of assigned object identifiers is given in Annex B. Any changes to the specification
of the algorithms resulting in a change of functional behaviour will result in a change of the object identifier
assigned to the algorithm.

2 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

21
block
string of bits of defined length. [ISO/IEC 18033-1:2004]

NOTE - In this part of ISO/IEC 18033, the block length is either 64 or 128 bits.

2.2

block cipher

symmetric encipherment system with the property that the encryption algorithm operates on a block of
plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext. [[SO/IEC 18033-1:2004]

2.3
ciphertext
data which has been transformed to hide its information content. [ISO/IEC 9798-1:1997]

1 The key length of the original version of CAST-128 is variable from 40 bits to 128 bits. This part of ISO/IEC 18033,
however, specifies its use only with keys of 128 bits.
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key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment). [ISO/IEC 11770-1:1996]

NOTE - In all the ciphers specified in this part of ISO/IEC18033, keys consist of a sequence of bits.
25
n-bit block cipher
block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length.
[ISO/IEC 10116:1997]
2.6

plaintext
unenciphered information. [ISO/IEC 9797-1:1999]

3 Symbols

n — plaintext/ciphertext bit length for a block cipher.
Ex — encryption function with key K.

Dk — decryption function with key K.

Nr — the number of rounds for the AES algorithm, which is 10, 12 or 14 for the choices of key length 128, 192
or 256 bits respectively.

Nk — the number of 32-bit words comprising a key for the AES algorithm, which is 4, 6 or 8 for the choices of
key length 128, 192 or 256 bits respectively.

@ - the bit-wise logical exclusive-OR operation on bit-strings, i.e., if A, B are strings of the same length then
A@® Biis the string equal to the bit-wise logical exclusive-OR of A and B.

N\ —the bit-wise logical AND operation on bit-strings, i.e., if A, B are strings of the same length then A AB is
the string equal to the bit-wise logical AND of A and B.

V — the bit-wise logical OR operation on bit-strings, i.e., if A, B are strings of the same length then A VB is
the string equal to the bit-wise logical OR of A and B.

|| — concatenation of bit strings.

o — finite field multiplication.

<<<;—the left circular rotation of the operand by i bits.
>>>; —the right circular rotation of the operand by / bits.

x — the bitwise complement of x.

4 64-bit block ciphers

In this clause, three 64-bit block ciphers are specified; TDEA (or ‘Triple DES’) in clause 4.1, MISTY1 in
clause 4.2 and CAST-128 in clause 4.3.

Users authorized to access data that has been enciphered must have the key that was used to encipher the
data in order to decipher it. The algorithm is designed to encipher and decipher blocks of data consisting of 64
bits under control of a 128- (or 192-) bit key. Deciphering must be accomplished using the same key as for
enciphering.
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4.1 TDEA
The Triple Data Encryption Algorithm (TDEA) is a symmetric cipher that can process data blocks of 64 bits,
using cipher keys with length of 128 (or 192) bits, of which 112 (or 168) bits can be chosen arbitrarily, and the
rest may be used for error detection. The TDEA is commonly known as Triple DES (Data Encryption
Standard).

A TDEA encryption/decryption operation is a compound operation of DES encryption and decryption
operations, where the DES algorithm is specified in Annex A. A TDEA key consists of three DES keys.

4.1.1 TDEA encryption/decryption

The TDEA is defined in terms of DES operations, where E is the DES encryption operation for the key K and
Dy is the DES decryption operation for the key K.

4111 TDEA encryption

The transformation of a 64-bit block P into a 64-bit block C is defined as follows:

C=Ey (Dg, (Eg (P))-

41.1.2 TDEA decryption

The transformation of a 64-bit block C into a 64-bit block P is defined as follows:

P =Dy (EK2 (DK3 ).

4.1.2 TDEA keying options 2

This part of ISO/IEC 18033 specifies the following keying options for TDEA. The TDEA key comprises the
triple (K1, K2, K3)

1. Keying Option 1: K;, K; and Kj; are different DES keys;
2. Keying Option 2: K; and K; are different DES keys and K; = Kj.
NOTE — The option that K; = K; = Kj, the single-DES equivalent, is not recommended. Furthermore, the use

of keying option 1 is preferred over keying option 2 since it provides additional security at the same
performance level.

4.2 MISTY1

The MISTY1 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher key
with length of 128 bits.

4.2.1 MISTY1 encryption

The encryption operation is as shown in Figure 1. The transformation of a 64-bit block P into a 64-bit block C
is defined as follows (KL, KO and K/ are keys):

2The Keying Option 2 is approved only through the year 2009 by NIST.
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(1) P=Lo|l Ro
KL =KL || KL || ... || KL1o
KO = KO, || KO, || ... || KOs
Ki =Kl || Kby || ... || Kls

(2) fori=1,3, ..., 7 (increment in steps of 2 because the loop body consists of two rounds):
R,‘ = FL(L,‘_1, KL,)
L,’ = FL(R,‘.1, KL,‘+1)@ FO(R,, KO,', Kl,)

L,’+1 = R,@ FO(L,, KO,‘+1, Kli+1)

Riv1 = L;
fori=9:
R,‘ = FL(L,‘.1, KL,)

L,‘ = FL(R,'_1, KL,’+1)
() C=LollRe
4.2.2 MISTY1 decryption

The decryption operation is as shown in Figure 2, and is identical in operation to encryption apart from the
following two modifications.

(1) All FL functions are replaced by their inverse functions FL™.

(2) The order in which the subkeys are applied is reversed.

4.2.3 MISTY1 functions

The MISTY1 algorithm uses a number of functions, namely S;, Sq, FI, FO, FL and FL™, which are now defined.
4231 Function FL

The FL function is used in encryption only and is shown in Figure 3. The FL function is defined as follows
(X'and Y are data, KL is a key):

(1) X2 =X, || Xr, KL= KL || KLir
(2) YR = (XL/\ KL,‘L) ('BXR
(3) YL=X.® (YrV KLir)

4) Yo=Y, || Yr
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Plaintext Ciphertext
KL1 ! KL2 ! KL10 ! KL9 !
—> FL — FL —* FL! —* FL!
KO1,KI1 KO8,KI8
v v
>Fo<f> ><>
KO02,KI2 KO7,KI7
v v
>Fo<f> >FO<>
KL3 KL4 KL8 KL7
—> FL — FL —» FL! —* FL!
KO3,KI3 KO6,KI6
v v
>Fo<f> ><>
KO4,KI4 KO5,KI5
v v
FO a ) FO > >
g —— ——
£ KL5 KL6 KL6 KL5
S — FL — FL —* FL! —* FL!
5 KO5,KI5 KO4,KI4
= v v
B N N
% FO " FO 1
g
o KO6,KI6 KO3,KI3
2 v v
>
5 FO '/> FO > >
3
= KL7 KL8 KL4 KL3
£ — FL — FL —» FL! —* FL!
3 KO7,KI7 KO2,KI2
8 ¥ v
o D ™
5
o KO8,KI8 KO1,KI1
= v v
> N N
E FO U FO U
&
S KL9 KL10 KL2 KL1
r —» FL —» FL —> FL! —» FL!
Ll
>
Pz
o)
> | '
)]
:Z; Ciphertext Plaintext
=
) Figure 1. The Encryption Procedure Figure 2. The Decryption Procedure
3
@
8
<
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4.2.3.2 Function FL™

The FL™ function, which is the inverse to the FL function, is used in decryption only and is shown in Figure 4.
The FL™ function is defined as follows (X and Y are data, KL is a key):

(1) Y2 =Y. || Yr, KLi= KLy || KLir
Q)X =Y.® (YrV KLg)
(3) Xr= (X, AKLy) @ Yg
(4) X32 = X, || Xr
4.2.3.3 Function FO

The FO function is used in encryption and decryption, and is shown in Figure 5. The FO function is defined as
follows (X and Y are data, KO and K/ are keys):

(1) Xs2=Loll Ro
KO, = KOj || KOp || KOg || KOu, KI; = Kijs || Kl || Kli3
(2)forj=11t03:
R; = FI(Lj1 @ KOj, Klj) @ R4
Lj= Ry
(3) Y22 = (Ls® KOu) || Rs
4.2.3.4 Function FI

The FI function is used for encryption, decryption and the key schedule, and is shown in Figure 6, where
Extnd is the operation zero-extended from 7 bits to 9 bits by the concatenation of two bits on the left side, and
Trunc is the operation truncated by two bits on the left side. The FI function is defined as follows (X and Y are
data, Kl is a key):

(1) X16 = Lo (9 bits) || Ro (7 bits), Ki;j = Kl || Kljr
(2) Ry = So(Lo) ® Extnd(R,)

(3) L1 =Ro

(4) R, = S7 (L4) @ Trunc(Ry) @ Kl

(5) L= R1® Kljr

(4) Rs = So(Ly) ® Extnd(Ry)

B)Ls=R,

(6) Yie=Ls || Rs
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XL le Xr
KL |
A

Y

OV

YvL l 5732 YR

Figure 3. The Function FL

LX&Z

Lo Ko
KOi _%9

Kl _p| FI

K 012
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K FI
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Kls _p FI

KOi

4_
&

Figure 5. The Function FO
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Yas
Yz Yr

KLir

KL v
AP
XL LAXZ’;Z XH
Figure 4. The Function FL™
LXw
Lo P()
So
Extnd
S
Trunc
Kl 634_ Kljr
So
Extnd

LYM;

Figure 6. The Function FI
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4.2.3.5

Lookup Tables S; and Sy

Sy is a bijective lookup table that accepts a 7-bit input and yields a 7-bit output. Sy is a bijective lookup table
that accepts a 9-bit input and yields a 9-bit output. Tables 2 and 3 define these lookup tables in a hexadecimal
form. S; and Sy can be also described in a simple algebraic form over GF(2) as shown in Clause C.1.

For example, if the input to S; is {53}, then the substitution value would be determined by the intersection of
the row with index ‘5’ and the column with index ‘3’ in Table 2. This would result in S; having a value of {57}.

Full document details: AS NZS ISO |IEC 18033.3-2006

Table 2. S;
0 1 2 3 4 5 6 7 8 9 a b ¢ d e f£

0 | 1b 32 33 5a 3b 10 17 54 5b la 72 73 6b 2c 66 49

1| 1f 24 13 6¢c 37 2e 3f 4a 5d 0f 40 56 25 51 1lc 04

2 | 0b 46 20 0d 7b 35 44 42 2b 1le 41 14 4b 79 15 6f

3 ] 0e 55 09 36 74 Oc 67 53 28 0a 7e 38 02 07 60 29

4 [ 19 12 65 2f 30 39 08 68 5f 78 2a 4c 64 45 75 3d

5159 48 03 57 7c 4f 62 3c 1d 21 5e 27 6a 70 4d 3a
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4.2.4 MISTY1 key schedule

The key scheduling part accepts a 128-bit key K and yields another 128-bit subkey K, as shown below.
The figure of the key scheduling part is described in Figure 7.

The key scheduling operation is thus defined as follows.

(M K=K | K2 |l Ks | Ka || Ks || Ke || K7 || Ks

g @2)fori=1t07:
s
5 K= FI(K; Kiv1)
E
3 (3) K’s = FI(Ks, K1)
8
8 @)K =K1 || K2 || K3 || Ka |l K5 || Ks || K7 || K’s
(o))
E (5) KOj = Ki, KO = Kisz, KOsz = Kisz, KOs = Kisa, Klit = K'iss, Klip = K'in1, Klig = K'is,
% KL,‘L = K(,'+1)/2 (Odd I) or K(,'/z)...z (even I), KL,’R =K’ (i+1)/2+6 (Odd I) or K’(i/2)+4 (even I)
5
g
<
% K K, Ks K, Ks Ks Kz Ks
S
g v v v v v v v
g Fl Fl Fl Fl Fl Fl Fl Fl <«
<
o
o
-
>-
=
% K1 ’ K27 K3’ K4’ K5’ KG’ K77 Kg’
>
Z
o)
T
2
z Figure 7. MISTY1 Key Scheduling
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4.3 CAST-128

The CAST-128 algorithm is a symmetric block cipher that can process data blocks of 64 bits, using a cipher
key with length of 128 bits under 16 rounds.

4.3.1 CAST-128 encryption
The transformation of a 64-bit block P into a 64-bit block C is defined as follows (Km and Kr are keys):
(MP=L |l Ro
(2) fori=1to 16:
Li=Ri4
Ri= L1 @ f(Ri.1,Km;,Kr;)
(3) C=Riue |l L1s
4.3.2 CAST-128 decryption

The decryption operation is identical to the encryption operation given above, except that the rounds (and
therefore the subkey pairs) are used in reverse order to compute (Lg, Ro) from (R+s, L16)-

4.3.3 CAST-128 functions

4.3.3.1 Pairs of Round Keys
CAST-128 uses a pair of subkeys per round: a 32-bit quantity Km is used as a "masking" key and a 5-bit
quantity Kris used as a "rotation" key.

4.3.3.2 f-functions

Three different round functions are used in the encryption and decryption operations, depending on the round
number. The rounds are as follows (where "D" is the data input to the f function and "/a" - "Id" are the most
significant byte through least significant byte of /, respectively).

Type 1: I = ((Km; + D) <<<; Kry)

f = ((81[Ial] @ S2[Ib]) - S3[Icl) + S4[Id]
Type 2: I = ((Km;y ® D) <<<; Kry)

f = ((S1[Ial - S2[Ib]) + S3[Ic]) @ S4[Id]
Type 3: I = ((Kmy - D) <<<; Krj)

f = ((S1[Ial + S2[Ib]) @ S3[Icl) - S4[Id]

Rounds 1, 4, 7, 10, 13, and 16 use f function Type 1.

Rounds 2, 5, 8, 11, and 14 use f function Type 2.
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Rounds 3, 6, 9, 12, and 15 use f function Type 3.

43.3.3

Substitution Boxes

Eight substitution boxes are used: s-boxes S1, S2, S3, and S4 are round function s-boxes; S5, S6, S7, and S8
are key schedule s- boxes.
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5715f6b7 ef3478dd f267616f cl48cbed4 9052815e 5e4l10fab b48a2465
e87b40e4 e98eal084 5889e9el efd390fc dd07d35b db485694 38d7e5b2
730edebc 5b643113 94917e4f 503c2fba 646£1282 7523d24a e0779695
7a5b2121 d187b896 29263a4d ba510cdf 81f47c9f adlle3led ea7b5965
11403092 00da6d77 4al0cddel adlf4603 605bdfb0 9eedc364 22ebe6a8
ale736a0 5564a6b9 10853209 c7eb8f37 2de705ca 8951570f df09822b
aal2e4f2 87451c0f eOf6a27a 3ada4819 4cfl764f 0d771c2b 67cdbl5e6
5938fal0f 42399ef3 36997b07 0e84093d 4aa93e61l 8360d87b 1fa98bolc
e97625a5 0614d1b7 0e25244b 0c768347 589e8d82 0d2059d1 a4e66bble
04£19130 babedecO 99265164 1lee7230d 50b2ad80 eaee6801 8db2a283

4.3.4 CAST-128 key schedule

151682eb
71873054
42cbda70
33d3cddc
398feb7c
acf3ebc3
2eda7fa4
57720101
f9cl7a8f
1la00726e
cee7d28a
bdée9laé6c
35048384
1149382c
£8da0a82
ea8bf59%e

Let the 128-bit key be x0x1x2x3x4x5x6x7x8x9xAxBxCxDxExF, where x0 represents the most significant byte

and xF represents the least significant byte, and z0..zF be intermediate (temporary) bytes.

The subkeys are formed from the key x0x1x2x3x4x5x6x7x8x9xAxBxCxDxEXxF as follows.

20212223 = x0x1x2x3 @ S5[xD] @ S6[xF] & S7[xC] & S8[xE] ® S7[x8]
z4z5z6z7 = x8x9xAxB ® S5[z0] @ S6[z2] @ S7[z1] ® S8[z3] ® S8[xA]
z8z9zAzB = xCxDXExF @ S5[z7] ® S6[z6] ® S7[z5] ® S8[z4] @ S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] @ S8[z8] @ S6[xB]
K1 = S5[z8] @ S6[z9] ® S7[z7] ® S8[z6] ® S5[z2]

K2 = S5[zA] @ S6[zB] ® S7[z5] ® S8[z4] ® S6[z6]

K3 = S5[zC] @ S6[zD] @ S7[z3] ® S8[z2] ® S7[z9]

K4 = S5[zE] @ S6[zF] ® S7[z1] ® S8[z0] ® S8[zC]

x0x1x2x3 = z8z9zAzB ® S5[z5] @ S6[z7] ® S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 ® S5[x0] ® S6[x2] @ S7[x1] ® S8[x3] ® S8[z2]
X8XIXAXB = z4z5z6z7 ® S5[x7] @ S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] @ S6[x9] ® S7[xB] @ S8[x8] ® S6[z3]
K5 = S5[x3] @ S6[x2] ® S7[xC] ® S8[xD] ® S5[x8]

K6 = S5[x1] ® S6[x0] ® S7[XE] ® S8[xF] ® S6[xD]
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K7 = S5[x7] @ S6[x6] ® S7[x8] ® S8[x9] & S7[x3]

K8 = S5[x5] @ S6[x4] ® S7[xA] ® S8[xB] ® S8[x7]

z0z1z2z3 = x0x1x2x3 ® S5[xD] ® S6[xF] @ S7[xC] ® S8[xE] ® S7[x8]
z4z5z6z7 = x8x9xAxB ® S5[z0] @ S6[z2] ® S7[z1] ® S8[z3] ® S8[xA]
z8z9zAzB = xCxDXExF @ S5[z7] ® S6[z6] ® S7[z5] @ S8[z4] @ S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] @ S6[xB]
K9 = S5[z3] ® S6[z2] @ S7[zC] ® S8[zD] ® S5[z9]

K10 = S5[z1] ® S6[z0] ® S7[zE] ® S8[zF] ® S6[zC]

K11 = S5[z7] ® S6([z6] ® S7[z8] ® S8[z9] ® S7[z2]

K12 = S5[z5] ® S6[z4] ® S7[zA] ® S8[zB] ® S8|[z6]

x0x1x2x3 = z8z9zAzB ® S5[z5] ® S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 @ S5[x0] ® S6[x2] ® S7[x1] @ S8[x3] ® S8[z2]
Xx8X9XAXB = 24752627 ® S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] @ S6[x9] ® S7[xB] ® S8[x8] @ S6[z3]
K13 = S5[x8] ® S6[x9] ® S7[x7] ® S8[x6] & S5[x3]

K14 = S5[xA] @ S6[xB] @ S7[x5] ® S8[x4] ® S6[x7]

K15 = S5[xC] ® S6[xD] ® S7[x3] ® S8[x2] ® S7[x8]

K16 = S5[xE] @ S6[xF] ® S7[x1] & S8[x0] ® S8[xD]

[The remaining half is identical to what is given above, carrying on from the last created x0..xF to generate
keys K17 - K32.]

z0z1z2z3 = x0x1x2x3 @ S5[xD] @ S6[xF] @ S7[xC] @ S8[xE] ® S7[x8]
z47526z7 = x8x9xAxB @ S5[z0] ® S6[z2] @ S7[z1] ® S8[z3] ® S8[xA]
z829zAzB = xCxDXExF ® S5[z7] @ S6[z6] @ S7[z5] ® S8[z4] & S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] ® S6[z9] @ S7[zB] ® S8[z8] @ S6[xB]
K17 = S5[z8] @ S6[z9] ® S7[z7] ® S8[z6] ® S5[z2]

K18 = S5[zA] ® S6[zB] ® S7[z5] ® S8[z4] ® S6[z6]

K19 = S5[zC] & S6[zD] & S7[z3] ® S8[z2] ® S7[z9]

K20 = S5[zE] @ S6[zF] @ S7[z1] ® S8[z0] @ S8[zC]

X0x1x2x3 = z8z9zAzB ® S5[z5] ® S6[z7] ® S7[z4] ® S8[z6] ® S7[z0]
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x4x5x6x7 = z0z1z2z3 ® S5[x0] ® S6[x2] ® S7[x1] @ S8[x3] ® S8[z2]
X8X9IXAXB = z4z5z6z7 ® S5[x7] ® S6[x6] @ S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF @ S5[xA] ® S6[x9] ® S7[xB] @ S8[x8] ® S6[z3]
K21 = S5[x3] ® S6[x2] ® S7[xC] @ S8[xD] @ S5[x8]

K22 = S5[x1] @ S6[x0] ® S7[xE] ® S8[xF] ® S6[xD]

K23 = S5[x7] @ S6[x6] ® S7[x8] ® S8[x9] ® S7[x3]

K24 = S5[x5] ® S6[x4] ® S7[xA] ® S8[xB] ® S8[x7]

z0z1z2z3 = x0x1x2x3 ® S5[xD] ® S6[xF] @ S7[xC] ® S8[xE] ® S7[x8]
z4z5z6z7 = x8x9xAxB ® S5[z0] @ S6[z2] @ S7[z1] ® S8[z3] ® S8[xA]
z8z9zAzB = xCxDXExF @ S5[z7] ® S6[z6] ® S7[z5] ® S8[z4] ® S5[x9]
zCzDzEzF = x4x5x6x7 ® S5[zA] @ S6[z9] ® S7[zB] ® S8[z8] @ S6[xB]
K25 = S5[z3] @ S6[z2] ® S7[zC] ® S8[zD] @ S5[z9]

K26 = S5[z1] @ S6[z0] ® S7[zE] ® S8[zF] @ S6[zC]

K27 = S5[z7] ® S6[z6] ® S7[z8] @ S8[z9] ® S7[z2]

K28 = S5[z5] @ S6[z4] ® S7[zA] ® S8[zB] ® S8[z6]

x0x1x2x3 = z829zAzB ® S5[z5] ® S6[z7] @ S7[z4] ® S8[z6] ® S7[z0]
x4x5x6x7 = z0z1z2z3 @ S5[x0] ® S6[x2] ® S7[x1] @ S8[x3] ® S8[z2]
X8X9XAXB = z4z5z6z7 ® S5[x7] ® S6[x6] ® S7[x5] ® S8[x4] ® S5[z1]
XCxDxExF = zCzDzEzF ® S5[xA] @ S6[x9] ® S7[xB] ® S8[x8] ® S6[z3]
K29 = S5[x8] @ S6[x9] ® S7[x7] ® S8[x6] & S5[x3]

K30 = S5[xA] @ S6[xB] ® S7[x5] ® S8[x4] & S6[x7]

K31 = S5[xC] ® S6[xD] & S7[x3] ® S8[x2] & S7[x8]

K32 = S5[xE] @ S6[xF] @ S7[x1] & S8[x0] ® S8[xD]

The following step is used to create masking subkeys and rotation subkeys.
Let Kmy, ..., Kmyg be 32-bit masking subkeys (one per round).

Let Kry, ..., Kryg be 32-bit rotation subkeys (one per round); only the least significant 5 bits are used in each
round.

fori=1to 16:
Km; = K;

Kri = Kygsi
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