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Foreword

I S O  (t h e  I n t e r n a t i o n a l  O r g a n i z a t i o n  fo r  S t a n d a r d i z a t i o n)  a n d  I E C  (t h e  I n t e r n a t i o n a l  E l e c t r o t e c h n i c a l  
C o m m i s s i o n)  fo r m  t h e  s p e c i a l i z e d  s y s t e m  fo r  wo r l d w i d e  s t a n d a r d i z a t i o n .  N a t i o n a l  b o d i e s  t h a t a r e  
m e m b e r s  o f I S O  o r  I E C  p a r t i c i p a t e  i n  t h e  d e ve l o p m e n t o f I n t e r n a t i o n a l  S t a n d a r d s  t h r o u g h  t e c h n i c a l  
committees	 established	 by	 the	 respective	 organization	 to	 deal	 with	 particular	 fields	 of	 technical	
activity. 	 ISO	 and	 IEC	 technical	 committees	 collaborate	 in	 fields	 of	 mutual	 interest. 	 Other	 international	
o r g a n i z a t i o n s ,  g o ve r n m e n t a l  a n d  n o n - g o ve r n m e n t a l ,  i n  l i a i s o n  w i t h  I S O  a n d  I E C ,  a l s o  t a ke  p a r t 
i n  t h e  wo r k .

T h e  p r o c e d u r e s  u s e d  t o  d e ve l o p  t h i s  d o c u m e n t a n d  t h o s e  i n t e n d e d  fo r  i t s  fu r t h e r  m a i n t e n a n c e  a r e  
described	 in	 the	 ISO/IEC	 Directives, 	 Part	 1 . 	 In	 particular, 	 the	 different	 approval	 criteria	 needed	 for	 the	
d i ffe r e n t t y p e s  o f d o c u m e n t s h o u l d  b e  n o t e d .  T h i s  d o c u m e n t w a s  d r a ft e d  i n  a c c o r d a n c e  w i t h  t h e  e d i t o r i a l  
rules	 of	 the	 ISO/IEC	 Directives, 	 Part	 2 	 (see	 w w w . i s o  . o r g / d i r e c t i ve s  o r  w w w . i e c  . c h /  m e m b e r s  _ e x p e r t s /  
r e fd o c s) .

A t t e n t i o n  i s  d r a w n  t o  t h e  p o s s i b i l i t y t h a t s o m e  o f t h e  e l e m e n t s  o f t h i s  d o c u m e n t m a y b e  t h e  s u b j e c t 
o f p a t e n t r i g h t s .  I S O  a n d  I E C  s h a l l  n o t b e  h e l d  r e s p o n s i b l e  fo r  i d e n t i fy i n g  a n y o r  a l l  s u c h  p a t e n t 
rights. 	 Details 	 of	 any	 patent	 rights	 identified	 during	 the	 development	 of	 the	 document	 will	 be	 in	 the	
I n t r o d u c t i o n  a n d /o r  o n  t h e  I S O  l i s t o f p a t e n t d e c l a r a t i o n s  r e c e i ve d  (s e e  w w w . i s o  . o r g /  p a t e n t s)  o r  t h e  I E C  
l i s t o f p a t e n t d e c l a r a t i o n s  r e c e i ve d  (s e e  h t t p s : //  p a t e n t s  . i e c  . c h) .

A n y t r a d e  n a m e  u s e d  i n  t h i s  d o c u m e n t i s  i n fo r m a t i o n  g i ve n  fo r  t h e  c o n ve n i e n c e  o f u s e r s  a n d  d o e s  n o t 
c o n s t i t u t e  a n  e n d o r s e m e n t .

For	 an	 explanation	 of	 the	 voluntary	 nature	 of	 standards, 	 the	 meaning	 of	 ISO	 specific	 terms	 and	
e x p r e s s i o n s  r e l a t e d  t o  c o n fo r m i t y a s s e s s m e n t ,  a s  we l l  a s  i n fo r m a t i o n  a b o u t I S O ' s  a d h e r e n c e  t o  t h e  
Wo r l d  Tr a d e  O r g a n i z a t i o n  ( W T O )  p r i n c i p l e s  i n  t h e  Te c h n i c a l  B a r r i e r s  t o  Tr a d e  ( T B T )  s e e  w w w . i s o  
. o r g /  i s o /  fo r e wo r d  . h t m l .  I n  t h e  I E C ,  s e e  w w w . i e c  . c h /  u n d e r s t a n d i n g  - s t a n d a r d s .

T h i s  d o c u m e n t w a s  p r e p a r e d  b y J o i n t Te c h n i c a l  C o m m i t t e e  I S O/ I E C  J T C  1 ,  In fo rm a tio n  te ch n o lo g y,  
S u b c o m m i t t e e  S C  2 7,  In fo rm a tio n  s e c u rit y,  c yb e rse c u rit y a n d p ri va c y p ro te c tio n .
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Introduction

T h i s  d o c u m e n t p r o v i d e s  g u i d a n c e  o n :

—	 implementation	 of	 the	 information	 security	 risk	 requirements	 specified	 in	 ISO/IEC	 27001;

—  e s s e n t i a l  r e fe r e n c e s  w i t h i n  t h e  s t a n d a r d s  d e ve l o p e d  b y I S O/ I E C  J T C  1 / S C  2 7  t o  s u p p o r t 
i n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t a c t i v i t i e s ;

—  a c t i o n s  t h a t a d d r e s s  r i s k s  r e l a t e d  t o  i n fo r m a t i o n  s e c u r i t y (s e e  I S O/ I E C  2 7 0 0 1 : 2 0 2 2 ,  6 . 1  
a n d  C l a u s e  8 ) ;

—  i m p l e m e n t a t i o n  o f r i s k m a n a g e m e n t g u i d a n c e  i n  I S O  3 1 0 0 0  i n  t h e  c o n t e x t o f i n fo r m a t i o n  s e c u r i t y.

T h i s  d o c u m e n t c o n t a i n s  d e t a i l e d  g u i d a n c e  o n  r i s k m a n a g e m e n t a n d  s u p p l e m e n t s  t h e  g u i d a n c e  i n  
I S O/ I E C  2 7 0 0 3 .

T h i s  d o c u m e n t i s  i n t e n d e d  t o  b e  u s e d  b y :

—  o r g a n i z a t i o n s  t h a t i n t e n d  t o  e s t a b l i s h  a n d  i m p l e m e n t a n  i n fo r m a t i o n  s e c u r i t y m a n a g e m e n t 
system	 (ISMS) 	 in	 accordance	 with	 ISO/IEC	 27001;

—	 persons	 that	 perform	 or	 are	 involved	 in	 information	 security	 risk	 management	 (e.g. 	 ISMS	
p r o fe s s i o n a l s ,  r i s k o w n e r s  a n d  o t h e r  i n t e r e s t e d  p a r t i e s) ;

—  o r g a n i z a t i o n s  t h a t i n t e n d  t o  i m p r o ve  t h e i r  i n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t p r o c e s s .
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Au s t ra l i a n / N e w  Ze a l a n d  S t a n d a rd

I n fo r m a t i o n  s e c u r i ty,  c y b e r s e c u r i ty  a n d  p r i va c y  p ro t e c t i o n  — G u i d a n c e  o n  

m a n a g i n g  i n fo r m a t i o n  s e c u r i ty  r i s ks

1  ​Scope

T h i s  d o c u m e n t p r o v i d e s  g u i d a n c e  t o  a s s i s t o r g a n i z a t i o n s  t o :

—	 fulfil 	 the	 requirements	 of	 ISO/IEC	 27001 	 concerning	 actions	 to	 address	 information	
s e c u r i t y r i s k s ;

—	 perform	 information	 security	 risk	 management	 activities, 	 specifically	 information	 security	
r i s k a s s e s s m e n t a n d  t r e a t m e n t .

T h i s  d o c u m e n t i s  a p p l i c a b l e  t o  a l l  o r g a n i z a t i o n s ,  r e g a r d l e s s  o f t y p e ,  s i z e  o r  s e c t o r.

2   ​Normative​ references

T h e  fo l l o w i n g  d o c u m e n t s  a r e  r e fe r r e d  t o  i n  t h e  t e x t i n  s u c h  a  w a y t h a t s o m e  o r  a l l  o f t h e i r  c o n t e n t 
constitutes	 requirements	 of	 this	 document. 	 For	 dated	 references, 	 only	 the	 edition	 cited	 applies. 	 For	
u n d a t e d  r e fe r e n c e s ,  t h e  l a t e s t e d i t i o n  o f t h e  r e fe r e n c e d  d o c u m e n t ( i n c l u d i n g  a n y a m e n d m e n t s)  a p p l i e s .

I S O/ I E C  2 7 0 0 0 ,  In fo rm a tio n  te ch n o lo g y —  Se c u rit y te ch n iq u e s —  In fo rm a tio n  se c u rit y m a n a g e m e n t 
s ys te m s —  O ve r v ie w a n d vo c a b u la r y

3   ​Terms​ and​ definitions

For	 the	 purposes	 of	 this	 document, 	 the	 terms	 and	 definitions	 given	 in	 ISO/IEC	 27000	 and	 the	
fo l l o w i n g  a p p l y.

I S O  a n d  I E C  m a i n t a i n  t e r m i n o l o g y d a t a b a s e s  fo r  u s e  i n  s t a n d a r d i z a t i o n  a t t h e  fo l l o w i n g  a d d r e s s e s :

—  I S O  O n l i n e  b r o w s i n g  p l a t fo r m :  a v a i l a b l e  a t h t t p s : //  w w w . i s o  . o r g / o b p

—  I E C  E l e c t r o p e d i a :  a v a i l a b l e  a t h t t p s : //  w w w . e l e c t r o p e d i a  . o r g /  

3.1  ​Terms​ related​ to​ information​ security​ risk

3.1.1

external​ context
e x t e r n a l  e n v i r o n m e n t i n  w h i c h  t h e  o r g a n i z a t i o n  s e e k s  t o  a c h i e ve  i t s  o b j e c t i ve s

N o t e  1  t o  e n t r y :  E x t e r n a l  c o n t e x t c a n  i n c l u d e  t h e  fo l l o w i n g :

—	 the	 social, 	 cultural, 	 political, 	 legal, 	 regulatory, 	 financial, 	 technological, 	 economic, 	 geological	 environment, 	
w h e t h e r  i n t e r n a t i o n a l ,  n a t i o n a l ,  r e g i o n a l  o r  l o c a l ;

—  k e y  d r i ve r s  a n d  t r e n d s  a ffe c t i n g  t h e  o b j e c t i ve s  o f t h e  o r g a n i z a t i o n ;

—	 external	 interested	 parties’ 	 relationships, 	 perceptions, 	 values, 	 needs	 and	 expectations;

—  c o n t r a c t u a l  r e l a t i o n s h i p s  a n d  c o m m i t m e n t s ;

—  t h e  c o m p l e x i t y  o f n e t wo r k s  a n d  d e p e n d e n c i e s .

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .3 .1.1, 	 modified	 —	 Note	 1 	 to	 entry	 has	 been	 modified.]
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3.1.2

internal​ context
i n t e r n a l  e n v i r o n m e n t i n  w h i c h  t h e  o r g a n i z a t i o n  s e e k s  t o  a c h i e ve  i t s  o b j e c t i ve s

N o t e  1  t o  e n t r y :  I n t e r n a l  c o n t e x t c a n  i n c l u d e :

—  v i s i o n ,  m i s s i o n  a n d  v a l u e s ;

—  g o v e r n a n c e ,  o r g a n i z a t i o n a l  s t r u c t u r e ,  r o l e s  a n d  a c c o u n t a b i l i t i e s ;

—  s t r a t e g y,  o b j e c t i ve s  a n d  p o l i c i e s ;

—  t h e  o r g a n i z a t i o n ' s  c u l t u r e ;

—  s t a n d a r d s ,  g u i d e l i n e s  a n d  m o d e l s  a d o p t e d  b y  t h e  o r g a n i z a t i o n ;

—  c a p a b i l i t i e s ,  u n d e r s t o o d  i n  t e r m s  o f r e s o u r c e s  a n d  k n o w l e d g e  (e . g .  c a p i t a l ,  t i m e ,  p e o p l e ,  p r o c e s s e s ,  s y s t e m s  
a n d  t e c h n o l o g i e s) ;

—	 data, 	 information	 systems	 and	 information	 flows;

—  r e l a t i o n s h i p s  w i t h  i n t e r n a l  i n t e r e s t e d  p a r t i e s ,  t a k i n g  i n t o  a c c o u n t t h e i r  p e r c e p t i o n s  a n d  v a l u e s ;

—  c o n t r a c t u a l  r e l a t i o n s h i p s  a n d  c o m m i t m e n t s ;

—  i n t e r n a l  i n t e r d e p e n d e n c i e s  a n d  i n t e r c o n n e c t i o n s .

[SOURCE: 	 ISO	 Guide	 73:2009, 	 3 .3 .1 .2 , 	 modified	 —	 Note	 1 	 to	 entry	 has	 been	 modified.]

3.1.3

risk
e ffe c t o f u n c e r t a i n t y o n  o b j e c t i ve s

N o t e  1  t o  e n t r y :  A n  e ffe c t i s  a  d e v i a t i o n  fr o m  t h e  e x p e c t e d ,  p o s i t i ve  o r  n e g a t i ve .

N o t e  2  t o  e n t r y :  O b j e c t i ve s  c a n  h a ve  d i ffe r e n t a s p e c t s  a n d  c a t e g o r i e s ,  a n d  c a n  b e  a p p l i e d  a t d i ffe r e n t l e ve l s .

Note	 3 	 to	 entry: 	 Uncertainty	 is 	 the	 state, 	 even	 partial, 	 of	 deficiency	 of	 information	 related	 to, 	 understanding	 or	
k n o w l e d g e  o f,  a n  e ve n t ( 3 . 1 . 1 1 ) ,  i t s  c o n s e q u e n c e  ( 3 . 1 . 1 4 ) ,  o r  like lih o o d ( 3 . 1 . 1 3 ) .

N o t e  4  t o  e n t r y :  R i s k i s  u s u a l l y e x p r e s s e d  i n  t e r m s  o f ri s k s o u rc e s ( 3 . 1 . 6) , 	 potential	 events, 	 their	 consequences	
a n d  t h e i r  l i k e l i h o o d .

N o t e  5  t o  e n t r y :  I n  t h e  c o n t e x t o f i n fo r m a t i o n  s e c u r i t y  m a n a g e m e n t s y s t e m s ,  i n fo r m a t i o n  s e c u r i t y  r i s k s  c a n  b e  
e x p r e s s e d  a s  e ffe c t o f u n c e r t a i n t y  o n  i n fo r m a t i o n  s e c u r i t y  o b j e c t i ve s .

N o t e  6  t o  e n t r y :  I n fo r m a t i o n  s e c u r i t y  r i s k s  a r e  u s u a l l y  a s s o c i a t e d  w i t h  a  n e g a t i v e  e ffe c t o f u n c e r t a i n t y  o n  
i n fo r m a t i o n  s e c u r i t y  o b j e c t i ve s .

N o t e  7  t o  e n t r y :  I n fo r m a t i o n  s e c u r i t y  r i s k s  c a n  b e  a s s o c i a t e d  w i t h  t h e  p o t e n t i a l  t h a t th re a ts ( 3 . 1 . 9 )  w i l l  e x p l o i t 
v u ln e ra b ilitie s  ( 3 . 1 . 1 0 )  o f a n  i n fo r m a t i o n  a s s e t o r  g r o u p  o f i n fo r m a t i o n  a s s e t s  a n d  t h e r e b y c a u s e  h a r m  t o  a n  
o r g a n i z a t i o n .

[SOURCE: 	 ISO	 31000:2018, 	 3 .1, 	 modified	 —	 the	 phrase: 	 “It	 can	 be	 positive, 	 negative	 or	 both, 	 and	 can	
a d d r e s s ,  c r e a t e  o r  r e s u l t i n  o p p o r t u n i t i e s  a n d  t h r e a t s ”  h a s  b e e n  r e p l a c e d  w i t h  “ p o s i t i ve  o r  n e g a t i ve ”  i n  
N o t e  1  t o  e n t r y ;  t h e  o r i g i n a l  N o t e  3  t o  e n t r y h a s  b e e n  r e n u m b e r e d  a s  N o t e  4  t o  e n t r y ;  a n d  N o t e s  3 ,  5 ,  6  
and	 7	 to	 entry	 have	 been	 added.]

3.1.4

risk​ scenario
sequence	 or	 combination	 of	 e ve n ts ( 3 . 1 . 1 1 )  l e a d i n g  fr o m  t h e  i n i t i a l  c a u s e  t o  t h e  u n w a n t e d  
c o n s e q u e n c e  ( 3 . 1 . 1 4 )

[SOURCE: 	 ISO	 17666:2016,	 3 .1.13, 	 modified	 —	 Note	 1 	 to	 entry	 has	 been	 deleted.]
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3.1.5

risk​ owner
p e r s o n  o r  e n t i t y w i t h  t h e  a c c o u n t a b i l i t y a n d  a u t h o r i t y t o  m a n a g e  a  ri sk ( 3 . 1 . 3 )

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .5 .1.5]

3.1.6

risk​ source
e l e m e n t w h i c h  a l o n e  o r  i n  c o m b i n a t i o n  h a s  t h e  p o t e n t i a l  t o  g i ve  r i s e  t o  ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  A  r i s k s o u r c e  c a n  b e  o n e  o f t h e s e  t h r e e  t y p e s :

—  h u m a n ;

—  e n v i r o n m e n t a l ;

—  t e c h n i c a l .

N o t e  2  t o  e n t r y :  A  h u m a n  r i s k s o u r c e  t y p e  c a n  b e  i n t e n t i o n a l  o r  u n i n t e n t i o n a l .

[SOURCE: 	 ISO	 31000:2018,	 3 .4, 	 modified	 —	 Notes	 1 	 and	 2 	 to	 entry	 have	 been	 added.]

3.1.7

risk​ criteria
terms	 of	 reference	 against	 which	 the	 significance	 of	 a	 ri sk ( 3 . 1 . 3 )  i s  e v a l u a t e d

N o t e  1  t o  e n t r y :  R i s k c r i t e r i a  a r e  b a s e d  o n  o r g a n i z a t i o n a l  o b j e c t i ve s ,  a n d  e x te rn a l c o n te x t ( 3 . 1 . 1 )  a n d  in te rn a l 
c o n te x t ( 3 . 1 . 2 ) .

Note	 2 	 to 	 entry: 	 Risk	 criteria	 can	 be	 derived	 from	 standards, 	 laws, 	 policies	 and	 other	 requirements.

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .3 .1.3]

3.1.8

risk​ appetite
a m o u n t a n d  t y p e  o f ri sk ( 3 . 1 . 3 )  t h a t a n  o r g a n i z a t i o n  i s  w i l l i n g  t o  p u r s u e  o r  r e t a i n

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .7.1.2]

3.1.9

threat
p o t e n t i a l  c a u s e  o f a n  in fo rm a tio n  s e c u rit y in c ide n t ( 3 . 1 . 1 2 )  t h a t c a n  r e s u l t i n  d a m a g e  t o  a  s y s t e m  o r  h a r m  
t o  a n  o r g a n i z a t i o n

3.1.10

vulnerability
we a k n e s s  o f a n  a s s e t o r  c o n tro l ( 3 . 1 . 1 6 )  t h a t c a n  b e  e x p l o i t e d  s o  t h a t a n  e ve n t ( 3 . 1 . 1 1 )  w i t h  a  n e g a t i ve  
c o n s e q u e n c e  ( 3 . 1 . 1 4 )  o c c u r s

3.1.11

event

o c c u r r e n c e  o r  c h a n g e  o f a  p a r t i c u l a r  s e t o f c i r c u m s t a n c e s

N o t e  1  t o  e n t r y :  A n  e ve n t c a n  h a ve  o n e  o r  m o r e  o c c u r r e n c e s ,  a n d  c a n  h a ve  s e ve r a l  c a u s e s  a n d  s e ve r a l  
c o n s e q u e n c e s ( 3 . 1 . 1 4 ) .

N o t e  2  t o  e n t r y :  A n  e ve n t c a n  a l s o  b e  s o m e t h i n g  t h a t i s  e x p e c t e d  w h i c h  d o e s  n o t h a p p e n ,  o r  s o m e t h i n g  t h a t i s  n o t 
e x p e c t e d  w h i c h  d o e s  h a p p e n .

[SOURCE: 	 ISO	 31000:2018,	 3 .5, 	 modified	 —	 Note	 3 	 to	 entry	 has	 been	 removed.]
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3.1.12

information​ security​ incident
single	 or	 a	 series	 of	 unwanted	 or	 unexpected	 information	 security	 events	 that	 have	 a	 significant	
p r o b a b i l i t y o f c o m p r o m i s i n g  b u s i n e s s  o p e r a t i o n s  a n d  t h r e a t e n i n g  i n fo r m a t i o n  s e c u r i t y

3.1.13

likelihood
c h a n c e  o f s o m e t h i n g  h a p p e n i n g

N o t e  1  t o  e n t r y :  I n  r i s k m a n a g e m e n t t e r m i n o l o g y,  t h e  wo r d  “ l i k e l i h o o d ”  i s  u s e d  t o  r e fe r  t o  t h e  c h a n c e  o f 
something	 happening, 	 whether	 defined, 	 measured	 or	 determined	 objectively	 or	 subjectively, 	 qualitatively	 or	
quantitatively, 	 and	 described	 using	 general	 terms	 or	 mathematically	 (such	 as	 a	 probability	 or	 a	 frequency	 over	 a	
g i ve n  t i m e  p e r i o d ) .

Note	 2 	 to	 entry: 	 The	 English	 term	 “likelihood”	 does	 not	 have	 a	 direct	 equivalent	 in	 some	 languages; 	 instead,	 the	
equivalent	 of	 the	 term	 “probability”	 is 	 often	 used. 	 However, 	 in	 English, 	 “probability”	 is 	 often	 narrowly	 interpreted	
a s  a  m a t h e m a t i c a l  t e r m .  T h e r e fo r e ,  i n  r i s k m a n a g e m e n t t e r m i n o l o g y,  “ l i k e l i h o o d ”  i s  u s e d  w i t h  t h e  i n t e n t t h a t i t 
s h o u l d  h a ve  t h e  s a m e  b r o a d  i n t e r p r e t a t i o n  a s  t h e  t e r m  “ p r o b a b i l i t y ”  h a s  i n  m a n y  l a n g u a g e s  o t h e r  t h a n  E n g l i s h .

[SOURCE: 	 ISO	 31000:2018,	 3 .7]

3.1.14

consequence
o u t c o m e  o f a n  e ve n t ( 3 . 1 . 1 1 )  a ffe c t i n g  o b j e c t i ve s

Note	 1 	 to	 entry: 	 A	 consequence	 can	 be	 certain	 or	 uncertain	 and	 can	 have	 positive	 or	 negative	 direct	 or	 indirect	
e ffe c t s  o n  o b j e c t i v e s .

Note	 2 	 to	 entry: 	 Consequences	 can	 be	 expressed	 qualitatively	 or	 quantitatively.

Note	 3 	 to	 entry: 	 Any	 consequence	 can	 escalate	 through	 cascading	 and	 cumulative	 effects.

[SOURCE: 	 ISO	 31000:2018,	 3 .6]

3.1.15

level​ of​ risk
significance	 of	 a	 ri sk ( 3 . 1 . 3 ) ,  e x p r e s s e d  i n  t e r m s  o f t h e  c o m b i n a t i o n  o f c o n s e q u e n c e s  ( 3 . 1 . 1 4 )  a n d  t h e i r  
like lih o o d ( 3 . 1 . 1 3 )

[SOURCE: 	 ISO	 Guide	 73:2009, 	 3 .6.1.8, 	 modified	 —	 the	 phrase: 	 “magnitude	 of	 a	 risk	 or	 combination	 of	
risks”	 has	 been	 replaced	 with	 “significance	 of	 a	 risk”.]

3.1.16

control
measure	 that	 maintains	 and/or	 modifies	 ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  C o n t r o l s  i n c l u d e ,  b u t a r e  n o t l i m i t e d  t o ,  a n y  p r o c e s s ,  p o l i c y,  d e v i c e ,  p r a c t i c e ,  o r  o t h e r  c o n d i t i o n s  
a n d /o r  a c t i o n s  w h i c h  m a i n t a i n  a n d /o r  m o d i fy  r i s k .

N o t e  2  t o  e n t r y :  C o n t r o l s  m a y  n o t a l w a y s  e x e r t t h e  i n t e n d e d  o r  a s s u m e d  m o d i fy i n g  e ffe c t .

[SOURCE: 	 ISO	 31000:2018,	 3 .8]

3.1.17

residual​ risk
ri sk ( 3 . 1 . 3 )  r e m a i n i n g  a ft e r  ri sk tre a tm e n t ( 3 . 2 . 7 )

Note	 1 	 to	 entry: 	 Residual	 risk	 can	 contain	 unidentified	 risk.

N o t e  2  t o  e n t r y :  R e s i d u a l  r i s k s  c a n  a l s o  c o n t a i n  r e t a i n e d  r i s k .

[SOURCE: 	 ISO	 Guide	 73:2009, 	 3 .8.1.6, 	 modified	 —	 Note	 2 	 to	 entry	 has	 been	 modified.]

AS / N Z S  I S O / I E C  2 7 0 0 5 : 2 0 2 4

©  S ta n d a r d s  Au s tr a l i a  L i m i te d / S ta n d a r d s  N e w  Z e a l a n d  2 0 2 4

Full document details: AS NZS ISO IEC 27005-2024

http://www.avadocuments.com/doc/as-nzs-iso-iec-27005-2024
http://www.avadocuments.com/doc/as-nzs-iso-iec-27005-2024


5

3.2   ​Terms​ related​ to​ information​ security​ risk​ management

3.2 .1

risk​ management​ process
s y s t e m a t i c  a p p l i c a t i o n  o f m a n a g e m e n t p o l i c i e s ,  p r o c e d u r e s  a n d  p r a c t i c e s  t o  t h e  a c t i v i t i e s  o f 
c o m m u n i c a t i n g ,  c o n s u l t i n g ,  e s t a b l i s h i n g  t h e  c o n t e x t ,  a n d  i d e n t i fy i n g ,  a n a l y s i n g ,  e v a l u a t i n g ,  t r e a t i n g ,  
m o n i t o r i n g  a n d  r e v i e w i n g  ri sk ( 3 . 1 . 3 )

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .1]

3.2 .2

risk​ communication​ and​ consultation
s e t o f c o n t i n u a l  a n d  i t e r a t i ve  p r o c e s s e s  t h a t a n  o r g a n i z a t i o n  c o n d u c t s  t o  p r o v i d e ,  s h a r e  o r  o b t a i n  
i n fo r m a t i o n ,  a n d  t o  e n g a g e  i n  d i a l o g u e  w i t h  i n t e r e s t e d  p a r t i e s  r e g a r d i n g  t h e  m a n a g e m e n t o f ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  T h e  i n fo r m a t i o n  c a n  r e l a t e  t o  t h e  e x i s t e n c e ,  n a t u r e ,  fo r m ,  like lih o o d ( 3 . 1 . 1 3) , 	 significance, 	
e v a l u a t i o n ,  a c c e p t a n c e  a n d  t r e a t m e n t o f r i s k .

N o t e  2  t o  e n t r y :  C o n s u l t a t i o n  i s  a  t wo - w a y  p r o c e s s  o f i n fo r m e d  c o m m u n i c a t i o n  b e t we e n  a n  o r g a n i z a t i o n  a n d  i t s  
i n t e r e s t e d  p a r t i e s  o n  a n  i s s u e  p r i o r  t o  m a k i n g  a  d e c i s i o n  o r  d e t e r m i n i n g  a  d i r e c t i o n  o n  t h a t i s s u e .  C o n s u l t a t i o n  i s :

—	 a	 process	 which	 impacts	 on	 a	 decision	 through	 influence	 rather	 than	 power;

—  a n  i n p u t t o  d e c i s i o n  m a k i n g ,  n o t j o i n t d e c i s i o n  m a k i n g .

3.2 .3

risk​ assessment
o ve r a l l  p r o c e s s  o f ri sk ide n tific a tio n  ( 3 . 2 . 4 ) ,  ri sk a n a lys i s ( 3 . 2 . 5 )  a n d  ri sk e va lu a tio n  ( 3 . 2 . 6 )

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .4.1]

3.2 .4

risk​ identification
process	 of	 finding, 	 recognizing	 and	 describing	 ri sk s ( 3 . 1 . 3 )

Note	 1 	 to	 entry: 	 Risk	 identification	 involves	 the	 identification	 of	 ri s k s o u rc e s  ( 3 . 1 . 6 ) ,  e ve n ts ( 3 . 1 . 1 1 ) ,  t h e i r  c a u s e s  
a n d  t h e i r  p o t e n t i a l  c o n s e q u e n c e s ( 3 . 1 . 1 4 ) .

Note	 2 	 to	 entry: 	 Risk	 identification	 can	 involve	 historical	 data, 	 theoretical	 analysis, 	 informed	 and	 expert	 opinions, 	
and	 interested	 parties’ 	 needs.

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .5 .1, 	 modified	 —	 " interested	 party" 	 has	 replaced	 "stakeholder" 	 in	
Note	 2 	 to	 entry.]

3.2 .5

risk​ analysis
p r o c e s s  t o  c o m p r e h e n d  t h e  n a t u r e  o f ri sk ( 3 . 1 . 3 )  a n d  t o  d e t e r m i n e  t h e  le ve l o f ri sk ( 3 . 1 . 1 5 )

N o t e  1  t o  e n t r y :  R i s k a n a l y s i s  p r o v i d e s  t h e  b a s i s  fo r  ri s k e va lu a tio n  ( 3 . 2 . 6 )  a n d  d e c i s i o n s  a b o u t ri s k 
tre a tm e n t ( 3 . 2 . 7 ) .

N o t e  2  t o  e n t r y :  R i s k a n a l y s i s  i n c l u d e s  r i s k e s t i m a t i o n .

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .6.1]

3.2 .6

risk​ evaluation
p r o c e s s  o f c o m p a r i n g  t h e  r e s u l t s  o f ri sk a n a lys i s ( 3 . 2 . 5 )  w i t h  ri sk c rite ria  ( 3 . 1 . 7 )  t o  d e t e r m i n e  w h e t h e r  
t h e  ri sk ( 3 . 1 . 3) 	 and/or	 its	 significance	 is 	 acceptable	 or	 tolerable

N o t e  1  t o  e n t r y :  R i s k e v a l u a t i o n  a s s i s t s  i n  t h e  d e c i s i o n  a b o u t ri s k tre a tm e n t ( 3 . 2 . 7 ) .

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .7.1, 	 modified	 —	 “significance”	 has	 replaced	 “magnitude”.]
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3.2 .7

risk​ treatment
p r o c e s s  t o  m o d i fy ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  R i s k t r e a t m e n t c a n  i n vo l ve :

—  a vo i d i n g  t h e  r i s k b y  d e c i d i n g  n o t t o  s t a r t o r  c o n t i n u e  w i t h  t h e  a c t i v i t y  t h a t g i ve s  r i s e  t o  t h e  r i s k ;

—  t a k i n g  o r  i n c r e a s i n g  r i s k i n  o r d e r  t o  p u r s u e  a n  o p p o r t u n i t y ;

—  r e m o v i n g  t h e  ri s k s o u rc e  ( 3 . 1 . 6 ) ;

—  c h a n g i n g  t h e  like lih o o d ( 3 . 1 . 1 3 ) ;

—  c h a n g i n g  t h e  c o n s e q u e n c e s ( 3 . 1 . 1 4 ) ;

—	 sharing	 the	 risk	 with	 another	 party	 or	 parties	 (including	 contracts	 and	 risk	 financing); 	 and

—  r e t a i n i n g  t h e  r i s k b y  i n fo r m e d  d e c i s i o n .

N o t e  2  t o  e n t r y :  I n fo r m a t i o n  s e c u r i t y r i s k t r e a t m e n t d o e s  n o t i n c l u d e  “ t a k i n g  o r  i n c r e a s i n g  r i s k i n  o r d e r  t o  p u r s u e  
a n  o p p o r t u n i t y ”  b u t t h e  o r g a n i z a t i o n  c a n  h a ve  t h i s  o p t i o n  fo r  g e n e r a l  r i s k m a n a g e m e n t .

Note	 3 	 to	 entry: 	 Risk	 treatments	 that	 deal	 with	 negative	 consequences	 are	 sometimes	 referred	 to	 as	 “risk	
m i t i g a t i o n ” ,  “ r i s k e l i m i n a t i o n ” ,  “ r i s k p r e ve n t i o n ”  a n d  “ r i s k r e d u c t i o n ” .

N o t e  4  t o  e n t r y :  R i s k t r e a t m e n t c a n  c r e a t e  n e w  r i s k s  o r  m o d i fy  e x i s t i n g  r i s k s .

[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .8.1, 	 modified	 ─	 Note	 1 	 to	 entry	 has	 been	 added	 and	 the	 original	 Note	 1 	
and	 2 	 to	 entry	 have	 been	 renumbered	 as	 Note	 2 	 and	 3 	 to	 entry.]

3.2 .8

risk​ acceptance
i n fo r m e d  d e c i s i o n  t o  t a ke  a  p a r t i c u l a r  ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  R i s k a c c e p t a n c e  c a n  o c c u r  w i t h o u t ri s k tre a tm e n t ( 3 . 2 . 7 )  o r  d u r i n g  t h e  p r o c e s s  o f r i s k t r e a t m e n t .

N o t e  2  t o  e n t r y :  A c c e p t e d  r i s k s  a r e  s u b j e c t t o  m o n i t o r i n g  a n d  r e v i e w.

[SOURCE: 	 ISO	 Guide	 73:2009, 	 3 .7.1.6]

3.2 .9

risk​ sharing
fo r m  o f ri sk tre a tm e n t ( 3 . 2 . 7 )  i n vo l v i n g  t h e  a g r e e d  d i s t r i b u t i o n  o f ri sk ( 3 . 1 . 3 )  w i t h  o t h e r  p a r t i e s

Note	 1 	 to	 entry: 	 Legal	 or	 regulatory	 requirements	 can	 limit, 	 prohibit	 or	 mandate	 risk	 sharing.

N o t e  2  t o  e n t r y :  R i s k s h a r i n g  c a n  b e  c a r r i e d  o u t t h r o u g h  i n s u r a n c e  o r  o t h e r  fo r m s  o f c o n t r a c t .

N o t e  3  t o  e n t r y :  T h e  e x t e n t t o  w h i c h  r i s k i s  d i s t r i b u t e d  c a n  d e p e n d  o n  t h e  r e l i a b i l i t y  a n d  c l a r i t y  o f t h e  s h a r i n g  
a r r a n g e m e n t s .

N o t e  4  t o  e n t r y :  R i s k t r a n s fe r  i s  a  fo r m  o f r i s k s h a r i n g .

[SOURCE: 	 ISO	 Guide	 73:2009, 	 3 .8.1.3]

3.2 .10

risk​ retention
temporary	 acceptance	 of	 the	 potential	 benefit	 of	 gain, 	 or	 burden	 of	 loss, 	 from	 a	 particular	 ri sk ( 3 . 1 . 3 )

N o t e  1  t o  e n t r y :  R e t e n t i o n  c a n  b e  r e s t r i c t e d  t o  a  c e r t a i n  p e r i o d  o f t i m e .

N o t e  2  t o  e n t r y :  T h e  le ve l o f ri s k ( 3 . 1 . 1 5 )  r e t a i n e d  c a n  d e p e n d  o n  ri s k c rite ria  ( 3 . 1 . 7 ) .
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[SOURCE: 	 ISO	 Guide	 73:2009,	 3 .8.1.5, 	 modified	 —	 the	 word	 “temporary”	 has	 been	 added	 at	 the	 start	 of	
the	 definition	 and	 the	 phrase; 	 “Risk	 retention	 includes	 the	 acceptance	 of	 residual	 risks”	 has	 replaced	
“Retention	 can	 be	 restricted	 to	 a	 certain	 period	 of	 time	 “	 in	 Note	 1 	 to	 entry.]

4  ​Structure​ of​ this​ document

T h i s  d o c u m e n t i s  s t r u c t u r e d  a s  fo l l o w s :

—  C l a u s e  5 :  I n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t ;

—  C l a u s e  6 :  C o n t e x t e s t a b l i s h m e n t ;

—  C l a u s e  7 :  I n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t p r o c e s s ;

—  C l a u s e  8 :  I n fo r m a t i o n  s e c u r i t y r i s k t r e a t m e n t p r o c e s s ;

—  C l a u s e  9 :  O p e r a t i o n ;

—  C l a u s e  1 0 : 	 Leveraging	 related	 ISMS	 processes.

E x c e p t fo r  t h e  d e s c r i p t i o n s  g i ve n  i n  g e n e r a l  s u b c l a u s e s ,  a l l  r i s k m a n a g e m e n t a c t i v i t i e s  a s  p r e s e n t e d  
fr o m  C l a u s e  7  t o  C l a u s e  1 0  a r e  s t r u c t u r e d  a s  fo l l o w s :

I n p u t : 	 Identifies	 any	 required	 information	 to	 perform	 the	 activity.

A c t i o n: 	 Describes	 the	 activity.

Tr i g g e r: 	 Provides	 guidance	 on	 when	 to	 start	 the	 activity, 	 for	 example	 because	 of	 a	 change	 within	 the	
o r g a n i z a t i o n  o r  a c c o r d i n g  t o  a  p l a n  o r  a  c h a n g e  i n  t h e  e x t e r n a l  c o n t e x t o f t h e  o r g a n i z a t i o n .

O u t p u t: 	 Identifies	 any	 information	 derived	 after	 performing	 the	 activity, 	 as 	 well	 as 	 any	 criteria	 that	
s u c h  o u t p u t s h o u l d  s a t i s fy.

Guidance: 	 Provides	 guidance	 on	 performing	 the	 activity, 	 keyword	 and	 key	 concept.

5  ​Information​ security​ risk​ management

5.1  ​Information​ security​ risk​ management​ process

T h e  i n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t p r o c e s s  i s  p r e s e n t e d  i n  Figure	 1 .

NOTE  This	 process	 is 	 based	 on	 the	 general	 risk	 management	 process	 defined	 in	 ISO	 31000.
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Figure​ 1 ​ —​ Information​ security​ risk​ management​ process

A s  Figure	 1  i l l u s t r a t e s ,  t h e  i n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t p r o c e s s  c a n  b e  i t e r a t i ve  fo r  r i s k 
a s s e s s m e n t a n d /o r  r i s k t r e a t m e n t a c t i v i t i e s .  A n  i t e r a t i ve  a p p r o a c h  t o  c o n d u c t i n g  r i s k a s s e s s m e n t c a n  
i n c r e a s e  d e p t h  a n d  d e t a i l  o f t h e  a s s e s s m e n t a t e a c h  i t e r a t i o n .  T h e  i t e r a t i ve  a p p r o a c h  p r o v i d e s  a  g o o d  
b a l a n c e  b e t we e n  m i n i m i z i n g  t h e  t i m e  a n d  e ffo r t s p e n t i n  i d e n t i fy i n g  c o n t r o l s ,  w h i l e  s t i l l  e n s u r i n g  t h a t 
r i s k s  a r e  a p p r o p r i a t e l y a s s e s s e d .

C o n t e x t e s t a b l i s h m e n t m e a n s  a s s e m b l i n g  t h e  i n t e r n a l  a n d  e x t e r n a l  c o n t e x t fo r  i n fo r m a t i o n  s e c u r i t y 
r i s k m a n a g e m e n t o r  a n  i n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t .

If	 the	 risk	 assessment	 provides	 sufficient	 information	 to	 effectively	 determine	 the	 actions	 required	
t o  m o d i fy t h e  r i s k s  t o  a n  a c c e p t a b l e  l e ve l ,  t h e n  t h e  t a s k i s  c o m p l e t e  a n d  t h e  r i s k t r e a t m e n t fo l l o w s .  
If	 the	 information	 is 	 insufficient, 	 another	 iteration	 of	 the	 risk	 assessment	 should	 be	 performed. 	 This	
c a n  i n vo l ve  a  c h a n g e  o f c o n t e x t o f t h e  r i s k a s s e s s m e n t (e . g .  r e v i s e d  s c o p e) ,  i n vo l ve m e n t o f e x p e r t i s e  i n  
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the	 relevant	 field, 	 or	 other	 ways	 to	 collect	 the	 information	 required	 to	 enable	 risk	 modification	 to	 an	
acceptable	 level	 (see	 "risk	 decision	 point	 1" 	 in	 Figure	 1) .

R i s k t r e a t m e n t i n vo l ve s  a n  i t e r a t i ve  p r o c e s s  o f:

—  fo r m u l a t i n g  a n d  s e l e c t i n g  r i s k t r e a t m e n t o p t i o n s ;

—  p l a n n i n g  a n d  i m p l e m e n t i n g  r i s k t r e a t m e n t ;

—  a s s e s s i n g  t h e  e ffe c t i ve n e s s  o f t h a t t r e a t m e n t ;

—  d e c i d i n g  w h e t h e r  t h e  r e m a i n i n g  r i s k i s  a c c e p t a b l e ;

—  t a k i n g  fu r t h e r  t r e a t m e n t i f n o t a c c e p t a b l e .

I t i s  p o s s i b l e  t h a t t h e  r i s k t r e a t m e n t d o e s  n o t i m m e d i a t e l y l e a d  t o  a n  a c c e p t a b l e  l e ve l  o f r e s i d u a l  r i s k s .  I n  
this	 situation, 	 another	 attempt	 to	 find	 further	 risk	 treatment	 can	 be	 performed,	 or	 there	 can	 be	 another	
i t e r a t i o n  o f t h e  r i s k a s s e s s m e n t ,  e i t h e r  a s  a  w h o l e  o r  i n  p a r t s .  T h i s  c a n  i n vo l ve  a  c h a n g e  o f c o n t e x t o f t h e  
risk	 assessment	 (e.g. 	 by	 a	 revised	 scope) 	 and	 involvement	 of	 expertise	 in	 the	 relevant	 field. 	 Knowledge	
a b o u t r e l e v a n t t h r e a t s  o r  v u l n e r a b i l i t i e s  c a n  l e a d  t o  b e t t e r  d e c i s i o n s  a b o u t s u i t a b l e  r i s k t r e a t m e n t 
activities	 in	 the	 next	 iteration	 of	 the	 risk	 assessment	 (see	 "risk	 decision	 point	 2" 	 in	 Figure	 1) .

C o n t e x t e s t a b l i s h m e n t i s  d i s c u s s e d  i n  d e t a i l  i n  C l a u s e  6 ,  r i s k a s s e s s m e n t a c t i v i t i e s  i n  C l a u s e  7  a n d  r i s k 
t r e a t m e n t a c t i v i t i e s  i n  C l a u s e  8 .

O t h e r  a c t i v i t i e s  n e c e s s a r y fo r  m a n a g i n g  i n fo r m a t i o n  s e c u r i t y r i s k s  a r e  d i s c u s s e d  i n  C l a u s e  1 0 .

5.2   ​Information​ security​ risk​ management​ cycles

T h e  r i s k a s s e s s m e n t a n d  t h e  r i s k t r e a t m e n t s h o u l d  b e  u p d a t e d  o n  a  r e g u l a r  b a s i s  a n d  b a s e d  o n  
c h a n g e s .  T h i s  s h o u l d  a p p l y t o ,  t h e  e n t i r e  r i s k a s s e s s m e n t a n d  t h e  u p d a t e s  c a n  b e  d i v i d e d  i n t o  t wo  r i s k 
m a n a g e m e n t c yc l e s :

—  s t r a t e g i c  c yc l e ,  w h e r e  b u s i n e s s  a s s e t s ,  r i s k s o u r c e s  a n d  t h r e a t s ,  t a r g e t o b j e c t i ve s  o r  
consequences	 to	 information	 security	 events	 are	 evolving	 from	 changes	 in	 the	 overall	 context	
o f t h e  o r g a n i z a t i o n .  T h i s  c a n  r e s u l t a s  i n p u t s  fo r  a n  o ve r a l l  u p d a t e  o f t h e  r i s k a s s e s s m e n t o r  
r i s k a s s e s s m e n t s  a n d  t h e  r i s k t r e a t m e n t s .  I t c a n  a l s o  s e r ve  a s  a n  i n p u t fo r  i d e n t i fy i n g  n e w  
r i s k s  a n d  i n i t i a t e  c o m p l e t e l y n e w  r i s k a s s e s s m e n t s ;

—  o p e r a t i o n a l  c yc l e ,  w h e r e  t h e  a b o ve - m e n t i o n e d  e l e m e n t s  s e r ve s  a s  i n p u t i n fo r m a t i o n  o r  
c h a n g e d  c r i t e r i a  t h a t w i l l  a ffe c t a  r i s k a s s e s s m e n t o r  a s s e s s m e n t w h e r e  t h e  s c e n a r i o s  s h o u l d  
b e  r e v i e we d  a n d  u p d a t e d .  T h e  r e v i e w  s h o u l d  i n c l u d e  u p d a t i n g  o f t h e  c o r r e s p o n d i n g  r i s k 
t r e a t m e n t a s  a p p l i c a b l e .

T h e  s t r a t e g i c  c yc l e  s h o u l d  b e  c o n d u c t e d  a t l o n g e r  t i m e  b a s i s  o r  w h e n  m a j o r  c h a n g e s  o c c u r  w h i l e  t h e  
operational	 cycle	 should	 be	 shorter	 depending	 on	 the	 detailed	 risks	 that	 are	 identified	 and	 assessed	 as	
we l l  a s  t h e  r e l a t e d  r i s k t r e a t m e n t .

T h e  s t r a t e g i c  c yc l e  a p p l i e s  t o  t h e  e n v i r o n m e n t i n  w h i c h  t h e  o r g a n i z a t i o n  s e e k s  t o  a c h i e ve  i t s  o b j e c t i ve s ,  
w h i l e  t h e  o p e r a t i o n a l  c yc l e  a p p l i e s  t o  a l l  r i s k a s s e s s m e n t s  c o n s i d e r i n g  t h e  c o n t e x t o f t h e  r i s k 
m a n a g e m e n t p r o c e s s .  I n  b o t h  c yc l e s ,  t h e r e  c a n  b e  m a n y r i s k a s s e s s m e n t s  w i t h  d i ffe r e n t c o n t e x t s  a n d  
s c o p e  i n  e a c h  a s s e s s m e n t .

6  ​Context​ establishment

6.1  ​Organizational​ considerations

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 4.1 .
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An	 organization	 is 	 defined	 as	 person	 or	 group	 of	 people	 that	 has	 its 	 own	 functions	 with	 responsibilities, 	
a u t h o r i t i e s  a n d  r e l a t i o n s h i p s  t o  a c h i e ve  i t s  o b j e c t i ve s .  A n  o r g a n i z a t i o n  i s  n o t n e c e s s a r i l y a  c o m p a n y,  
o t h e r  c o r p o r a t e  b o d y o r  l e g a l  e n t i t y,  i t c a n  a l s o  b e  a  s u b s e t o f a  l e g a l  e n t i t y (e . g .  t h e  I T  d e p a r t m e n t o f a  
company) , 	 and	 can	 be	 considered	 as	 the	 “organization”	 within	 the	 context	 of	 ISMS.

It	 is 	 important	 to	 understand	 that	 risk	 appetite, 	 defined	 as	 the	 amount	 of	 risk	 an	 organization	 is 	 willing	
to	 pursue	 or	 accept, 	 can	 vary	 considerably	 from	 organization	 to	 organization. 	 For	 instance, 	 factors	
affecting	 an	 organization’s	 risk	 appetite	 include	 size, 	 complexity	 and	 sector. 	 Risk	 appetite	 should	 be	 set	
a n d  r e g u l a r l y r e v i e we d  b y t o p  m a n a g e m e n t .

T h e  o r g a n i z a t i o n  s h o u l d  e n s u r e  t h a t t h e  r o l e  o f t h e  r i s k o w n e r  i s  d e t e r m i n e d  i n  t e r m s  o f t h e  m a n a g e m e n t 
activities	 regarding	 the	 identified	 risks. 	 Risk	 owners	 should	 have	 appropriate	 accountability	 and	
authority	 for	 managing	 identified	 risks.

6.2   ​Identifying​ basic​ requirements​ of​ interested​ parties

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 4.2 .

The	 basic	 requirements	 of	 relevant	 interested	 parties	 should	 be	 identified, 	 as 	 well	 as	 the	 status	 of	
compliance	 with	 these	 requirements. 	 This	 includes	 identifying	 all 	 the	 reference	 documents	 that	 define	
s e c u r i t y r u l e s  a n d  c o n t r o l s  a n d  t h a t a p p l y w i t h i n  t h e  s c o p e  o f t h e  i n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t .

T h e s e  r e fe r e n c e  d o c u m e n t s  c a n  i n c l u d e ,  b u t a r e  n o t l i m i t e d  t o :

a)  I S O/ I E C  2 7 0 0 1 : 2 0 2 2 ,  A n n e x  A ;

b) 	 additional	 standards	 that	 cover	 ISMS;

c) 	 additional	 standards	 applicable	 to	 a	 specific	 sector	 (e.g. 	 financial, 	 healthcare);

d) 	 specific	 international	 and/or	 national	 regulations;

e) 	 the	 organization’s	 internal	 security	 rules;

f )  s e c u r i t y r u l e s  a n d  c o n t r o l s  fr o m  c o n t r a c t s  o r  a g r e e m e n t s ;

g )  s e c u r i t y c o n t r o l s  i m p l e m e n t e d  b a s e d  o n  p r e v i o u s  r i s k t r e a t m e n t a c t i v i t i e s .

Any	 non-compliance	 with	 the	 basic	 requirements	 should	 be	 explained	 and	 justified. 	 These	 basic	
requirements	 and	 their	 compliance	 should	 be	 the	 input	 for	 the	 likelihood	 assessment	 and	 for	 the	
r i s k t r e a t m e n t .

6.3   ​Applying​ risk​ assessment

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 4.3 .

O r g a n i z a t i o n s  c a n  p e r fo r m  r i s k a s s e s s m e n t s  e m b e d d e d  w i t h i n  m a n y d i ffe r e n t p r o c e s s e s ,  s u c h  a s  
p r o j e c t m a n a g e m e n t ,  v u l n e r a b i l i t y m a n a g e m e n t ,  i n c i d e n t m a n a g e m e n t ,  p r o b l e m  m a n a g e m e n t ,  o r  
even	 on	 an	 impromptu	 basis	 for	 a	 given	 identified	 specific	 topic. 	 Regardless	 of	 how	 risk	 assessments	
a r e  p e r fo r m e d ,  t h e y s h o u l d  c o l l e c t i ve l y c o ve r  a l l  t h e  i s s u e s  r e l e v a n t t o  t h e  o r g a n i z a t i o n  w i t h i n  t h e  
scope	 of	 an	 ISMS.

T h e  r i s k a s s e s s m e n t s h o u l d  h e l p  t h e  o r g a n i z a t i o n  m a ke  d e c i s i o n s  a b o u t t h e  m a n a g e m e n t o f t h e  r i s k s  
t h a t a ffe c t t h e  a c h i e ve m e n t o f i t s  o b j e c t i ve s .  T h i s  s h o u l d  t h e r e fo r e  b e  t a r g e t e d  a t t h o s e  r i s k s  a n d  c o n t r o l s  
t h a t ,  i f m a n a g e d  s u c c e s s fu l l y,  w i l l  i m p r o ve  t h e  l i ke l i h o o d  o f t h e  o r g a n i z a t i o n  a c h i e v i n g  i t s  o b j e c t i ve s .

More	 information	 about	 the	 context	 of	 an	 ISMS	 and	 the	 issues	 to	 be	 understood	 through	 risk	 assessment	
i s  g i ve n  i n  I S O/ I E C  2 7 0 0 3 .
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6.4  ​Establishing​ and​ maintaining​ information​ security​ risk​ criteria

6.4.1   ​General

ISO/IEC	 27001:2022 , 	 6.1.2 	 a) , 	 specifies	 requirements	 for	 organizations	 to	 define	 their	 risk	 criteria, 	 i .e. 	
the	 terms	 of	 reference	 by	 which	 they	 evaluate	 the	 significance	 of	 the	 risks	 that	 they	 identify	 and	 make	
d e c i s i o n s  c o n c e r n i n g  r i s k s .

ISO/IEC	 27001 	 specifies	 requirements	 for	 an	 organization	 to	 establish	 and	 maintain	 information	
s e c u r i t y r i s k c r i t e r i a  t h a t i n c l u d e :

a)  t h e  r i s k a c c e p t a n c e  c r i t e r i a ;

b)  c r i t e r i a  fo r  p e r fo r m i n g  i n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t s .

I n  g e n e r a l ,  t o  s e t r i s k c r i t e r i a ,  t h e  fo l l o w i n g  s h o u l d  b e  c o n s i d e r e d :

—  t h e  n a t u r e  a n d  t y p e  o f u n c e r t a i n t i e s  t h a t c a n  a ffe c t o u t c o m e s  a n d  o b j e c t i ve s  ( b o t h  t a n g i b l e  
a n d  i n t a n g i b l e) ;

—	 how	 consequence	 and	 likelihood	 will 	 be	 defined,	 predicted	 and	 measured;

—  t i m e - r e l a t e d  fa c t o r s ;

—  c o n s i s t e n c y i n  t h e  u s e  o f m e a s u r e m e n t s ;

—  h o w  t h e  l e ve l  o f r i s k w i l l  b e  d e t e r m i n e d ;

—	 how	 combinations	 and	 sequences	 of	 multiple	 risks	 will	 be	 taken	 into	 account;

—	 the	 organization’s	 capacity.

Further	 considerations	 on	 risk	 criteria	 are	 presented	 in	 A n n e x  A .

6.4.2   ​Risk​ acceptance​ criteria

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 6.1 .2 	 a) 	 1) .

I n  r i s k e v a l u a t i o n ,  r i s k a c c e p t a n c e  c r i t e r i a  s h o u l d  b e  u s e d  t o  d e t e r m i n e  w h e t h e r  a  r i s k i s  
a c c e p t a b l e  o r  n o t .

I n  r i s k t r e a t m e n t ,  r i s k a c c e p t a n c e  c r i t e r i a  c a n  b e  u s e d  t o  d e t e r m i n e  w h e t h e r  t h e  p r o p o s e d  r i s k 
treatment	 is 	 sufficient	 to	 reach	 an	 acceptable	 level	 of	 risk, 	 or	 if	 further	 risk	 treatment	 is 	 needed.

An	 organization	 should	 define	 levels	 of	 risk	 acceptance. 	 The	 following	 should	 be	 considered	 during	
d e ve l o p m e n t :

a) 	 consistency	 between	 the	 information	 security	 risk	 acceptance	 criteria	 and	 the	 organization’s	
g e n e r a l  r i s k a c c e p t a n c e  c r i t e r i a ;

b)  t h e  l e ve l  o f m a n a g e m e n t w i t h  d e l e g a t e d  a u t h o r i t y t o  m a ke  r i s k a c c e p t a n c e  d e c i s i o n s  
is 	 identified;

c)  r i s k a c c e p t a n c e  c r i t e r i a  c a n  i n c l u d e  m u l t i p l e  t h r e s h o l d s ,  a n d  a u t h o r i t y fo r  a c c e p t a n c e  c a n  b e  
a s s i g n e d  t o  d i ffe r e n t l e ve l s  o f m a n a g e m e n t ;

d) 	 risk	 acceptance	 criteria	 can	 be	 based	 on	 likelihood	 and	 consequence	 alone, 	 or	 can	 be	 extended	
to	 also	 consider	 the	 cost/benefit	 balance	 between	 prospective	 losses	 and	 the	 cost	 of	 controls;

e)  d i ffe r e n t r i s k a c c e p t a n c e  c r i t e r i a  c a n  a p p l y t o  d i ffe r e n t c l a s s e s  o f r i s k (e . g .  r i s k s  t h a t c a n  r e s u l t 
i n  n o n - c o m p l i a n c e  w i t h  r e g u l a t i o n s  o r  l a w s  a r e  n o t a l w a y s  r e t a i n e d ,  w h i l e  a c c e p t a n c e  o f r i s k s  
can	 be	 allowed	 if	 the	 acceptance	 is 	 a	 result	 of	 a	 contractual	 requirement);
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f) 	 risk	 acceptance	 criteria	 can	 include	 requirements	 for	 future	 additional	 treatment	 (e.g. 	 a	 risk	
c a n  b e  r e t a i n e d  o n  a  s h o r t- t e r m  b a s i s  e ve n  w h e n  t h e  l e ve l  o f r i s k e x c e e d s  t h e  r i s k a c c e p t a n c e  
c r i t e r i a  i f t h e r e  i s  a p p r o v a l  a n d  c o m m i t m e n t t o  t a ke  a c t i o n  t o  i m p l e m e n t a  c h o s e n  s e t o f 
controls	 to	 reach	 an	 acceptable	 level	 within	 a	 defined	 time	 period);

g) 	 risk	 acceptance	 criteria	 should	 be	 defined	 based	 upon	 the	 risk	 appetite	 that	 indicates	 amount	
a n d  t y p e  o f r i s k t h a t t h e  o r g a n i z a t i o n  i s  w i l l i n g  t o  p u r s u e  o r  r e t a i n ;

h)  r i s k a c c e p t a n c e  c r i t e r i a  c a n  b e  a b s o l u t e  o r  c o n d i t i o n a l  d e p e n d i n g  o n  t h e  c o n t e x t .

Risk	 acceptance	 criteria	 should	 be	 established	 considering	 the	 following	 influencing	 factors:

—  o r g a n i z a t i o n a l  o b j e c t i ve s ;

—  o r g a n i z a t i o n a l  o p p o r t u n i t i e s ;

—  l e g a l  a n d  r e g u l a t o r y a s p e c t s ;

—  o p e r a t i o n a l  a c t i v i t i e s ;

—  t e c h n o l o g i c a l  c o n s t r a i n t s ;

—	 financial	 constraints;

—  p r o c e s s e s ;

—  s u p p l i e r  r e l a t i o n s h i p s ;

—  h u m a n  fa c t o r s  (e . g .  r e l a t e d  t o  p r i v a c y) .

The	 list	 of	 influencing	 factors	 is 	 not	 exhaustive. 	 The	 organization	 should	 consider	 the	 influencing	
fa c t o r s  b a s e d  o n  t h e  c o n t e x t .

A	 simple	 acceptance	 criterion	 (yes/no) 	 does	 not	 always	 suffice	 in	 practice.

In	 many	 cases, 	 the	 decision	 to	 accept	 risk	 can	 be	 made	 at	 specific	 levels	 of	 risk	 (specific	 combinations	
of	 likelihood	 and	 consequence) . 	 However, 	 there	 can	 be	 circumstances	 where	 it	 is 	 necessary	 to	 set	
thresholds	 of	 acceptance	 for	 extreme	 consequences	 regardless	 of	 their	 likelihood,	 or	 extremely	 high	
likelihoods	 regardless	 of	 consequences, 	 where	 the	 effect	 on	 the	 organization	 primarily	 results	 from	 one	
o r  t h e  o t h e r.

For	 example, 	 acceptance	 of	 a	 rare	 event	 that	 wipes	 out	 the	 stock	 value	 of	 a	 company,	 or	 a	 constant	
drain	 on	 resources	 resulting	 from	 the	 need	 to	 control	 frequent	 minor	 infractions	 of	 a	 policy, 	 should	 be	
c o n s i d e r e d  p r i m a r i l y b a s e d  o n  w h i c h  o f t h e  t wo  fa c t o r s  h a ve  t h e  d o m i n a n t e ffe c t o n  t h e  o r g a n i z a t i o n .

Consequently, 	 risk	 acceptance	 criteria	 should	 ideally	 include	 consideration	 of	 likelihood	 and	
consequence	 independently, 	 as 	 well	 as 	 costs	 of	 management, 	 rather	 than	 merely	 level	 of	 risk	 as	 a	
combination	 of	 likelihood	 and	 consequence.

A n  o r g a n i z a t i o n  w i t h  a  ke e n  r i s k a p p e t i t e  c a n  s e t a  h i g h e r  t h r e s h o l d  o f a c c e p t a n c e ,  t h e r e b y a c c e p t i n g  
m o r e  r i s k s  t h a n  a n  o r g a n i z a t i o n  w i t h  a  l o we r  r i s k a p p e t i t e .  T h i s  p r o t e c t s  t h e  o r g a n i z a t i o n  fr o m  
o ve r- c o n t r o l ,  i . e .  h a v i n g  s o  m a n y i n fo r m a t i o n  s e c u r i t y c o n t r o l s  t h a t t h e y p r e ve n t t h e  a b i l i t y o f t h e  
o r g a n i z a t i o n  t o  a c h i e ve  i t s  o b j e c t i ve s .

R i s k a c c e p t a n c e  c r i t e r i a  c a n  d i ffe r  d e p e n d i n g  o n  h o w  l o n g  t h e  r i s k s  a r e  e x p e c t e d  t o  e x i s t (e . g .  t h e  r i s k s  
c a n  b e  a s s o c i a t e d  w i t h  a  t e m p o r a r y o r  s h o r t- t e r m  a c t i v i t y) .

T h e  r i s k c r i t e r i a  s h o u l d  b e  ke p t u n d e r  r e v i e w  a n d  u p d a t e d  a s  n e c e s s a r y a s  a  r e s u l t o f a n y c h a n g e s  i n  t h e  
c o n t e x t o f i n fo r m a t i o n  s e c u r i t y r i s k m a n a g e m e n t .

EXAMPLE	 A	 small	 company	 can	 initially	 have	 a	 keen	 risk	 appetite	 but	 as	 it	 grows,	 it	 can	 lower	 its 	 risk	 appetite.

T h e  r i s k a c c e p t a n c e  c r i t e r i a  s h o u l d  b e  a p p r o ve d  b y t h e  a u t h o r i z e d  m a n a g e m e n t l e ve l .
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6.4.3   ​Criteria​ for​ performing​ information​ security​ risk​ assessments

6.4.3.1   ​General

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 6.1 .2 	 a) 	 2) .

Risk	 assessment	 criteria	 specify	 how	 the	 significance	 of	 a	 risk	 is 	 determined	 in	 terms	 of	 its	 consequences, 	
l i ke l i h o o d  a n d  l e ve l  o f r i s k .

I n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t c r i t e r i a  s h o u l d  t a ke  i n t o  a c c o u n t t h e  a p p r o p r i a t e n e s s  o f r i s k 
m a n a g e m e n t a c t i v i t i e s .

C o n s i d e r a t i o n s  fo r  a c h i e v i n g  t h i s  i n c l u d e :

a) 	 the	 classification	 level	 of	 information;

b) 	 the	 quantity, 	 and	 any	 concentration	 of	 information;

c)  t h e  s t r a t e g i c  v a l u e  o f t h e  b u s i n e s s  p r o c e s s e s  t h a t m a ke  u s e  o f t h e  i n fo r m a t i o n ;

d )  t h e  c r i t i c a l i t y o f t h e  i n fo r m a t i o n  a n d  a s s e t s  r e l a t e d  t o  i n fo r m a t i o n  i n vo l ve d ;

e) 	 operational	 and	 business	 importance	 of	 availability, 	 confidentiality	 and	 integrity;

f )  t h e  e x p e c t a t i o n s  a n d  p e r c e p t i o n s  o f i n t e r e s t e d  p a r t i e s  (e . g .  t o p  m a n a g e m e n t) ;

g) 	 negative	 consequences	 such	 as	 loss	 of	 goodwill	 and	 reputation;

h)  c o n s i s t e n c y w i t h  t h e  o r g a n i z a t i o n a l  r i s k c r i t e r i a .

Risk	 assessment	 criteria, 	 or	 a	 formal	 basis	 for	 defining	 them,	 should	 be	 standardized	 across	 the	
o r g a n i z a t i o n  fo r  a l l  t y p e s  o f r i s k a s s e s s m e n t ,  a s  t h i s  c a n  fa c i l i t a t e  t h e  c o m m u n i c a t i o n ,  c o m p a r i s o n  a n d  
a g g r e g a t i o n  o f r i s k s  a s s o c i a t e d  w i t h  m u l t i p l e  b u s i n e s s  d o m a i n s .

I n fo r m a t i o n  s e c u r i t y r i s k a s s e s s m e n t c r i t e r i a  t y p i c a l l y i n c l u d e :

—	 consequences;

—  l i ke l i h o o d ;

—  l e ve l  o f r i s k .

6.4.3.2   ​Consequence​ criteria

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 6.1 .2 	 a) 	 2) .

I S O/ I E C  2 7 0 0 1  is 	 concerned	 with	 the	 consequences	 which	 are	 directly	 or	 indirectly	 affected	 by	 the	
preservation	 or	 loss	 of	 confidentiality, 	 integrity	 and	 availability	 of	 information	 in	 the	 scope	 of	 the	 ISMS. 	
Consequence	 criteria	 should	 be	 developed	 and	 specified	 in	 terms	 of	 the	 extent	 of	 damage	 or	 loss, 	 or	
harm	 to	 an	 organization	 or	 individual	 resulting	 from	 the	 loss	 of	 confidentiality, 	 integrity	 and	 availability	
of	 information. 	 When	 defining	 consequence	 criteria, 	 the	 following	 should	 especially	 be	 considered:

a)  l o s s  o f l i fe  o r  h a r m  t o  i n d i v i d u a l s  o r  g r o u p s ;

b)  l o s s  o f fr e e d o m ,  d i g n i t y o r  r i g h t t o  p r i v a c y ;

c)  l o s s  o f s t a ff a n d  i n t e l l e c t u a l  c a p i t a l  (s k i l l s  a n d  e x p e r t i s e) ;

d )  i m p a i r e d  i n t e r n a l  o r  t h i r d - p a r t y o p e r a t i o n s  (e . g .  d a m a g e  t o  a  b u s i n e s s  fu n c t i o n  o r  p r o c e s s) ;

e)  e ffe c t s  t o  p l a n s  a n d  d e a d l i n e s ;

f) 	 loss	 of	 business	 and	 financial	 value;
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g )  l o s s  o f b u s i n e s s  a d v a n t a g e  o r  m a r ke t s h a r e ;

h)  d a m a g e  t o  p u b l i c  t r u s t o r  r e p u t a t i o n ;

i) 	 breaches	 of	 legal, 	 regulatory	 or	 statutory	 requirements;

j )  b r e a c h e s  o f c o n t r a c t s  o r  s e r v i c e  l e ve l s ;

k)  a d ve r s e  i m p a c t o n  i n t e r e s t e d  p a r t i e s ;

l )  n e g a t i ve  i m p a c t o n  t h e  e n v i r o n m e n t ,  p o l l u t i o n .

Consequence	 criteria	 define	 how	 an	 organization	 categorizes	 the	 significance	 of	 potential	 information	
security	 events	 to	 the	 organization. 	 It	 is 	 essential	 to	 determine	 how	 many	 categories	 of	 consequences	
are	 used, 	 how	 they	 are	 defined,	 and	 what	 consequences	 are	 associated	 with	 each	 category. 	 Usually, 	
consequence	 criteria	 are	 different	 for	 different	 organizations	 depending	 on	 the	 organization’s	 internal	
a n d  e x t e r n a l  c o n t e x t .

EXAMPLE	 1 	 The	 maximum	 amount	 the	 organization	 is 	 prepared	 to	 write	 off	 in	 a	 fiscal	 year	 and	 the	 minimum	
amount	 in	 the	 same	 period	 that	 would	 force	 it	 into	 liquidation	 can	 create	 realistic	 upper	 and	 lower	 limits	 of	 an	
organization's	 consequence	 scale	 expressed	 in	 monetary	 terms.

This	 context-dependent	 range	 can	 then	 be	 divided	 into	 several	 consequence	 categories, 	 the	 number	 and	
distribution	 of	 which	 should	 depend	 on	 the	 risk	 perception	 and	 appetite	 of	 the	 organization. 	 Monetary	
consequence	 scales	 are	 commonly	 expressed	 in	 a	 logarithmic	 scale	 such	 as	 in	 decades	 or	 powers	 of	 10	
(e.g. 	 100	 to	 1 	 000; 	 1 	 to	 10 	 000, 	 etc.) , 	 but	 alternative	 quantization	 schemes	 can	 be	 used	 where	 they	 fit	 the	
o r g a n i z a t i o n' s  c o n t e x t b e t t e r.

Because	 consequences	 in	 different	 domains	 or	 departments	 of	 an	 organization	 can	 initially	 be	 expressed	
i n  v a r i o u s  w a y s  r a t h e r  t h a n  s t r i c t l y i n  m o n e t a r y t e r m s ,  i t i s  u s e fu l  i f t h e s e  v a r i o u s  e x p r e s s i o n s  c a n  b e  
cross-referenced	 to	 a	 common	 anchoring	 scale	 to	 ensure	 approximately	 equivalent	 levels	 of	 consequence	
i n  t h e  d i ffe r e n t d o m a i n s  a r e  c o r r e c t l y c o m p a r e d  w i t h  e a c h  o t h e r.  T h i s  s h o u l d  e n a b l e  a n  a g g r e g a t i o n  o f 
r i s k s  a c r o s s  d o m a i n s  t o  b e  p e r fo r m e d .

EXAMPLE	 2 	 A	 data	 breach, 	 as	 well	 as	 possibly	 impacting	 individual	 privacy, 	 can	 result	 in	 the	 loss	 of	
confidentiality, 	 integrity	 or	 availability	 of	 information	 in	 the	 scope	 of	 the	 ISMS. 	 This	 can	 also	 lead	 to	 non-
compliance	 with	 applicable	 data	 protection	 legislation. 	 Potential	 consequences	 range	 from	 information	
l o s s ,  l o s s  o f i n fo r m a t i o n - r e l a t e d  a s s e t s  a n d  i n fo r m a t i o n  p r o c e s s ,  t o  l o s s  o f o p e r a t i o n a l  b u s i n e s s  g o a l s  a n d  
p r o j e c t e d  b u s i n e s s .

6.4.3.3   ​Likelihood​ criteria

NOTE  This	 subclause	 relates	 to	 ISO/IEC	 27001:2022 , 	 6 .1 .2 	 a) 	 2) .

Determining	 likelihood	 criteria	 depends	 on	 aspects	 such	 as:

a)  a c c i d e n t a l  o r  n a t u r a l  e ve n t s ;

b)  t h e  d e g r e e  o f e x p o s u r e  o f r e l e v a n t i n fo r m a t i o n  o r  t h e  a s s e t r e l a t e d  t o  i n fo r m a t i o n  t o  t h e  t h r e a t ;

c)  t h e  d e g r e e  t o  w h i c h  v u l n e r a b i l i t y o f t h e  o r g a n i z a t i o n  i s  e x p l o i t e d ;

d )  t e c h n o l o g y fa i l u r e ;

e)  h u m a n  a c t s  o r  o m i s s i o n s .

L i ke l i h o o d  c a n  b e  e x p r e s s e d  i n  p r o b a b i l i s t i c  t e r m s  (t h e  c h a n c e  t h a t a n  e ve n t w i l l  o c c u r  i n  a  g i ve n  t i m e  
frame) 	 or	 in	 frequentist	 terms	 (the	 notional	 average	 number	 of	 occurrences	 in	 a	 given	 time	 frame) . 	 The	
likelihood	 expressed	 in	 terms	 related	 to	 frequency	 is 	 often	 used	 when	 it	 is 	 communicated,	 although	
o n l y t h e  l i ke l i h o o d  e x p r e s s e d  i n  p r o b a b i l i s t i c  t e r m s  c a n  b e  u s e d  w h e n  a g g r e g a t i o n  o f l i ke l i h o o d s  
i s  p e r fo r m e d .
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