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ASIS INTERNATIONAL
COMMISSION ON GUIDELINES

The Commission on Guidelines was established in early 2001 by ASIS
International (ASIS) in response to a concerted need for guidelines
regarding security issues in the United States. As the preeminent
organization for security professionals worldwide, ASIS has an
important role to play in helping the private sector secure its business
and critical infrastructure, whether from natural disaster, accidents,
or planned actions, such as terrorist attacks, vandalism, etc. ASIS
had previously chosen not to promulgate guidelines and standards,
but world events have brought to the forefront the need for a
professional security organization to spearhead an initiative to create
security advisory provisions. By addressing specific concerns and
issues inherent to the security industry, security guidelines will better
serve the needs of security professionals by increasing the
effectiveness and productivity of security practices and solutions, as
well as enhancing the professionalism of the industry.

Mission Statement

To advance the practice of security through the development of risk
mitigation guidelines within a voluntary, non-proprietary, and
consensus-based process utilizing to the fullest extent possible the
knowledge, experience, and expertise of ASIS membership and the
security industry.

Goals and Objectives

® Assemble and categorize a database of existing security-related
guidelines

e  Develop methodology for identifying new guideline development
projects

e Involve/organize ASIS Councils to support guideline
development

e [dentify and develop methodology for development,
documentation, and acceptance of guidelines

e Develop and sustain alliances with related organizations to
benchmark, participate, and support ASIS guideline
development

®  Produce national consensus-based guidelines in cooperation
with other industries and the Security Industry Standards Council

Functions

e  Establish guideline project

® Determine guidelines for development and assign scope
®  Assign participating Council(s), where appropriate

®  Approve membership on guideline committee

® Actas agoverning body to manage and integrate guidelines
from various Councils and security disciplines

e  Review and monitor projects and guideline development
e  Approve Final Draft Guideline and Final Guideline

e  Select guidelines for submission to the Security Industry

Standards Council and the American National Stanm cuments
(ANSI)
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6.0 GUIDELINES DESIGNATION
This Guideline is designated as ASIS GDL CSO 06 2004.
7.0 SCOPE

The Chief Security Officer (CSO) Guideline has applicability in both the private and public sector
environments, which must evaluate and respond to the continuingly increasing and changing
risks to their assets and organizations both domestically and globally.

8.0 SUMMARY OF GUIDELINE

The CSO Guideline is designed as a tool to allow an organization to decide upon and provide a
security architecture characterized by appropriate awareness, prevention, preparedness, and
response to changes in threat conditions. This Guideline is structured at a high level, although
specific considerations and responses also are addressed for consideration by individual
organizations based on specific risk assessment and requirements.

9.0 PURPOSE

ASIS International has developed the CSO Guideline as a model for organizations to utilize in the
development of a leadership function to provide a comprehensive, integrated security risk
strategy to contribute to the viability and success of the organization.

10.0 OVERVIEW

Today’s business risk environments have become increasingly more severe, complex, and
interdependent, both domestically and globally. The effective management of these environments
is a fundamental requirement of business. Boards of Directors, shareholders, key stakeholders,
and the public correctly expect organizations to identify and anticipate areas of risk and set in
place a cohesive strategy across all functions to mitigate or reduce those risks. In addition, there is
an expectation that management will respond in a highly effective manner to those events and
incidents that threaten the assets of the organization. A proactive strategy for mitigation of the
risk of loss ultimately provides a positive impact to profitability and is an organizational
governance responsibility of senior management and governing boards.

It is the thesis of this Guideline that the skills and competencies essential to active protection and
measurably effective response to the modern threat environment are far more critical than ever
before. Effective leadership within the top levels of the organization and its related security
functions are imperative. Organizational reputation, the uninterrupted reliability of the technical
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