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Abstract 

This Standard presents a comprehensive management approach for the protection of assets by the application of security 
measures for physical asset protection.  

This Standard may be used in conjunction with other ASIS International documents that provide additional information and 
details:  

�� ASIS International Protection of Assets.  

�� ASIS GDL FPSM-2009, Facilities Physical Security Measures Guideline. 

�� ANSI/ASIS SPC.1-2009, Organizational Resilience: Security Preparedness, and Continuity Management Systems – 
Requirements with Guidance for Use. 
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NOTICE AND DISCLAIMER 
The information in this publication was considered technically sound by the consensus of those who engaged in the 
development and approval of the document at the time of its creation. Consensus does not necessarily mean that there is 
unanimous agreement among the participants in the development of this document. 

ASIS International standards and guideline publications, of which the document contained herein is one, are developed 
through a voluntary consensus standards development process. This process brings together volunteers and/or seeks out the 
views of persons who have an interest and knowledge in the topic covered by this publication. While ASIS administers the 
process and establishes rules to promote fairness in the development of consensus, it does not write the document and it does 
not independently test, evaluate, or verify the accuracy or completeness of any information or the soundness of any judgments 
contained in its standards and guideline publications. 

ASIS is a volunteer, nonprofit professional society with no regulatory, licensing or enforcement power over its members or 
anyone else. ASIS does not accept or undertake a duty to any third party because it does not have the authority to enforce 
compliance with its standards or guidelines. It assumes no duty of care to the general public, because its works are not 
obligatory and because it does not monitor the use of them. 

ASIS disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether special, 
indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of, application, or reliance 
on this document. ASIS disclaims and makes no guaranty or warranty, expressed or implied, as to the accuracy or 
completeness of any information published herein, and disclaims and makes no warranty that the information in this 
document will fulfill any person’s or entity’s particular purposes or needs. ASIS does not undertake to guarantee the 
performance of any individual manufacturer or seller’s products or services by virtue of this standard or guide. 

In publishing and making this document available, ASIS is not undertaking to render professional or other services for or on 
behalf of any person or entity, nor is ASIS undertaking to perform any duty owed by any person or entity to someone else. 
Anyone using this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a 
competent professional in determining the exercise of reasonable care in any given circumstances. Information and other 
standards on the topic covered by this publication may be available from other sources, which the user may wish to consult 
for additional views or information not covered by this publication. 

ASIS has no power, nor does it undertake to police or enforce compliance with the contents of this document. ASIS has no 
control over which of its standards, if any, may be adopted by governmental regulatory agencies, or over any activity or 
conduct that purports to conform to its standards. ASIS does not list, certify, test, inspect, or approve any practices, products, 
materials, designs, or installations for compliance with its standards. It merely publishes standards to be used as guidelines 
that third parties may or may not choose to adopt, modify or reject. Any certification or other statement of compliance with 
any information in this document shall not be attributable to ASIS and is solely the responsibility of the certifier or maker of 
the statement. 

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or 
by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written consent of the 
copyright owner.  
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FOREWORD 
The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed 
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected 
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the 
Standard. 

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory requirements are 
designated by the word shall and recommendations by the word should. Where both a mandatory requirement and a 
recommendation are specified for the same criterion, the recommendation represents a goal currently identifiable as having 
distinct compatibility or performance advantages. 

 

About ASIS 
ASIS International (ASIS) is the preeminent organization for security professionals, with 38,000 members worldwide. ASIS is 
dedicated to increasing the effectiveness and productivity of security professionals by developing educational programs and 
materials that address broad security interests, such as the ASIS Annual Seminar and Exhibits, as well as specific security 
topics. ASIS also advocates the role and value of the security management profession to business, the media, government 
entities, and the public. By providing members and the security community with access to a full range of programs and 
services, and by publishing the industry’s No. 1 magazine – Security Management – ASIS leads the way for advanced and 
improved security performance. 

The work of preparing standards and guidelines is carried out through the ASIS International Standards and Guidelines 
Committees, and governed by the ASIS Commission on Standards and Guidelines. An ANSI accredited Standards 
Development Organization (SDO), ASIS actively participates in the International Organization for Standardization. The 
Mission of the ASIS Standards and Guidelines Commission is to advance the practice of security management through the 
development of standards and guidelines within a voluntary, nonproprietary, and consensus-based process, utilizing to the fullest extent 
possible the knowledge, experience, and expertise of ASIS membership, security professionals, and the global security industry. 

 

Suggestions for improvement of this document are welcome. They should be sent to ASIS International, 1625 Prince Street, 
Alexandria, VA 22314-2818, USA. 
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0.   INTRODUCTION  
Protecting the assets of any organization – public, private or not-for-profit – is a critical task for the 
viability, profitability, reputation, and sustainability of the organization. This transcends the protection 
of just human and physical assets, and includes the securing of vital intellectual property and 
information. Protecting assets requires a combination of strategic thinking, process management, and 
the ability to implement programs and initiatives in increasingly shorter periods of time to match the 
rapid pace of today’s global business environment. 

This Standard provides an approach to identify, apply, and manage physical security measures to 
safeguard an organization's assets – people, property, information, and intangibles that are based in 
facilities (not during transit). Physical asset protection (PAP) – also known as physical security 
management – includes the protection of both tangible (e.g., physical, human, infrastructure, and 
environmental assets) and intangible assets (e.g., brand, reputation, and information assets). This 
Standard provides a framework for establishing, implementing, operating, monitoring, reviewing, 
maintaining, and improving physical protection systems (PPS).  

All organizations face a certain amount of risk. The challenge is to determine how much risk is 
acceptable, and how to cost-effectively manage the risk while meeting the organization’s strategic and 
operational objectives. Thus, choices must be made regarding the trade-off between the resources 
necessary to generate products, profits, and market-share, and the controls required to protect them.  
Successful asset protection provides the appropriate balance between these competing demands. This 
Standard, used in conjunction with the ASIS International Protection of Assets and the ASIS GDL FPSM-
2009, Facilities Physical Security Measures Guideline, will assist organizations in achieving this difficult 
balance in determining the appropriate level of acceptable risk for a broad variety of situations and the 
investment required to manage those risks. 

This Standard views asset protection from the larger gamut of risk and resilience management as it 
relates to the complete protection of assets. The management system used in this Standard is the 
framework presented in the ANSI/ASIS SPC.1-2009, Organizational Resilience: Security, Preparedness, and 
Continuity Management Systems – Requirements with Guidance for Use Standard. This Standard provides 
informative guidance on incorporating the elements of asset protection into the Organizational 
Resilience Management System (ORMS). 

This Standard is designed so that it can be integrated with quality, safety, environmental, information 
security, supply chain security, organizational resilience, risk, and other management systems 
standards within an organization. A suitably designed management system can thus satisfy the 
requirements of all these standards. 

 

0.1   Asset Protection  
The context of asset protection – when applied to a physical asset protection management system (PAPMS) 
– considers risks associated with intentional, unintentional, and/or naturally caused events. Asset 
protection incorporates the organization’s security and related functions (e.g., risk management, safety, 
finance, quality assurance, compliance, etc.) into a comprehensive, proactive management system. 
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Asset protection is directly tied to the organization’s mission to protect its tangible and intangible 
assets by removing or reducing exposure to the causes and consequences of risks. 

The organization’s management system should: 

a)� Ensure top management leadership and commitment to the PAP policy; 
b)� Establish a comprehensive risk management program that identifies, analyzes, and evaluates 

risks to tangible and intangible assets; 
c)� Characterize the assets, design, and implement a PPS that meets the objectives against the 

available resources; 
d)� Integrate people, procedures, technologies, and equipment to meet the objectives; and  
e)� Continuously monitor, measure, and review the performance of the management system. 
 

In order to effectively protect its assets, an organization needs to recognize the interdependencies of 
various business functions and processes to develop a holistic approach to PAP. Physical asset 
protection is intertwined with other security-related disciplines, such as information technology 
systems and continuity management. In order to understand the shared risk environment, the 
organization should consider: 

a)� A common basis for risk ownership and accountability; 
b)� An integrated risk assessment and harmonized treatment strategy; 
c)� Common lines of communications and reporting for assessing and managing risk in a cross-

disciplinary and cross-functional fashion; and  
d)� Establishing cross-disciplinary and cross-functional teams to achieve a coordinated pre-emptive 

and response structure.  
 

When implementing this Standard, organizations should adopt a comprehensive and integrated 
strategy that encompasses all areas of security risk. This should be reflected in all elements of the 
Standard. The organization will be better able to achieve its objectives by understanding and integrating 
PAP, information technology systems, and risk management in all of the elements of its management 
system. 

 

0.2   Management Systems Approach 
The management systems approach encourages organizations to analyze organizational and 
stakeholder requirements and define processes that contribute to success. A management system can 
provide the framework for continual improvement to increase the probability of enhancing security 
and asset protection. It provides confidence to the organization, and its customers, that it can provide a 
safe and secure environment which fulfills organizational and stakeholder requirements. 

This Standard adopts a management systems approach for establishing, implementing, operating, 
monitoring, reviewing, maintaining, and improving an organization's PAPMS. An organization needs 
to identify and manage many activities in order to function effectively. Any activity using resources 
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and managed in order to enable the transformation of inputs into outputs can be considered to be a 
process. Often the output from one process directly forms the input to the next process. 

The management systems approach is a set of interrelated elements and processes within an 
organization. By understanding the interrelationships between the elements and processes, the 
organization is able to implement its policy and achieve its objectives of managing asset protection. The 
management systems approach for PAP management presented in this Standard encourages its users to 
emphasize the importance of: 

a)� Understanding the organization’s context, risk, and PAP requirements; 
b)� Establishing a policy and objectives to manage risks; 
c)� Implementing, operating, and maintaining controls to manage an organization’s risks within 

the context of the organization’s mission; 
d)� Monitoring and reviewing the performance and effectiveness of the PAPMS; and  
e)� Ensuring continual improvement based on objective measurement. 

 
This Standard adopts the "Plan-Do-Check-Act" (PDCA) model, used in the ANSI/ASIS SPC.1-2009, 
which is applied to structure the PAPMS processes. Figure 1 illustrates how ANSI/ASIS SPC.1-2009 and 
PAPMS takes as input the PAP management requirements and expectations of the interested parties, 
and – through the necessary actions and processes – produces risk management outcomes that meet 
those requirements and expectations. Figure 1 also illustrates the links in the processes presented in 
this Standard. 
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Figure 1: Plan-Do-Check-Act Model 
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Plan  
(establish the 
management system) 

Establish management system policy, objectives, processes, and procedures relevant to managing 
risk and improving security risk management and PAP, and to deliver results in accordance with 
an organization’s overall policies and objectives. 

Do  
(implement and operate 
the management system) 

Implement and operate the management system policy, controls, processes, and procedures. 

Check  
(monitor and review the 
management system) 

Assess and measure process performance against management system policy, objectives, and 
practical experience and report the results to management for review. 

Act  
(maintain and improve 
the management system) 

Take corrective and preventive actions, based on the results of the internal management system 
audit and management review, to achieve continual improvement of the management system. 

 

Conformance to this Standard can be verified by an auditing process that is compatible and consistent 
with the methodology of other management systems standards – ISO 9001:2008, ISO 14001:2004, 
ISO/IEC 27001:2005, ISO 28000:2007, ANSI/ASIS SPC.1-2009, and the PDCA Model. This Standard uses 
the risk management approach of ISO 31000: 2009. 
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Security Management Standard:  
Physical Asset Protection  

1 

 

1.   SCOPE  
This Standard provides generic principles, requirements, and guidance as well as the framework for a 
management system to assist organizations in the design, implementation, monitoring, evaluation, 
maintenance, and replacement of PPS. All the requirements and guidance in this Standard are intended 
to be incorporated in ANSI/ASIS SPC.1-2009, or any type of an organization’s management system 
based on the PDCA model. The Standard is applicable to organizations of all sizes across all sectors: 
private, public and not-for-profit. 

A PAPMS includes the protection of both tangible and intangible assets.  

This Standard is applicable to any organization that wishes to:  

a)� Establish, implement, maintain, and improve the PAPMS; 

b)� Confirm conformity with its stated PAP and management policy; 

c)� Commit to continual improvement through duty of care; and  

d)� Demonstrate conformity with this Standard by:  

I.� Making a self-determination and self-declaration;  

II.� Seeking confirmation of its conformance by parties having an interest in the 
organization (such as customers); or 

III.� Seeking confirmation of its self-declaration by an external party.  

 

This Standard provides generic principles, requirements, and guidance intended to be incorporated into 
any organization-wide risk and resilience management system (see ANSI/ASIS SPC.1-2009) intended to 
minimize the risks of disruptive events; it is not intended to promote a uniform approach to all 
organizations in all sectors. The design, implementation, and evaluation of PAP plans, procedures, and 
practices should take into account the particular requirements of each organization: its objectives, 
context, customers, culture, structure, assets, operations, processes, products, and services – as well as 
financial and regulatory realities. 

 

2.   NORMATIVE REFERENCES 
The following documents contain information which, through reference in this text, constitutes 
foundational knowledge for the use of this American National Standard. At the time of publication, the 
editions indicated were valid. All material is subject to revision, and parties are encouraged to 
investigate the possibility of applying the most recent editions of the material indicated below. 
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ANSI/ASIS SPC.1-2009, Organizational Resilience: Security Preparedness, and Continuity Management 
Systems – Requirements with Guidance for Use.  

ISO Guide 73:2009, Risk Management – Vocabulary. 

ISO 31000:2009, Risk Management – Principles and Guidelines. 

 

3.   TERMS AND DEFINITIONS 
An extensive Glossary of terms appears in Annex C.  

�
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4.   GENERAL PRINCIPLES 
The goal of a PAPMS is the protection of assets by removing or reducing the exposure of assets to 
threats and hazards by developing appropriate protective measures. These measures are intended to 
reduce the likelihood and consequences of a disruptive event, by preventive and preemptive measures 
and/or effective response measures to recovery to a predetermined level of performance.  

An acceptable level of protection is achieved by developing, designing, deploying, and evaluating fit-
for-purpose physical asset protection systems. The elements for physical security protection are 
detailed in Clause 5 and Annex A of this Standard. In developing, applying, and improving a PAPMS, 
decision-makers should apply the following general principles. 

 

4.1   Leadership and Vision 
Top management – which refers to the person or persons responsible for decision-making and 
authorization for executing decisions – establishes the vision, sets objectives, and provides direction 
and the risk appetite for their organizations. They promote a culture of ownership within the 
organization where everyone views managing the risks of disruptive events as part of their 
contribution to achieving the organization’s goals and objectives. Top management demonstrates and 
ensures a commitment to asset protection and effective leadership in the implementation and 
maintenance of this Standard. 

 

4.2   Governance 
Physical asset protection (PAP) is viewed as part of an overall good governance strategy. It is part of 
the organization’s philosophy and values, with protection of human life and safety as the primary 
concern of managing the risks of disruptive events; it is seen as an integral part of organization-wide 
risk management.  
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4.3   Needs Oriented 
The objectives of the organization are linked to its needs and expectations. Assessing and 
understanding the organization’s assets, needs, and expectations is critical to the success of PAP 
management. Stakeholder relationships are systematically managed, ensuring a balanced approach 
between the needs of the organization and other interested parties (e.g., stakeholders, employees, its 
supply chain, customers, suppliers, financiers, and local and global communities). 

 

4.4   Systems Approach 
PAP is a multi-process iterative approach. Identifying, understanding, and managing interrelated 
processes and elements contribute to the organization's effective and efficient control of its risks. The 
systems approach examines the linkages and interactions between the elements that compose the 
entirety of the system. Component parts of a system can best be understood in the context of 
relationships and interdependencies, rather than in isolation. 

 

4.5   Adaptability and Flexibility 
Most organizations operate where the internal and external environments are subject to change, and 
should conduct ongoing monitoring of the operating environment to identify changes and implement 
effective change management strategies. Successful organizations are willing to evolve: constantly 
adapting to reflect the changing operating environment. A PAPMS should be seen as a management 
framework, rather than a set of activities. As missions, budgets, priorities, and staff continue to change, 
the structure of the framework will remain predictable – while particular applications vary. 

 

4.6   Managing Uncertainty 
PAP management is not always based on predictable threats and quantifiable risks. Estimates and 
assumptions need to be made in analyzing the likelihood and consequences of threats – both known 
and unknown – and the vulnerability of the organization and its assets within a changing environment. 
The management of risk for disruptive events explicitly takes into account uncertainty, especially the 
nature of that uncertainty and how it should be addressed. 

 

4.7   Physical Assets Protection Perception 
It is incumbent upon top management and asset protection professionals to establish a well-defined 
strategy and communications program to ensure all levels of management and employees understand 
the goals of the security management system. The PAPMS supports cultural and organizational 
perception changes. The protection program must be fully understood and supported at the highest 
level; top management must ensure that all personnel follow the established requirements. 

 

4.8   Convergence of Perspectives  
Top management and asset protection professionals need to recognize the relationships and 
interrelationships between PAP and the other disciplines for managing the risks of events that might 
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prevent the organization from achieving its objectives. Analysis, planning, implementation, evaluation, 
documentation, and review activities need to take an organization security risk management 
perspective, integrating all facets of the functions and processes in the organization. Teaming with 
other business functions and processes is key to success in protecting the organization’s assets.  

 

4.9   Factual Basis for Decision Making 
The PAPMS supports decision making and outlines the actions that will be taken based on factual 
analysis, balanced with experience and intuition. A PAPMS increases the ability to review, challenge, 
and change opinions and decisions. It increases the ability to demonstrate effectiveness of past 
decisions through reference to data that is accurate, reliable, timely, and in line with the organization’s 
PAP policy. 

 

4.10   Continual Improvement 
Managers should seek to improve their PAPMS through the measurement, review, and subsequent 
modification of PAPMS processes, procedures, capabilities, and information. Formal, documented 
reviews should be conducted regularly. The findings and recommendations of such reviews should be 
considered by top management, and action taken where necessary. 

 

5.   LEADERSHIP AND GOVERNANCE 
5.1   Management Commitment 
Top management shall demonstrate leadership with respect to the security management program by: 

a)� Establishing a PAP management policy; 

b)� Appointing a person to be responsible for the PAPMS with the authority and competencies to 
be accountable for the implementation, maintenance, and evaluation of the management 
system; 

c)� Communicating to the organization the importance of meeting PAP management objectives and 
conforming to the PAPMS policy, its legal obligation, and the need for continual improvement; 

d)� Providing sufficient resources and time allocation to establish, implement, operate, monitor, 
review, maintain, and improve the PAPMS. Resources include people with specialized skills, 
equipment, internal infrastructure, technology, information, processes, and financial resources;  

e)� Setting the risk criteria and appetite; and 

f)� Conducting regular management reviews of the PAPMS. 

 

5.2   Policy 
Top management shall establish and communicate a PAP policy. The policy shall: 
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a)� Provide a commitment to avoid, prevent, and reduce the likelihood and consequences of 
disruptive events, including a commitment to human and community safety; 

b)� Be consistent with the organization’s other policies; 

c)� Provide a framework for setting and reviewing PAP objectives, targets, and programs; 

d)� Define the organization’s requirements for the PAP program; the scope of the physical security 
applications involved; and the process of implementation, review, and replacement; 

e)� Provide a commitment to comply with applicable legal and other requirements to which the 
organization subscribes; 

f)� Be documented, implemented, evaluated, and maintained; 

g)� Be communicated to all appropriate people working for or on behalf of the organization; 

h)� Be available to appropriate stakeholders; 

i)� Be visibly endorsed by top management; 

j)� Include a commitment to continual improvement; and 

k)� Be reviewed at planned intervals and when significant changes occur to the organization’s 
operating environment. 

 

6.   ESTABLISHING THE FRAMEWORK 
6.1   General 
The organization shall establish, implement, maintain, and improve a PAPMS in accordance with the 
requirements of this Standard. The organization shall continually improve the PAPMS’s effectiveness in 
accordance with the requirements set out in the whole of Section 5 in order to: 

a)� Assure the PAPMS can achieve its expected objectives, targets, and programs; 

b)� Manage change to the organization’s operating environment; and 

c)� Identify and address opportunities for improvement. 

 

6.2   Context of the Organization 
The organization shall identify and evaluate external and internal factors that are relevant to its 
purpose and that affect its ability to achieve the expected objectives, targets, and programs of its 
PAPMS. These factors shall be taken into account when establishing, implementing, and maintaining 
the organization’s PAPMS, as well as addressing priorities. 

 

6.2.1   External Context 
The organization shall define and document its external context, including:  

a)� The societal, cultural, political, legal, regulatory, technological, economic, natural, and 
competitive environment; 
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b)� Infrastructure dependencies; 

c)� Supply chain relationships and commitments; 

d)� Key issues, threats, and trends that may impact the assets, processes, and/or objectives of the 
organization; and 

e)� Perceptions and values of external stakeholders. 

 

6.2.2   Internal Context 
The organization shall define and document its internal context, including: 

a)� Assets including its infrastructure, equipment, people, information, reputation, and designs; 

b)� Information systems, information flows, and decision making processes – both formal and 
informal; 

c)� Internal stakeholders; 

d)� Organizational policies, objectives, and structures (e.g., governance(�roles, and accountabilities) 
for their achievement; 

e)� Perceptions, values, and culture; and 

f)� Standards and reference models adopted by the organization. 

�

6.2.3 Management Context 
The organization shall define and document its risk and resilience management context, including: 

a)� Critical assets, activities, functions, services, products, and stakeholder relationships;  

b)� The potential impact related to a disruptive incident;  

c)� Needs and requirements – including applicable legal requirements;  

d)� The organization’s overall risk management policy; 

e)� The organization’s risk appetite or risk aversion;  

f)� The nature and types of threats and consequences that can occur to its business and operations; 

g)� How likelihood, consequences, and level of risk will be determined; and 

h)� How combinations of multiple risks will be taken into account.  

 

6.2.4 Scope of Physical Asset Protection Management System 
The organization shall define and retain documented information on the scope of the PAPMS such that 
its boundaries and applicability can be clearly communicated to internal and external parties. 

The organization shall define the boundaries and the scope of its PAPMS, being the whole organization 
or one or more of its constituent parts. The organization shall: 
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a)� Establish the requirements for PAP management, considering the organization’s mission, goals, 
internal and external obligations (including those related to stakeholders), and legal 
responsibilities; 

b)� Assign critical operational objectives, assets, functions, services, and products;  

c)� Determine risk scenarios – based both on actual and potential internal and external events – that 
could adversely affect the critical operations, products and functions of the organization; and 

d)� Define a scope of the PAPMS in terms appropriate to the size, nature, and complexity of the 
organization from a perspective of continual improvement.  

 

The organization shall define the scope consistent with protecting and preserving the integrity of the 
organization and its relationships with stakeholders – including interactions with key suppliers, 
contractors, outsourcing and supply chain partners, and other stakeholders (e.g., customers, 
stockholders, the community in which it operates, etc.). Where an organization chooses to outsource 
any process that affects conformity with these requirements, the organization shall ensure that such 
processes are controlled. 
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