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Abstract

This Standard provides guidance for the use of a maturity model for the phased implementation of the ANSI/ASIS SPC.1-2009
organizational resilience standard in six phases, ranging from an unplanned approach, to managing events, to going beyond
the requirements of the ANSI/ASIS SPC.1-2009 Standard and creating a holistic environment for resilience management.
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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of those who engaged in the
development and approval of the document at the time of its creation. Consensus does not necessarily mean that there is
unanimous agreement among the participants in the development of this document.

ASIS International standards and guideline publications, of which the document contained herein is one, are developed
through a voluntary consensus standards development process. This process brings together volunteers and/or seeks out the
views of persons who have an interest and knowledge in the topic covered by this publication. While ASIS administers the
process and establishes rules to promote fairness in the development of consensus, it does not write the document and it does
not independently test, evaluate, or verify the accuracy or completeness of any information or the soundness of any judgments
contained in its standards and guideline publications.

ASIS is a volunteer, nonprofit professional society with no regulatory, licensing or enforcement power over its members or
anyone else. ASIS does not accept or undertake a duty to any third party because it does not have the authority to enforce
compliance with its standards or guidelines. It assumes no duty of care to the general public, because its works are not
obligatory and because it does not monitor the use of them.

ASIS disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether special,
indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of, application, or reliance
on this document. ASIS disclaims and makes no guaranty or warranty, expressed or implied, as to the accuracy or
completeness of any information published herein, and disclaims and makes no warranty that the information in this
document will fulfill any person’s or entity’s particular purposes or needs. ASIS does not undertake to guarantee the
performance of any individual manufacturer or seller’s products or services by virtue of this standard or guide.

In publishing and making this document available, ASIS is not undertaking to render professional or other services for or on
behalf of any person or entity, nor is ASIS undertaking to perform any duty owed by any person or entity to someone else.
Anyone using this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances. Information and other
standards on the topic covered by this publication may be available from other sources, which the user may wish to consult
for additional views or information not covered by this publication.

ASIS has no power, nor does it undertake to police or enforce compliance with the contents of this document. ASIS has no
control over which of its standards, if any, may be adopted by governmental regulatory agencies, or over any activity or
conduct that purports to conform to its standards. ASIS does not list, certify, test, inspect, or approve any practices, products,
materials, designs, or installations for compliance with its standards. It merely publishes standards to be used as guidelines
that third parties may or may not choose to adopt, modify or reject. Any certification or other statement of compliance with
any information in this document shall not be attributable to ASIS and is solely the responsibility of the certifier or maker of
the statement.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or
by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written consent of the
copyright owner.

Copyright © 2012 ASIS International
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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the
Standard.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory requirements are
designated by the word shall and recommendations by the word should. Where both a mandatory requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal currently identifiable as having
distinct compatibility or performance advantages.

About ASIS

ASIS International (ASIS) is the preeminent organization for security professionals, with 38,000 members worldwide. ASIS is
dedicated to increasing the effectiveness and productivity of security professionals by developing educational programs and
materials that address broad security interests, such as the ASIS Annual Seminar and Exhibits, as well as specific security
topics. ASIS also advocates the role and value of the security management profession to business, the media, government
entities, and the public. By providing members and the security community with access to a full range of programs and
services, and by publishing the industry’s No. 1 magazine — Security Management — ASIS leads the way for advanced and
improved security performance.

The work of preparing standards and guidelines is carried out through the ASIS International Standards and Guidelines
Committees, and governed by the ASIS Commission on Standards and Guidelines. An ANSI accredited Standards
Development Organization, ASIS actively participates in the International Organization for Standardization. The Mission of
the ASIS Standards and Guidelines Commission is fo advance the practice of security management through the development of
standards and Quidelines within a voluntary, nonproprietary, and consensus-based process, utilizing to the fullest extent possible the
knowledge, experience, and expertise of ASIS membership, security professionals, and the global security industry.

Suggestions for improvement of this document are welcome. They should be sent to ASIS International, 1625 Prince Street,
Alexandria, VA 22314-2818, USA.
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0. INTRODUCTION
0.1 General

The Organizational Resilience Maturity Model is a methodology designed to implement organizational
resilience concepts into core operating principles within any organization. This maturity model
(referred to here as the “Standard”) for the phased implementation of the ANSI/ASIS SPC.1-2009
organizational resilience standard (referred to here as the “base standard”), may be used by private,
public, not-for-profit, and voluntary organizations, regardless of their size, scope, or complexity. The
Standard accommodates diverse jurisdictional, geographical, cultural, operational, and social
environments.

Adopting a process for the phased implementation of an organization resilience management system
(“maturity model”) helps the organization determine how much risk is acceptable and how to cost-
effectively manage the uncertainty in achieving its objectives. Given the finite resources of
organizations, it is imperative that they have tools to address the array of threats, hazards, and risks
they may face. The maturity model described in this Standard helps organizations establish,
implement, and maintain an Organizational Resilience Management System (ORMS) (e.g., ANSI/ASIS
SPC.1-2009) to better manage the risks of potentially disruptive events through anticipation,
prevention, protection, mitigation, response, and recovery.

This Standard identifies six phases of maturity to achieve continual improvement of organizational
resilience through a management framework. The maturity model helps organizations achieve the
benefits of resilience management by “phasing in” a system tied to the organization’s business needs
and economic realities. The maturity model enhances an organization’s capacity to manage
organizational resilience by avoiding, accepting, removing the source, changing the likelihood,
changing the consequences, and sharing and/or retaining the risk. The body of this document provides
auditable criteria to plan, do, check, and act, in order to drive continual improvement of the
management system.

This model outlines six phases of implementation of the ANSI/ASIS SPC.1-2009 ranging from a pre-
awareness phase (no process in place for resilience management) to holistic management (going
beyond the requirements of the ANSI/ASIS SPC.1-2009), to promote resilience with stakeholders.
Using this maturity model, an organization can achieve and maintain an appropriate level of resilience
management as part of an organization’s culture.

The maturity model, for the phased implementation of the ANSI/ASIS SPC.1-2009, is a series of steps
designed to help organizations evaluate where they currently are with regard to resilience management
and preparedness, create a business or mission case, establish goals for achievement, benchmark where
they are relative to those goals, and plot a reasonable business path to attain organizational resilience.
Standards are designed to promote managed and repeatable performance. Managed and repeatable
performance will be achieved by moving to a level appropriate for the organization, with the goal
being to achieve the sixth step where possible.

This Standard is designed so that it can be integrated with quality, safety, environmental, information
security, risk, and other management systems within an organization. A suitably designed maturity
model for phased implementation can thus satisfy the requirements of other management systems
standards. Organizations that have adopted a management system (e.g., according to ISO 9001:2000,
Documents
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ISO 14001:2004, ISO 28000:2005, and/or ISO/IEC 27001:2005) can use this Standard in conjunction with
their existing management systems.

0.2 Management Systems Approach

The management systems approach encourages organizations to analyze organizational and
stakeholder requirements and define processes that contribute to success. A management system can
provide the framework for continual improvement to increase the prospect of enhancing anticipation,
prevention, mitigation, response, and recovery. It provides confidence to the organization and its
customers that the organization is able to provide a safe and secure environment which fulfills
organizational and stakeholder requirements.

Through the full implementation, ongoing maintenance, and continual improvement of the ANSI/ASIS
SPC.1-2009 organizational resilience management system, an organization is able to reach the ultimate
goal of assuring organizational resilience. The phased approach recognizes that resilience must be
aligned with the organization’s needs and constraints in order to support continual improvement.

This American National Standard adopts a process approach for establishing, implementing, operating,
monitoring, reviewing, maintaining, and improving an organization's ORMS. An organization needs
to identify and manage many activities in order to function effectively. Any activity using resources
that is managed in order to enable the transformation of inputs into outputs can be considered to be a
process. Often the output from one process directly forms the input to the next process. The
application of a system of processes within an organization, together with the identification and
interactions of these processes and their management, can be referred to as a “process approach”.

The maturity model approach for an ORMS presented in this Standard encourages its users to
emphasize the importance of:

a) Managing the organization’s risk;

b) Establishing a policy, objectives, and strategies to manage risks;

c) Implementing controls to manage risks within the context of the organization’s mission;
d) Monitoring and reviewing the performance and effectiveness of the ORMS; and

e) Continual improvement based on objective measurement.

The Maturity Model outlines six phases of implementation briefly described below as:

1. Phase One: Pre-awareness — Ad hoc resilience activities, no process currently in place, and
resilience management is unstructured with no advanced preparation.

2. Phase Two: Project Approach — Commonly known as “the awareness phase”, where
management is willing to test the concept and establish a trial project to explore the benefits of
resilience management and preparedness.

3. Phase Three: Program Approach - An expansion of the project approach. The organizational view
begins to shift from specific issues to addressing division- or organization-wide issues
implementing the core elements of the base standard.

4. Phase Four: Systems Approach — This phase involves integrating the core elements. Resilience
management and preparedness are viewed as part of an iterative continual improvement
process using the Plan-Do-Check-Act (PDCA) model.
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5. Phase Five: Management System — All the core elements of the base standard have been applied
and tested.

6. Phase Six: Holistic Management — Resilience management culture is well-developed and is
considered an inseparable part of decision making.

The six phases of the model are focused on the phased implementation of a management system
standard, all of which are applicable to any discipline or type of management system that seeks to treat
risk. It is focused solely on organizational resilience utilizing balanced strategies to move from
addressing just the minimization of consequences of a disruptive event to the procedures for
anticipation, prevention, protection, preparedness, mitigation, and response and recovery appropriate
to any organization or industry.
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