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completeness of this material or its application to specific factual situations. By publication of this technical
report, ASSP or the Z590 Committee does not ensure that adherence to these recommendations will protect
the safety or health of any persons or preserve property.
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Foreword

This technical report is intended to provide guidance in the development and initiation of a site security
plan designed to address an active shooter/armed assailant scenario. Numerous active shooter/armed
assailant incidents have occurred globally at various workplaces, such as manufacturing facilities,
educational and healthcare institutions, sports and entertainment events and religious gatherings. These
types of attacks spread fear and panic and can result in significant losses.

Safety professionals manage risk within their organization. Given the increased frequency of active
shooter/armed assailant events, ASSP recognizes there is potential risk for a safety professional to face
this type of event sometime in their career. In addition, since security also falls under the responsibility of
the safety professional, it is prudent for ASSP to provide guidance on this topic for its members. As a
profession, we manage risk for our respective organizations. Recognizing that security and the problem of
dealing with an active shooter/armed assailant scenario is a potential risk a safety professional may
handle, efforts were taken to conduct research to determine what guidance currently exists. Currently,
established standards were not identified that provide appropriate expert guidance suitable for the safety
profession.

This report provides guidelines on how to develop an emergency response plan dealing with the active
shooter/armed assailant scenario and how to best initiate such a plan. Guidance includes prudent
measures on how to conduct exercises, protect facilities, train employees in administrative controls and
involve outside resources in the planning and response.

Publication of this Technical Report that has been registered with ANSI has been approved by the
American Society of Safety Professionals (ASSP), 520 N. Northwest Highway, Park Ridge, Illinois 60068.
This document is registered as a Technical Report according to the “Procedures for the Registration of
Technical Reports” with ANSI. This document is not an American National Standard and the material
contained herein is not normative in nature. Comments on the content of this document should be sent to
ASSP, 520 N. Northwest Highway, Park Ridge, lllinois 60068.

This document is registered as a Technical Report in the Z590 series of publications according to the
“Procedures for the Registration of ANSI Technical Reports” and the ANSI/ASSP “Safety Operating
Procedures.”

This technical report was processed and approved for submittal to ANSI by the Z590 American National
Standards Committee. Approval of the technical report does not necessarily imply (nor is it required) that
all canvass members voted for its approval. At the time ANSI approved this technical report, the Z590
Active Shooter had the following canvass body members:

Brian Hammer, Chair
Lauren Bauerschmidt, MS Engr, CSP, STS, Secretary
Jennie Dalesandro, Secretary Support

Canvass Body Organizations Canvass Body Members

American Society of Safety Professionals Peggy Ross, RN, MS, COHN-S/CM, FAAOHN, CSP,
CPE

Amsted Rail Wallace Bower, Il

Arthur J. Gallagher & Co. C. Gary Lopez, CSP

ASSP Risk Assessment Institute Kenneth Daigle

Boy Scouts of America Richard Bourlon

Bresnahan Consulting Associates Thomas Bresnahan, CSP

Cole-Preferred Safety Consulting, Inc. Barry Cole

Individual Member Tom Cecich, CSP, CIH

Embry-Riddle Aeronautical University Michael O'Toole, Ph.D.

FDR Safety, LLC Joe Wolfsberger, MS, CIH, CSP

Haley & Aldrich, Inc. Danyle Hepler, CSP, CESCO, CPEA
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Liberty Mutual Steve Deig

Nationwide Insurance Brian Hammer

Parsons Corporation Steven Schoolcraft, P.E., CSP
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Individual Member Robert (Robb) Potts

Public Agency Safety Management Association Christopher Gates

SAFETRAN, LLC Daniel O'Connell, CSP, ASP, CHMM, CET, CHCM,
CHST
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Stony Brook University Hospital Leo DeBobes, CSP, CPEA, CHCM

U.S. Air Force Robert Baker

U.S. Air Force Joseph Winfield

United Steelworkers Thomas Duffy

University of California, Davis Hamid Fonooni, Ph.D., CPE
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Willis Towers Watson Charles Brandt, II, CSP, CFPS, CBCP, MS

WRC Safety & Risk Consultants William (Bob) Coffey
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ASSP TECHNICAL REPORT TR-Z590.5-2019

ASSP TECHNICAL REPORT TR-Z590.5
HOW TO DEVELOP AND IMPLEMENT
AN ACTIVE SHOOTER/ARMED ASSAILANT PLAN

1. Scope and Purpose
1.1 Scope

This technical report provides guidance for plan development for various workplaces, such as
manufacturing facilities, educational and healthcare institutions, sports and entertainment
events and religious gatherings on the subject of an active shooter/armed assailant attack.

1.2 Purpose

This report addresses the development of an active shooter/armed assailant plan, including:
e how to initiate the plan

¢ how to conduct exercises to test the plan

e environmental measures that can be taken at facilities to enhance security

¢ and involvement of outside resources to respond to active shooter/armed assailant
scenarios

2. References

ANSI/ASSP 7590.3, Prevention through Design

Department of Homeland Security, Active Shooter; How to Respond
Department of Homeland Security, Ready.gov

3. Definitions

Active Shooter/Armed Assailant. An armed assailant enters a site with the intention to disrupt,
cause fear, bodily harm and loss of life. The assailant’s use of weapons is not limited to
firearms.

Administrative Controls. Non-engineering controls that can be put in place to address risks
present on a site. Examples include: procedures, policies, training and signage.

Command Center. The location on a site that has been identified as the place where the
communications and command of the emergency response efforts should be coordinated and
handled.

Engineering Controls. Physical controls such as fencing, video surveillance, remote controlled
doors, badge entry systems, walls and other types of hardware systems that are meant to
enhance security to a facility typically by controlling access to buildings and grounds.

Environmental Hardening. The physical security barriers that are put in place on a site to
restrict entry or movement or systems to monitor entry or movement.

Hierarchy of Controls. The philosophical approach of first attempting to eliminate or substitute
for hazards or risks identified, if this does not work to engineer out the hazard or risk with an
engineering control, and if this does not work to apply administrative soft controls to address the
hazard or risk.
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Lockdown. To secure a location when an armed unauthorized entrant is present to limit
movement of the assailant and limit access to other areas of the building to protect occupants.

Risk Assessment. Risk Recognition: the hazards that could be present and evaluation/
assessment of the potential severity of exposure to the hazards, the number of people who
could be exposed and the likelihood of the identified hazard occurring. This would include the
determination of what risks were identified in the risk assessment process that present
significant threats to the physical site and/or people associated with potential threat for the site
being reviewed.

A. Threat Assessment: An assessment of scenarios that could result in an armed assailant
exploiting a vulnerability in the security system to cause harm to the physical site and/or people.

B. Vulnerability Assessment: A risk assessment that points out gaps in a security system that
can be exploited by a threat.

Run, Hide, Fight. Run and escape, if possible. Hide, if escape is not possible. Fight as an
absolute last resort. Definition from Homeland Security https://www.ready.gov/active-shooter.

Single-Point Entry. A site security approach that restricts entry points of a building or location
to preferably a single controlled entry point.

Site Safety/Security Committee. The group of people, typically management, who will assess
the security of the site, establish responses to the identified scenarios, establish contact with
outside agencies expected to assist in responding to emergencies, arrange for training and drills
for emergency response and perform other related emergency activities.

Site Safety/Security Response Team. The group of people who will respond to diverse types
of emergency scenarios. This could include internal respondents who will physically resolve the
emergency, management who will establish contact with outside responding agencies and
those who will physically respond to the emergency scenario. Once the event is under control,
responders include those who offer initial first aid and provide on-site care in preparation for
transport.

Visitor. Persons who enter the site for activities other than work. [Recognize that visitors may
not be familiar with site logistics or trained on site emergency procedures.]

Vulnerability Assessment. A risk assessment that points out gaps in security coverage for a
site.

Worker. Individuals performing work or work-related activities that are under the direct or
indirect control of the organization.

Note: The term “worker” applies to those carrying out work or work-related activities
performed under the control of the organization may be performed by workers employed by
the organization, workers of external providers, contractors, subcontractors, individuals,
agency workers and by other persons to the extent the organization shares control over
their work or work-related activities, according to the context of the organization.

4. Roles and Responsibilities

4.1 Management at all levels should be involved in the development and implementation of the
active shooter/armed assailant plan.

4.2 Management has a responsibility to create a site safety/security response team, develop a
plan, provide the resources and training needed to develop and implement the plan and review
proposals for security systems and improvements to facilities to enhance the plan.
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4.3 Management should employ the hierarchy of controls toward addressing mitigation
measures for active shooter/armed assailant scenarios.

5. Developing a Plan

5.1 Management should designate a site safety/security response team to develop a plan for an
active shooter or similar physical threat event. This team will develop a plan that will become a
portion of the overall facility emergency response plan. Refer to Appendix A and B for additional
information.

5.2 The plan should include a risk assessment of the location. The risk assessment should
include a threat and vulnerability assessment of the location. The assessment should include
any adjacent structures or facilities that are a part of the operation. The plan should include
actions to be taken to mitigate or control risks identified in the assessments, provide security
improvements (if necessary), define response actions and coordinate with external emergency
response organizations.

5.3 Management will address what Human Resources policy requirements may be necessary
as part of the plan. Examples include: background hiring practices, reporting processes,
orientation programs, discipline and termination procedures. Often, after an incident, a
company’s ability to continue operation will be impaired and it is suggested that management
discuss business interruption issues as they relate to the need for continual operation and/or
insurance coverage.

5.3.1 Human Resources should evaluate the need to initiate Employee Assistance Program
(EAP) services to respond to workers’ needs for post-incident assistance and counselling.

5.4 The final result of the risk assessment process is to develop a written site safety/security
plan that documents the security systems in place to prevent and/or address an active
shooter/armed assailant or similar threat scenario.

5.5 The final active shooter/armed assailant plan should have input and approval from
management.

5.6 For more detailed information in partnering with experts, refer to Appendix E.
6. Site Risk Assessments

6.1 The first step in developing any active shooter/armed assailant response plan is to conduct
risk assessments of the facility in question. The risk assessments, or threat and vulnerability
assessments, are intended to identify the various shooter or similar threat scenarios that could
arise. The risk assessment includes:

e ease of entry to the perimeter of the site

e ease of entry to various buildings on the site

e ease of movement throughout the buildings on the site
e lockdown capabilities of the site

¢ location of entry/exit points and evacuation routes

e communication warning systems of the site

e video surveillance capabilities of the site

e security presence on the site

e notification procedures in place should an event occur
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Refer to Appendix A for additional information.
6.2 The risk assessment must be site specific.

6.3 Each of the buildings and the layout of the site should be considered in the active
shooter/armed assailant scenario responses.

6.4 Risk assessment methodologies such as the “what if” or other such provocative approaches
can be used as risk assessment protocols.

6.5 The risk assessment should be documented and should include what security measures are
currently in place and those that are proposed to mitigate identified risks.

6.6 The risk assessment findings will be used to develop a list of security issues that must be
addressed by the site safety/security committee.

7. Site Safety/security Committee

7.1 The site safety/security committee acts as a discovery and planning committee. Membership
may include subject matter experts.

7.2 The committee’s first duty should be to develop a threat assessment for the site based on
risk assessments conducted.

7.3 This threat assessment should be developed using worst-case scenarios.
7.4 The committee should develop action plans based on the findings of the risk assessment.
7.5 This plan should prioritize risk-based mitigation approaches to be implemented.

7.6 Risk mitigation approaches should be divided into “hard” engineered physical security
controls (camera, door locking systems, fencing, etc.) and “soft” administrative controls (worker
training, observation techniques, emergency response policies and procedures).

7.7 The committee should be involved in the critiqgues of exercises and the recommendations to
management to enhance the plan.

7.8 The site safety/security committee should be a standing committee that periodically
conducts scenario drills to challenge current controls and procedures, evaluates lessons
learned and updates the plan and/or risk mitigation strategies.

8. Site Training and Dirills
8.1 Staff Training

8.1.1 All workers should be trained on emergency response procedures and their role in the
plan.

e As part of the event prevention strategy, workers should be trained on what types of
concerns they should report to Human Resources, their supervisor, security or an individual
in a position of authority.

¢ Should an event occur, workers should be aware of recommended procedures to include:
run, hide or fight procedures and who to notify when it is safe to do so.

8.1.2 Training should be tailored to the workers’ expected actions for specific conditions such as
lockdown, safe areas and communication procedures.

8.1.3 Workers should be trained on social media and other communication limitations such as:
turning off cell phone volume or ringers; communicating with other workers, external agencies or
media during or following an event.
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