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INTERNATIONAL

Standard Practice for
Reporting Reliability of Clinical Laboratory Information
Systems *

This standard is issued under the fixed designation E 1246; the number immediately following the designation indicates the year of
original adoption or, in the case of revision, the year of last revision. A number in parentheses indicates the year of last reapproval. A
superscript epsilone] indicates an editorial change since the last revision or reapproval.

1. Scope Information Management Systefns

maintaining records, and reporting on the reliability of operat-  Admission, Discharge, Transfer (R-ADT) Systems for
ing clinical laboratory computer systerisThe reliability Electronic Health Record (EHR) Systefns .
measure will be achieved by documenting the number, sever- E 1639 Guide for Functional Requirements of Clinical
ity, cause, impact, and duration of the failures that a system _Laboratory Information Management Systéms _
experiences. This practice can be implemented with paper E 1715 Practice for Object-Oriented Model for Registra-
forms or computer records. The type of computer systems .tlon,Admlttlng, Dlscharge and Transfer (RADT) Functions
under consideration are those designed to assist the overall in Computer-based Patient Record Systéms

workflow of the laboratory, and generally include some or all E 2118 Guide for Coordination of Clinical Laboratory Ser-
of the functions of patient biographical data, test ordering, Vices in an Electronic Health Record Environment and
draw list printing, specimen check-in, workstation work list ~ Networked Architecture’s

printing, test result entry, result verification, patient report 2:2 1SO Standards: _
printing, data archiving, quality control, and management ISO IS 12207 Information Technology-Software Life Cycle
report printing. This practice is applicable to all types of Processes _

clinical laboratories, including major medical centers, teaching SO CD3 15288 System Life Cycle Processes

hospitals, community hospitals, referral clinics, emergenc

. - . . ~’3. Significance and Use
centers, health care maintenance organizations, specialty insfi-

tutions, commercial laboratories, and private practices. The 3-1 Use—This practice is intended to be used by laboratory

significance of portions of the reliability measure may bePersonnel on a regular ongoing basis. It is primarily intended
different in the different settings, but the measurement procglr laboratory management to keep records on a system in
dure is the same. This practice is not intended for computeré€gular operation. The information produced by this practice
inside instruments or for those systems designed to support‘4ll 8o be useful to regulatory agencies, professional review

single workstation, although portions of this practice may bedfOUPS, system maintainers, system manufacturers, and others
applicable. who may be contemplating purchase of a similar system. It is

1.2 This standard does not purport to address all of thee>_<pected that the reports pro_duced by this standard practice
safety concerns, if any, associated with its use. It is theVill be saved as a part of the life cycle records for the system.
responsibility of the user of this standard to establish appro_Th|s practice is one part of the activities of a system life cycle

priate safety and health practices and determine the applica(S€€ IS 12207 and CD3 15288) and in particular its operation
bility of regulatory limitations prior to use. and maintenance processes. A key part of system maintenance

is documentation of defects and their effect upon the enterprise

2. Referenced Documents operations. This practice addresses ways to make use of the
2.1 ASTM Standards: record-keeping needed to manage system maintenance.
E 792 Guide for Selection of a Clinical Laboratory Infor-  3-1.1 This practice is. not intended for those systems or parts
mation Management Systém of systems that are still in development or testing, and any
E 1029 Guide for Documentation of Clinical Laboratory failures caused by such testing shall not be included in the
statistics.

3.1.2 This practice is not intended to cover problems due to

This practice is under the jurisdiction of ASTM Committee E31 on Healthcaresystem de5|gns that do not meet user needs, either at the time

Informatics and is the direct responsibility of Subcommittee E31.13 on Clinical

Laboratory Information Management. _of acceptance or becal_Jse user needs have_ changed over_time. It
Current edition approved Nov. 10, 2001. Published February 2002. Originallyis expected that such immediate or potential problems will be
published as E 1246-88. Last previous edition E 1246-88(1995). identified and solved during verification, validation, and accep-

2 Prepared in cooperation with the College of American Pathologists.

3 Annual Book of ASTM Standardol 14.01. tance phases of the project (see CD3 15288).

Copyright © ASTM International, 100 Barr Harbor Drive, PO Box C700, West Conshohocken, PA 19428-2959, United States. Doc u m ents

Document Sharing Hub

Full document details: ASTM E1246-01


http://www.avadocuments.com/doc/astm-e1246-01
http://www.avadocuments.com/doc/astm-e1246-01

. . . .S,
NOTICE: This standard has either been superceded and replaced by a new version or discontinued.
Contact ASTM International (www.astm.org) for the latest information.

Ay E 1246

3.1.3 If this practice is referenced in a contract, it shall beor convincing vendors to undertake the repairs.
referred to as the “Standard Practice for Reporting Reliability 3.2.4 Reliability Standards and ReviewsA standard mea-
of Clinical Laboratory Computer Systems.” Vendors agreeingsure of reliability makes it possible to determine national levels
to supply reliability reports in accord with this standard of normal or typical reliability of clinical laboratory informa-
practice shall meet all the requirements described herein, dion systems. This has several advantages:
shall provide a list of exceptions or alterations that is accept- 3.2.4.1 Individual institutions may compare themselves
able to the managers of the computer system, along with aagainst those standards to decide when to modify the system or
explanation of how the purpose and integrity of this standardlter the operating procedures.
practice is maintained. 3.2.4.2 Regulatory or professional review groups can use
3.2 Significance-There are several advantages to the widethis information as a part of their evaluation.
spread adoption of a common practice for reporting clinical 3.2.4.3 Once national levels of reliability are determined,
laboratory computer system reliability. the medical laboratory community in cooperation with the
3.2.1 Comparison of Different SystemsA practice for re-  suppliers can evaluate the average reliability of system com-
porting system reliability will permit comparison of systems ponents in the field and determine if it should be improved. If
offered by different vendors. When each vendor and eacho, the data collected might help identify the areas of reliability
laboratory choose to define downtime differently and to followthat are most in need of improvement.
different procedures for keeping _rell_a_blllty m_formatlon, there IS4 Downtime and Intermediate Events
no easy way to compare the reliability of different systems. A i ) L
commonly adopted reliability measure will allow: 4.1 In order to provide an operational definition of down-

3.2.1.1 Prospective buyers to compare reliability of differentiMe it is helpful to identify some individual events within a
systems as a part of their selection process. typical failure incident. Each of these events shall be assigned

3.2.1.2 Prospective buyers to realistically determine for thé time and date. The dOV.V”“m?’ or t|_me a systemlls Inoperative
N, any way due to a failure, is defined as the interval from

systems under consideration the amount of redundancy, spajge . i B .
ailure occurrence” (see 4.2) to “resumption of normal opera-

arts, and service support they would need to satisfy th : . : !
P PP y fy %ons” (see 4.11). Intermediate milestones make it possible to

reliability requirements of their particular operations. . . . ,
3.2.1.3 Vendors to evaluate their product against the Comgvaluate the quality of service and identify areas where
N ; . P 9 . improved service procedures are needed. The interval from
petition and to identify and correct areas that need IMProVestilure occurrence” (4.2) to “initial service contact” (4.4) is
mzn;'14 vend | e t tel ¢ tthe time the end-user needed to recognize and act on the
i .b.'l't. fetﬂ or sadestﬁ)eop € tgccuratey represen roblem. From there to “start of diagnosis/repair” (4.8) is the
reliabriity ot their pro #C 0 prospec |vedcus OMErs. liabil service vendor response time. From “start of diagnosis/repair”
3.2.2 System PurchaseDemonstrated system reliability q«completion of validation” (4.9) is the repair time. The
over an |n|t|alltr|§1I perlod is (_)ften included as one of the.interval from “completion of validation” to “resumption of
acceptance criteria items during purchase contract negoligimg) operations” (4.11) is the time needed to recover the
tions. Availability of a standard practice for reporting reliability system.
will clarify that part of the contract and simplify that portion of 4 5 f4ijlure occurrence—the time and date when the failure

the negotiations (Guide E 792). , ~ occurred marks the beginning of a failure incident. Sometimes
3.2.3 System Life Cycle-All laboratories need to maintain  ihe exact time of the failure can only be estimated.

records on system reliability and to periodically make reports 4 3 failure discovery—often immediately, but perhaps some

on that reliability to institution administrators and outside tjme after the failure happened, an operator becomes aware that

reviewers (Guide E 1029) as part of the operation and main hroplem has developed. “Failure discovery” is the time and

tenance processes and laboratory management. A standgfgie when the system operator determines that there is a
practice for reporting reliability of the information system ¢5iyre.

offers the laboratory the following advantages: _ 4.4 failure documentee-the “failure documented” step is
3.2.3.1 It reduces the planning effort needed to devise ghe time and date when basic information about the failure
separate reliability reporting scheme at each institution.  occurrence and associated information is recovered in a form

3.2.3.2 It results in a more uniform level of quality in the yseful to communicating to the support or service person. See
reliability reporting procedures used from institution to insti- Fig. 1.
tution. 4.5 initial service contact-the time and date when the
3.2.3.3 It provides the laboratory with an accepted tool tosystem operator first attempts to secure the assistance of an
answer critics of information system reliability, both from the appropriate service person is the “initial service contact” time.
administration and from the users of the laboratory services.Several initial service contact times may be identified if
3.2.3.4 It permits creation of an accepted definition of themaintenance is provided in layers. For example, there may be
time when repair or other remedial action is needed. Whemn in-house person who provides low- or intermediate-level
reliability drops below a specified level, then redesign, replaceservice who is contacted first. If that person determines that the
ment of older components, retraining of users or repair peopleroblem requires it, the system vendor or outside maintenance
or other corrective action is indicated. If such a definitionorganization is subsequently contacted.
becomes widely accepted, the laboratory will have less diffi- 4.6 end of service contaetthe time and date when the
culty convincing administrators to allocate funds for upgradeprovider of service acknowledges a requamﬁumwﬁs
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4.10 completion of validation-the next time and date

LABORATORY COMPUTER SYSTEM FAILURE REPORT identified is when diagnostic routines or application programs
Institution name: indicate that the problem has been corrected. This milestone
Computer system name: represents the time at which all functions have been restored
Prepared by  Name: and validated. There still may be additional effort required of
Job title: the user to restore and validate data that may have been lost or

corrupted because of the failure.

FAILUR . . .
. ® chmReoRY TIME AND DATE HISTORY 4.11 restart of operations-when the user is able to exercise
ota css of - - . . N
a1l fumetion ) Failure ocourrence all previously disabled functions and execute application-
. . o Failure discovery dependent backup procedures. For some systems, this may
o rimary ) mean reloading the backup database and reapplying records
function Failure documented__________ from the transaction log to the database. In other cases, the
A 1 i i
Y mnction \__ ) Initial service comtact transactions lost since the last backup may be reentered
impaired manua”y.
oS conanny (:) End of service contact__ 4.12 resumption of normal operationsthe failure event is
function Initial over at the time and date when all normally scheduled tasks can
service response . . . .
Any secondazy /T ~  beexecuted intheir regular time frame. If the failure event was
impaired Start diagnosis/repair_____ of long duration, it may require many hours from the “restart of
Loss of /T \ operations” until database recovery is complete and normal

redundancy \ / End of dlagnosis/repair

operation is possible.

Completion of validation

OO o THE - 5. Classification of Failures

— Restart of operations__ . 5.1 In the measurement of computer system reliability, it is
e Resume normal operations important to recognize that some failures are more serious than
PROBABLE CAUSE: __ _ others. Some failures only degrade performance or affect only
nitare () Software {_) "®gripite {  usknown <:> a noncri_tical function, and dc_) not require the laboratory to seek
Service Person Job Title alternative methods to continue to accept test orders and turn

Affiliation out results. To achieve the objectives in Section 4, it is
Symptoms of the Problem: desirable to account for the more serious and the less serious
] L failures separately. In this way, the standard reliability statistics

Repairs Made: can more properly reflect the impact of failures on the

operation of the laboratory, which is the important objective of
a standard measure of reliability. In this section, failures are
classified into several types depending on whether they involve
loss of primary function, secondary function, or redundancy.
FIG. 1 Example Failure Report 5.2 Primary Functions—The primary purpose of a clinical
laboratory system is to enhance patient care by providing
next milestone. This may be considerably later than the initiameasurement information about patients’ health conditions,
service contact if busy telephones, answering services, or othércluding clinical decision support. It can do this by keeping
communication problems are encountered. There may be morecords, assisting laboratory workflow, and improving commu-
than one end of service contact time if maintenance is providedications by maintaining continuing information flow from the
in layers. laboratory to the practitioner in all settings of care. A primary
4.7 initial service response-the time and date when an function is therefore any function directly related to providing
authorized service representative of the hardware/softwangatient care. Primary functions include:
maintenance provider contacts the user regarding the problem.5.2.1 Patient registration,
This is the time when the nature of the problem is first 5.2.2 Test ordering,
discussed with a service person. It may or may not coincide 5.2.3 Specimen collection,
with end of service contact (4.6). 5.2.4 Work list generation,
4.8 start of diagnosis/repairafter being made aware of the  5.2.5 Result acquisition,
problem, there will be a time and date when the service 5.2.6 Result verification, including any quality control re-
provider commences the evaluation of the reported failure angdorts needed to help verify patient results,
begins the diagnosis and repair. 5.2.7 Patient result reporting and posting,
4.9 end of diagnosis/repai-the next milestone is the time  5.2.8 Charge capture, but not charge reporting,
and date when the service provider reports to the user that the’5.2.9 Inventory functions in blood bank,
problem has been repaired. In the case of layered service, this5.2.10 Word processing functions in anatomical pathology,
may be the time when an in-house group reports that the 5.2.11 Supply chain management,
problem requires the attention of an external service provider. 5.2.12 Human resource management, and
In this case, there may be more than one pair of start and end5.2.13 Transaction logs or audit trails that backup the
times (4.8 and 4.9) for diagnosis and repair. changes made to the database. Documents

Document Sharing Hub

Comments:

Full document details: ASTM E1246-01


http://www.avadocuments.com/doc/astm-e1246-01
http://www.avadocuments.com/doc/astm-e1246-01

