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This standard is issued under the fixed designation E 2212; the number immediately following the designation indicates the year of
original adoption or, in the case of revision, the year of last revision. A number in parentheses indicates the year of last reapproval. A
superscript epsilonej indicates an editorial change since the last revision or reapproval.
1. Scope RFC 2560—Internet X.509 Public Key Infrastructure Online
1.1 This practice covers a policy (“the policy”) for digital Certificate Status Protocol, OCSP, June £999

certificates that support the authentication, authorization, cons Terminology Certificate and Related Terms—
fidentiality, integrity, and nonrepudiation requirements of per-" N .
sons and organizations that electronically create, disclose, 3-1 Certificate and Related TermsA certificate, also re-
receive, or otherwise transact health information. ferred to as a digital certificate or public key certificate, binds
1.2 This practice defines a policy for three classes oft Public key value to information identifying the entity
certificates: {) entity certificates issued to computing compo- @ssociated with the use of a corresponding private key. An
nents such as servers, devices, applications, processes, Gy may be an individual, organization, account, role,
accounts reflecting role assignmer) pasic individual cer- COMPputer process, or device. The entity identified within the
tificates issued to natural persons involved in the exchange &ertificate is referred to as the certificate subject. The certificate
health information used for healthcare provisioning; agg ( 'S typmally used to ve_rlfy the d_|g|tal S|gnature_of the certlﬂ_ca'ge
clinical individual certificates issued to natural persons andfUPiect or to encrypt information for that subject. The reliabil-
used for authentication of prescriptive orders relating to thdy Of the binding of a public key to a certificate subject is
clinical treatment of patients. asserted by the certification authority (CA) that creates, issues,
1.3 The policy defined by this practice covers) definition and distributes certificates. Certification authority is synony-
of healthcare certificates, healthcare certification authoritiedoUs with certificate authority. Parties that depend on the
healthcare subscribers, and healthcare relying partids; (accuracy of information in the certificate are referred to as
appropriate use of healthcare certificates); general condi- relyl_ng parties. Cgrnﬁcate users are the collective relying
tions for the issuance of healthcare certificatdy;healthcare ~ Parties an(_j'subscnb'er.s.
certificate formats and profile; and)(requirements for the ~ 3-2 Certificate Policy _ . _
protection of key material. 3.2.1 The X.509 standard defines a certificate policy (CP) as
1.4 The policy establishes minimum responsibilities for'@ Named set of rules that indicates the applicability of a
healthcare certification authorities, relying parties, and certificertificate to a particular community and/or class of application

cate subscribers. with common security requirements.” For example, a particular
certificate policy might indicate the type of certificate appli-
2. Referenced Documents cable for authenticating electronic data interchange transac-
2.1 ASTM Standards: tions for the trading of goods within a specified price range. In
E 2084 Specification for Authentication of Healthcare In-contrast, Practice E 2212 addresses rules for certificates that
formation Using Digital Signaturés support the authentication, authorization, confidentiality, integ-
E 2086 Guide for Internet and Intranet Healthcare Seckrityity, and nonrepudiation requirements of persons and organi-
2.2 Other Documents: zations that electronically create, disclose, receive, or other-
Public Law 104-191, Aug. 21, 1996, Health InsuranceWiSe transact health information. - _
Portability and Accountability Act of 1956 3.2.2 Certificates contain a registered certificate policy ob-

RFC 2527—Internet X.509 Public Key Infrastructure Cer-J€ct identifier (OID) that the relying party may use to decide
tificate Policy and Certification Practices Framework, p-whether a certificate may be trusted for a particular purpose.

KIX Working Group Internet Draft, January 3, 2002 The OID registration process follows the procedures specified
in ISO/IEC and ITU standards. The party that registers the OID

also publishes the CP for examination by certificate users and
* This practice is under the jurisdiction of ASTM Committee E31 on Healthcareother part|es... Each certlflca_te .ShOUId refer to a CP, but may also
Informatics, and is the direct responsibility of Subcommittee E31.20 on Data andefer to additional nonconfllctlng CP.

System Security for Health Information. 3.2.3 Certificate policies constitute a basis accrediting CA.
Current edition approved May 10, 2002. Published October 2002.

2 Annual Book of ASTM Standardgol 14.01.
3 Available at http://aspe.hhs.gov/admnsimp/pl104191.htm. -
4 Available at www.ietf.org/html.charters/pkix-charter.html. S Available at http://www.ietf.org/rfc/rfc2560.txt.
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Certificate policies are also used to establish a trust relationshipcluding Specification E 2084 and Guide E 2086.

between tWO or more CA (CI’OSS-Certification). When CAissue 4.3 CA that impiement procedures Satisfying each require-
cross-certificates, one CA assesses and recognizes the relevaiént of the policy should reference the policy’s OID in the
certificate policies of the other CA. o appropriate fields within its certificates. Relying parties can
3.3 Certification Practice StatemeniThe term certification recognize the inclusion of the poiicy’s OID as an indication
practice statement (CPS) is defined in the Internet X.509 Publighat the issuing CA has conformed to the requirements of the

Key Infrastructure Certificate Policy and Certificate Practicesyolicy and that the certificates referencing the policy’s OID
tlpn authonty employs in Issuing certificates.” The CP_S IS" 4.4 cAthat do not comply with all provisions of the policy
::gg:ggi'?gg\ f;%?;;ig;;;gi;ﬁ?ﬁewgé éhiast :rg)r?]%li%ésrpust not assert the policy’s OID in its certificates. A CA that
sive description by the CA of the methods, components, an%Omplles with all but a limited number of provisions may

. . . , eference the policy in its own policy, provided that it clearly
procedures it has elected to implement and which define ho o o )
it conducts itself throughout the certificate life cycle. A CA States the specific deviations. For example, a healthcare orga

with a sinale CPS mav support multinle certificate policies ifnization might operate an internal CA that complies with all of
9 y supp P P the provisions of the basic individual certificate class except

the certificates it issues will be used for different application . . :
purposes or by different certificate user communities, or bot t_hat it uses a noncomplying cryptographic module for the CA

. . signer keys. The organization might want to use the policy as
ﬁ:%if?cuar?ebe;ﬁg CA, with unique CPS, may support the SaM&he basis for establishing trust with external relying parties.
3.4 Rela?ions)iii Between a Certificate Policy and a Certi-WhiIe it may not directly assert this policy using the OID, it
ficaiion Practice gtatement y may reference the policy in a document that includes state-
3.4.1 A certificate policy assigns responsibilities to variousments explainin_g measures it.has ta"‘?” to protect t_he_integrity
participants in a public key infrastructure (PKI). These respon-Of Fhe CA signing key. Relylng parties or CA W'Sh'n.g to
e 7 X e facilitate cross-trust relationships must then make their own

sibilities may be stated in differential levels of specificity. For . . S o N
example, a policy may require the CA to confirm Subscriberrlsk analysis to determine if the modified policy is adequate for
. e . I the proposed usage. This assessment, while not as easy as that
identity but leave the details to the CA to specify in its CPS. Inb d full i hould be sianifi v facilitated
this case, the CPS might include a list of acceptable identifi; ased upon full compliance, should be significantly facilitate
cation documents and the methods by which the CA, its agentgy treating the_ pollpy as a reference standard from which to
or both, verify their authenticity. Alternatively, the CA might Judge the r.n.odlflcatlons. . ,
implement other identity authentication methods that rely upon 4.5 Certificates and_the certificate issuance process can vary
statements by an employer’s human resources manager. WitH @t 1east three distinct ways. The most frequently cited
less specific requirement, the CA has more flexibility in Variation is about assurance. Assuianc_e levels vary d_ependlng
determining its practices and would need to describe whaPon the degree of diligence applied in the registration, key
options it has chosen to implement in the CPS. generation, certificate issuance, certificate revocation, and
3.4.2 On the other hand, a policy may have a very Speciﬁ(private k('ay protectiqn. The _required assurance Ievelldepends
requirements, such as that the CA must use only cryptographf@ the risks associated with a potential compromise. The
modules that have been formally certified as complying withfederal PKI, among others, divides assurance into three classes.
the U.S. Federal Information Processing Standard 140-2 Levéfudimentary assurance involves very little control of either the
3. In this case, the CPS would mirror the policy statement of€gistration process or key security. The federal PKI does not

perhaps extend the policy statement by indicating the name &ensider rudimentary assurance appropriate for healthcare use.
the cryptographic module in use. Medium assurance involves a higher degree of diligence in the

3.4.3 A certificate policy may apply to a group of organi- registration process and requires a number controls over CA
zations and is often written for a defined community of relyingk€Ys- Medium assurance is designed for moderate risk appli-
parties. A CPS is written by a CA and applies only to it. ThusCations. High assurance adds additional controls on the CA and
certificate policies are the basis of establishing requirement&Ubscriber keys as well as careful division of roles in the -
for interoperability and equivalent assurance criteria on arSSuance process. These additions make high assurance certifi-
industry basis. A CPS is specific to a given CA and does nota!€s more appropriate for higher risk applications. Certificates
provide a suitable basis for interoperability between CAMay a@lso vary depending upon the type of entity whose identity

operated by different organizations. is bognd _to the certificate. _Finally, _certificate; are often
o described in terms of appropriate and inappropriate uses.
4. Significance and Use 4.6 The policy does not define certificates in terms of

4.1 The policy defined by this practice is written from the assurance levels. Instead, it defines three classes of certificates
perspective of healthcare relying parties. It defines a set dfentity, basic individual, and clinical individual) that differ in
requirements to ensure that certificates, used for authenticatioterms of their primary intended use or purpose and in terms of
authorization, confidentiality, integrity, and nonrepudiation oftheir intended subscriber type. The three certificate classes are
health information by healthcare organizations and persongrdered so that the clinical individual certificate must meet all

have a minimally sufficient assurance level. the requirements of the basic individual certificate and the
4.2 This policy defines a healthcare public key infrastruc-basic individual certificate must meet all the requirements of
ture that can be used to implement other ASTM standardthe entity certificate. Documents
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4.7 ltis anticipated that the policy will be used to facilitate follows the IETF conventions.
cross-licensing between healthcare CA. The policy is intended 52 The term “no stipulation” is used whenever the IETF
to provide a common reference point for establishing compatyraft includes a section heading for which this specification has
ibility of purposes, representations, and practices among gq requirement.
number of autonomous healthcare CA. 5.3 IETF Guidelines (RFC 2119) require the use of “must”
5. Healthcare Certificate Policy and “must not” while ASTM International requires the use of
5.1 The IETF Draft Standard (RFC 2527), Internet X.509"shall” and “shall not.” The two sets of terms are defined
Public Key Infrastructure Certificate Policy and Certification equivalently. IETF and ASTM International agree in the use of
Practices Framework, describes the expected contents ait@rms “should,” “should not,” and “may.” Annex Al, which
format of certificate policy statements. It also specifies staneontains the healthcare certificate policy (referred to as the
dard section headings, contents, and numbering. The poligyolicy), follows the IETF conventions.

ANNEX
(Mandatory Information)

Al. HEALTHCARE CERTIFICATE POLICY

Contents under this policy may be used for nonhealthcare purposes;
Introduction however, assurances for such purposes are outside the scope of
Terminology this policy.
General Provisions A1.3.1 This policy is intended to define minimum require-
Identification and Authentication ments that must be satisfied by CA issuing certificates to
Operational Requirements healthcare persons in order for those certificates to be generally
Physical, Procedural, and Personnel Security Controls  acceptable to autonomous healthcare relying parties. This
Technical Security Controls policy assumes that parties participating in the PKI will have
Certificate and CRL Profiles healthcare industry roles and responsibilities defined by federal
Policy Administration regulation such as that mandated by the Health Insurance
) Portability and Accountability Act of 1996 also known as
Introduction HIPAA [Public Law 104-191, Subtitle F—~Administrative Sim-

plification, dated Aug 21, 1996], by various state licensing

AL1 Overview—Fhis certificate policy sets requirements requirements, or by healthcare regulations and accreditation
for certificates that support the authentication, authorizationl, : t ' Further. this policy assumes that all participants
confidentiality, integrity, and nonrepudiation requirements of equirements. u ' policy a P P
d organizations that electronically create disclosé < $UbJeCt to industry scrutiny, either as corporations or as
Fee Crzic\:/r;s’ grn otherwise transact health information. ' Mdividuals, with respect to how they exercise their healthcare

roles and responsibilities.

Al.2 Policy Identification—Fhere are three classes of a1 4 Certification Authorities (CA)Fhis policy is binding
certificates in this policy, which are defined in A1.8. Each of j, aach certification authority (CA) that issues healthcare

these classes has an object identifier (OID) that should bggiificates referencing this policy, and governs CA perfor-
asserted in theertificatePolicyextension of certificates that 1,5nce with respect to all the certificates it issues referencing

comply with this policy. this policy. Each CA must set forth specific practices and
Al.2.1 The OID are registered under the ASTM E31.20processes by which it implements this policy in a publicly

ARC as follows: available document, a certification practices statement (CPS).

E31-20 OBJECT IDENTIFIER == {iso(1) member-body(2) us(840) 10065} Should the CA’s CPS contain sensitive security information,

Healthcare-certificate-policy n={E31-20 2} the CA may include a summary of the sensitive portions in its
5120-corpey ORIEC blicity availabl ion. Certificates that ref thi

id-e3120-certpcy OBJECT ::= {Healthcare-certificate-policy 1} pu - ICity available version. ertnca (_as at reference 1S

~ IDENTIFIER _ policy may also reference another policy as long as the other

id-e3120-certpcy-enfity i:= {Id-e3120-certpey 1} policy does not conflict with any provision of this policy.

id-e3120-certpcy-basicindividual ~ ::= {ld-e3120-certpcy 2}

id-e3120-certpey-clinicalindividual = {ld-e3120-certpcy 3} A1.5 CA Authorized to Issue Certificates under this Policy:

Al1.3 Community and ApplicabilityFhe only persons or A1.5.1 This policy may only be implemented by CA that are
organizations expected to benefit from this policy and partici-owned and operated by:
pate in the PKI it defines (that is, issue, obtain, use, or rely A1.5.1.1 Healthcare organizations that are either a health-
upon healthcare certificates) are CA identified in Al.4; certifi-care provider or a health plan as defined in HIPAA.
cate applicants and subscribers identified in A1.7.1; and A1.5.1.2 Healthcare accreditation bodies, regulators, or
qualified relying parties identified in A1.7.4. Certificates issuedgovernment agencies. ocuments
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A1.5.1.3 Associations that are aggregations of healthcare A1.7.3.3 Proxy certificates that identify natural persons but
persons or organizations. The board of the association boaate issued without the explicit participation of the named
must have a majority representation from the healthcar@erson. Proxy certificates are used in a variety of encryption
professionals or organizations qualified as association mengateway applications and are common in s/MIME applications;
bers. and

A1.5.1.4 Agents of sponsor organizations that qualify under A1.7.3.4 Computing accounts that are used to manage
Al1.5.1.1, A1.5.1.2, or A1.5.1.3, provided that the sponsomprivileges for groups of individuals acting in a common role.
maintains responsibility for ensuring that its agent adheres to A1.7.4 Qualified Relying Parties-This policy is intended
all provisions of this policy and as long as the sponsorfor the benefit of persons, either organizations or individuals,
maintains liability for any failure of its agent to exercise that rely upon healthcare certificates. Such persons must have
appropriate diligence in the fulfillment of those responsibili- a legitimate requirement to access, review, verify, manipulate,
ties. or otherwise interact with individually identifiable health

A1.5.2 Any CAissuing certificates that reference this policyinformation. Qualified relying parties must be healthcare pro-
must describe the specific practices by which it implements theiders, plans, or healthcare clearinghouses, or their business
requirements of this policy in a public certification practicesassociates or workforce members, and must agree to the
statement (CPS). The CA must conduct compliance audits gwovision of this policy. The CA may require substantiation of
specified in A1.23. such agreement through execution of a relying party agree-

A1.5.3 For the benefit of all qualified relying parties, asment. Persons other than qualified relying parties that rely on
defined in A1.7.4, CA referencing this policy must agree to becertificates that reference this policy do so without the benefit
bound by and comply with provisions of this policy. of any warranty described or implied in this policy. As a

Al1.6 Registration Authorities (RA) and Certificate Manu- practicgl matter, q.ualified relying parties may a'?" include
facturing Services (CMS)TFhis policy considers RA and CMS subscribers. A relylng party agreement.shou'ld be included as
to be agents or subcontractors of CA. Any activity of suchPart of the subscriber agreement described in AL.4.

agents related to certificates referencing this policy must a3 8 Applicability—Healthcare certificates are intended to

comply with this policy’s provisions. CA are responsible for sypport the electronic exchange of all categories of individu-

ensuring compliance of their agents. ally identifiable health information. Healthcare certificates
Al.7 End Entities: generally may be used to facilitate server and client authenti-

Al1.7.1 Subscribers-End-entity subscribers recognized by cation, ro!e-_based authorlzatlc_)n, confl_dentlahty, integrity, and
%onrepud|at|on of healthcare information exchange.

this policy must be either natural persons or resources a - _ _ _
defined in this section. A1.8.1 Certificates issued to patients are intended to support
A1.7.2 Subscribers for healthcare certificates that referencé€ communication of the patient's personal health information
either id-e3120-certpcy-basicindividual or id-e3120-certpcy-between the subscriber (patient) and the patient's healthcare
clinicalindividual are limited to natural persons that have aproviders. Similarly, certificates issued to health plan members
legitimate need to create, access, review, manipulate, or otire intended to facilitate communication of the subscriber’s
erwise interact with individually identifiable health informa- personal health information between the subscriber (member)
tion. Such persons must belong to one or more of the followingnd the member’s health plan personnel and health plan

categories of subscribers: affiliated providers. 3 S
Category Instances A1.8.2 The classes of certificates contained in this policy,
Independent Licensed or otherwise credentialed healthcare professionals who and a nonbinding description of applicability suited to each

Practitioners  provide some patient related services independently of any health- class. are described in the foIIowing table:
care organization. !

Affiliated  Employees or other individuals treated by a healthcare organization Certificate Applicability

Persons as a member of its workforce. For purposes of this policy, health- Class
care organizations include: Entity Suitable for use only to ensure the confidentiality of health informa-
(1) provider organizations that qualify for the National Provider tion. Entity certificates are not sufficient to authenticate a request
Identifier; for health information.
(2) payer organizations that qualify for a National Health Plan Basic Suitable for use in the exchange of health information supporting the
Identifier; Individual  provisioning of care. Such exchanges include both administrative
(3) clearinghouses accredited by organizations such as the Elec- and descriptive clinical information.
tronic Healthcare Network Accreditation Commission; Clinical ~ Suitable for use in the exchange of prescriptive clinical information,
(4) business associates of healthcare organizations; and Individual  including clinical orders as well as administrative and descriptive
(5) healthcare regulatory agencies. clinical information.

Members ~ Members/enrollees of health benefit plans and patients of providers. Suitable for use in the exchange of health information, which un-

and Patients  For purposes of this policy, identification of a patient must include der state law requires special protection, and would include
reference to specific providers, and identification of members must among other categories of information, psychiatric evaluation and
include reference to a specific payer. treatment, and HIV testing, status and treatment.

Al1.7.3 Healthcare certificates that reference id-e3120- A1.9 Factors in Determining UsageRelying parties must
certpcy-entity may identify arbitrary healthcare resourcesevaluate the assurances provided by certificates issued under

Such resources include, but are not limited to: this policy relative to threats to their application and determine
Al1.7.3.1 Servers such as SSL servers, or hardware devicegether: () this policy provides sufficient assurance?) (

such as firewalls and routers; certificates referencing this policy must be supplemented with
A1.7.3.2 Applications or processes; added diligence;3) their application requireﬂoaumems
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certificate policy; or 4) if the security context of their process that maintains control of the certificate’s related private
application should be changed. key.

A191 A re|ying party is responsib|e for determining that A1.10.7 certificate validation (Veriﬁcation) agenta-n ent|ty
the certificate subject is appropriately authorized to conduct théhat is responsible for verification of the current status of
information exchange Supported by the re|ying party’s app".CertiﬁcateS Signed by a certification authority, but is not
cation. To reduce the potentia| for inappropriate re”ancerespor]Sible for the revocation of certificates (that is, a CVA is
certificates for affiliated persons should include value(s) for &lelegated or outsourced the task of providing to qualified
healthcareRolelnfoattribute in asubjectDirectoryAttributes relying parties CRL, OCSP, or other revocation information on
extension as described in the certificate profile included witfPehalf of a CA). The CVA is an agent of the CA.
this policy. A1.10.8 distinguished name (DN)an identification
_ scheme where entities are described by a list of specific names,
Terminology with a title on each to indicate the attribute of the entity to
— which it refers, (for example, country=US, common
AL10 Defln_ltlons of Terms ) » . nhame=Bob Jones). The underlying name form used in X.509.
A1.10.1 affiliated person-the subject of a certificate affili-

) . ) o A1.10.9 Health Insurance Portability and Accountability
ated with a provider or payer that has received a certlflcatg\ct of 1996 (HIPAA)-federal legislation that contains in

ynder the policy. Cer.tificates. Lssrtljed to affiliated phersons ' ubTitle F, Administrative Simplification, provisions that re-
intended to be associated with the sponsor and the responamre healthcare organizations to implement standards for

bility for authentication lies with the sponsor. electronic transactions, information security, and privacy.

tifi@iltjl-‘]%chi::;gggé?’]_zul;i%?{td tiggltjyir?t ?@Thnémg?g Igtehne_r— A1.10.10 healthcare certificatefer the purposes of this
wise identifies a sub'ect'3chontair?s 2 public kev that policy, a healthcare certificate means an entity, basic indi-
Ject, P y O\ridual, or clinical individual certificate.

corresponds to a private key appropriately under the control . -
the subject; 4) identifies its operational period; and)( neéél'%c? rlg r:eeasltthgacr:czsr;errsnc;r:]?—uﬁzr:or:n;vr:;h ea clJ(regc;Elerfcl)tge the
contains a certificate serial number and is digitally signed by q . " b ' ge,

ersonal health information of others. Healthcare persons

the certification authority issuing it. All reference to certificates” ¢ >° . . )

in this policy must be meant to refer to healthcare certificate§44!re this status _elther _thro_ugh licenses granted to them by

that are certificates used to assure appropriate access to & tgtes_ or by affiiation with licensed persons or healthcare

authenticity of individually identifiable health information. organizations. o .
A1.10.3 certificate manufacturing service (CMSgr-entity A1.10.12 healthcare orgam_zatl(_)n-fer purposes Of. this

that is responsible for technical services supporting the man(Clicy: @ healthcare organization is any of the following) (

facturing and delivery of certificates signed by a certification!?jm\’if]jc.er orgadni?atign_s that qu_alify for the nat?ona_tl prO\r/1ider
authority, but is not responsible for identification and authenldentifier as defined in HIPAA;2) payer organizations that
ualify for a national health plan identifier as defined in

tication of certificate subjects (that is, a CMS is delegated o IPAA: (3) clearinah dited b N h
outsourced the task of actually manufacturing the certificate o : (3) clearinghouses accredited by organizations such as

behalf of a CA). Under this policy, the delegated CMS isthe Electronic Healthcare Network Accreditation Commission;
considered an aéent of the CA ' (4) business associates of healthcare organizations as defined in

A1.10.4 certificate revocation list (CRL)a-time-stamped HIPAA; or (5) healthcare regulatory agencies.

list of revoked certificates that has been digitally signed by a A1-10.13independent practitionersirdividuals who are
certification authority. licensed by a state or credentialed by a recognized healthcare

A1.10.5 certification authority (CA)-an entity that is re- association and meet the defin_ition of a p_rovider as defined in
sponsible for authorizing and causing the issuance of &!lPAA, and who provide patient care independently of a
certificate. A certification authority can perform the functionsnealthcare organization.
of a registration agent (RA) and a certificate manufacturing A1.10.14 internet engineering task force (IETFp-arge,
service (CMS), or it can delegate or outsource either of thes@Pen international community of network designers, operators,
functions to separate entities. A certification authority performsendors, and researchers concerned with the evolution of the
two essential functions. First, it bears responsibility for thelnternet architecture and the smooth operation of the Internet.
accurate identification and authentication of the subscriber A1.10.15 key pair—two mathematically related keys having
named in a certificate as well as verifying that such subscribeihe properties thatlj one key can be used to encrypt a message
possesses the private key that corresponds to the public kéjat can only be decrypted using the other key, a)degen
that will be listed in the certificate. Second, the certificationknowing one key, it is computationally infeasible to discover
authority actually creates (or manufactures) and digitally signghe other key.
the certificate. The certificate issued by the certification author- A1.10.16 object identifier—a specially formatted sequence
ity then represents that certification authority’s statement as tof numbers that is registered with an internationally recognized
the identity of the person, group, server or process named in trg$andards organization.
certificate and the binding of that person, group, server or Al.10.17 off-line mode-a CA may operate various compo-

process to a particular public-private key pair. nents of its service while not connected to any network. So
A1.10.6 certificate subject-a- component of a digital cer- operating services reduces the CA’s exposure to denial of
tificate that is identified with the person, group, server, orservice or intrusion attacks. ocuments

Document Sharing Hub

Full document details: ASTM E2212-02


http://www.avadocuments.com/doc/astm-e2212-02
http://www.avadocuments.com/doc/astm-e2212-02

S
NOTICE: This standard has either been superseded and replaced by a new version or discontinued.
Contact ASTM International (www.astm.org) for the latest information.

A £ 2212 — 02
“afl

A1.10.18 out-of-band—a second, ordinarily nonelectronic, control over the related private key.
communication channel. A1.10.35 subscriber—the party that contracts with the CA
A1.10.19 person—an identified entity involved in the ex- for certificate issuance and bears primarily responsibility for
change of health information. Persons may be artificial, fouse of the related private key. The subscriber is identified in the
example, a corporation, group, or role. A human being is aertificate, although not necessarily as a certificate subject.
physical or natural person. A1.10.36 suspension-a subscriber’s certificates may be
A1.10.20 personal credentials-documents or other attesta- suspended if the subscriber license or other qualification
tions giving proof of a person’s qualification to perform becomes subject to temporary restriction that impact the
specific healthcare functions. subscriber’s privileges to access health information. The cer-
A1.10.21 PKIX—an IETF working group developing tech- tificate can be removed from suspension once the license or
nical specifications for PKI components based on X.509ther qualification is returned to good standing.
Version 3 certificates. RFC 2527 is the specification for A1.10.37 trustworthy systemeemputer hardware, soft-

certificate policy. ware, and procedures that) @re protected from intrusion and
A1.10.22 policy—this certificate policy. misuse; @) provide an appropriate level of availability, reli-
A1.10.23 private key-the nonpublic portion of a public key ability, and correct operation3] are suited to performing their
pair that is used to create a digital signature. intended functions, and4) adhere to generally accepted

A1.10.24 public key—the key of a public key pair used to security procedures appropriate to the sensitivity of the data
verify a digital signature. The public key is made freely that the system processes, transmits, or stores.
available to anyone who will receive digitally signed messages
from the holder of the key pair. The public key is usually
provided via a certificate issued by a certification authority an
is often obtained by accessing a repository. A public key is use
to verify the digital signature of a message purportedly sent by
the holder of the corresponding private key.

A1.10.25 qualified relying parties—a relying party that is a
healthcare person or organization and which agrees to the
conditions of this policy.

Al1.11 Acronyms

d Al.11.1 CA—<Certification Authority

d Al.11.2 CFR—Code of Federal Regulations

Al1.11.3 CMS—Certificate Manufacturing Service

Al1.11.4 CRL—Certificate Revocation List

Al.11.5 CP—<Certificate Policy

Al1.11.6 CPS—<Certification Practices Statement

Al1.11.7 CVA—Certificate Validation Agent

trat : : _ Al.11.8 DN—Distinguished Name

AL.10.26 registration agent (RA)-an entity that is respon Al1.11.9 HCFA—Health Care Financing Administration,

sible for identification and authentication of certificate sub- K Cent for Medi d Medicaid Servi
jects, but that does not sign or issue certificates (that is, an Rﬂgw nown as Lenters for Medicare an edicaid services

is delegated certain tasks on behalf of a CA). (CMS)

A1.10.27 rekeying—€estruction of an existing private key coﬁiéléil?t?/ T(:F':%?Iggeg ItltlulI)Tiiuligan?Lozcigiblmy and Ac-

and creation of a new key pair for subsequent certificate A1.11.11 IETF—internet Engineering Task Force

issuance. . . X
. - . . Al1.11.12 LDAP—Lightweight Directory Access Protocol
Al1.10.28relying party—a recipient of a digitally signed A1.11.13 OCSP—OEIine Cgertificate St)::ltus Protocol

message who relies on a certificate to verify the digital A1.11.14 OID—Object Identifier

signature on the message. A1.11.15 PIN—Personal Identification Number

A1.10.29 responsible persona-person designated by a 1.11.16 PKCS—Public Key Cryptography Standards
sponsor to authenticate requests for certificates on the basis otﬁl 11.17 PKI—Public Key Infrastructure

a person, group, or processes affiliation with the sponsor. oq 11 1g RA—Registration Authority

Where the sponsor is an individual, the sponsor is the (de facto) A1.11.19 SPKC—Signed Public Key and Challenge
responsible person. o

A1.10.30 revoke a certificatete prematurely end the op- General Provisions
erational period of a certificate. o
A1.10.31 role—a named collection of privileges. Typically, Obligations

in role-based access control, individuals or groups are assigned

to roles that i din t ; : if Al1.12 CA Obligations—Fhe CA is responsible for all
0 roles that are tnen expressed In terms of access 1o Spec'é%pects of the issuance and management of a certificate,
computer processes.

s . . : including control over the application and enroliment process
A1.10.32signer certificates-eertificates issued to CA and verification of information contained in the certificate, as
i . o ; Sell as certificate manufacture, publication, revocation, sus-
cgrtlﬂcates. Signer certificates may be self signed by the CA Oﬁension, and renewal. The CA is responsible for ensuring that
signed by another CA. L i all aspects of the CA services and CA operations are performed

A1.10.33 sponsor-& person or organization to which a i, 5ccordance with the requirements, representations, and

subscriber may be affiliated (for example, as an employeearranties of this policy and with the CA’s certification
agent, member/patient, etc.). The sponsor assumes Primagfactices statement (CPS).

responsibility for certificates issued to affiliates.
A1.10.34 subject—a person, group, server, or process whose Al.13 Representations By CABy issuing a certificate that
public key is certified by a certificate. The subject exerciseseferences this policy, the CA certifies to th ments
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all qualified relying parties who reasonably and in good faith A1.16.1.5 Instruct the CA to revoke the certificate promptly
rely on the information contained in the certificate during itsupon any actual or suspected loss, inappropriate disclosure, or
operational period and in accordance with this policy, that: other compromise of the subscriber’s private key.

A1.13.1 The CA has manufactured and issued, and if Al.16.2 Where the Subscriber is an Organization Acquiring

necessary, will revoke the certificate in accordance with thighe Certificate and Managing a Private Key on Behalf of an
policy. Individual—For the benefit of qualified relying parties and the

A1.13.2 There are no misrepresentations of fact in thddentified individual who is a certificate subject, the CA must
certificate known to the CA, and that the CA has takenfequire that the subscriber enter a binding contract whereby the
reasonable steps to verify all information in the certificate. TheSubscriber agrees to: o
CA must include in its CPS the specific measures that it A1.16.2.1 Generate a key pair using a trustworthy system,
undertakes to verify all information included in the certificate @d take reasonable precautions to prevent any loss, disclosure,
and articulate the major risks leading to misinformation that ar@r unauthorized use of the private key; o
not addressed by these measures. If desired, the CA may assert?1.16.2.2 Warrant that the subject information in the cer-
in its CPS, dollar or other limits to it liability. tificate is true and accurate; _

A1.13.3 The subscriber has explicitly acknowledged to the A1.16.2.3 Maintain controls to ensure that the private key
CA the subscriber’s acceptance of the subscriber’s obligation@n be used only with the knowledge and explicit action of the

under this policy. certificate subject;
A1.13.4 The certificate meets all requirements of this policy A1.16.2.4 Ensure that the certificate subject has received
and was processed according to the CA’s CPS. security training appropriate to the health information func-

o ) tions for which the certificate is issued; and
Al.14 The CA must maintain and make available t0 a1 16.2.5 Instruct the CA to revoke the certificate promptly
qualified relying parties the certificate status (valid, suspendeqJpon any actual or suspected loss, inappropriate disclosure, or
or revoked) information. Acceptable mechanisms include, bubiher compromise of the private key.
are not limited to, the distribution of certificate revocation lists a1 16.3 Where the Subscriber is an Organization Obtaining
(CRL) or online certificate status protocol (OCSP). The CAceriificates for Computer Resources as Defined\in7.1—
may delegate the performance of this obligation to an identifie¢t, the benefit of qualified relying parties, the CA must require

certificate validation agent (CVA), provided that the CA ihat the subscriber enter a binding contract whereby the
remains responsible for this functionality. subscriber agrees to:

Al.15 Registration Authority and Certificate Manufactur- A1.16.3.1 Generate a key pair using a trustworthy system
ing Service ObligationsFhe CA must retain responsibility for and take reasonable precautions to prevent any loss, disclosure,
ensuring that all identification and authentication functions an®r unauthorized use of the private key;
all certificate manufacturing and issuing functions are per- A1.16.3.2 Acknowledge that by accepting the certificate,
formed. The CA may delegate specific activities supportindhe subscriber is warranting that all information and represen-
these functions to identified registration authorities (RA) ortations made by the subscriber that are included in the
certificate manufacturing services (CMS), or both, provideccertificate are true;
that the CA warrants that these activities will be conducted in A1.16.3.3 Install technical and administrative controls over
accordance with this policy. the invocation of related private key to ensure that it is used
exclusively for authorized healthcare purposes;

T . - o A1.16.3.4 Where the resource is an account accessible to
an mdmdual Who is the subject of'the.: .certlflcate or an multiple persons, maintain a list of authorized users of that
organization acting on behalf Qf an |n_d|V|_duaI _Who is the account and prevent use by other parties; maintain a log of all
subject of a cgrt|f|cate. Subscrlk.)er obligations in these WQse of the related private key, including the date and time of
cases are considered separately: key use and identity of the person or persons invoking the key

Al1.16.1 Where the Subscriber is an IndividuaFor the  use; ensure that all users of the account have received security
benefit of the qualified relying party, the CA must require thattraining appropriate to the health information functions for
the subscriber enter into a binding contract which obligates thgyhich the certificate is issued: and
subscriber to: A1.16.3.5 Instruct the CA to revoke the certificate promptly

Al1.16.1.1 Generate a key pair using a trustworthy systemypon any actual or suspected loss, inappropriate disclosure, or
or use a key pair generated in a secure hardware token by tligher compromise of the resource’s private key.

CA or RA and take reasonable precautions to prevent any loss, ] o - )
disclosure, or unauthorized use of the private key: Al.17 Relying Party Obllgatlons_Aquallfled relying party

A1.16.1.2 Acknowledge that by accepting the certificate,must not rely on a healthcare certificate unless:
the subscriber is warranting that all information about the A1.17.1 The reliance was reasonable and in good faith in

A1.16 Subscriber ObligationsA-subscriber must be either

subscriber included in the certificate is true; light of all the circumstances known to the qualified relying
A1.16.1.3 Use the certificate exclusively for authorizedparty at the time of reliance.
healthcare purposes consistent with this policy; Al1.17.2 The purpose for which the certificate was used was

A1.16.1.4 Acknowledge receipt of security training appro-appropriate under this policy, under the CA’s CPS, and to any
priate to the health information functions for which the implementedsubjectDirectoryAttributesThe certificate use
certificate is issued; and must be consistent with the cualified Dﬁmﬁf}tﬁ
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