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A W W A  M a n a g e m e n t  S t a n d a r d

T h i s  d o c u m e n t  i s  a n  A m e r i c a n  W a t e r  W o r k s  As s o c i a t i o n  ( A W W A)  m a n a g e m e n t  s t a n d a r d .  I t  i s  n o t  a  s p e c i fi c a t i o n .  
AW W A m a n a g e m e n t  s t a n d a r d s  d e s c r i b e  c o n s e n s u s  r e q u i r e m e n t s  fo r  u t i l i t y  m a n a g e m e n t  p r a c t i c e s .  T h e  u s e  o f AW W A 
m a n a g e m e n t  s t a n d a r d s  i s  e n t i r e l y vo l u n t a r y .  T h i s  s t a n d a r d  d o e s  n o t  s u p e r s e d e  o r  t a k e  p r e c e d e n c e  o ve r  o r  d i s p l a c e  
a n y  a p p l i c a b l e  l a w ,  r e g u l a t i o n ,  o r  c o d e  o f a n y  g o ve r n m e n t a l  a u t h o r i t y .  AW W A m a n a g e m e n t  s t a n d a r d s  a r e  i n t e n d e d  t o  
r e p r e s e n t  a  c o n s e n s u s  o f t h e  w a t e r  i n d u s t r y o f r e q u i r e m e n t s  a n d  p r a c t i c e s  t h a t  u t i l i t i e s  s h o u l d  s t r i ve  t o  a c h i e v e .  W h e n  
AW W A r e vi s e s  o r  w i t h d r a w s  t h i s  s t a n d a r d ,  a n  o ffi c i a l  n o t i c e  o f a c t i o n  w i l l  b e  p l a c e d  i n  t h e  O ffi c i a l  N o t i c e  s e c t i o n  o f Jo u rn a l 

A WWA .  T h e  a c t i o n  b e c o m e s  e ffe c t i ve  o n  t h e  fi r s t  d a y  o f t h e  m o n t h  fo l l o w i n g  t h e  m o n t h  o f Jo u rn a l A WWA  p u b l i c a t i o n  o f t h e  
o ffi c i a l  n o t i c e .

N o t e  t h a t  t h i s  S t a n d a r d  w a s  o r i g i n a l l y d e ve l o p e d  t o  i n c o r p o r a t e  t h e  r e s u l t s  o f t h e  N D W AC  R e p o r t  t o  U S E P A  o n  t h e  “ e l e m e n t s  
o f a n  a c t i ve  a n d  e ffe c t i ve  s e c u r i t y  p r o g r a m ”  fo r  w a t e r - s e c t o r  u t i l i t i e s .  F o l l o w i n g  p u b l i c a t i o n ,  t h i s  S t a n d a r d  w a s  g r a n t e d  
S AF E T Y  Ac t  d e s i g n a t i o n  a s  a  Q u a l i fi e d  A n t i - T e r r o r i s m  T e c h n o l o g y.  A l t h o u g h  t h i s  S t a n d a r d  i s  vo l u n t a r y,  t h e  p r e s c r i p t i ve  
r e q u i r e m e n t s  i n c l u d e d  i n  t h e  S t a n d a r d  ( t h o s e  e x p r e s s e d  a s  “ s h a l l ” )  r e p r e s e n t  t h e  m i n i m u m  r e q u i r e m e n t s  t h a t  a  u t i l i t y 
m u s t  a c h i e ve  t o  q u a l i fy  fo r  t h e  S AF E T Y  A c t  l i a b i l i t y p r o t e c t i o n s .

A m e r i c a n  N a t i o n a l  S t a n d a r d

An  A m e r i c a n  N a t i o n a l  S t a n d a r d  i m p l i e s  a  c o n s e n s u s  o f t h o s e  s u b s t a n t i a l l y  c o n c e r n e d  w i t h  i t s  s c o p e  a n d  p r o vi s i o n s .  An  
Am e r i c a n  N a t i o n a l  S t a n d a r d  i s  i n t e n d e d  a s  a  g u i d e  t o  a i d  t h e  m a n u fa c t u r e r ,  t h e  c o n s u m e r ,  a n d  t h e  g e n e r a l  p u b l i c .  T h e  
e x i s t e n c e  o f a n  A m e r i c a n  N a t i o n a l  S t a n d a r d  d o e s  n o t  i n  a n y  r e s p e c t  p r e c l u d e  a n yo n e ,  w h e t h e r  t h a t  p e r s o n  h a s  a p p r o v e d  
t h e  s t a n d a r d  o r  n o t ,  fr o m  m a n u fa c t u r i n g ,  m a r k e t i n g ,  p u r c h a s i n g ,  o r  u s i n g  p r o d u c t s ,  p r o c e s s e s ,  o r  p r o c e d u r e s  n o t  
c o n fo r m i n g  t o  t h e  s t a n d a r d .  A m e r i c a n  N a t i o n a l  S t a n d a r d s  a r e  s u b j e c t  t o  p e r i o d i c  r e vi e w ,  a n d  u s e r s  a r e  c a u t i o n e d  t o  o b t a i n  
t h e  l a t e s t  e d i t i o n s .  P r o d u c e r s  o f g o o d s  m a d e  i n  c o n fo r m i t y  w i t h  a n  Am e r i c a n  N a t i o n a l  S t a n d a r d  a r e  e n c o u r a g e d  t o  s t a t e  
o n  t h e i r  o w n  r e s p o n s i b i l i t y i n  a d ve r t i s i n g  a n d  p r o m o t i o n a l  m a t e r i a l s  o r  o n  t a g s  o r  l a b e l s  t h a t  t h e  g o o d s  a r e  p r o d u c e d  i n  
c o n fo r m i t y  w i t h  p a r t i c u l a r  Am e r i c a n  N a t i o n a l  S t a n d a r d s .

Caution  N otice:  T h e  Am e r i c a n  N a t i o n a l  S t a n d a r d s  I n s t i t u t e  ( A N S I )  a p p r o va l  d a t e  o n  t h e  fr o n t  c o ve r  o f t h i s  s t a n d a r d  i n d i c a t e s  
c o m p l e t i o n  o f t h e  AN S I  a p p r o va l  p r o c e s s .  T h i s  Am e r i c a n  N a t i o n a l  S t a n d a r d  m a y  b e  r e vi s e d  o r  w i t h d r a w n  a t  a n y  t i m e .  AN S I  
p r o c e d u r e s  r e q u i r e  t h a t  a c t i o n  b e  t a k e n  t o  r e a ffi r m ,  r e vi s e ,  o r  w i t h d r a w  t h i s  s t a n d a r d  n o  l a t e r  t h a n  fi ve  y e a r s  fr o m  t h e  
d a t e  o f AN S I  a p p r o va l .  P u r c h a s e r s  o f Am e r i c a n  N a t i o n a l  S t a n d a r d s  m a y  r e c e i ve  c u r r e n t  i n fo r m a t i o n  o n  a l l  s t a n d a r d s  b y 
c a l l i n g  o r  w r i t i n g  t h e  A m e r i c a n  N a t i o n a l  S t a n d a r d s  I n s t i t u t e ,  2 5  W e s t  4 3 r d  S t r e e t ,  F o u r t h  F l o o r ,  N e w  Y o r k ,  N Y 1 0 0 3 6 ;  ( 2 1 2 )  
6 4 2 - 4 9 0 0 ,  o r  e - m a i l i n g  i n fo @ a n s i . o r g .

I S B N - 1 3 ,  p r i n t :   9 7 8 - 1 - 6 4 7 1 7 - 1 8 2 - 7  I S B N - 1 3 ,  e l e c t r o n i c :   9 7 8 - 1 - 6 1 3 0 0 - 7 0 9 - 9

 D O I :   h t t p : / / d x . d o i . o r g / 1 0 . 1 2 9 9 9 / A W W A. G 4 3 0 . 2 4

A l l  r i g h t s  r e s e r v e d .  N o  p a r t  o f t h i s  p u b l i c a t i o n  m a y  b e  r e p r o d u c e d  o r  t r a n s m i t t e d  i n  a n y  fo r m  o r  b y  a n y  m e a n s ,  
e l e c t r o n i c  o r  m e c h a n i c a l ,  i n c l u d i n g  s c a n n i n g ,  r e c o r d i n g ,  o r  a n y  i n fo r m a t i o n  o r  r e t r i e v a l  s y s t e m .  R e p r o d u c t i o n  a n d  

c o m m e r c i a l  u s e  o f t h i s  m a t e r i a l  i s  p r o h i b i t e d ,  e x c e p t  w i t h  w r i t t e n  p e r m i s s i o n  fr o m  t h e  p u b l i s h e r .

C o p y r i g h t  ©  2 0 2 4  b y  A m e r i c a n  W a t e r  W o r k s  A s s o c i a t i o n  
P r i n t e d  i n  U S A

A l l  r i g h t s  r e s e r v e d .  N o  p a r t  o f  t h i s  p u b l i c a t i o n  m a y  b e  
r e p r o d u c e d  o r  t r a n s m i t t e d  i n  a n y  f o r m  o r  b y  a n y  m e a n s ,  
e l e c t r o n i c  o r  m e c h a n i c a l ,  i n c l u d i n g  s c a n n i n g ,  r e c o r d i n g ,  o r  a n y  
i n f o r m a t i o n  o r  r e t r i e v a l  s y s t e m .  R e p r o d u c t i o n  a n d  c o m m e r c i a l  
u s e  o f  t h i s  m a t e r i a l  i s  p r o h i b i t e d ,  e x c e p t  w i t h  w r i t t e n  p e r m i s s i o n  

f r o m  t h e  p u b l i s h e r.  P l e a s e  s e n d  a n y  r e q u e s t s  o r  q u e s t i o n s  t o  
p e r m i s s i o n s @ a w w a . o r g .
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Foreword

This fo rewo rd is fo r in fo rm atio n  o n ly an d is n o t a p art o f A NSI*/AWWA  G43 0.

I .  I n tro du cti o n

I . A.  Backgro u n d.  T h e  AWWA M an age m e n t  S t an d ard s  Pro gr am  i s  d e s i gn e d  t o  

s e r ve  wat e r,  was t e wat e r,  an d  re u s e  u t i l i t i e s  an d  t h e i r c u s t o m e r s ,  o wn e r s ,  s e r vi c e  p ro vi d e rs ,  

an d  go ve r n m e n t  re gu l at o rs .  T h e  s t an d ard s  d e ve l o p e d  u n d e r  t h e  p ro gr am  are  i n t e n d e d  

t o  i m p ro ve  a u t i l i t y’s  o ve ral l  o p e rat i o n  an d  s e r vi c e .  Am o n g t h e s e  s t an d ard s  i s  t h i s  e ffo r t  

t o  e s t ab l i s h  fo rm al  m an age m e n t  an d  o p e r at i o n al  gu i d e l i n e s .  T h e s e  gu i d e l i n e s  i d e n t i fy 

ap p ro p r i at e  p r ac t i c e s ,  p ro c e d u re s ,  an d  b e h avi o r s —t h e  i m p l e m e n t at i o n  o f wh i c h  wi l l  

p ro vi d e  e ffe c t i ve  an d  e ffi c i e n t  u t i l i t y o p e rat i o n s  an d  c o n t r i b u t e  t o  t h e  p ro t e c t i o n  o f 

p u b l i c  h e al t h ,  p u b l i c  s afe t y,  an d  t h e  e n vi ro n m e n t .

AWWA’s  s t an d ard s  p ro c e s s  h as  b e e n  u s e d  fo r  m o re  t h an  1 0 0  ye ar s  t o  p ro d u c e  

Am e ri c an  Nat i o n al  S t an d ard s  I n s t i t u t e  ( AN S I ) - re c o gn i ze d  s t an d ard s  fo r  m at e r i al s  an d  

p ro c e s s e s  t h at  are  u s e d  b y t h e  wat e r s e c t o r.  T h e s e  s t an d ard s  are  re c o gn i ze d  wo r l d wi d e  

an d  h ave  b e e n  ad o p t e d  b y m an y u t i l i t i e s  an d  o r gan i z at i o n s .  L i ke wi s e ,  t h i s  m an age m e n t  

s t an d ard  i s  d e ve l o p e d  u s i n g t h e  s am e  AN S I - re c o gn i ze d  fo rm al  p ro c e s s .  Vo l u n t e e r 

s t an d ard s  c o m m i t t e e s  e s t ab l i s h  s t an d ard  p rac t i c e s  i n  a u n i fo r m  an d  ap p ro p ri at e  fo r m at .

F o rm al  s t an d ard s  c o m m i t t e e s  h ave  b e e n  an d  c o n t i n u e  t o  b e  fo rm e d  t o  ad d re s s  t h e  

i n d i vi d u al  s t an d ard  p rac t i c e s  fo r  t h e  d i ve rs e  are as  o f t h e  wat e r  s e c t o r.  A fo r m al  s t an d ard s  

c o m m i t t e e  was  c re at e d  i n  2 0 0 7  t o  d e ve l o p  a s t an d ard  fo r  s e c u r i t y.  T h i s  s t an d ard  i s  t h e  

o u t c o m e  o f t h e  S e c u r i t y P rac t i c e s  fo r O p e r at i o n  an d  M an age m e n t  C o m m i t t e e .

T h e  Ut i l i t y M an age m e n t  G - S e r i e s  S t an d ard s  we re  d e ve l o p e d  t o  as s i s t  u t i l i t i e s  

wi t h  i d e n t i fyi n g an d  i m p l e m e n t i n g ap p l i c ab l e  b e s t  m an age m e n t  p r ac t i c e s .  To  fu r t h e r  

e n h an c e  t h e  u s e  o f t h e  S t an d ard s ,  t h e  AWWA Ut i l i t y Qu al i t y M an age m e n t  C o m m i t t e e  

d e ve l o p e d  b o t h  s e l f- as s e s s m e n t  an d  p e e r - re vi e w p ro g r am s  t o  as s i s t  u t i l i t i e s  t h at  c h o o s e  t o  

m e e t  p e r fo rm an c e  c ri t e ri a c o n t ai n e d  wi t h i n  t h e  S t an d ard s .  T h e  C o m m i t t e e  d e ve l o p e d  

a fram e wo rk fo r t h e  s t ri n ge n t  e xp e c t at i o n s  o f al l  Ut i l i t y M an age m e n t  S t an d ard s ,  as  

fo l l o ws :

•  Ut i l i t y M an age m e n t  S t an d ard s  are  vo l u n t ar y,  an d  t h e i r i n t e n t  i s  t o  p ro vi d e  

gu i d an c e  t o ward  b e s t  m an age m e n t  p r ac t i c e s .

•  Re q u i re m e n t s  s e t  fo r t h  i n  t h e  S t an d ard s  d e s c ri b e  b e s t  p rac t i c e s  t h at  are  

ac h i e vab l e  b u t  n o t  n e c e s s ar i l y t h e  b e s t  o f c l as s .

*  Am e ri c an  Nat i o n al  S t an d ard s  I n s t i t u t e ,  2 5  We s t  4 3 rd  S t re e t ,  F o u r t h  F l o o r,  Ne w Yo rk,  N Y 1 0 0 3 6 .
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•  T h e  l an gu age  u s e d  i n  t h e  S t an d ard s  s h o u l d  avo i d  re q u i re m e n t s  re l at e d  t o  

n u m e r i c  val u e s  an d  wo rd s  s u c h  as  “ s h al l ”  o r “m u s t”  i n  are as  t h at  d e s c ri b e  o r  

c o u l d  b e  c o n s i d e re d  i n  e xc e e d an c e  o f e xi s t i n g l o c al  an d / o r fe d e r al  re gu l at i o n s .

I . B .  Histo ry.  T h e  fi rs t  e d i t i o n  o f t h i s  s t an d ard  was  ap p ro ve d  b y t h e  AWWA 

B o ard  o f D i re c t o rs  o n  J an .  2 5 ,  2 0 0 9 .  T h e  s e c o n d  e d i t i o n  was  ap p ro ve d  o n  J u n e  8 ,  

2 0 1 4 ,  an d  re affi r m e d  o n  O c t .  2 6 ,  2 0 2 0 .  T h i s  e d i t i o n  was  ap p ro ve d  o n  J an .  1 1 ,  2 0 2 4 .

I . C .  Accep tan ce.  No  ap p l i c ab l e  i n fo r m at i o n  fo r  t h i s  s t an d ard .

I I .  S p e ci al  I s s u e s .

I I . A.  A dviso ry In fo rm atio n  o n  Ap p licatio n  o f Stan dards.  T h i s  s t an d ard  i n c l u d e s  

o n l y t h o s e  re q u i re m e n t s  t h at  are  l i m i t e d  e xc l u s i ve l y t o  s e c u ri t y p rac t i c e s  fo r  o p e rat i o n  

an d  m an age m e n t  o f a d ri n ki n g wat e r,  was t e wat e r,  o r re u s e  s ys t e m .  S e p arat e  s t an d ard s  

wi l l  co ve r  u t i l i t y p ro gr am s  s u c h  as  d i s t ri b u t i o n  s ys t e m  o p e r at i o n  an d  m an age m e n t ,  

e m e rge n c y p re p are d n e s s ,  fi n an c i al  m an age m e n t ,  wat e r  c o l l e c t i o n  an d  t re at m e n t ,  s o u rc e  

wat e r p ro t e c t i o n ,  c o m m u n i c at i o n  an d  c u s t o m e r  re l at i o n s ,  an d  b u s i n e s s  s ys t e m s .

T h e  Am e r i c a’s  Wat e r  I n fr as t r u c t u re  Ac t  ( AWI A)  o f 2 0 1 8  ( P L 1 1 5 - 2 7 0 )  re q u i re s  

c o m m u n i t y wat e r  s ys t e m s  s e r vi n g a p o p u l at i o n  o f m o re  t h an  3 , 3 0 0  t o  p re p are  a r i s k 

an d  re s i l i e n c e  as s e s s m e n t  an d  e m e r ge n c y re s p o n s e  p l an  e ve r y fi ve  ye ars .  T h e  r i s k an d  

re s i l i e n c e  as s e s s m e n t  m u s t  c o n s i d e r t h re at s  fro m  b o t h  m al e vo l e n t  ac t s  an d  n at u r al  

h az ard s  t h at  c o u l d  affe c t  t h e  m i s s i o n  o f t h e  u t i l i t y d u e  t o  p h ys i c al  o r c yb e r  i n c i d e n t s .  

T h e  fi n d i n gs  o f t h e  r i s k an d  re s i l i e n c e  as s e s s m e n t  m u s t  t h e n  b e  u s e d  t o  i n fo r m  t h e  

d e ve l o p m e n t  o f an  e m e r ge n c y re s p o n s e  p l an  t h at  c o n s i d e rs  p l an s  an d  p ro c e d u re s  t h at  

c an  b e  i m p l e m e n t e d  t o  “ o b vi at e  o r  s i gn i fi c an t l y l e s s e n  t h e  i m p ac t”  o n  t h e  h e al t h ,  

s afe t y,  an d  s u p p l y o f d ri n ki n g wat e r fro m  m al e vo l e n t  ac t s  o r  n at u r al  h azard s .  T h e  

G 4 3 0  s t an d ard  p ro vi d e s  t h e  n e c e s s ar y fram e wo rk t o  s u p p o r t  t h e  r i s k an d  re s i l i e n c e  

as s e s s m e n t  an d  e m e r ge n c y re s p o n s e  p l an ,  i n c l u d i n g c o n s i d e rat i o n  o f ac t i o n s  t h at  re d u c e  

ri s k o r  e n h an c e  re s i l i e n c e  as  c al l e d  fo r  i n  AWI A.  Ap p l i c at i o n  o f t h e  G 4 3 0  s t an d ard  i s  

e n h an c e d  wh e n  i m p l e m e n t e d  wi t h  c o m p l e m e n t ar y s t an d ard s  an d  re s o u rc e s ,  i n c l u d i n g 

t h e  fo l l o wi n g:

•  AN S I / AWWA J 1 0 0 —Ri s k an d  Re s i l i e n c e  M an age m e n t  o f Wat e r an d  

Was t e wat e r  S ys t e m s

•  AN S I / AWWA G 4 4 0 —E m e r ge n c y P re p are d n e s s  P r ac t i c e s

•  AWWA M 1 9 —E m e rge n c y P l an n i n g fo r  Wat e r  an d  Was t e wat e r  Ut i l i t i e s

•  AWWA Wat e r  S e c t o r  Re s o u rc e  Typ i n g G u i d an c e

•  AN S I / AWWA G 3 0 0 —S o u rc e  Wat e r  P ro t e c t i o n

•  AWWA Wat e r  S e c t o r  Cyb e r s e c u ri t y Ri s k M an age m e n t  G u i d an c e  an d  

As s e s s m e n t  To o l
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I I . B .  Origin atio n  o f Stan dard.  T h i s  s t an d ard  o r i gi n at e s  fro m  re c o m m e n d at i o n s  

p re p are d  b y t h e  U S  E n vi ro n m e n t al  P ro t e c t i o n  Age n c y ( U S E PA) ’s  Nat i o n al  D r i n ki n g 

Wat e r  Ad vi s o r y C o u n c i l †  ( N D WAC )  o n  wat e r  s e c u r i t y p r ac t i c e s ,  i n c e n t i ve s ,  an d  

m e as u re s ,  d at e d  J u n e  2 0 0 5 .  A s u b s e q u e n t  wo rkgro u p  was  c o n ve n e d  i n  F e b r u ar y 2 0 0 7  

b y t h e  C r i t i c al  I n fras t r u c t u re  Par t n e rs h i p  Ad vi s o r y C o u n c i l ‡  ( C I PAC )  t o  d e ve l o p  a 

n at i o n al  p e r fo rm an c e  m e as u re m e n t  s ys t e m  an d  re vi s e  t h e  N D WAC  re c o m m e n d at i o n s  

t o  t r ac k wi t h  t h e  Wat e r S e c t o r - S p e c i fi c  P l an  ( Wat e r S S P ) ,  wh i c h  i s  al s o  d e s c r i b e d  i n  

Ap p e n d i x A.  B o t h  s e t s  o f re c o m m e n d at i o n s  h ave  i n fo rm e d  th e  d e ve l o p m e n t  o f t h i s  

s t an d ard .

I I . C .  Su p p o rt An ti- terro rism  by Fo sterin g Effective Techn o lo gies (SA FETY)  Act 

Design atio n .  T h e  AN S I / AWWA s t an d ard s  G 4 3 0  an d  J 1 0 0  h ave  b e e n  award e d  

S AF ET Y Act des ignati o n b y the  US  D ep artment o f H o mel and S ecuri ty.  The des i gnati o n  

c ar r i e s  i m p o r t an t  l i ab i l i t y p ro t e c t i o n  fo r  t h e  as s o c i at i o n  an d  fo r  u t i l i t i e s  t h at  p ro p e r l y 

i m p l e m e n t  t h e s e  s t an d ard s .

T h e  S AF E T Y Ac t  o f 2 0 0 2  was  e n ac t e d  b y C o n gre s s  i n  t h e  wake  o f t h e  t e r ro r i s t  

at t ac ks  o n  S e p t .  1 1 ,  2 0 0 1 .  T h e  S AF E T Y Ac t  was  c re at e d  i n  p ar t  b e c au s e  o f t h e  

e xt rao rd i n ar i l y l arge  l i ab i l i t y e n t i t i e s  m i gh t  fac e  i f a t e r ro ri s t  at t ac k o c c u rs  d e s p i t e  

d e p l o ym e n t  o f an t i - t e r ro ri s m  s e c u r i t y m e as u re s  al re ad y i n  p l ac e .  C o n gre s s  d e s i gn e d  

t h e  S AF E T Y Ac t  as  an  i n c e n t i ve  fo r  t h e  c re at i o n  an d  d e p l o ym e n t  o f t e c h n o l o gi e s  an d  

s e r vi c e s  wi t h  an t i - t e rro r i s m  c ap ab i l i t i e s .  Un d e r  t h e  S AF E T Y Ac t  d e s i gn at i o n ,  b o t h  t h e  

e n t i t y t h at  c re at e s  t h e  an t i - t e r ro ri s m  s e c u r i t y m e as u re  an d  t h e  e n t i t y t h at  d e p l o ys  t h e  

an t i - t e r ro ri s m  m e as u re  are  e l i gi b l e  fo r c e r t ai n  l i ab i l i t y p ro t e c t i o n s .

I I I .  Us e  o f T h i s  S tan dard.  I t  i s  t h e  re s p o n s i b i l i t y o f t h e  u s e r  o f an  AWWA 

s t an d ard  t o  d e t e rm i n e  t h at  t h e  p ro d u c t s  d e s c ri b e d  i n  t h at  s t an d ard  are  s u i t ab l e  fo r  u s e  

i n  t h e  p ar t i c u l ar  ap p l i c at i o n  b e i n g c o n s i d e re d .

I I I . A.  Op tio n s an d Altern atives.  T h e re  i s  n o  ap p l i c ab l e  i n fo rm at i o n  i n  t h i s  

s e c t i o n .

I I I . B .  Mo dificatio n  to  Stan dard.  No  ap p l i c ab l e  i n fo r m ati o n  fo r  t h i s  s e c t i o n .

I V.  M aj o r Re vi s i o n s .  T h e  m aj o r  c h an ge s  m ad e  t o  t h e  s t an d ard  i n  t h i s  

re vi s i o n  i n c l u d e  t h e  fo l l o wi n g:

1 .  Ad d e d  a p ar agr ap h  o n  t h e  b ac kgro u n d  o f t h e  AWWA Ut i l i t y M an age m e n t  

G - S e r i e s  s t an d ard s  t o  S e c .  I . A.  o f t h e  F o re wo rd .

†  Nat i o n al  D r i n ki n g Wat e r  Ad vi s o r y C o u n c i l ,  O ffi c e  o f G ro u n d  Wat e r an d  D ri n ki n g Wat e r ( 4 6 0 1 ) ,  
Ar i e l  Ri o s  B u i l d i n g,  1 2 0 0  Pe n n s yl van i a Ave n u e ,  N W,  Was h i n gt o n ,  D C  2 0 4 6 0 .

‡  C ri t i c al  I n fr as t r u c t u re  Par t n e rs h i p  Ad vi s o r y C o u n c i l ,  U S  D e p ar t m e n t  o f H o m e l an d  S e c u ri t y,  
Was h i n gt o n ,  D C  2 0 5 2 8 .
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2 .  Ad d e d  b ac kgro u n d  o n  AWI A o f 2 0 1 8  t o  S e c .  I I . A o f t h e  F o re wo rd .

3 .  I n c o r p o r at e d  t h e  AWI A o f 2 0 1 8  fo r  Ri s k an d  Re s i l i e n c e  As s e s s m e n t s  an d  

E m e rge n c y Re s p o n s e  P l an s  re q u i re m e n t s  wh e re  ap p l i c ab l e  t h ro u gh o u t  s t an d ard .

4 .  Up d at e d  re q u i re m e n t s  fo r  c yb e rs e c u r i t y t h ro u gh o u t .

5 .  I m p ro ve d  c o n s i s t e n c y wi t h  AN S I / AWWA J 1 0 0  an d  AN S I / AWWA G 4 4 0 .

6 .  Up d at e d  S e c t i o n  2  Re fe re n c e s .

7 .  I n  S e c t i o n  3  D e fi n i t i o n s ,  re vi s e d  n u m e ro u s  d e fi n i t i o n s  an d  ad d e d  n e w 

d e fi n i t i o n s  fo r AWI A,  Ri s k an d  Re s i l i e n c e  As s e s s m e n t ,  an d  Ri s k an d  Re s i l i e n c e  

M an age m e n t .

8 .  Ad d e d  a n e w S e c .  4 . 7 . 7  S o u rc e  wat e r  p ro t e c t i o n .

9 .  Ad d e d  a n e w S e c .  4 . 9 . 1 . 3  P ro c e s s  c o n t ro l  s ys t e m  d e s i gn  fe at u re s .

1 0 .  Ad d e d  a n e w S e c .  4 . 1 0 . 3  M o n i t o r  avai l ab l e  t h re at  i n fo rm at i o n  s p e c i fi c  t o  

e n t e rp r i s e  s ys t e m s .

1 1 .  Ad d e d  a n e w S e c .  4 . 1 1 . 6  Re s p o n s e  t o  e n t e r p r i s e  s ys t e m s .

1 2 .  Ad d e d  n e w S e c s .  4 . 1 3 . 1 . 3 ,  4 . 1 3 . 1 . 4 ,  an d  4 . 1 3 . 1 . 5  o n  e s t ab l i s h i n g m u t u al  

ai d  re l at i o n s h i p s .

1 3 .  Up d at e d  S e c .  A. 2  Wat e r  S e c u r i t y I n i t i at i ve  P h as e  I I I  wi t h  ad d i t i o n al  

gu i d an c e .

1 4 .  D e l e t e d  S e c .  A. 4  G u i d e l i n e s  fo r  P h ys i c al  S e c u r i t y o f Wat e r an d  Was t e wat e r /

S t o rm wat e r  Ut i l i t i e s .

1 5 .  D e l e t e d  S e c .  A. 5  Re s p o n s e  Pro t o c o l  To o l b o x.

1 6 .  Ad d e d  a n e w S e c .  A. 6  AWI A o f 2 0 1 8 .  S e c t i o n  2 0 1 3  C o m m u n i t y Wat e r 

S ys t e m  Ri s k an d  Re s i l i e n c e .

 V.  C o m m e n ts .  I f yo u  h ave  an y c o m m e n t s  o r  q u e s t i o n s  ab o u t  t h i s  s t an d ard ,  

p l e as e  c o n t ac t  AWWA E n gi n e e r i n g an d  Te c h n i c al  S e r vi c e s  at  3 0 3 . 7 9 4 . 7 7 1 1 ;  wri t e  t o  

t h e  d e p ar t m e n t  at  6 6 6 6  We s t  Qu i n c y Ave n u e ,  D e n ve r,  C O  8 0 2 3 5 - 3 0 9 8 ;  o r e - m ai l  at  

s t an d ard s @ awwa. o r g.
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S e c u r i t y  P r a c t i c e s  f o r  O p e r a t i o n   

a n d  M a n a g e m e n t

S E C T I O N  1 :  G E N E R A L

S e c.  1 . 1   S co p e

T h i s  s t an d ard  c o ve r s  t h e  m i n i m u m  re q u i re m e n t s  fo r a p ro t e c t i ve  s e c u r i t y 

p ro gram  fo r a wat e r,  was t e wat e r,  o r re u s e  u t i l i t y.

S e c.  1 . 2   Purp o s e

T h e  p u r p o s e  o f t h i s  s t an d ard  i s  t o  d e fi n e  t h e  m i n i m u m  re q u i re m e n t s  fo r  

a p ro t e c t i ve  s e c u ri t y p ro gr am  fo r  a wat e r,  was t e wat e r,  o r re u s e  u t i l i t y t h at  wi l l  

p ro m o t e  t h e  p ro t e c t i o n  o f e m p l o ye e  s afe t y,  p u b l i c  h e al t h ,  p u b l i c  s afe t y,  an d  p u b l i c  

c o n fi d e n c e .

S e c.  1 . 3   Ap p l i cati o n

T h i s  s t an d ard  c an  b e  re fe re n c e d  i n  t h e  e val u at i o n  o f s e c u r i t y p rac t i c e s .  T h e  

s t i p u l at i o n s  o f t h i s  s t an d ard  ap p l y wh e n  t h i s  d o c u m e n t  h as  b e e n  re fe re n c e d  an d  

t h e n  o n l y t o  t h e  s e c u ri t y p rac t i c e s  o f t h e  u t i l i t y.

S E C T I O N  2 :  R E F E R E N C E S

T h i s  s t an d ard  re fe re n c e s  t h e  fo l l o wi n g d o c u m e n t s .  I n  t h e i r l at e s t  e d i t i o n s ,  

o r  as  s p e c i fi e d ,  t h e y fo r m  a p ar t  o f t h i s  s t an d ard  t o  t h e  e xt e n t  s p e c i fi e d  wi t h i n  

A N S I / AW WA  G 4 3 0 - 2 4

( R e v i s i o n  o f A N S I / A W W A  G 4 3 0 - 1 4 ( R 2 0 ) )

AW WA  M a n a g e m e n t  S t a n d a r d®
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t h e  s t an d ard ,  wh e t h e r m e n t i o n e d  s p e c i fi c al l y o r  n o t .  I n  an y c as e  o f c o n fl i c t ,  t h e  

re q u i re m e n t s  i n c l u d e d  wi t h i n  t h i s  s t an d ard  s h al l  p re vai l .

Am e r i c a’s  Wat e r I n fr as t r u c t u re  Ac t  ( AWI A)  o f 2 0 1 8  ( P L 1 1 5 - 2 7 0 ) .

AN S I * / AWWA G 4 4 0 —E m e r ge n c y P re p are d n e s s  P rac t i c e s .

AN S I / AWWA J 1 0 0 —Ri s k an d  Re s i l i e n c e  M an age m e n t  o f Wat e r  an d  

Was t e wat e r  S ys t e m s .

AWWA Pro cess Co n tro l System  Secu rity Gu idan ce fo r the Water Secto r ( 2 0 1 7 ) .

AWWA Water Secto r Cybersecu rity Risk Man agem en t Gu idan ce an d A ssessm en t 

To o l.

AWWA Water Secto r Cybersecu rity Risk Man agem en t Gu idan ce fo r Sm all 

System s.

AWWA Water Secto r Reso u rce Typ in g Gu idan ce.

I d ah o  Nat i o n al  L ab o r at o r y†  ( I N L ) —Cyb e r - I n fo r m e d  E n gi n e e r i n g 

I m p l e m e n t at i o n  G u i d e  ( 2 0 2 3 ) .

Nat i o n al  E l e c t ri c  C o d e  Ar t i c l e  7 0 8 ® .

Wat e r  Re s e arc h  F o u n d at i o n ‡  ( WRF ) — Bu sin ess Co n tin u ity Plan n in g fo r Water 

Utilities ( 2 0 0 8 ) .

S E C T I O N  3 :  D E F I N I T I O N S

T h e  fo l l o wi n g d e fi n i t i o n s  s h al l  ap p l y i n  t h i s  s t an d ard .

1 .  All hazards:  An  ap p ro ac h  fo r  p re ve n t i o n ,  p ro t e c t i o n ,  p re p are d n e s s ,  

re s p o n s e ,  an d  re c o ve r y t h at  ad d re s s e s  a fu l l  r an ge  o f t h re at s  an d  h azard s ,  i n c l u d i n g 

d o m e s t i c  t e r ro ri s t  at t ac ks ,  n at u ral  an d  m an - m ad e  d i s as t e r s ,  ac c i d e n t al  d i s r u p t i o n s ,  

an d  o t h e r  e m e rge n c i e s .

2 .  A sset:  An  i t e m  o f val u e  o r  i m p o r t an c e .  I n  t h e  c o n t e xt  o f c r i t i c al  wat e r  

an d  was t e wat e r  i n fr as t r u c t u re ,  an  as s e t  i s  s o m e t h i n g o f i m p o r t an c e  o r  val u e  

t h at ,  i f t ar ge t e d ,  e xp l o i t e d ,  d e s t ro ye d ,  o r i n c ap ac i t at e d ,  c o u l d  re s u l t  i n  s e r i o u s  

i n t e r r u p t i o n  o f t h e  wat e r  s u p p l y t o  t h e  c o m m u n i t y,  i l l n e s s  an d / o r i n j u r y,  d e at h ,  

e c o n o m i c  d am age  t o  t h e  c o m m u n i t y,  fi n an c i al  d am age  t o  t h e  o wn e r o f t h e  as s e t ,  

d e s t r u c t i o n  o f p ro p e r t y,  o r e n vi ro n m e n t al  d am age  o r  c o u l d  p ro fo u n d l y d am age  a 

u t i l i t y’s  re p u t at i o n ,  p u b l i c  c o n fi d e n c e ,  o r  i t s  ab i l i t y t o  fu l fi l l  i t s  m i s s i o n ( s ) .  As s e t s  

m ay i n c l u d e  p h ys i c al  e l e m e n t s  ( t an gi b l e  p ro p e r t y) ,  s u b s ys t e m s ,  c yb e r  e l e m e n t s  

*  Am e ri c an  Nat i o n al  S t an d ard s  I n s t i t u t e ,  2 5  We s t  4 3 rd  S t re e t ,  4 t h  F l o o r,  Ne w Yo rk,  N Y 1 0 0 3 6 .
†  I d ah o  Nat i o n al  L ab o rat o r y,  1 9 5 5  No r t h  F re m o n t  Ave n u e ,  I d ah o  Fal l s ,  I D  8 3 4 1 5 .
‡  Wat e r  Re s e arc h  F o u n d at i o n ,  6 6 6 6  We s t  Qu i n c y Ave n u e ,  D e n ve r,  C O  8 0 2 3 5 .
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( i n fo r m at i o n ,  p ro c e s s  c o n t ro l ,  b u s i n e s s  an d  fi n an c i al  s ys t e m s ,  an d  c o m m u n i c at i o n  

s ys t e m s ) ,  an d  c r i t i c al  o p e rat i o n al ,  t e c h n i c al ,  ad m i n i s t r at i ve ,  an d  m an age r i al  

p e r s o n n e l .

•  Critical asset i s  an  as s e t  wh o s e  ab s e n c e  o r  u n avai l ab i l i t y wo u l d  s i gn i fi c an t l y 

d e gr ad e  t h e  ab i l i t y o f a u t i l i t y t o  c ar r y o u t  i t s  m i s s i o n  o r  wo u l d  h ave  

u n ac c e p t ab l e  fi n an c i al ,  p o l i t i c al ,  o r p h ys i c al  c o n s e q u e n c e s  fo r  t h e  u t i l i t y,  

t h e  c o m m u n i t y,  o r  t h e  e n vi ro n m e n t .

3 .  AWIA :  Am e ri c a’s  Wat e r I n fras t r u c t u re  Ac t  ( AWI A)  o f 2 0 1 8  ( P L 1 1 5 -

2 7 0 ) .  Ad d i t i o n al  i n fo r m at i o n  o n  AWI A c an  b e  fo u n d  i n  Ap p e n d i x A,  S e c .  A. 6 .

4 .  Bu sin ess co n tin u ity p lan  (BCP) :  A p l an  d e s i gn e d  t o  m ai n t ai n  e s s e n t i al  

b u s i n e s s  fu n c t i o n s  an d  p re s e r ve  t h e  u t i l i t y’s  ab i l i t y t o  p e r fo rm  i t s  m i s s i o n  o r  

fu n c t i o n  d u r i n g an  i n c i d e n t  an d  re c o ve r y.  F o r  e xam p l e ,  a B C P  s h o u l d  b e  d e s i gn e d  

t o  p re s e r ve  t h e  u t i l i t y’s  ab i l i t y t o  ac q u i re  an d  p ay fo r e s s e n t i al  s u p p l i e s ,  p e r s o n n e l ,  

c o m p o n e n t s ,  o r  s e r vi c e s ;  t o  re c e i ve  fu n d s ;  an d  t o  m ai n t ai n  a re c o rd  o f al l  t ran s ac t i o n s  

fo r s u b s e q u e n t  ac c o u n t i n g,  b i l l i n g,  o r re i m b u r s e m e n t .

5 .  Co n sequ en ce:  T h e  i m m e d i at e ,  s h o r t - t e rm ,  an d  l o n g- t e r m  e ffe c t s  o f a 

m al e vo l e n t  at t ac k o r  n at u r al ,  t e c h n o l o gi c al ,  o r  h u m an - c au s e d  h az ard .  T h e s e  e ffe c t s  

i n c l u d e  l o s s e s  s u ffe re d  b y t h e  o wn e r  o f t h e  as s e t  an d  b y t h e  c o m m u n i t y s e r ve d  b y 

t h at  as s e t .  T h e y i n c l u d e  h u m an  an d  p ro p e r t y l o s s e s ,  e n vi ro n m e n t al  d am age s ,  an d  

l i fe l i n e  i n t e r r u p t i o n s .

6 .  In ciden t:  An  o c c u r re n c e  ( n at u r al  o r  h u m an  c au s e d )  t h at  re q u i re s  a 

re s p o n s e  t o  p ro t e c t  l i fe ,  p ro p e r t y,  c o n t i n u e d  s e r vi c e ,  t h e  e n vi ro n m e n t ,  o r  c u s t o m e r 

c o n fi d e n c e .  I n c i d e n t s  are  u n p l an n e d  an d  m ay i n c l u d e  m aj o r  d i s as t e r s ,  e m e r ge n c i e s ,  

t e r ro ri s t  at t ac ks ,  t e r ro ri s t  t h re at s ,  c i vi l  u n re s t ,  wi l d fi re s ,  fl o o d s ,  h azard o u s  m at e r i al  

s p i l l s ,  n u c l e ar  ac c i d e n t s ,  e ar t h q u ake s ,  h u r ri c an e s ,  t o r n ad o e s ,  t ro p i c al  s t o rm s ,  

t s u n am i s ,  p u b l i c  h e al t h  an d  m e d i c al  e m e rge n c i e s ,  an d  o t h e r  o c c u r re n c e s  re q u i r i n g 

an  e m e r ge n c y re s p o n s e .

7 .  In ciden t co m m an d system  (ICS) :  A s t an d ard i ze d  o n - s c e n e ,  al l - h az ard s  

i n c i d e n t  m an age m e n t  c o n c e p t  t h at  al l o ws  i t s  u s e rs  t o  ad o p t  an  i n t e gr at e d  

o r gan i z at i o n al  s t r u c t u re  t o  m at c h  t h e  c o m p l e xi t i e s  an d  d e m an d s  o f s i n gl e  o r 

m u l t i p l e  i n c i d e n t s  wi t h o u t  b e i n g h i n d e re d  b y j u r i s d i c t i o n al  b o u n d ar i e s .  I C S  i s  

a s c al ab l e  re s p o n s e  t o  an  e m e r ge n c y o f an y m agn i t u d e  an d  p ro vi d e s  a c o m m o n  

fr am e wo rk wi t h i n  wh i c h  re s p o n d e r s  fro m  m u l t i p l e  age n c i e s  c an  wo rk t o ge t h e r.

8 .  In fraGard:  I n fraG ard  i s  an  i n fo r m at i o n - s h ari n g an d  an al ys i s  e ffo r t  

s e r vi n g t h e  i n t e re s t s  an d  c o m b i n i n g t h e  kn o wl e d ge  b as e s  o f a wi d e  r an ge  o f 

m e m b e r s .  At  i t s  m o s t  b as i c  l e ve l ,  I n fr aG ard  i s  a p ar t n e r s h i p  b e t we e n  t h e  F e d e ral  
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B u re au  o f I n ve s t i gat i o n *  ( F B I )  an d  t h e  p r i vat e  s e c t o r.  I n fr aG ard  i s  an  as s o c i at i o n  

o f b u s i n e s s e s ,  ac ad e m i c  i n s t i t u t i o n s ,  s t at e  an d  l o c al  l aw e n fo rc e m e n t  age n c i e s ,  an d  

o t h e r p ar t i c i p an t s  d e d i c at e d  t o  s h ar i n g i n fo r m at i o n  an d  i n t e l l i ge n c e  t o  p re ve n t  

h o s t i l e  ac t s  agai n s t  t h e  Un i t e d  S t at e s .

9 .  In tru sio n  detectio n  system  (IDS) :  I n t r u s i o n  d e t e c t i o n  fo r e n t e r p r i s e  

s ys t e m s ,  s u p e r vi s o r y c o n t ro l  an d  d at a ac q u i s i t i o n  ( S C AD A) ,  an d  p ro c e s s  c o n t ro l  

s ys t e m s  i s  n o t  a s i n gl e  p ro d u c t  o r  a s i n gl e  p i e c e  o f t e c h n o l o gy,  e ve n  t h o u gh  

c o m m e rc i al  s ys t e m s  are  avai l ab l e .  I n s t e ad ,  i n t r u s i o n  d e t e c t i o n  i s  a c o m p re h e n s i ve  

s e t  o f t o o l s  an d  p ro c e s s e s  p ro vi d i n g n e t wo rk m o n i t o r i n g t h at  c an  gi ve  an  

ad m i n i s t r at o r  a c o m p l e t e  p i c t u re  o f h o w t h e  n e t wo rk i s  b e i n g u s e d .  I m p l e m e n t i n g 

a var i e t y o f t h e s e  t o o l s  h e l p s  t o  c re at e  a d e fe n s e - i n - d e p t h  arc h i t e c t u re  t h at  c an  b e  

m o re  e ffe c t i ve  i n  i d e n t i fyi n g at t ac ke r  ac t i vi t i e s  an d  u s i n g t h e  t o o l s  i n  a m an n e r t h at  

c an  b e  p re ve n t i ve .  Ad d i t i o n al  i n fo rm at i o n  o n  s e c u r i n g e n t e r p r i s e  s ys t e m s ,  p ro c e s s  

c o n t ro l  s ys t e m s ,  an d  S C AD A s ys t e m s  c an  b e  fo u n d  i n  Ap p e n d i x A.

1 0 .  Natio n al In ciden t Man agem en t System  (NIMS) :  N I M S  was  d e ve l o p e d  

b y t h e  U S  D e p ar t m e n t  o f H o m e l an d  S e c u ri t y ( D H S )  i n  re s p o n s e  t o  H o m e l an d  

Pre s i d e n t i al  D e c i s i o n  D i re c t i ve  5  ( H S P D - 5 )  s o  t h at  re s p o n d e r s  fro m  d i ffe re n t  

j u r i s d i c t i o n s  an d  d i s c i p l i n e s  c an  wo rk t o ge t h e r  t o  b e t t e r re s p o n d  t o  n at u r al  

d i s as t e r s  an d  e m e r ge n c i e s ,  i n c l u d i n g ac t s  o f t e rro r i s m .  N I M S  b e n e fi t s  i n c l u d e  a 

u n i fi e d  ap p ro ac h  t o  i n c i d e n t  m an age m e n t ,  s t an d ard  c o m m an d ,  an d  m an age m e n t  

s t r u c t u re s .  N I M S  e m p h as i ze s  p re p are d n e s s ,  m u t u al  ai d ,  an d  re s o u rc e  m an age m e n t .  

N I M S  u s e s  t h e  I C S ,  d e fi n e d  p re vi o u s l y.

1 1 .  Natio n al In frastru ctu re Pro tectio n  Plan  (NIPP) :  T h e  N I P P  i s  a s t r at e gy 

d e ve l o p e d  b y t h e  U S  D H S  i n  re s p o n s e  t o  H S P D - 7  ( s i n c e  s u p e rs e d e d  b y P re s i d e n t i al  

D e c i s i o n  D i re c t i ve  2 1 )  t h at  s e t s  fo r t h  a c o m p re h e n s i ve  r i s k- m an age m e n t  fr am e wo rk 

an d  c l e ar l y d e fi n e s  c r i t i c al  i n fras t r u c t u re  p ro t e c t i o n  ro l e s  an d  re s p o n s i b i l i t i e s  fo r  t h e  

D H S ;  fe d e r al  s e c t o r r i s k- m an age m e n t  age n c i e s  ( S RM As ) ;  an d  o t h e r  fe d e r al ,  s t at e ,  

l o c al ,  t r i b al ,  an d  p r i vat e  s e c t o r  p ar t n e r s .  T h e  N I P P  o u t l i n e s  t h e  ap p ro ac h  u s e d  

t o  e s t ab l i s h  n at i o n al  p ri o ri t i e s ,  go al s ,  an d  re q u i re m e n t s  fo r  c ri t i c al  i n fr as t r u c t u re  

p ro t e c t i o n  t o  s u p p o r t  ap p l i c at i o n  o f fu n d i n g an d  re s o u rc e s  i n  t h e  m o s t  e ffe c t i ve  

m an n e r.  F o r  t h e  wat e r  s e c t o r,  t h e  S RM A i s  t h e  U S  E n vi ro n m e n t al  P ro t e c t i o n  

Age n c y ( U S E PA) .

1 2 .  Physical harden in g:  A p ro c e s s  d e s i gn e d  t o  d e t e r  an d / o r h e l p  m i t i gat e  

p h ys i c al  d am age ,  s e r vi c e  d i s r u p t i o n ,  o r  o t h e r  s e ri o u s  c o n s e q u e n c e s  o f an  at t ac k 

*  F B I  H e ad q u ar t e r s  9 3 5  Pe n n s yl van i a Ave n u e ,  N W,  Was h i n gt o n ,  D . C .  2 0 5 3 5 .
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b y m aki n g t h e  fac i l i t y h ard e r  t o  at t ac k,  d e l ayi n g e n t r y u n t i l  re s p o n d e r s  ar r i ve ,  o r  

re d u c i n g t h e  e ffe c t  t h at  an  at t ac k m ay h ave .

1 3 .  Prep aredn ess:  A c o n t i n u o u s  c yc l e  o f p l an n i n g,  o rgan i z i n g,  t r ai n i n g,  

e q u i p p i n g,  e xe rc i s i n g,  an d  e val u at i n g fo r e m e rge n c y s i t u at i o n s  an d  t aki n g c o r re c t i ve  

ac t i o n  i n  an  e ffo r t  t o  e n s u re  e ffe c t i ve  c o o rd i n at i o n  d u ri n g t h e  i n c i d e n t  re s p o n s e  

an d  re c o ve r y,  i n c l u d i n g c o n t i n u i t y o f o p e r at i o n s  p l an s ,  c o n t i n u i t y o f go ve r n m e n t  

p l an s ,  an d  p re p ar at i o n  o f re s o u rc e s  fo r r ap i d  re s t o rat i o n  o f fu n c t i o n .

1 4 .  Risk:  A fu n c t i o n  o f t h e  fo l l o wi n g:  ( 1 )  c o n s e q u e n c e s ;  ( 2 )  h azard  

fre q u e n c y o r  t h re at  l i ke l i h o o d ;  an d  ( 3 )  vu l n e rab i l i t y,  wh i c h ,  wi t h  p o i n t  e s t i m at e s ,  

i s  t h e  p ro d u c t  o f t h e s e  t h re e  t e r m s .  I t  i s  t h e  e xp e c t e d  val u e  o f t h e  c o n s e q u e n c e s  o f 

an  i n i t i at i n g e ve n t  we i gh t e d  b y t h e  l i ke l i h o o d  o f t h e  e ve n t’s  o c c u r re n c e  an d  t h e  

l i ke l i h o o d  t h at  t h e  e ve n t  wi l l  re s u l t  i n  t h e  c o n s e q u e n c e s ,  gi ve n  t h at  i t  o c c u r s .  Ri s k 

i s  b as e d  o n  i d e n t i fi e d  e ve n t s  o r e ve n t  s c e n ar i o s .

1 5 .  Risk an d Resilien ce A ssessm en t:  To  c o m p l y wi t h  AWI A,  a Ri s k an d  

Re s i l i e n c e  As s e s s m e n t  s h al l  i n c l u d e  an  as s e s s m e n t  o f t h e  fo l l o wi n g:

•  t h e  r i s k t o  t h e  s ys t e m  fro m  m al e vo l e n t  ac t s  an d  n at u r al  h azard s ;

•  t h e  re s i l i e n c e  o f t h e  p i p e s  an d  c o n s t r u c t e d  c o n ve yan c e s ,  p h ys i c al  b ar ri e r s ,  

s o u rc e  wat e r,  wat e r  c o l l e c t i o n  an d  i n t ake ,  p re t re at m e n t ,  t re at m e n t ,  s t o rage  

an d  d i s t ri b u t i o n  fac i l i t i e s ,  e l e c t ro n i c ,  c o m p u t e r,  o r  o t h e r  au t o m at e d  

s ys t e m s  ( i n c l u d i n g t h e  s e c u r i t y o f s u c h  s ys t e m s )  t h at  are  u s e d  b y t h e  

s ys t e m ;

•  t h e  m o n i t o ri n g p rac t i c e s  o f t h e  s ys t e m ;

•  t h e  fi n an c i al  i n fras t r u c t u re  o f t h e  s ys t e m ;

•  t h e  u s e ,  s t o r age ,  o r  h an d l i n g o f vari o u s  c h e m i c al s  b y t h e  s ys t e m ;  an d

•  t h e  o p e rat i o n  an d  m ai n t e n an c e  o f t h e  s ys t e m .

T h e  as s e s s m e n t  m ay i n c l u d e  an  e val u at i o n  o f c ap i t al  an d  o p e r at i o n al  n e e d s  

fo r r i s k an d  re s i l i e n c e  m an age m e n t  fo r  t h e  s ys t e m .

1 6 .  Risk an d Resilien ce Man agem en t:  A d e l i b e rat e  p ro c e s s  o f d e c i d i n g 

wh e t h e r ac t i o n s  are  n e e d e d  t o  re d u c e  ri s k,  i m p ro ve  re s i l i e n c e ,  o r  b o t h  an d ,  i f 

s o ,  wh i c h  o p t i o n s  are  m o s t  e ffe c t i ve  an d  e ffi c i e n t .  I f r i s k re d u c t i o n  o r  re s i l i e n c e  

e n h an c e m e n t  i s  n e e d e d ,  d e c i d e  o n  an d  i m p l e m e n t  o n e  o r  a p o r t fo l i o  o f o p t i o n s  

( e . g. ,  e s t ab l i s h i n g o r  i m p ro vi n g s e c u ri t y c o u n t e r m e as u re s ,  d e s i gn i n g i n  c o n s e q u e n c e  

m i t i gat i o n ,  b u i l d i n g i n  re d u n d an c y,  e n t e r i n g i n t o  m u t u al  ai d  p ac t s ,  c re at i n g 

e m e r ge n c y re s p o n s e  p l an s ,  o r t r ai n i n g an d  e xe rc i s e s  i n  b u s i n e s s  c o n t i n u i t y) .  T h e  

go al  i s  t o  ac h i e ve  an  ac c e p t ab l e  l e ve l  o f r i s k an d  re s i l i e n c e ,  re l at i ve  t o  h u m an  

c as u al t i e s ,  s e r vi c e  c o n t i n u i t y,  an d  fi n an c i al  e ffe c t s  o n  t h e  u t i l i t y an d  e ffe c t s  o n  
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c o m m u n i t y we l l - b e i n g,  at  an  ac c e p t ab l e  c o s t  t o  t h e  u t i l i t y an d  c o m m u n i t y.  T h e  

AN S I / AWWA J 1 0 0 - 2 1  s t an d ard  p ro vi d e s  a s t r u c t u re d  ap p ro ac h  fo r a u t i l i t y t o  

re d u c e  r i s k an d  i m p ro ve  re s i l i e n c e .

1 7 .  Secu rity p lan :  A c o m p re h e n s i ve  p l an ,  d e ve l o p e d  b y t h e  u t i l i t y,  t h at  

i n c l u d e s  i t s  s e c u ri t y go al s ,  o b j e c t i ve s ,  s t r at e gi e s ,  p o l i c y o r  p o l i c i e s ,  an d  p ro c e d u re s .  

T h e  s e c u ri t y p l an  s h o u l d  c o o rd i n at e  c l o s e l y wi t h  t h e  u t i l i t y’s  e m e rge n c y p re p are d n e s s  

an d  re s p o n s e  p l an ,  b u s i n e s s  c o n t i n u i t y p l an ,  an d  c yb e r s e c u r i t y re s p o n s e  p l an .

1 8 .  Vu ln erability:  An  i n h e re n t  s t at e  o f a s ys t e m  ( e . g. ,  p h ys i c al ,  t e c h n i c al ,  

o r gan i zat i o n al ,  c u l t u ral )  t h at  c an  b e  e xp l o i t e d  b y an  ad ve r s ar y o r affe c t e d  b y a 

n at u r al  h azard  t o  c au s e  h ar m  o r  d am age .

1 9 .  Water secto r:  T h e  N I P P  d e fi n e s  t h e  wat e r  s e c t o r as  b o t h  d r i n ki n g 

wat e r  an d  was t e wat e r  u t i l i t i e s .  F o r t h e  p u rp o s e  o f t h i s  s t an d ard ,  t h i s  d e fi n i t i o n  wi l l  

e xp re s s l y i n c l u d e  wat e r  re c l am at i o n  o r re u s e  fac i l i t i e s .

2 0 .  Water Secto r In fo rm atio n  Sharin g an d An alysis Cen ter†  (WaterISAC) :  

Wat e r I S AC  i s  a h i gh l y s e c u re ,  s u b s c r i p t i o n - b as e d  I n t e rn e t  p o r t al  th at  p ro vi d e s  a 

s o u rc e  fo r s e n s i t i ve  s e c u r i t y i n fo rm at i o n  an d  al e r t s  t o  h e l p  t h e  d r i n ki n g wat e r  an d  

was t e wat e r  c o m m u n i t y p ro t e c t  c o n s u m e r s  an d  t h e  e n vi ro n m e n t .

S E C T I O N  4 :  R E Q U I R E M E N T S

T h i s  s t an d ard  i s  i n t e n d e d  t o  ap p l y t o  wat e r,  was t e wat e r,  o r re u s e  u t i l i t i e s ,  

re gard l e s s  o f s i ze ,  l o c at i o n ,  o wn e r s h i p ,  o r re gu l at o r y s t at u s .  T h i s  s t an d ard  b u i l d s  

o n  t h e  l o n g- s t an d i n g p r ac t i c e  am o n g u t i l i t i e s  o f u s i n g a m u l t i p l e - b ar r i e r  ap p ro ac h  

fo r  t h e  p ro t e c t i o n  o f p u b l i c  h e al t h ,  p u b l i c  s afe t y,  an d  t h e  e n vi ro n m e n t .  T h e  

re q u i re m e n t s  o f t h i s  s t an d ard  are  d e s i gn e d  t o  s u p p o r t  a p ro t e c t i ve  u t i l i t y- s p e c i fi c  

s e c u ri t y p ro gr am  t h at  wi l l  re s u l t  i n  c o n s i s t e n t  an d  m e as u rab l e  o u t c o m e s .

S e c.  4 . 1   Exp l i ci t C o m m i tm e n t to  S e curi ty

4 . 1 . 1  Exp licit an d visible co m m itm en t o f sen io r leadership  to  secu rity.  T h e  

u t i l i t y s h al l  e s t ab l i s h  an  e xp l i c i t ,  vi s i b l e ,  e as i l y c o m m u n i c at e d ,  an d  e n t e r p r i s e - wi d e  

c o m m i t m e n t  t o  s e c u r i t y.  T h i s  s h al l  b e  re p re s e n t e d  b y t h e  d e ve l o p m e n t  o f s e c u r i t y 

p o l i c i e s ,  p ro c e d u re s ,  an d  p l an s  i m p l e m e n t e d  as  p ar t  o f d ai l y o p e r at i o n s  vi s i b l e  t o  

e m p l o ye e s  an d  c u s t o m e rs .

4 . 1 . 1 . 1  Pe r i o d i c  re vi e w an d  u p d at e  o f s e c u r i t y p l an ,  p o l i c i e s ,  o r d o c u m e n t s .  

T h e  u t i l i t y s h al l  e s t ab l i s h  an d  m ai n t ai n  a s c h e d u l e  fo r  p e r i o d i c  re vi e w o f i t s  s e c u ri t y 

†  Wat e r I S AC ,  1 6 2 0  I  S t re e t ,  N W,  S u i t e  5 0 0 ,  Was h i n gt o n ,  D C  2 0 0 0 6 .
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