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AMERICAN NATIONAL STANDARDS / TECHNICAL REPORTS

The B11l Series of American National Standards and Technical Reports are developed through a
consensus process. Consensus is established when substantial agreement has been reached by directly
and materially affected interests. Substantial agreement means much more than a simple majority, but
not necessarily unanimity. Consensus requires that all views and objections be considered, and that a
concerted effort be made toward resolution. This process brings together volunteers and/or seeks out
the views of persons who have an interest in the topic covered by this publication. While B11 Standards,
Inc. administers the process and establishes procedures to promote fairness in the development of
consensus, it does not write the document and it does not independently test, evaluate or verify the
accuracy or completeness of any information or the soundness of any judgments contained in its
standards or guidelines.

American National Standards and Technical Reports are promulgated through ANSI for voluntary use;
their existence does not in any respect preclude anyone, whether they have approved the
standards/technical reports or not, from manufacturing, marketing, purchasing, or using products,
processes, or procedures not conforming to these documents. However, users, distributors, regulatory
bodies, certification agencies and others concerned may apply American National Standards or Technical
Reports as mandatory requirements in commerce and industry.

The American National Standards Institute does not develop standards or technical reports and will in no
circumstances give an interpretation of an American National Standard. Moreover, no person shall have
the right or authority to issue an interpretation of an American National Standard in the name of the
American National Standards Institute. Requests for interpretations should be addressed to the
Secretariat (B11 Standards, Inc.).

B11 STANDARDS, INC. MAKES NO WARRANTY, EITHER EXPRESSED OR IMPLIED AS TO THE
FITNESS OF MERCHANTABILITY OR ACCURACY OF THE INFORMATION CONTAINED WITHIN
THIS TECHNICAL REPORT, AND DISCLAIMS AND MAKES NO WARRANTY THAT THE
INFORMATION IN THIS DOCUMENT WILL FULFILL ANY OF YOUR PARTICULAR PURPOSES OR
NEEDS. B11 Standards, Inc. disclaims liability for any personal injury, property or other damages of any
nature whatsoever, whether special, indirect, consequential or compensatory, directly or indirectly
resulting from the publication, use of, application or reliance on this document. B11 Standards, Inc. does
not undertake to guarantee the performance of any individual manufacturer or seller’s products or services
by virtue of this Technical Report, nor does it take any position with respect to the validity of any patent
rights asserted in connection with the items which are mentioned in or are the subject of this document,
and B11 Standards, Inc. disclaims liability for the infringement of any patent resulting from the use of or
reliance on this document. Users of this document are expressly advised that determination of the validity
of any such patent rights, and the risk of infringement of such rights, is entirely their own responsibility.

In publishing or making this document available, B11 Standards, Inc. is not undertaking to render
professional or other services for or on behalf of any person or entity, nor is B11 Standards, Inc.
undertaking to perform any duty owed by any person or entity to someone else. Anyone using this
document should rely on his or her own independent judgment, or as appropriate, seek the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

B11 Standards, Inc. has no power, nor does it undertake to police or enforce conformance to the
requirements of this document. B11 Standards, Inc. does not certify, test or inspect products, designs,
or installations for safety or health purposes. Any certification or other statement of conformance to any
health or safety-related information in this document shall not be attributable to B11 Standards, Inc. and
is solely the responsibility of the certifier or maker of the statement.
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FOREWORD

Objective

This Technical Report was developed to incorporate the emergence of Al (Artificial Intelligence) techniques
with established functional safety methodologies. Functional safety terminology used in this B11.TR10 was
primarily selected to complement other ANSI B11 American National Standards. The writing subcommittee
of this Technical Report realizes that Al methodologies are expected, and will continue, to evolve. The
‘requirements” herein were written to be robust enough to apply to future applications, with the numerous
Informative Notes providing examples of ways it could be achieved using current methods.

Technical Reports Registered with ANSI are not consensus documents. Rather, all material contained in
Technical Reports Registered with ANSI is informational in nature. Technical reports may include, for
example, reports of technical research, tutorials, factual data obtained from a survey carried out among
standards developers and/or national bodies, or information on the "state of the art" in relation to standards
of national or international bodies on a particular subject.

The objective of the ANSI B11 series of standards and technical reports is to eliminate injuries to personnel
from machinery or machinery systems by establishing requirements for the design, construction,
reconstruction, modification, installation, set—up, operation and maintenance of machinery or machine
systems. The guidance in this Technical Report is not intended to replace good judgment and personal
responsibility. Personnel skill, attitude, training and experience are safety factors that need to be considered
by the user.

Normative vs. Informative Text

Voluntary consensus standards typically denote requirements through use of the word syntax “shall” whereas
the word syntax “should” denotes a recommendation and not a requirement. By definition, Technical Reports
are informative guidance documents that do not contain normative requirements, however, both terms (shall /
should) are used within this TR with the following distinction: The term “shall” denotes a matter with a
high/strong recommendation. Following “shall” statements can improve the probability of designing an
algorithm capable of achieving a more robust (higher level of) functional safety system. The term “should”
denotes a topic where implementation may further improve the (functional safety) outcome.

In this sense, this technical report more resembles the form and construct of an ISO Technical Specification
(a category of document that ANSI does not include). ISO Technical Specifications are used for the following:
+ Preliminary publication of data which is intended to be included in a published standard after further
refinement and testing;
* Represents industry best practice at the time of publication;
+ Carries more weight than a Technical Report;
+ Uses shall to indicate a normative, mandatory requirement.

General

“Safe” is the state of being protected from recognized hazards that are likely to cause physical harm. There
is no such thing as being absolutely safe, that is, a complete absence of risk. In turn, there is no machine that
is absolutely safe. All machinery contains hazards, and some level of residual risk. However, the risk
associated with those hazards should be reduced to an acceptable level.

Al applications for machine safety systems is an emerging technology incorporating hardware and software
technologies. This Technical Report reflects the best industry available knowledge/information at the time of
its registration. The inclusion or omission of language relative to any evolving technology, in no way infers
acceptance or rejection of such technologies.
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This is the first edition of B11.TR10 and was prepared by the B11.TR10 Subcommittee, processed and
submitted to the B11 Standards Development Committee (SDC) and registered by the ANSI B11 Secretariat.
B11 SDC approval of this TR does not necessarily imply that all committee members voted for its approval.
At the time this TR was approved as an American National Standard, the ANSI B11 SDC was composed of
the following Members:

Alan Metelsky, FS Eng — Chair / Anne Mathias, PE, — Vice-Chair / David Felinski, Secretary

Organizations Represented Name of Representative
Delegate Alternate
AHT Insurance John Russell, PE, CSP George Forrester
Aluminum Extruders Council Melvin Mitchell, CSP Bradley Wyatt, CSP
American Society of Safety Professionals Ted Sberna, Sr. Anne Mathias, PE
Association For Manufacturing Technology Russell Bensman Alan Metelsky, FS Eng
The Boeing Company Rhiannon McPherson Steve Thomas/Mark Ellingson
Bridgestone Kenji Furukawa, FS Eng Joey Hinson, FS Eng
Canadian Standards Association Andrea Holbeche, P.Eng.  Walter Veugen
Deere & Co. Tony Beeth Scott Winter
Euchner Ron Yemmans Brian Farrell, FS Eng
Exponent Stephen Andrew, PE Torsten Skujins
FDR Safety Michael Taubitz Joe Wolfsberger
General Motors Corporation Michael Douglas Stacey Brooks
Grantek System Integration Adam Killian, FS Eng Jeff Winter, CSP, FS Eng
Komatsu America Industries George Schreck James Landowski
Liberty Mutual Stanford Brubaker, CSP Julie Thompson, CSP
MAG Automotive Erik Carrier Doug Watts
Metal Powder Industries Federation Bill Edwards James Adams
National Institute for Occupational Safety & Health Richard Current, PE
Occupational Safety & Health Administration Kenneth Stevanus James McManus
Omron Automation Tina Hull, FS Exp Frank Webster
Packaging Machinery Manufacturers Institute Bruce Main, PE, CSP Tom Egan
Pilz Automation Safety, LP Michael Beerman Doug Sten, PhD, CSP
Plastics Industry Association Jennifer Jones Dale Bartholomew
Precision Metalforming Association James Barrett, Jr. PhD David Klotz
Presence-sensing Device Manufacturers Association James Kirton Michael Carlson
Robotic Industries Association Carole Franklin Jeffrey Fryman
Rockwell Automation Michael Poynter, FS Eng Darin Magnuson
Safe-T-Sense Chris Gerges Federico Badillo
SICK, Inc. Chris Soranno, FS Exp Nate Gose, FS Eng
Sheet Metal & Air Conditioning Contractors Nat’l. Assn.  Michael McCullion Rick Di loli
Sub-Zero Group Bill Lawrie
Toyota Motor Manufacturing North America Chip Boertlein

At the time this Technical Report was registered, the B11.TR10 Subcommittee had the following members
who patrticipated in the development of this TR:

Name Organization
Tina Hull, FS Exp; Chair Omron Automation
Chris Felinski; Secretary B11 Standards, Inc.
Stephen Andrew, PE Exponent
Stan Brubaker, CSP Liberty Mutual
Kenji Furukawa, FS Eng Bridgestone
Elizabeth Groves, PhD Exponent
Bruce Main, PE, CSP design safety engineering, inc.
Laura Pahren, PhD Procter and Gamble
Mike Poynter, FS Eng Rockwell
Chris Soranno, FS Exp SICK
Ernesto Staroswiecki, PhD Exponent
Paul Thomas, PE Procter and Gamble
Mark Witherspoon, FS Eng IDEM Safety
David Felinski; Secretariat B11 Standards, Inc.
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Introduction

Organization and Application of B11 Documents

The B11 standards and technical reports can be associated with the “type A-B-C” structure, originally
developed within ISO/TC199 but broadly adopted and used globally in machinery safety standards.

. Type-A standards (basis standards/documents) give basic concepts, principles for design, and
general aspects that can be applied to machinery;

. Type-B standards (generic safety standards/documents) deal with one or more safety aspects or
one or more types of risk reduction measure that can be used across a wide range of machinery:

. Type-C standards (machinery safety standards/documents) deal with detailed safety
requirements for a particular machine or group of machines.

This B11.TR10 Technical Report is considered a “type-B” document.

C

" Machine-Specific
B11.x Standards

B

B11.19, B11.20, B11.21, B11.25, B11.26,
B11 Series of Technical Reports

A

B11.0

Organization of the B11 Series of Documents
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As of the date of approval of this Technical Report, the ANSI B11 series of American National Standards and
Technical Reports on machinery safety consisted of the following documents shown in the list below. The
user should check www.b11standards.org/current-standards or a licensed reseller such as ANSI
(www.ansi.org) for the current versions of any of these documents. All archival / historical versions of the
B11 series of documents are available at www.bl11standards.org/store.

List of the ANSI B11 Series of Safety Standards and Technical Reports

# SHORT TITLE / TOPIC YEAR TYPE
B11.0 Safety of Machinery 2020 A
B11.1 Mechanical Power Presses 2009 (R20) | C
B11.2 Hydraulic & Pneumatic Power Presses 2013 C
B11.3 Power Press Brakes 2012 C
B11.4 Shears 2003 (R20) | C
B11.5 Ironworkers 1988 (R20) | C
B11.6 Manual Turning Machines w/ or without Auto Control 2001 (R20) | C
B11.7 Cold Headers and Cold Formers 1995 (R20) | C
B11.8 Manual Milling, Drilling, & Boring Machines 2001 (R20) | C
B11.9 Grinding Machines 2010 (R20) | C
B11.10 Sawing Machines 2003 (R20) | C
B11.11 Withdrawn (Gear and Spline Cutting Machines) 2001 (R12) | C
B11.12 Roll Forming and Roll Bending Machines 2005 (R20) | C
B11.13 Single & Multiple-Spindle Automatic Bar and Chucking Machines 1992 (R20) | C
B11.14 Withdrawn (Coil Slitting Machines; combined into B11.18) (1996) C
B11.15 Pipe, Tube and Shape Bending Machines 2001 (R20) | C
B11.16 Powder / Metal Compacting Presses 2014 (R20) | C
B11.17 Horizontal Hydraulic Extrusion Presses 2004 (R20) | C
B11.18 Machines Processing or Slitting Coiled or Non-Coiled Metal 2006 (R20) | C
B11.19 Performance Requirements for Risk Reduction Measures (Safeguarding) 2019 B
B11.20 Integration of Machinery into a System 2017 B
B11.21 Machine Tools Using Lasers for Processing Materials 2006 (R20) | B
B11.22 Turning Centers and Automatic Numerically Controlled Turning Machines 2002 (R20) | C
B11.23 Machining Centers & CNC Milling, Drilling & Boring Machines 2002 (R20) | C
B11.24 Transfer Machines 2002 (R20) | C
B11.25 Large Machines 2015(R20) | B
B11.26 Functional Safety for Equipment / Machine Control Systems 2018 B
B11.27 Electro-Discharge Machines 2020 C
B15.1 Withdrawn (Mechanical Power Transmission Apparatus) 2000 (RO8) | B
B11.TR1 Ergonomics 2016 B
B11.TR2 Metal Working Fluids 1997 (R16) | B
B11.TR3 Withdrawn (Risk Assessment / Risk Reduction Guide) (2000 R15) | B
B11.TR4 Selection of Programmable Electronic Systems (PES/PLC) 2004 (R15) | B
B11.TR5 Noise Measurement 2006 (R17) | B
B11.TR6 Withdrawn (Safety Control Systems for Machines) (2010) B
B11.TR7 Integration of Lean and Safety 2007 (R17) | B
B11.TR8 Sustainable Safety Systems Through Inspection of Risk Reduction Measures | 202x B
B11.TR9 Cybersecurity 2019 B
B11.TR10 Guidance on Atrtificial Intelligence into Machinery Safety Applications 2020 B
ANSI/ISO 12100 Safety of machinery (national adoption of ISO 12100-2010) 2012 A
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Functional Safety of Artificial Intelligence
for Machinery Applications

1 Scope

This Technical Report provides guidance for the:

e implementation of functional safety principles in artificial intelligence (Al) programming
when used as a means for machinery safety applications;

o effective communication between functional safety personnel (who provide the primary
technical knowledge of machine(s) system hazards and the application of risk reduction
measures) and data scientists / programmers with no or limited machine system knowledge,
but who understand the capabilities and limitations of the Al system.

These principles may include internal diagnostics such as component/system integrity during
operation and external diagnostics such as environmental effects and communication networks.

This Technical Report is not a replacement for embedded and application functional safety software

requirements. Examples and topics used in this Technical Report are non-inclusive of all possible
situation / scenarios / applications.

2 Reference

The following standard contains provisions which may augment the use of this Technical Report. At
the time of registration / publication of B11.TR10, the edition below was valid.

ANSI B11.0—2020 Safety of Machinery
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3 Definitions

The following definitions are commonly used in Artificial Intelligence. Other terms used by the B11
community in its standards and technical reports, and/or by the machinery/machine tool industry can
be found in the definitions clause of ANSI B11.0. The terminology used in this Technical Report is
intended for an engineer to have sufficient capability and proficiency to communicate requirements to
the Al programmer / data scientist and to develop and perform a suitable/reasonable validation.

3.1 algorithm: A procedure for solving a mathematical problem in a finite number of steps that
frequently involves repetition of an operation.

3.2 architecture (System): The configuration or structure of the control system.

3.3 artificial intelligence (Al): The simulation of human intelligence processes by machines,
especially computer systems and in some cases, constrained actions in a pre-determined manner
assigned by a designer, computer specialist or supplier.

3.3.1 machine learning: a subset of Al that uses data to train computational algorithms to
automatically learn without being explicitly programmed using either supervised or
unsupervised learning. Supervised machine learning uses labelled data to train an
algorithm to learn the relationship between the input and the desired output as set by the
designer. Unsupervised learning can infer relationships among the data with no
previously provided labels/outputs.

3.3.2 deep learning: a subset of machine learning in Al that has networks capable of
learning from data. Also known as deep neural learning or deep neural network
learning.

3.3.3 reinforcement learning: an Al process by which behavior is directly strengthened or
weakened by the consequence that follows it, in order to maximize a cumulative
reward.

3.4 bias: Training on characteristics not sufficiently representative of actual user data, often
representing implicit values of the developer.
Note: Examples of training bias include using:
e insufficient training data;
e use of data from an unreliable source;
e old information vs. current information;
e the wrong physical characteristics (e.g., training on plastics when metals will be used in the actual
dataset);
e use of data that has not been proven to be correct (e.g., from unsubstantiated magazine articles or
data from the internet);
e outdated data (data can either be outdated at the beginning or can become unrepresentative as
time moves forward);
e incomplete physical characteristics (e.g., training only using Caucasian people);
e improper proportion of data for each population used (e.g., too many males vs. females).

3.5 dataset: Information and calculations of the known/expected conditions of the machinery
system.
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