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Overview

This British Standard code of practice addresses how electronic information needs to be stored, transferred and identity
linked to it in order that it can be demonstrated to be trustworthy and challenge resistant, in terms of its authenticity and
integrity, in the event of it being used as evidence in the resolution of a dispute.

This code of practice, BS10008-2:2020, complements the specification, BS 10008-1:2020, and contains guidance and
good practice to support compliance with the specification. BS 10008-2:2020 replaces the 2014 version of the code of
practice which was in three parts (BIP 0008-1, BIP 0008-2 and BIP 0008-3 — all now withdrawn), the new version is a single
document that has the same structure as the specification.

Much is unchanged since the previous versions of three codes were published in 2014; however, there are significant
additions. Consequently, if the ESI in @ management system followed the good practice advice of the previous codes then
the vast majority of the practical recommendations of this new version will be met, but the new content is worthy of
consideration.

It is worth noting that this code of practice is more informative than the, necessarily more pithy, specification, BS 10008-
1:2020; this is very apparent in the Introduction section which organizations new to both documents may find very useful
in their business justification for application of the comprehensive recommendations and requirements of both the code of
practice and specification.

Reasons for change

User feedback indicated that the code, being split into three separate parts', led to significant duplication between the three
parts and to confusion over section numbering which did not align directly with that in the specification, BS10008:2014
(now withdrawn).

To address these two issues the code of practice has been consolidated into a single document, BS 10008-2:2020, and the
section numbering now reflects that of the specification, BS 10008-1:2020.

Also, much has changed in the period since the last version of the code of practice and therefore a full revision was apposite
(i.e. highly appropriate and pertinent). But, because all organizations change to a certain extent at their own pace, all changes
are evolutionary rather than revolutionary.

Significantly the title of the code of practice now uses the term electronically stored information (ESI) rather than electronic
information. This aligns better with other standards and international practice.

Summary

» Consolidation of three-part previous version and general update.
* Change of content (including document title) from ‘electronic information’ to ‘ESI.
* Section numbering as the specification, BS 10008-1:2020.
» Addition of content to align with changes to BS 10008-1:2020:
O blockchain and distributed ledger technology (DLT) systems;
0 information classification, marking and handling systems; and
0 information redaction, including usage with regard to the protection of privacy of personal information in content
disclosed as evidence during disputes.
» Section on scanning now a normative annex as many organizations are less reliant on scanning than in previous decades.

! The three parts were

* BIP 0008-1:2014, Evidential weight and legal admissibility of information stored electronically — Code of practice for the
implementation of BS 10008;

* BIP 0008-2:2014, Evidential weight and legal admissibility of information transferred electronically — Code of practice for the
implementation of BS 10008;

* BIP 0008-3:2014, Evidential weight and legal admissibility of linking electronic identity to information — Code of practice for the
implementation of BS 10008.
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e Greater emphasis on:
O evaluation of authenticity when information captured by the organization, and especially information from Internet of
Things (loT) devices and systems.

Main commentary

Consolidation, structure matching BS 10008-1:2020

Probably the most significant change since the previous code of practice was published in three parts is that BS 10008-
2:2020 is a consolidated, single text that follows the section numbering of the associated specification, BS 10008-1:2020.

This change was as a result of feedback that highlighted two concerns:

1. the repetition mainly in the earlier sections of the previous codes (context of the organization, leadership, planning, support);
and

2. that the previous version sequence numbering was less than intuitive (with the rather clumsy construct of section 1
including the text This section of the Code relates to Clause 4 of BS 10008(:2014) and equivalent in every section).

The consolidation has removed the repetition and now all sections are numbered the same in both BS 10008-1:2020 and
BS 10008-2:2020 (although the section numbering in the code sometimes includes a further level of granularity).

These two changes should simplify every aspect of use of the code with its guidance and recommendations that support the
specification.

Electronic and digital signatures (4.2.2)

This is another area where the consolidation of the previous three codes has reduced repetition. Electronic and digital
signatures was one of the few aspects that was necessarily addressed in each of the previous three parts?

In addition there is more clarity in English Law regarding electronic signatures since the Law Commission Report — Electronic
Execution of Documents? This report makes it clear that electronic signatures are commonly and validly used instead of
handwritten signatures. The Law Commission Report and BS 10008-2:2020 both highlight the fact that not all types of
electronic signature are equally fraud resistant and that an appropriate strength needs to be selected; this may vary for
different categories of ESI within the management system of the organization.

Information classification (5.2.5)

Only specifically introduced into both BS 10008-1:2020 and BS 10008-2:2020 since the 2074 versions, the use of an
information classification, or more comprehensive information classification, marking and handling (ICMH), scheme is
potentially valuable and worthy of consideration by the using organization.

Such schemes are commonly required in the public sector (where the clear marking of the classified information is the
basis upon which effective and proper handling can be based) and are also appropriate for effective records management*.
BSI have published a document that sets out guidance for organizations to consistently think about the sensitivity of the
information assets that they create, use and share; as well as how to handle them appropriately, BS 10010:2017>.

loT guidance (8.3)

A significant addition to the guidance in the code of practice since the 2014 version is the significance of capturing or
importing information from loT devices and systems as these were much less prevalent at that time.

In addition to sensors the range of loT devices can include connected video and still cameras, intelligent door locks, mobile
phones, tablets, notebooks, CCTV, ANPR, parking, traffic management and toll systems, medical devices, etc.

The code makes it clear that the issues of authenticity of the information from the loT device are significant, especially as the
device may be potentially unconnected for periods, vulnerable to security compromise and less well managed that the ESI

2 Electronic information storage, transfer and associating identity with that information

3 https://www.lawcom.gov.uk/project/electronic-execution-of-documents/

“BS IS0 15489-1:2016, Information and documentation — Records management — Part 1: Concepts and principles
5 BS 10010:2017, Information classification, marking and handling. Specification
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