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 Foreword
  Publishing information

This British Standard is published by BSI Standards Limited, under licence from The British 
Standards Institution, and came into effect on 30 April 2021. It was prepared by Subcommittee 
IDT/2/17, Archives/records management, under the authority of Technical Committee IDT/2, 
Information and documentation. A list of organizations represented on these committees can be 
obtained on request to the committee manager.

  Information about this document

This publication can be withdrawn, revised, partially superseded or superseded. Information 
regarding the status of this publication can be found in the Standards Catalogue on the BSI website at 
bsigroup.com/standards, or by contacting the Customer Services team.

Where websites and webpages have been cited, they are provided for ease of reference and are 
correct at the time of publication. The location of a webpage or website, or its contents, cannot 
be guaranteed.

  Use of this document

As a code of practice, this British Standard takes the form of recommendations and guidance. It is not 
to be quoted as if it were a speci�ication. Users are expected to ensure that claims of compliance are 
not misleading.

Users may substitute any of the recommendations in this British Standard with practices of 
equivalent or better outcome. Any user claiming compliance with this British Standard is expected to 
be able to justify any course of action that deviates from its recommendations.

It has been assumed in the preparation of this British Standard that the execution of its provisions 
will be entrusted to appropriately quali�ied and experienced people, for whose use it has 
been produced.

  Presentational conventions

The provisions of this standard are presented in roman (i.e. upright) type. Its recommendations are 
expressed in sentences in which the principal auxiliary verb is “should”.

Commentary, explanation and general informative material is presented in smaller italic type, and does 
not constitute a normative element.

The word “should” is used to express recommendations of this standard. The word “may” is used in 
the text to express permissibility, e.g. as an alternative to the primary recommendation of the clause. 
The word “can” is used to express possibility, e.g. a consequence of an action or an event.

Notes and commentaries are provided throughout the text of this standard. Notes give references 
and additional information that are important but do not form part of the recommendations. 
Commentaries give background information.

Where words have alternative spellings, the preferred spelling of the Shorter Oxford English 
Dictionary is used (e.g. “organization” rather than “organisation”).

  Contractual and legal considerations

This publication has been prepared in good faith, however no representation, warranty, assurance 
or undertaking (express or implied) is or will be made, and no responsibility or liability is or will 
be accepted by BSI in relation to the adequacy, accuracy, completeness or reasonableness of this 
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publication. All and any such responsibility and liability is expressly disclaimed to the full extent 
permitted by the law.

This publication is provided as is, and is to be used at the recipient’s own risk.

The recipient is advised to consider seeking professional guidance with respect to its use of this 
publication.

This publication is not intended to constitute a contract. Users are responsible for its correct 
application.

Compliance with a British Standard cannot confer immunity from legal obligations.
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   Introduction
Organizations produce, receive and accumulate, in the delivery of their operations and activities, 
data, documents and information (or a combination of these and other related terms), together with 
e-mails, text messages and other electronic communications; they show who did what, when. This 
British Standard refers to these collectively as records and sets out recommended good practice for 
an organization to follow in their management.

Organizations need to identify, create and capture speci�ic records and record types in order to meet 
legal, regulatory and business requirements. Organizations need to know what records they have 
and to be able to readily retrieve them. When retrieved, organizations need good quality records 
and trusted, authoritative sources; and to be able to extract value from the contents of those records, 
where appropriate. An organization needs to retain its records as long as required to meet its legal 
and regulatory obligations and business needs; to identify and preserve records of continuing value; 
and to regularly, systemically and securely destroy other records, particularly records consisting of, 
or including, personal information or data which an organization might no longer have a business 
reason to retain. At the same time, destruction, modi�ication or movement of records or sets of 
records need to be able to be halted when directed, for example by the courts or regulators.

Changing technology, systems, platforms and software challenge the very idea of what a record is. 
A record created through completion and submission of an electronic form might be broken down 
and stored as data elements, within one, more or many databases. It might not exist in a substantive 
form. The data elements and how they �it together need to be documented and �ixed together so that 
an organization is able to reconstruct the record, to retrieve and process it, retain it to meet legal and 
regulatory obligations and business needs and possibly retain it permanently, if it has continuing 
value, or securely destroy it.

Effective management of records is key to good corporate governance, protecting an organization’s 
rights, preserving the accumulated knowledge and experience of current and former workers as 
well as supporting an organization in meeting its legal and regulatory obligations, and day-to-day 
business needs and objectives. The principles and recommended practice in this British Standard are 
intended to help an organization to deliver effective management of records as well as to leverage the 
information value of its records and to drive business improvement and innovation. Organizations 
are encouraged to view their records as key strategic and operational assets and top management 
to see it as their business to establish and maintain direct oversight of the management of the 
organization’s records.

This British Standard supports and enables effective management of an organization’s records 
through helping to integrate management into the wider processes of the organization and through 
knitting together the range of applicable standards. It supports related areas such as delivering 
effective information security and implementation of BS EN ISO/IEC 27002 and, in turn, the 
implementation of BS EN ISO/IEC 27002 and other related standards support the implementation 
of this standard. There are references in this document to standards which provide useful further 
information: these include BS 10008-1 and BS 10010. Other useful standards are listed in the 
Bibliography.
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  1 Scope
This British Standard sets out recommended good practice for an organization to follow in the 
management of its records.

In the course of operations and activities, people and IT systems in an organization produce and 
accumulate what might be called data, documents, information, documented information or records, 
or a combination of all these, and other, related terms. For the purposes of this British Standard, all 
such organizational outputs produced and accumulated in the course of operations and activities 
are records – regardless of the terms that are used for them, their medium or format, the type of 
technology or system on which they are created and captured, when they are created, why they are 
captured and maintained, or their value to people or to an organization.

People and organizations might set out with an intention to produce and accumulate some records 
(for example, a minute of a meeting or �inancial accounts) but also produce drafts, working notes 
and similar material as part of conducting operations and activities. Some of what an organization 
produces and accumulates it might only label as records at the point that they are added to an IT 
system, such as an electronic document and records management system, or other form of content 
management system. Some organizations might separate out what is produced and accumulated 
in some media and formats – for example, e-mail, texts and other electronic communications – and 
manage them separately. For the purposes of this British Standard, all these outputs – at whatever 
point they �irst appear – are records.

NOTE The description of records used in this British Standard might be seen by some to be a broader use of the 
term than that de�ined in BS ISO 15489-1, potentially extending its usage to include aspects from other �ields; for 
example, information management, information asset management or information governance.

An individual record is a snapshot of an act at a position �ixed in time, how things were at some 
moment in the past. It is a persistent representation of an occurrence, it provides a trace or evidence 
of an action or decision – in short, a record shows who did what, when.

This British Standard applies to digital, electronic and physical records irrespective of the media 
or formats used to create, capture, process or store them or the type of information they contain. It 
includes the management of records on IT systems (for example, databases, electronic document 
and records management systems, content management systems, CCTV and voice recording systems, 
business and information systems, websites and social media platforms) as well as physical records.

This British Standard is intended to be applicable to all organizations regardless of the type, size 
and nature of its activities. The degree of detail and complexity in tools, processes and records that 
an organization develops and maintains to meet the recommendations varies, depending on the 
organization’s operating environment, size and complexity.

This British Standard is intended for use by those responsible for managing an organization’s records. 
Workers in related areas who have been asked to take the lead operational role in the management 
of records but who might not be familiar with principles and good practice for the management of 
records might �ind it a useful foundation. This standard can also provide those tasked with supporting 
speci�ic areas of the management of records (for example, those developing IT systems being used to 
capture, process and store records) with an understanding of the wider framework.
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  2 Normative references
The following documents are referred to in the text in such a way that some or all of their 
content constitutes provisions of this document.1) For dated references, only the edition cited 
applies. For undated references, the latest edition of the referenced document (including any 
amendments) applies.

BS 10008-1, Evidential weight and legal admissibility of electronically stored information (ESI) – 
Speci�ication

  3 Terms and de�initions
For the purposes of this British Standard, the following terms and de�initions apply.

  3.1 capture

deliberate action of adding a record to a records set and/or an IT system and giving it an identi�ier 
which distinguishes it from other records, or it being allocated one

NOTE 1 This British Standard makes a distinction between creation and capture.

NOTE 2 Records can be created and captured as part of the same action – for example, the completion of the 
mandatory �ields on a database form and saving the details to update the database both creates and captures a 
record as part of the same process, with no additional action needed.

NOTE 3 A record might be captured in a records set and an IT system as part of the same action. A record might 
be captured in more than one records set. A record (and data elements that are components of a record) might be 
captured in more than one IT system.

  3.2 creation

point when a record is: 

a) �irst produced (by or on behalf of a worker, or by an IT system, including as part of outsourcing 
or collaboration); or

b) received from outside the organization

NOTE 1 This British Standard uses create/creation as a short-hand term to cover both creation and receipt. It 
makes a distinction between creation and capture. Many are likely to describe what this standard de�ines as capture 
(see 3.1) as records creation.

NOTE 2 Records can be created and captured as part of the same action – for example, the completion of the 
mandatory �ields on a database form and saving the details to update the database both creates and captures a 
record as part of the same process, with no additional action needed.

NOTE 3 The organization might establish approaches to verify the integrity and accuracy of records, and the 
integrity and accuracy of any component data elements, received from outside the organization before capture.

  3.3 IT infrastructure

IT equipment, networks, applications and operating systems that support IT systems

NOTE IT infrastructure includes computers (including servers, laptops and other portable and hand-held 
devices), storage (such as hard disks, disk arrays, tapes and removable media) and other devices (such as network 
routers, switches and �irewalls).

1)  Documents that are referred to solely in an informative manner are listed in the Bibliography.
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  3.4 IT system

computer software and applications that help the user to perform business activities or tasks

NOTE 1 IT systems include both purchased off-the-shelf software and software designed, developed and built by the 
organization.

NOTE 2 IT systems include of�ice productivity suites (for example, Microsoft Of�ice), enterprise software, 
accounting packages, databases, electronic document and records management systems, content management 
systems, business and information systems, websites and social media platforms, CCTV, voicemail and voice 
recording systems.

NOTE 3 An IT system might hold the records of one or more records sets. Records sets may be split between more 
than one IT system. A record (and data elements that are components of a record) might be held in more than 
one IT system.

  3.5 jurisdiction

geographical area under the authority of courts or other of�icial organizations to enforce a de�ined set 
of laws and regulations

NOTE Jurisdictions include sovereign states (for example, the United Kingdom or Republic of Ireland) as well 
as countries (for example, England, Scotland, Wales, Northern Ireland), states, provinces or nations that are 
sub-divisions of sovereign states together with self-governing dependencies and territories (for example, the Isle of 
Man or Jersey).

  3.6 legal entity

legal person or structure that is organized under the laws of any jurisdiction

[SOURCE: BS ISO 17442-1:2020, 3.1]

NOTE 1 Legal entities are viewed legally as having a distinct personality and recognized in a jurisdiction as 
capable of entering into contracts and agreements on their own behalf. They include limited companies, public 
limited companies, limited partnerships and Scottish limited partnerships.

NOTE 2 An organization can have many legal entities. Not all organizations are legal entities.

  3.7 organization

person or group of people that has its own functions with responsibilities, authorities and 
relationships to achieve its objectives

NOTE 1 An organization might be in the public, private or not-for-pro�it sector. It includes, but is not limited to: 
agency, authority, charity, company, corporation, enterprise, �irm, government department, institution, partnership, 
university and sole trader.

NOTE 2 Not all organizations are legal entities. An organization can have many legal entities.

NOTE 3 In this standard, the word business is used as an all-embracing term for the operations and services 
performed by an organization in pursuit of its objectives, goals or mission. As such, it is equally applicable to large, 
medium and small organizations operating in the public, private and not-for-pro�it sectors.

[SOURCE: BS EN ISO/IEC 27000:2020, 3.50, modi�ied]

  3.8 processing

operation or set of operations that is performed on records or on aggregations of records

NOTE Processing can be both automated and manual. It includes collection, recording, organization, structuring, 
storage, alteration, retrieval, consultation, use, disclosure, transfer, transmission, dissemination, restriction, erasure 
and destruction.
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  3.9 records set

grouping of records that support and enable their retrieval and processing

NOTE "Records series" is an alternative term for records set.

  3.10 top management

person or group of people who directs and controls an organization at the highest level

NOTE 1 Top management might consist of a board of directors, a chief executive and their top staff, the partners or 
an owner of a sole trader company.

NOTE 2 Top management has the power to delegate authority and provide resources within the organization.

[SOURCE: BS EN ISO/IEC 27000:2020, 3.75, modi�ied]

  3.11 worker

person working under the direction or control of an organization

NOTE Workers include consultants, contractors, directors, employees, interns, temporary workers, top 
management and volunteers.

  4 Principles of good practice for the management of records
The organization should:

a) have clear direction and support for the management of records from top management, and 
organizational arrangements in place to support the management of records;

b) identify, create and capture the records it needs to meet its legal, regulatory and business 
requirements;

c) capture and organize its records such that they can be retrieved and processed for as long as 
they are retained, and know what records it holds;

d) maintain the integrity of records during processing and storage and keep them accessible, 
retrievable and readable;

e) have measures in place to protect its records from accidental, unauthorized or unlawful access, 
disclosure, alteration, copying, theft, loss or destruction;

f) retain records in line with its rights and requirements; identify and preserve records of 
continuing value; and regularly, systematically and securely destroy other records;

g) have arrangements in place so that records shared with, or created, captured, processed or 
stored by, other organizations are managed to agreed standards; and

h) monitor and measure performance and assess and report on the overall effectiveness of the 
management of the organization’s records.

NOTE 1 Guidance and recommendations for each of these principles is given in Clause 5 to Clause 12.

NOTE 2 The clauses in this standard are interrelated and for effective management the expectation is that an 
organization implements the standard as a whole. The sequence of the clauses does not set an order to be followed 
for implementation.
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