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This code of practice represents a standard of good practice and takes the form of recommendations. Compliance with it
does not confer immunity from relevant statutory and legal requirements.
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Foreword

This code of practice is complementary to BS 5515 ‘Code
of practice for documentation of computer-based systems’
and is relevant to the same wide range of systems and
environments. It is concerned with the testing of applica-
tions software during and after its development. Methods of
proving hardware are well known and it is not the intention
of this code of practice to provide advice on hardware and
operating system software as such. However, it is necessary
to test the ‘mix’ of applications software, operating systems
software, hardware, data and people to ensure that the
required results are achieved and, in this context, hardware
and operating systems software are dealt with in this
document.

As computer-based systems are often complex, it is usually
necessary to test them before, during and sometimes after
implementation to ensure that they satisfy the user’s
requirements. The greater the complexity of a system, the
more likely it is that there will be inherent faults in its
design and construction. Similarly, the more important a
system is to the user, the more important it is to discover
and eliminate such faults. Thus, the tests applied to a
complex and important system may need to be extremely
rigorous, comprehensive, time consuming and expensive.
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Yet even the most comprehensive tests cannot prove
beyond all doubt that a system is and will remain secure
and free from error.

User-organizations are therefore faced with deciding upon
the degree of confidence in the systems for which they are
able and willing to pay. The extent to which they will
obtain value for money from this task will depend upon
their willingness to adopt a logical and systematic approach
to testing. Similarly, the extent to which they apply the
total content of this code of practice will depend upon
whether the system is complex and vital or relatively simple
and of less importance.

Only the simplest of systems can be tested effectively by

a ‘one-off’ system test. In systems of greater complexity,
confidence can only be established by testing at all stages of
development. This testing begins by proving the hardware
and software components at their most elementary level
and then integrating them into larger logical testable units.
This process continues until the next level of integration
produces the system itself, at which point system testing
can begin. This technique provides a pyramid of proof and
greatly enhances the possibility of early detection both of
errors and of design misconceptions.
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