
BSI Standards Publication

BS 65000:2014

Guidance on organizational
resilience

Full document details: BS 65000:2014

http://www.avadocuments.com/doc/bs-65000-2014
http://www.avadocuments.com/doc/bs-65000-2014


Publishing and copyright information

The BSI copyright notice displayed in this document indicates when the document
was last issued.

© The British Standards Institution 2014

Published by BSI Standards Limited 2014

ISBN 978 0 580 77949 7

ICS 03.100.01

The following BSI references relate to the work on this document:
Committee reference SSM/1
Draft for comment 14/30258791 DC

Publication history

First published November 2014

Amendments issued since publication

Date Text affected

BS 65000:2014 BRITISH STANDARD

Full document details: BS 65000:2014

http://www.avadocuments.com/doc/bs-65000-2014
http://www.avadocuments.com/doc/bs-65000-2014


Contents
Foreword ii

Introduction 1

1 Scope 1
2 Terms and definitions 2
3 Overview of organizational resilience 3
4 The organizational foundations for resilience 4
5 Building resilience 5
6 Assessing the resilience of an organization 11

Bibliography 15

List of figures
Figure 1 – Developing resilience 6
Figure 2 – Maturity model for organizational resilience 12
Figure 3 – Questions to determine consistency of resilience measures with
BS 65000 13

Summary of pages

This document comprises a front cover, an inside front cover, pages i to ii,
pages 1 to 16, an inside back cover and a back cover.

BRITISH STANDARD BS 65000:2014

© The British Standards Institution 2014 • i

Full document details: BS 65000:2014

http://dx.doi.org/10.3403/30258792U
http://www.avadocuments.com/doc/bs-65000-2014
http://www.avadocuments.com/doc/bs-65000-2014


Foreword

Publishing information

This British Standard is published by BSI Standards Limited, under licence from
The British Standards Institution, and came into effect on 30 November 2014. It
was prepared by Technical Committee SSM/1, Societal security management. A
list of organizations represented on this committee can be obtained on request
to its secretary.

Use of this document

As a guide, this British Standard takes the form of guidance and
recommendations. It should not be quoted as if it were a specification or a code
of practice and claims of compliance cannot be made to it.

It has been assumed in the preparation of this British Standard that the
execution of its provisions will be entrusted to appropriately qualified and
experienced people, for whose use it has been produced.

Presentational conventions

The guidance in this standard is presented in roman (i.e. upright) type. Any
recommendations are expressed in sentences in which the principal auxiliary
verb is “should”.

Commentary, explanation and general informative material is presented in
smaller italic type, and does not constitute a normative element.

Contractual and legal considerations

This publication does not purport to include all the necessary provisions of a
contract. Users are responsible for its correct application.

Compliance with a British Standard cannot confer immunity from legal
obligations.
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Introduction
Resilience is a strategic objective intended to help an organization to survive
and prosper. A highly resilient organization is also more adaptive, competitive,
agile and robust than less resilient organizations.

Organizational resilience is the ability of an organization to anticipate, prepare
for, and respond and adapt to everything from minor everyday events to acute
shocks and chronic or incremental changes.

Resilience is a relative, dynamic concept and, as such, an organization can only
be more or less resilient. As a result, resilience is a goal, not a fixed activity or
state, and is enhanced by integrating and coordinating the various operational
disciplines that the organization might already be applying (see 5.4). In addition,
an organization operates within a potentially complex web of interactions with
other organizations, so it is essential to build resilience not only within the
organization, but across its networks, and in its interactions with others. The
organization therefore needs to provide direction to its efforts and ensure
effective governance and risk management, as well as build resilience in
partnership with others.

This British Standard gives guidance on achieving enhanced organizational
resilience. In particular, it describes organizational resilience, articulates its
benefits, and explains how to build resilience. To aid the integration and
coordination of the various disciplines that are essential for resilience, the
standard references other standards, published and in preparation, relating to
these disciplines. Finally, it offers some basic models for assessing the resilience
measures of an organization.

1 Scope
This British Standard gives guidance on building organizational resilience by:

a) clarifying the nature and scope of organizational resilience for top
management (see note);

b) identifying the principal components of resilience to enable an organization
to review its resilience and to implement and measure improvements; and

c) identifying and recommending good practice already defined in existing
standards and disciplines.

NOTE References to “top management” throughout this standard are to be
interpreted as including both of the bodies defined in 2.2 and 2.6.

This standard also gives guidance on how other standards contribute to the
development and management of organizational resilience with a consistent
good practice structure, using agreed terminology and practices (see
Bibliography) relevant to the development and management of organizational
resilience.
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2 Terms and definitions
For the purposes of this British Standard, the following terms and definitions
apply.

2.1 governance
system by which the organization is directed, controlled and held accountable to
achieve its core purpose over the long term

NOTE The term “corporate governance” is typically used for the governance of
private and publicly-listed companies or to denote governance of the whole
organization.

[BS 13500:2013, modified]

2.2 governing body
individual or group of people ultimately responsible and accountable for the
long-term direction and control of the organization

NOTE Governing body can in some jurisdictions be a board of directors.

[BS 13500:2013]

2.3 organizational resilience
ability of an organization to anticipate, prepare for, and respond and adapt to
incremental change and sudden disruptions in order to survive and prosper

2.4 risk
effect of uncertainty on objectives

NOTE 1 An effect is a deviation from the expected — positive and/or negative.

NOTE 2 Objectives can have different aspects (such as financial, health and safety,
and environmental goals) and can apply at different levels (such as strategic,
organization-wide, project, product and process).

NOTE 3 Risk is often characterized by reference to potential events and
consequences, or a combination of these.

NOTE 4 Risk is often expressed in terms of a combination of the consequences of
an event (including changes in circumstances) and the associated likelihood of
occurrence.

NOTE 5 Uncertainty is the state, even partial, of deficiency of information related
to understanding or knowledge of an event, its consequence, or likelihood.

[ISO Guide 73:2009]

2.5 situational awareness
state of individual and/or collective knowledge relating to past and current
events, their implications and potential future development

[BS 11200:2014]

2.6 top management
person or group of people who directs and controls an organization at the
highest level

NOTE Top management has the accountability for the execution of the direction
provided by the governing body and may delegate its responsibilities whilst
remaining accountable to the governing body.

[BS ISO/IEC 27000:2014, modified]
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3 Overview of organizational resilience

3.1 Principles
Resilience involves dealing with disruption, uncertainty and change with clear
intent, coherence and appropriate resourcing. In particular, it is a combination
of maintaining continuity through disruptive challenges, and long-term viability
against a backdrop of strategic change and the changing external environment.
The first of these is a precondition for, but no guarantee of, the second.
Resilience is therefore a strategic concern requiring effective leadership, with
direction and enduring commitment from the very top of an organization
through its governance and risk management.

Resilience needs to be embedded across the organization, cutting across silos,
organizational structures and hierarchies, with operational activities aligned
with strategic priorities. In addition, the organization needs to satisfy itself that
its relationships with partners, outsourcers, suppliers and other key interested
parties are sufficiently resilient (and satisfy them of its own high level of
resilience).

Resilience is inherently relative, and no organization, person, network or system
can be absolutely resilient, as they experience constant change and operate
under varying degrees of uncertainty. An organization that is highly resilient to
certain risks might be vulnerable and less resilient if exposed to others.
Organizational resilience should therefore be informed by effective risk
management practices (see BS ISO 31000).

3.2 Benefits of building resilience
The core strategic purpose of resilience is to enable an organization to survive
and prosper. However, resilience is also closely aligned with the concerns of most
managers, which can be summarized as follows.

a) Competitiveness. Being able to continue past, recover and learn from and,
where appropriate, capitalize upon the opportunities presented by
disruptions can increase value better than competitors who are less resilient.
A highly resilient organization is able to identify and adapt to change and
uncertainty before the case for change becomes urgent. The behaviours that
an organization develops as part of a resilient culture can also help to build
innovation and common values and vision, and develop an ability to
anticipate and adapt to change and evolve the business model.

b) Coherence. A highly resilient organization aligns operational resilience
measures with strategic resilience objectives. The former are protective, risk
control and response measures, and the latter define the organization and
guide its longer-term decision making. The side-to-side and top-to-bottom
integration and coherence of these is fundamental to resilience. Resilience
both requires and allows organizational silos to become more integrated
and interoperable.

c) Efficiency and effectiveness. Working within a coherent and integrated
framework has time- and cost-saving implications. An organization’s
framework for resilience meshes together diverse components, allocating
resources to improve overall resilience, efficiency and effectiveness.

d) Reputation. The coherent framework built by resilience supports the
organization in understanding and acting on the interdependency of brand,
trust and reputation, thereby managing and enhancing its reputation.
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