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Foreword

This British Standard has been prepared under the direction
of the Office and Information Standards Committee.
Computer-based systems are increasingly applied by
organizations large and small to the management and
control of all aspects of daily life. The more vital these
computer-based systems are to their users, the more
important it is to ensure that there is adequate control over
the operation of the computer on which such systems are
run and the environment in which it functions. This British
Standard recommends controls that should be exercised
and the records that should be maintained in order to:

(a) physically protect the computer area(s} and the data

being processed;

(b) prevent errors or malfunctions from occurring;

{c) prevent errors or malfunctions passing undetected

if they occur;

{d) assist in the correction of, and the recovery from,

error conditions;

{e) provide, if necessary, evidence as might be needed

in a court of law®,
It is becoming increasingly difficult to categorize computers
as mainframe, mini or micro. This standard applies to any
type of computer installation however large or small. For
each area of control the procedures and recommended
records are broadly graded from basic to specialized. This
graduation is offered only as a guide to users and to help
in selecting a level of detail appropriate to the user’s need.
The user is advised to select controls and levels of detail
that are warranted by the value attached to the work being

* The provision of evidence in a court of law refers to any system that might, due to fraudulent action or negligence, cause an individual to

processed rather than the size of the computer being used.
However, more specialized procedures are generally
applicable only to the larger and more complex computer
installations.

There will be differences in the detail to be recorded
depending on whether the mode of operation is batch
processing, on-line, real time, a distributed network, or any
combination of two or more of these modes of operation.
The mode of operation may also determine whether certain
controls are effected by manual procedures or by system
software.

This standard should be used as a check list to ensure that
appropriate controls are used and records are maintained so
that the essential features of protection, prevention,
detection and recovery are adequately covered. If any item
is omitted it should be the result of a positive decision that
the item is irrelevant to the particular computer operation
and not as a result of an oversight.

Whether the controls selected are implemented by manual
procedures, system software or a combination of both,

the final system of control over the operation of the
computer (or computers) becomes a vital part of the
organization. It should be fully audited and certified as
suitable and reliable before installation and at regular
intervals thereafter.

Compliance with a British Standard does not of itself
confer immunity from legal obligations.

suffer loss or damage and result in the Data Protection Registrar bringing an action against the system user, The Data Protection Act 1984

.35 states that any person who suffers damage by reason of inaccuracy, loss, destruction or disclosure of personal data shall b
compensation, and that ‘in proceedings brought against any person ... it shall be a defence to prove that he had taken such ca
circumstances was reasonably required to prevent the loss, destruction, disclosure or access in question’.
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Code of practice

1 Scope

This British Standard makes recommendations for the
control of the operation of a computer {or computers).
1t covers the following areas:
(a) the hardware;
{b) the computer environment and the equipment used
to control the environment;
{c) the protection of programs;
{d) the input data;
{e) the output data and the media on which those data
are stored while the responsibility of those who operate
the computer.

NOTE, The titles of the publications referred to in this standard
are listed on the inside back cover.

2 Areas of control

This standard identifies six separate areas over which some
degree of control is essential for successful computer
operation, For the purposes of this standard ‘computer
operation’ refers to all types of computer and hardware
configuration. The owner of a microcomputer, who
operates it and uses the output produced in some business
activity, will benefit from keeping a basic written record.
The records hecome more important where several units
are linked in a network and these records play a vital part
in the control of terminals connected to a host machine.
At the other end of the scale, a large organization operating

in shifts with a mixture of batch and on-line processing may

find that separation of responsibilities for the different
areas of control makes an important contribution to the
prevention of fraudulent use or accidental misuse of
hardware, data files or programs.

Whatever the size or the modes of the computer operation,
it is vitally important that an appropriate level of
configuration management should be exercised and, in the
sections that follow, it is assumed that the principles,

practices and controls recommended in BS 6488 are applied.

Each of these areas of control contributes information to

the monitoring of performance as recommended in BS 6238.

The recommended areas of control, together with a
description of the aspects covered by these areas, are as

follows.

{a) Environment. Security, physical access and the
control of equipment such as standby generators,

temperature and humidity controls, voltage stabilizers, etc,

(b} Magnetic media library. Library routines for
controlled storage of magnetic tapes (reels or cassettes),
disks, diskettes and interchangeable ROM cartridges.
(c) Operations. Controls designed to effect secure
operation of all computer hardware and software.

(d) /nput/output. Procedures that provide adequate
control over the receipt and despatch of data between
the user and the computer and procedures to ensure
that only properly validated and authorized work is

run on the computer.

(e) Performance monitoring. Monitoring utilization of
all equipment and supplies, the level of performance of
the equipment and the quality of the service provided.
(f) Disaster recovery. A flexible plan designed to aid
recovery from any disaster that may affect continued
operation of the computer.

. Clauses 3 to 8 start with a consideration of the principles

and problems addressed. In all cases it is essential that
thought should be given to the adverse consequences of
deliberate as well as accidential actions.

3 Environment

3.1 General

Computer hardware may be damaged by incorrect use or,
in certain cases, by some environmental influence. it is
therefore necessary to provide appropriate protection so
that access to the computer is controlled and so that the
required operational environment is maintained. This
involves two separate functions:

{a) the control of ancillary equipment and cleaning
(see 3.2);
(b} physical security and the control of access (see 3.3).

NOTE. More detailed guidance will be given in a forthcoming
British Standard dealing with recommendations for the
accommodation and operating environment of computer
equipment,

" 3.2 Ancillary equipment

3.2.1 General. For the purposes of this standard ancillary

equipment refers to all the supply, control, measuring and

monitoring equipment on which the computer depends.

It does not refer to peripherals such as disk drives, printers

etc. There should be clearly written procedures for the use

and maintenance of all items of ancillary equipment on _

which the computer depends and for the regular cleaning

of the computer area. These should include:
(a) fire and flood protection equipment (see BS 6266);
{b) the cleaning of the computer room(s);
{c) back-up equipment and spare parts for all essential
equipment;
(d) protecting from the effects of electromagnetic
interference if the computer is located near a potential
source of emission, and monitoring the level of
protection;
(e) voltage stabilizers to remove sudden fluctuations in
the power supply, and recording equipment to plot the
actual levels maintained;
(f) no-break power supply systems or standby generators

for use in the event of a total power failure;
(g) air-conditioning equipment to control the
temperature and humidity to the limits specified by the
manufacturer, and recording equipment to plot the

* actual levels maintained; .
(h) the replacement of filters and the cleaning of floor
and ceiling voids that are part of the air-conditioning

air flow;

(i) specialized equipment, such as moior "ternmﬂgu ments

400 Hz supply, or water-cooling sysicivic.
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