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National foreword

This British Standard has been prepared ynder the direction of the Information Systems Technology Standards Policy

Committee (IST/-). It is the UK implementation of, and is identical to, 1SO 8730 : 1986 ‘Banking — Requirements for

message authentication {wholesale}’, published by the International Organization for Standardization (1SO), except that ‘
the title of the British Standard differs in order to more accurately reflect the actual contents of the text, taking into

account also the features identified in the paragraphs below (headed ‘Special attention’).:

This standard implements the international text without change for the reasons given below (see ‘Reasons for
implementation’), even though particular attention is drawn (see ‘Special attention’) to some features that may need
special consideration when this standard is being used.

The UK actively participated in the development of the international standard through BSI Techmcal Committee IST/12
and fully approved publication of the international standard.

The information provided in BS 7101 (together with related standards) is considered sufficient to act in the UK as a basis
for the authentication of financial messages used in wholesale banking. :

There are no plans at present to supplement this British Standard with any additional guidance, and any comments or
enquiries on the international standard or its application should be addressed to the Secretary to {ST/12 at the BS|
headquarters address. It should be noted, however, that a draft revision of the international text is in preparation and,
when approved internationally, is likely to be implemented as a revision of this British Standard. The international draft
will provide enhancements to this edition rather than any significant technical changes.: .
Reasons for implementation. This British Standard implements the international standard for the followmg reasons.
(a) Because information technology equipment, services and systems tend to be, and generally need to be, deslgned,
purchased and used in a world-wide context IST/- policy is to agree, wherever possible, standards at international level
and not to prepare unique national standards. At the time of its approval, the text of the international standard was
considered to be the best that could be achieved, taking into account both the needs of the ‘market place’ and the .
‘state of the art’ in this subject area, and the international standardization process.

{b) Publication of British Standards corresponding to the international standards in which IST/- resources were invested
will ensure that the BS| Catalogue becomes, and then remains, a comprehensive first source of information for UK
users of IT equipment and services about the availability of international standards on IT subjects. In turn, this W|II
facilitate UK use of, and access to, those standards.

Special attention. Special attention is drawn to the following features of the international standard that, ideally, require
further consideration at international level, but it is emphasized that these features do not prevent use of this standard as
a set of basic guidelines and, with appropriate care, procedures can be effectively standardized.

Any user of this British Standard needing supplementary information should apply in writing to the secretary of the BSI
Technical Committee. s
NOTE. Whilst agreements between individual trading or communicating‘partners can be made, and 'might suffice, additional care may be
needed to avoid creating agreements that differ only slightly between different parties (ses, for example, paragraph 2 of clause 1}.
(a) Questions of encipherment in general are being urgently considered by 1SO/IEC JTC 1/SC 20, in which the UK is
actively involved, and collaboration in this activity is maintained with representatives of ISO/TC 68 and other
interested committees. The impact of such ‘generic’ activity in application areas such as ‘banking’, and the need for any
guidance in particular application areas from SC 20, is being carefully monitored through the IST/- committees, and.
information on latest developments can be obtained by writing to the Secretary to IST/-. .

{b) ISO 2014 is about to be superseded internationally (with other related ‘date and time' standards) by publication of ‘
ISO 8601 (see ‘Cross-references’ below). ‘

{c) Work on the preparation of 1SO 8227 (to which reference is made in clause 3 and elsewhere in this foreword) was '

stopped, and the item of work deleted from the programme. Reference should be made instead to ANSI X362 15():8l1j'ments

*Pyblications of the American National Standards Institute {ANSI) can be obtained from the Sales'Department, JSl, wintord Wood)iviiter
Keynes, MK14 6LE.
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Cross-references -

International standards Correspondlng British Standards
1SO 646 ; 1983 BS 4730 : 1985 Specification for UK 7-bit coded character set ’
) (ldentical, exercising permitted national options)
1SO 2014 : 1976 BS 5249 Representation of elements of data in interchanges usmg data processing systems

Part 1 : 1976 Representation of dates and times

{Technically equivalent)

{1t is expected that 1SO 2014 will be superseded shortly by 1SO 8601. It is then intended to
publish an identical British Standard to supersede BS 5249 : Part 1, which will be withdrawn.)

_ 1SO 7982/ BS 7099 Bank telecommunication — Funds transfer messages
Part 1 : 1987 Part 1 : 1989 Vocabulary and data elements
: "~ {ldentical)
1ISO 8731/ BS 7102 Recommendations for algorithms for use in banking message authentication

Part 1 : 1987 Part 1 : 1989 DEA ~s
(ldenticat)

Part 2 ; 1987 ~ Part2:1989 Message Authentication Algorithm
(ldentical)

The BS| Technical Committee has reviewed the provisions of ANSI X3.92-1981 to which reference is now necessary in
place of 1SO 8227 (see note (c) under ‘Special attention’ above), and has decided that they are acceptable for use in
conjunction with this British Standard.

Information on the availability of interim 1SO documents, as well as up-to-date information on existing and projected
British Standards publications in the general area of Information Technology, is included in the ‘BASIC LIST' and regular
Newsletter published as part of the BSI Information Technology Services (BITS) initiative.
For details, contact:

Marketing Department

BSI

Linford Wood

Milton Keynes

MK14 6LE

Compliance with a British Standard does not of itself confer immunity from legal obligations.
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7 INTERNATIONAL STANDARD

ISO 8730-1986 (E)

Banking — Requirements for message authentication

{(wholesale)

0 Introduction

A Message Authentication Code (MAC) is a data field attached
to a set of data (i.e. a message) passing between corres-
pondent financial institutions and transmitted along with that
set of data. It is derived from the whole message, or from
specified data elements in the message which require
protection against alteration, whether such alteration arises by
accident or with intent to defraud.

For any form of alteration the level of protection provided for a
given algorithm is related to the length of the Message
Authentication Code and the authentication key, and to the
extent to which the two correspondents are able to keep their
authentication key secret. Operation of this International
Standard implies acceptance of this responsibility by the
correspondent parties. Approved algorithms are listed and
specified in a future international Standard. Techniques for
wholesale key management will be described in 1SO 87321). For
fraudulent attack, the mathematical security of a standard
algorithm is calculated on the assumption that the potential
code breaker has an arbitrary large number of plain-text
messages each containing its associated MAC derived from an
unchanged authentication key. The security is then equal to the

computational power required for the authentication key to be

determined by the code breaker. Frequent changing of
authentication keys will ensure that the MAC is virtually
unbreakable, i.e. cannot be determined computationally during
the life cycle of the authentication key.

1 Scope

This International Standard specifies methods to be used for
protecting the authenticity of wholesale messages passing
between financial institutions (e.g. between banks; between a
bank and a corporate customer or government), by means of a
Message Authentication Code (MAC). it specifies the method
by which authentication algorithms are to be approved for
inclusion in ISO 8731. Application of this International
Standard does not protect against internal fraud by sender or
receiver, e.g. forgery of a MAC by the receiver.

This International Standard specifies a technique for protecting
either the whole of the message or specified elements within it.
These specifications may be supplemented by a group of
financial institutions with a community of interest and who

1) At present at the stage of draft.

have established their own operational arrangements {e.g. a
banking consortium, a geographical grouping, an operating
network, an industry-wide agreement). The authentication of
messages is independent of the transmission process used.

This International Standard is designed for use with symmetric
algorithms where sender and receiver use the same key. It is
desighed for messages formatted and transmitted in coded
character sets, It is intended that provision will, in due course,
be made to cover the use of asymmetric algorithms, and for the
transmission of messages in binary format.

This International Standard does not specify methods of
protecting against duplication, loss and unauthorized reading
and monitoring. For protection against duplication and loss, a
method is described in annex B.

NOTE — One method of protecting against unauthorized reading and
monitoring is by encryption of the message.

2 Field of application

This International Standard is designed for use by
correspondent financial institutions exchanging messages. It
may be equally suitable for non-financial institutions also
sending or receiving messages. It may be used to authenticate

messages using any wire service or other mode of
communication.

3 References

ISO 646, Information processing — ISO 7-bit coded character
set for information interchange.

1SO 2014, Writing of calendar dates in all-numeric form.

ISO 7982, Telecommunication messageés in banking — Part 1 :
Funds transfer messages — Vocabulary. 1)

ISO 8227, Information processing — Data encipherment —
Specification of algorithm DEA-1.1)

ISO 8731, Banking — Approved algorithms for message
authentication. 1)
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