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National foreword

This Part of BS 7102 has been prepared under the direction of the Information Systems Technology Standards Policy
Committee (IST/-). It is the UK implementation of, and is identica! to, SO 8731-2 : 1987 'Banking — Approved
algorithms for message authentication — Part 2: Message Authenticator Algorithm’, published by the International
Organization for Standardization {1SO), except that the title of the British Standard differs in order to more accurately

reflect the actual contents of the text.
The following list includes all parts of the international standard.

Part 1. DEA

Part 2. Message Authenticator Algorithm
This Part of BS 7102 implements the international text without change for the reasons given below (see ‘Reasons for ’
implementation’).
The UK actively participated in the development of the international standard through BSI Technical Committee
IST/12 and fully approved publication of the international standard.
The information provided in this Part of BS 7102 is considered sufficient to act in the UK as a basis for the use of MAA
for banking message authentication.
There are no plans at present to supplement this British Standard with any additional guidance, and any comments or
enquiries on the international standard or its application should be addressed to the Secretary to IST/12 at the BSI
headquarters address.

Textual error
When adopting the text of the international standard, the textual error given below was discovered. It has been reported
to 1SO and will be amended in the next edition of 1SO 8731-2,

The titles on the 1SO publication have been printed as ‘Banking — Approved algorithm- for message authentication —
Part 2: Message authenticator algorithms’. The correct title has been given at the beginning of this foreword.

Reasons for implementation

This Part of BS 7102 implements the international standard for the following reasons.
{a) Because information technology equipment, services and systerns tend to be, and generally need to be, designed,
purchased and used in a world-wide context IST/- policy is to agree, wherever possible, standards at international
level and not to prepare unique national standards. At the time of its approval, the text of the international standard '
was considered to be the best that could be achieved, taking into account both the needs of the ‘market place’ and
the ‘state of the art’ in this subject area, and the international standardization process.
(b} Further development of the international text at international level has been accorded relatively low priority in
relation to other projects in the same international committee.
{c) Publication of British Standards corresponding to the international standards in which IST/- resources were
invested will ensure that the BS| Catalogue becomes, and then remains, a comprehensive first source of information
for UK users of 1T equipment and services about the availability of international standards on IT subjects. In turn,
this will facilitate UK use of, and access to, those standards.

Cross-reference

International standard Corresponding British Standard

ISO 8730:1986 BS 7101 : 1989 Procedures for protecting authentic wholesale messages between
financial institutions
(1dentical)

Information on the availability of interim ISO documents, as well as up-to-date information on existing and projected
British Standards publications in the general area of Information Technology, is included in the ‘BASIC LIST  and
regular Newsletter published as part of the BSI Information Technology Services (BITS) initiative.

For details, contact: Marketing Department

BSI .

Linford Wood
Milton Keynes

MK14 6LE Documents

Compliance with a British Standard does not of itself confer immunity from legal obligations.
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INTERNATIONAL STANDARD

1ISO 8731-2 : 1987 (E)

Banking — Approved algorithm for message

authentication —

Part 2 :

Message authenticator algorithms

1 Scope and field of application

1S0O 8731 specifies, in individual parts, approved authentication
algorithms i.e. approved as meeting the authentication
requirements specified in 1SO 8730. This part of ISO 8731 deals
with the Message Authenticator Algorithm for use in the
calculation of the Message Authentication Code (MAC).

The Message Authenticator Algorithm (MAA) is specifically
designed for high speed authentication using a mainframe
computer. This is a special purpose algorithm to be used where
data volumes are high, and efficient implementation by soft-
ware a desirable characteristic. MAA is also suitable for use
with a programmable calculator.

Test examples are given in an annex, which does not form part
of this International Standard.

2 Reference

1SO 8730, Banking — Requirements for message authentica-
tion {(wholesale).

3 Brief description

3.1 General

The Message Authenticator Algorithm works on the principle
of a Message Authentication Code (or MAC), a number sent
with a message, so that a check can be made by the receiver of
the message that it has not been altered since it left the sender.

3.2 Technical

All numbers manipulated in this algorithm shall be regarded as
32-bit unsigned integers, unless otherwise stated. For such a
number N, 0 < N < 232, This algorithm can be implemented
conveniently and efficiently in a computer with a word length
of 32 bits or more,

Messages to be authenticated may originate as a bit string of
any length. They shall be input to the algorithm as a sequence
of 32 bit numbers, My, My — M,,, of which there are n, called
message blocks. The detail of how to pad out the last block M,

to 32 bits is not part of the algorithm but shall be defined in any
application. This algorithm shall not be used to authenticate
massages with more than 1 000 000 blocks, i.e. # < 1 000 000.

The key shall comprise two 32 bit numbers J and K and thus
has a size of 64 bits.

The result of the algorithm is a 32 bit authenticator value
denoted Z. The calculation can be performed on messages as
short as one block (n = 1).

The calculation has three parts

a) The prelude shall be a calculation made with the keys
{J and K) alone and it shall generate six numbers Xo, Y, Vg,
W, § and T which shall be used in the subsequent calcula-
tions. This part need not be repeated until a new key is
installed.

b) The main loop is a calculation which shall be repeated
for each message block M; and therefore, for long
messages, dominates the calculation.

¢) The coda shall consist of two operations of the main
loop, using as its message blocks the two numbers S and T

in turn, followed by a simple calculation of Z, the authen-
ticator.

The mode of operation (see clause 5} is an essential feature of
the implementation of this algorithm.

The figure shows the data flow in schematic form.

4 The élgorithm

4.1 Definition of the functions used in the
algorithm

4.1.1 General definitions

A number of functions are used in the description of the
algorithm. In the following, X and Y are 32 bit numbers and the
result is a 32 bit number except where stated otherwise.

CYC(X) is the result of a one-bit cyclic left shift of X.

AND(X,Y) is the result of the logical AND operation carried

out on each of 32 bits.
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OR{X,Y) is the result of the logical OR operation carried
out on each of 32 bits.

XOR(X,Y) is the result of the XOR operation (modulo 2
addition) carried out on each of 32 bits.

ADD(X,Y) is the result of adding X and Y discarding any
carry from the 32nd bit, that is to say, addition
modulo 232,

CARI(X,Y} is the value of the carry from the 32nd bit when
X is added to Y; it has the value 0 or 1.

MUL1(X,Y), MUL2(X,Y} and MUL2A(X,Y)
are three different forms of multiplication, each
with a 32 bit result.

4.1.2 Definition of multiplication functions

To explain the multiplications, let the 64 bit product of X and Y
be [U,L]. Here the square brackets mean that the values enclos-
ed are concatenated, U on the left of L. Hence U is the upper
{most significant) half of the product and L the lower (least
significant) half,

4.1.2.1 To calculate MULHX,Y)

Multiply X and Y to produce [U,L]. With S and C as local
variables,

BSI BSx7102: PARTx2 &% EMM lbk24bb9 0093830 2

4.1.2.3 To calculate MUL2A(X,Y}

This is a simplified form of MUL2(X,Y} used in the main loop,
which vyields the correct result only when at least one of the
numbers X and Y has a zero in its most significant bit.

This form of multiplication is employed for economy in process-
ing. D, S, C are local variables.

D := ADD(U,U), ... {10)
S := ADD(D,L); RO AP
C := CARI{D,L); .. (12}
MUL2A(X,Y) : = ADDI(S,2C). .. (13)

The result is congruent to X*Y modulo (232 — 2} under the
conditions stated because, in the notation of MUL2(X,Y})
above, the carry E = 0.

4.1.3 Definition of the functions BYT[X,Y]land PATIX,Y] ‘

A procedure is used in the prelude to condition both the keys
and the results in order to prevent long strings of ones or zeros.
It produces two results which are the conditioned values of
X and Y and a number PAT[X,Y] which records the changes
that have been made. PATIX,Y] < 255 so it is essentially an
8 bit number.

X and Y are regarded as strings of bytes. Using the notation
[X,Y...] for concatenating,

S := ADD(U,L); e (1) [X,Y] = [Bg, By, By, B3, By, Bs, Bg, Byl
C := CARI(U,L); 2 Thus bytes By to B3 are derived from X and B4 to By from Y.
L The procedure is best described by a procedure where each
MUL1(X,Y) : = ADDI(S,C). - 3 byte B, is regarded as an integer of length 8 bits.
That is to say, U shall be added to L with end around carry. begin
Numerically the result is congruent to X*Y, the product of X P:=0; ’
and Y, modulo {232 ~ 1). It is not necessarily the smallest fori:=0to7do
residue because it may equal 232 — 1, bedi
egin
- —_ *P.
4.1.2.2 To calculate MUL2(X,Y) Pi=2'P;
if B[i] = 0 then
This form of multiplication shall not be used in the main loop, begin
only in the prelude. With D, E, F, S and C as local variables, Pis P41
D := ADD(U,U); o (4) B'[i}:=P
d
E ;= CAR(U,U); ) e
else if Bli] = 255 then
F := ADDI(D,2E); .. (6) begin
S := ADDIF,L); . () Pi=P+1
B'fi] := 266 — P
C := CARIFL); ... {8) end
MUL2(X,Y) : = ADDI(S,2C). e (9) else
B'li] := BIil; g
Numerically the result is congruent to X*Y, the product of X d ‘
and Y, modulo {232 — 2). It is not necessarily the smallest en
residue because it may equal 232 — 1 or 232 — 2, end;
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