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Foreword

This part of BS 7799 has been prepared under the supervision of the BSI/DISC
committee BDD/2, Information security management. It supersedes BS 7799:1995,
which is withdrawn.

BS 7799 is issued in two parts:

Ð Part 1: Code of practice for information security management;

Ð Part 2: Specification for information security management systems.

BS 7799-1 was first issued in 1995 to provide a comprehensive set of controls
comprising best practices in information security. It is intended to serve as a single
reference point for identifying the range of controls needed for most situations where
information systems are used in industry and commerce, and to be used by large,
medium and small organizations. The term organization is used throughout this
standard to mean both profit and non-profit making organizations such as public
sector organizations.

The 1999 revision takes into account recent developments in the application of
information processing technology, particularly in the area of networks and
communications. It also gives greater emphasis to business involvement in and
responsibility for information security.

Not all of the controls described in this document will be relevant to every situation. It
cannot take account of local system, environmental or technological constraints. It
may not be in a form that suits every potential user in an organization. Consequently
the document may need to be supplemented by further guidance. It can be used as a
basis from which, for example, a corporate policy or an inter-company trading
agreement can be developed.

As a code of practice, this British Standard takes the form of guidance and
recommendations. It should not be quoted as if it were a specification, and particular
care should be taken to ensure that claims of compliance are not misleading.

It has been assumed in the drafting of this standard that the execution of its provisions
is entrusted to appropriately qualified and experienced people.

Annex A is informative and contains a table showing the relationship between the
sections of the 1995 edition and the clauses of the 1999 edition.

A British Standard does not purport to include all the necessary provisions of a
contract. Users of British Standards are responsible for their correct application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises of a front cover, an inside front cover, pages i to iv, pages 1
to 44, an inside back cover and a back cover.
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Introduction
What is information security?

Information is an asset which, like other important
business assets, has value to an organization and
consequently needs to be suitably protected.
Information security protects information from a
wide range of threats in order to ensure business
continuity, minimize business damage and maximize
return on investments and business opportunities.

Information can exist in many forms. It can be
printed or written on paper, stored electronically,
transmitted by post or using electronic means,
shown on films, or spoken in conversation. Whatever
form the information takes, or means by which it is
shared or stored, it should always be appropriately
protected.

Information security is characterized here as the
preservation of:

a) confidentiality: ensuring that information is
accessible only to those authorized to have access;

b) integrity: safeguarding the accuracy and
completeness of information and processing
methods;

c) availability: ensuring that authorized users have
access to information and associated assets when
required.

Information security is achieved by implementing a
suitable set of controls, which could be policies,
practices, procedures, organizational structures and
software functions. These controls need to be
established to ensure that the specific security
objectives of the organization are met.

Why information security is needed

Information and the supporting processes, systems
and networks are important business assets.
Confidentiality, integrity and availability of
information may be essential to maintain competitive
edge, cash-flow, profitability, legal compliance and
commercial image.

Increasingly, organizations and their information
systems and networks are faced with security threats
from a wide range of sources, including
computer-assisted fraud, espionage, sabotage,
vandalism, fire or flood. Sources of damage such as
computer viruses, computer hacking and denial of
service attacks have become more common, more
ambitious and increasingly sophisticated.

Dependence on information systems and services
means organizations are more vulnerable to security
threats. The interconnecting of public and private
networks and sharing of information resources
increases the difficulty of achieving access control.
The trend to distributed computing has weakened
the effectiveness of central, specialist control.

Many information systems have not been designed to
be secure. The security that can be achieved through
technical means is limited, and should be supported
by appropriate management and procedures.
Identifying which controls should be in place
requires careful planning and attention to detail.
Information security management needs, as a
minimum, participation by all employees in the
organization. It may also require participation from
suppliers, customers or shareholders. Specialist
advice from outside organizations may also be
needed.

Information security controls are considerably
cheaper and more effective if incorporated at the
requirements specification and design stage.

How to establish security requirements

It is essential that an organization identifies its
security requirements. There are three main sources.

The first source is derived from assessing risks to
the organization. Through risk assessment threats to
assets are identified, vulnerability to and likelihood
of occurrence is evaluated and potential impact is
estimated.

The second source is the legal, statutory, regulatory
and contractual requirements that an organization,
its trading partners, contractors and service
providers have to satisfy.

The third source is the particular set of principles,
objectives and requirements for information
processing that an organization has developed to
support its operations.

Assessing security risks

Security requirements are identified by a methodical
assessment of security risks. Expenditure on
controls needs to be balanced against the business
harm likely to result from security failures. Risk
assessment techniques can be applied to the whole
organization, or only parts of it, as well as to
individual information systems, specific system
components or services where this is practicable,
realistic and helpful.

Risk assessment is systematic consideration of:

a) the business harm likely to result from a
security failure, taking into account the potential
consequences of a loss of confidentiality, integrity
or availability of the information and other assets;

b) the realistic likelihood of such a failure
occurring in the light of prevailing threats and
vulnerabilities, and the controls currently
implemented.

The results of this assessment will help guide and
determine the appropriate management action and
priorities for managing information security risks,
and for implementing controls selected to protect
against these risks. The process of assessing risks
and selecting controls may need to be performed a
number of times to cover different parts of the
organization or individual information systems.
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It is important to carry out periodic reviews of
security risks and implemented controls to:

a) take account of changes to business
requirements and priorities;

b) consider new threats and vulnerabilities;

c) confirm that controls remain effective and
appropriate.

Reviews should be performed at different levels of
depth depending on the results of previous
assessments and the changing levels of risk that
management is prepared to accept. Risk assessments
are often carried out first at a high level, as a means
of prioritizing resources in areas of high risk, and
then at a more detailed level, to address specific
risks.

Selecting controls

Once security requirements have been identified,
controls should be selected and implemented to
ensure risks are reduced to an acceptable level.
Controls can be selected from this document or from
other control sets, or new controls can be designed
to meet specific needs as appropriate. There are
many different ways of managing risks and this
document provides examples of common
approaches. However, it is necessary to recognize
that some of the controls are not applicable to every
information system or environment, and might not
be practicable for all organizations. As an
example, 8.1.4 describes how duties may be
segregated to prevent fraud and error. It may not be
possible for smaller organizations to segregate all
duties and other ways of achieving the same control
objective may be necessary.

Controls should be selected based on the cost of
implementation in relation to the risks being reduced
and the potential losses if a security breach occurs.
Non-monetary factors such as loss of reputation
should also be taken into account.

Some of the controls in this document can be
considered as guiding principles for information
security management and applicable for most
organizations. They are explained in more detail
below under the heading ªInformation security
starting pointº.

Information security starting point

A number of controls can be considered as guiding
principles providing a good starting point for
implementing information security. They are either
based on essential legislative requirements or
considered to be common best practice for
information security.

Controls considered to be essential to an
organization from a legislative point of view include:

a) intellectual property rights (see 12.1.2);

b) safeguarding of organizational records
(see 12.1.3);

c) data protection and privacy of personal
information (see 12.1.4).

Controls considered to be common best practice for
information security include:

a) information security policy document (see 3.1.1);

b) allocation of information security
responsibilities (see 4.1.3);

c) information security education and training
(see 6.2.1);

d) reporting security incidents (see 6.3.1);

e) business continuity management (see 11.1).

These controls apply to most organizations and in
most environments. It should be noted that although
all controls in this document are important, the
relevance of any control should be determined in the
light of the specific risks an organization is facing.
Hence, although the above approach is considered a
good starting point, it does not replace selection of
controls based on a risk assessment.

Critical success factors

Experience has shown that the following factors are
often critical to the successful implementation of
information security within an organization:

a) security policy, objectives and activities that
reflect business objectives;

b) an approach to implementing security that is
consistent with the organizational culture;

c) visible support and commitment from
management;

d) a good understanding of the security
requirements, risk assessment and risk
management;

e) effective marketing of security to all managers
and employees;

f) distribution of guidance on information security
policy and standards to all employees and
contractors;

g) providing appropriate training and education;

h) a comprehensive and balanced system of
measurement which is used to evaluate
performance in information security management
and feedback suggestions for improvement.

Developing your own guidelines

This code of practice may be regarded as a starting
point for developing organization specific guidance.
Not all of the guidance and controls in this code of
practice may be applicable. Furthermore, additional
controls not included in this document may be
required. When this happens it may be useful to
retain cross-references which will facilitate
compliance checking by auditors and business
partners.
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1 Scope
This part of BS 7799 gives recommendations for
information security management for use by those
who are responsible for initiating, implementing or
maintaining security in their organization. It is
intended to provide a common basis for developing
organizational security standards and effective
security management practice and to provide
confidence in inter-organizational dealings.

2 Terms and definitions
For the purposes of this document, the following
definitions apply.

2.1

information security

preservation of confidentiality, integrity and
availability of information

NOTE Confidentiality is defined as ensuring that information is
accessible only to those authorized to have access.

Integrity is defined as safeguarding the accuracy and completeness
of information and processing methods.

Availability is defined as ensuring that authorized users have
access to information and associated assets when required.

2.2

risk assessment

assessment of threats to, impacts on and
vulnerabilities of information and information
processing facilities and the likelihood of their
occurrence

2.3

risk management

process of identifying, controlling and minimizing or
eliminating security risks that may affect information
systems, for an acceptable cost

3 Security policy

3.1 Information security policy

Objective: To provide management direction and
support for information security.

Management should set a clear policy direction and
demonstrate support for, and commitment to,
information security through the issue and
maintenance of an information security policy
across the organization.

3.1.1 Information security policy document

A policy document should be approved by
management, published and communicated, as
appropriate, to all employees. It should state
management commitment and set out the
organization's approach to managing information
security. As a minimum, the following guidance
should be included:

a) a definition of information security, its overall
objectives and scope and the importance of
security as an enabling mechanism for information
sharing (see introduction);

b) a statement of management intent, supporting
the goals and principles of information security;

c) a brief explanation of the security policies,
principles, standards and compliance requirements
of particular importance to the organization, for
example:

1) compliance with legislative and contractual
requirements;

2) security education requirements;

3) prevention and detection of viruses and other
malicious software;

4) business continuity management;

5) consequences of security policy violations;

d) a definition of general and specific
responsibilities for information security
management, including reporting security
incidents;

e) references to documentation which may support
the policy, e.g. more detailed security policies and
procedures for specific information systems or
security rules users should comply with.

This policy should be communicated throughout the
organization to users in a form that is relevant,
accessible and understandable to the intended
reader.

3.1.2 Review and evaluation

The policy should have an owner who is responsible
for its maintenance and review according to a
defined review process. That process should ensure
that a review takes place in response to any changes
affecting the basis of the original risk assessment,
e.g. significant security incidents, new vulnerabilities
or changes to the organizational or technical
infrastructure. There should also be scheduled,
periodic reviews of the following:

a) the policy's effectiveness, demonstrated by the
nature, number and impact of recorded security
incidents;

b) cost and impact of controls on business
efficiency;

c) effects of changes to technology.
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4 Security organization

4.1 Information security infrastructure

Objective: To manage information security within
the organization.

A management framework should be established to
initiate and control the implementation of
information security within the organization.

Suitable management fora with management
leadership should be established to approve the
information security policy, assign security roles
and co-ordinate the implementation of security
across the organization. If necessary, a source of
specialist information security advice should be
established and made available within the
organization. Contacts with external security
specialists should be developed to keep up with
industrial trends, monitor standards and assessment
methods and provide suitable liaison points when
dealing with security incidents. A multi-disciplinary
approach to information security should be
encouraged, e.g. involving the co-operation and
collaboration of managers, users, administrators,
application designers, auditors and security staff,
and specialist skills in areas such as insurance and
risk management.

4.1.1 Management information security forum

Information security is a business responsibility
shared by all members of the management team. A
management forum to ensure that there is clear
direction and visible management support for
security initiatives should therefore be considered.
That forum should promote security within the
organization through appropriate commitment and
adequate resourcing. The forum may be part of an
existing management body. Typically, such a forum
undertakes the following:

a) reviewing and approving information security
policy and overall responsibilities;

b) monitoring significant changes in the exposure
of information assets to major threats;

c) reviewing and monitoring security incidents;

d) approving major initiatives to enhance
information security.

One manager should be responsible for all security
related activities.

4.1.2 Information security co-ordination

In a large organization a cross-functional forum of
management representatives from relevant parts of
the organization may be necessary to co-ordinate the
implementation of information security controls.
Typically, such a forum:

a) agrees specific roles and responsibilities for
information security across the organization;

b) agrees specific methodologies and processes for
information security, e.g. risk assessment, security
classification system;

c) agrees and supports organization-wide
information security initiatives, e.g. security
awareness programme;

d) ensures that security is part of the information
planning process;

e) assesses the adequacy and co-ordinates the
implementation of specific information security
controls for new systems or services;

f) reviews information security incidents;

g) promotes the visibility of business support for
information security throughout the organization.

4.1.3 Allocation of information security
responsibilities

Responsibilities for the protection of individual
assets and for carrying out specific security
processes should be clearly defined.

The information security policy (see clause 3) should
provide general guidance on the allocation of
security roles and responsibilities in the organization.
This should be supplemented, where necessary, with
more detailed guidance for specific sites, systems or
services. Local responsibilities for individual physical
and information assets and security processes, such
as business continuity planning, should be clearly
defined.

In many organizations an information security
manager will be appointed to take overall
responsibility for the development and
implementation of security and to support the
identification of controls. However, responsibility for
resourcing and implementing the controls will often
remain with individual managers. One common
practice is to appoint an owner for each information
asset who then becomes responsible for its
day-to-day security.

Owners of information assets may delegate their
security responsibilities to individual managers or
service providers. Nevertheless the owner remains
ultimately responsible for the security of the asset
and should be able to determine that any delegated
responsibility has been discharged correctly.

It is essential that the areas for which each manager
is responsible are clearly stated; in particular the
following should take place.

a) The various assets and security processes
associated with each individual system should be
identified and clearly defined.

b) The manager responsible for each asset or
security process should be agreed and the details
of this responsibility should be documented.

c) Authorization levels should be clearly defined
and documented.

4.1.4 Authorization process for information
processing facilities

A management authorization process for new
information processing facilities should be
established.
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The following should be considered.

a) New facilities should have appropriate user
management approval, authorizing their purpose
and use. Approval should also be obtained from
the manager responsible for maintaining the local
information system security environment to ensure
that all relevant security policies and requirements
are met.

b) Where necessary, hardware and software
should be checked to ensure that they are
compatible with other system components.

NOTE Type approval may be required for certain connections.

c) The use of personal information processing
facilities for processing business information and
any necessary controls should be authorized.

d) The use of personal information processing
facilities in the workplace may cause new
vulnerabilities and should therefore be assessed
and authorized.

These controls are especially important in a
networked environment.

4.1.5 Specialist information security advice

Specialist security advice is likely to be required by
many organizations. Ideally, an experienced in-house
information security adviser should provide this. Not
all organizations may wish to employ a specialist
adviser. In such cases, it is recommended that a
specific individual is identified to co-ordinate
in-house knowledge and experiences to ensure
consistency, and provide help in security decision
making. They should also have access to suitable
external advisers to provide specialist advice outside
their own experience.

Information security advisers or equivalent points of
contact should be tasked with providing advice on
all aspects of information security, using either their
own or external advice. The quality of their
assessment of security threats and advice on
controls will determine the effectiveness of the
organization's information security. For maximum
effectiveness and impact they should be allowed
direct access to management throughout the
organization.

The information security adviser or equivalent point
of contact should be consulted at the earliest
possible stage following a suspected security
incident or breach to provide a source of expert
guidance or investigative resources. Although most
internal security investigations will normally be
carried out under management control, the
information security adviser may be called on to
advise, lead or conduct the investigation.

4.1.6 Co-operation between organizations

Appropriate contacts with law enforcement
authorities, regulatory bodies, information service
providers and telecommunications operators should
be maintained to ensure that appropriate action can
be quickly taken, and advice obtained, in the event
of a security incident. Similarly, membership of
security groups and industry forums should be
considered.

Exchanges of security information should be
restricted to ensure that confidential information of
the organization is not passed to unauthorized
persons.

4.1.7 Independent review of information
security

The information security policy document (see 3.1.1)
sets out the policy and responsibilities for
information security. Its implementation should be
reviewed independently to provide assurance that
organizational practices properly reflect the policy,
and that it is feasible and effective (see 12.2).

Such a review may be carried out by the internal
audit function, an independent manager or a third
party organization specializing in such reviews,
where these candidates have the appropriate skills
and experience.

4.2 Security of third party access

Objective: To maintain the security of
organizational information processing facilities and
information assets accessed by third parties.

Access to the organization's information processing
facilities by third parties should be controlled.

Where there is a business need for such third party
access, a risk assessment should be carried out to
determine security implications and control
requirements. Controls should be agreed and
defined in a contract with the third party.

Third party access may also involve other
participants. Contracts conferring third party access
should include allowance for designation of other
eligible participants and conditions for their access.

This standard could be used as a basis for such
contracts and when considering the outsourcing of
information processing.

4.2.1 Identification of risks from third party
access

4.2.1.1 Types of access

The type of access given to a third party is of special
importance. For example, the risks of access across
a network connection are different from risks
resulting from physical access. Types of access that
should be considered are:

a) physical access, e.g. to offices, computer rooms,
filing cabinets;

b) logical access, e.g. to an organization's
databases, information systems.
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4.2.1.2 Reasons for access
Third parties may be granted access for a number of
reasons. For example, there are third parties that
provide services to an organization and are not
located on-site but may be given physical and logical
access, such as:

a) hardware and software support staff, who need
access to system level or low level application
functionality;

b) trading partners or joint ventures, who may
exchange information, access information systems
or share databases.

Information might be put at risk by access from third
parties with inadequate security management. Where
there is a business need to connect to a third party
location, a risk assessment should be carried out to
identify any requirements for specific controls. It
should take into account the type of access required,
the value of the information, the controls employed
by the third party and the implications of this access
to the security of the organization's information.

4.2.1.3 On-site contractors
Third parties that are located on-site for a period of
time as defined in their contract may also give rise
to security weaknesses. Examples of on-site third
party include:

a) hardware and software maintenance and
support staff;

b) cleaning, catering, security guards and other
outsourced support services;

c) student placement and other casual short term
appointments;

d) consultants.

It is essential to understand what controls are
needed to administer third party access to
information processing facilities. Generally, all
security requirements resulting from third party
access or internal controls should be reflected by the
third party contract (see also 4.2.2). For example, if
there is a special need for confidentiality of the
information, non-disclosure agreements might be
used (see 6.1.3).

Access to information and information processing
facilities by third parties should not be provided
until the appropriate controls have been
implemented and a contract has been signed defining
the terms for the connection or access.

4.2.2 Security requirements in third party
contracts
Arrangements involving third party access to
organizational information processing facilities
should be based on a formal contract containing, or
referring to, all the security requirements to ensure
compliance with the organization's security policies
and standards. The contract should ensure that there
is no misunderstanding between the organization and
the third party. Organizations should satisfy
themselves as to the indemnity of their supplier. The
following terms should be considered for inclusion
in the contract:

a) the general policy on information security;

b) asset protection, including:

1) procedures to protect organizational assets,
including information and software;

2) procedures to determine whether any
compromise of the assets, e.g. loss or
modification of data, has occurred;

3) controls to ensure the return or destruction
of information and assets at the end of, or at an
agreed point in time during, the contract;

4) integrity and availability;

5) restrictions on copying and disclosing
information;

c) a description of each service to be made
available;

d) the target level of service and unacceptable
levels of service;

e) provision for the transfer of staff where
appropriate;

f) the respective liabilities of the parties to the
agreement;

g) responsibilities with respect to legal matters,
e.g. data protection legislation, especially taking
into account different national legal systems if the
contract involves co-operation with organizations
in other countries (see also 12.1);

h) intellectual property rights (IPRs) and copyright
assignment (see 12.1.2) and protection of any
collaborative work (see also 6.1.3);

i) access control agreements, covering:

1) permitted access methods, and the control
and use of unique identifiers such as user IDs
and passwords;

2) an authorization process for user access and
privileges;

3) a requirement to maintain a list of individuals
authorized to use the services being made
available and what their rights and privileges are
with respect to such use;

j) the definition of verifiable performance criteria,
their monitoring and reporting;

k) the right to monitor, and revoke, user activity;

l) the right to audit contractual responsibilities or
to have those audits carried out by a third party;

m) the establishment of an escalation process for
problem resolution; contingency arrangements
should also be considered where appropriate;

n) responsibilities regarding hardware and
software installation and maintenance;

o) a clear reporting structure and agreed reporting
formats;
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p) a clear and specified process of change
management;

q) any required physical protection controls and
mechanisms to ensure those controls are followed;

r) user and administrator training in methods,
procedures and security;

s) controls to ensure protection against malicious
software (see 8.3);

t) arrangements for reporting, notification and
investigation of security incidents and security
breaches;

u) involvement of the third party with
subcontractors.

4.3 Outsourcing

Objective: To maintain the security of information
when the responsibility for information processing
has been outsourced to another organization.

Outsourcing arrangements should address the risks,
security controls and procedures for information
systems, networks and/or desk top environments in
the contract between the parties.

4.3.1 Security requirements in outsourcing
contracts

The security requirements of an organization
outsourcing the management and control of all or
some of its information systems, networks and/or
desk top environments should be addressed in a
contract agreed between the parties.

For example, the contract should address:

a) how the legal requirements are to be met,
e.g. data protection legislation;

b) what arrangements will be in place to ensure
that all parties involved in the outsourcing,
including subcontractors, are aware of their
security responsibilities;

c) how the integrity and confidentiality of the
organization's business assets are to be maintained
and tested;

d) what physical and logical controls will be used
to restrict and limit the access to the
organization's sensitive business information to
authorized users;

e) how the availability of services is to be
maintained in the event of a disaster;

f) what levels of physical security are to be
provided for outsourced equipment;

g) the right of audit.

The terms given in the list in 4.2.2 should also be
considered as part of this contract. The contract
should allow the security requirements and
procedures to be expanded in a security
management plan to be agreed between the two
parties.

Although outsourcing contracts can pose some
complex security questions, the controls included in
this code of practice could serve as a starting point
for agreeing the structure and content of the security
management plan.

5 Asset classification and control

5.1 Accountability for assets

Objective: To maintain appropriate protection of
organizational assets.

All major information assets should be accounted
for and have a nominated owner.

Accountability for assets helps to ensure that
appropriate protection is maintained. Owners
should be identified for all major assets and the
responsibility for the maintenance of appropriate
controls should be assigned. Responsibility for
implementing controls may be delegated.
Accountability should remain with the nominated
owner of the asset.

5.1.1 Inventory of assets

Inventories of assets help ensure that effective asset
protection takes place, and may also be required for
other business purposes, such as health and safety,
insurance or financial (asset management) reasons.
The process of compiling an inventory of assets is an
important aspect of risk management. An
organization needs to be able to identify its assets
and the relative value and importance of these
assets. Based on this information an organization can
then provide levels of protection commensurate with
the value and importance of the assets. An inventory
should be drawn up and maintained of the important
assets associated with each information system.
Each asset should be clearly identified and its
ownership and security classification (see 5.2)
agreed and documented, together with its current
location (important when attempting to recover from
loss or damage). Examples of assets associated with
information systems are:

a) information assets: databases and data files,
system documentation, user manuals, training
material, operational or support procedures,
continuity plans, fallback arrangements, archived
information;

b) software assets: application software, system
software, development tools and utilities;

c) physical assets: computer equipment
(processors, monitors, laptops, modems),
communications equipment (routers, PABXs, fax
machines, answering machines), magnetic media
(tapes and disks), other technical equipment
(power supplies, air-conditioning units), furniture,
accommodation;

d) services: computing and communications
services, general utilities, e.g. heating, lighting,
power, air-conditioning.
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5.2 Information classification

Objective: To ensure that information assets receive
an appropriate level of protection.

Information should be classified to indicate the
need, priorities and degree of protection.

Information has varying degrees of sensitivity and
criticality. Some items may require an additional
level of protection or special handling. An
information classification system should be used to
define an appropriate set of protection levels, and
communicate the need for special handling
measures.

5.2.1 Classification guidelines

Classifications and associated protective controls for
information should take account of business needs
for sharing or restricting information, and the
business impacts associated with such needs,
e.g. unauthorized access or damage to the
information. In general, the classification given to
information is a shorthand way of determining how
this information is to be handled and protected.
Information and outputs from systems handling
classified data should be labelled in terms of its
value and sensitivity to the organization. It may also
be appropriate to label information in terms of how
critical it is to the organization, e.g. in terms of its
integrity and availability.

Information often ceases to be sensitive or critical
after a certain period of time, for example, when the
information has been made public. These aspects
should be taken into account, as over-classification
can lead to an unnecessary additional business
expense. Classification guidelines should anticipate
and allow for the fact that the classification of any
given item of information is not necessarily fixed for
all time, and may change in accordance with some
predetermined policy (see 9.1).

Consideration should be given to the number of
classification categories and the benefits to be
gained from their use. Overly complex schemes may
become cumbersome and uneconomic to use or
prove impractical. Care should be taken in
interpreting classification labels on documents from
other organizations which may have different
definitions for the same or similarly named labels.

The responsibility for defining the classification of an
item of information, e.g. for a document, data record,
data file or diskette, and for periodically reviewing
that classification, should remain with the originator
or nominated owner of the information.

5.2.2 Information labelling and handling
It is important that an appropriate set of procedures
are defined for information labelling and handling in
accordance with the classification scheme adopted
by the organization. These procedures need to cover
information assets in physical and electronic
formats. For each classification, handling procedures
should be defined to cover the following types of
information processing activity:

a) copying;

b) storage;

c) transmission by post, fax, and electronic mail;

d) transmission by spoken word, including mobile
phone, voicemail, answering machines;

e) destruction.

Output from systems containing information that is
classified as being sensitive or critical should carry
an appropriate classification label (in the output).
The labelling should reflect the classification
according to the rules established in 5.2.1. Items for
consideration include printed reports, screen
displays, recorded media (tapes, disks, CDs,
cassettes), electronic messages and file transfers.

Physical labels are generally the most appropriate
forms of labelling. However, some information
assets, such as documents in electronic form, cannot
be physically labelled and electronic means of
labelling need to be used.

6 Personnel security

6.1 Security in job definition and resourcing

Objective: To reduce the risks of human error,
theft, fraud or misuse of facilities.

Security responsibilities should be addressed at the
recruitment stage, included in contracts, and
monitored during an individual's employment.

Potential recruits should be adequately screened
(see 6.1.2), especially for sensitive jobs. All
employees and third party users of information
processing facilities should sign a confidentiality
(non-disclosure) agreement.

6.1.1 Including security in job responsibilities

Security roles and responsibilities, as laid down in
the organization's information security policy
(see 3.1) should be documented where appropriate.
They should include any general responsibilities for
implementing or maintaining security policy as well
as any specific responsibilities for the protection of
particular assets, or for the execution of particular
security processes or activities.

6.1.2 Personnel screening and policy

Verification checks on permanent staff should be
carried out at the time of job applications. This
should include the following:

a) availability of satisfactory character references,
e.g. one business and one personal;

b) a check (for completeness and accuracy) of the
applicant's curriculum vitae;

c) confirmation of claimed academic and
professional qualifications;

d) independent identity check (passport or similar
document).
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Where a job, either on initial appointment or on
promotion, involves the person having access to
information processing facilities, and in particular if
these are handling sensitive information, e.g. financial
information or highly confidential information, the
organization should also carry out a credit check.
For staff holding positions of considerable authority
this check should be repeated periodically.

A similar screening process should be carried out for
contractors and temporary staff. Where these staff
are provided through an agency the contract with
the agency should clearly specify the agency's
responsibilities for screening and the notification
procedures they need to follow if screening has not
been completed or if the results give cause for doubt
or concern.

Management should evaluate the supervision
required for new and inexperienced staff with
authorization for access to sensitive systems. The
work of all staff should be subject to periodic review
and approval procedures by a more senior member
of staff.

Managers should be aware that personal
circumstances of their staff may affect their work.
Personal or financial problems, changes in their
behaviour or lifestyle, recurring absences and
evidence of stress or depression might lead to fraud,
theft, error or other security implications. This
information should be handled in accordance with
any appropriate legislation existing in the relevant
jurisdiction.

6.1.3 Confidentiality agreements

Confidentiality or non-disclosure agreements are
used to give notice that information is confidential or
secret. Employees should normally sign such an
agreement as part of their initial terms and
conditions of employment.

Casual staff and third party users not already
covered by an existing contract (containing the
confidentiality agreement) should be required to sign
a confidentiality agreement prior to being given
access to information processing facilities.

Confidentiality agreements should be reviewed when
there are changes to terms of employment or
contract, particularly when employees are due to
leave the organization or contracts are due to end.

6.1.4 Terms and conditions of employment

The terms and conditions of employment should
state the employee's responsibility for information
security. Where appropriate, these responsibilities
should continue for a defined period after the end of
the employment. The action to be taken if the
employee disregards security requirements should be
included.

The employee's legal responsibilities and rights,
e.g. regarding copyright laws or data protection
legislation, should be clarified and included within
the terms and conditions of employment.
Responsibility for the classification and management
of the employer's data should also be included.
Whenever appropriate, terms and conditions of
employment should state that these responsibilities
are extended outside the organization's premises and
outside normal working hours, e.g. in the case of
home-working (see also 7.2.5 and 9.8.1).

6.2 User training

Objective: To ensure that users are aware of
information security threats and concerns, and are
equipped to support organizational security policy
in the course of their normal work.

Users should be trained in security procedures and
the correct use of information processing facilities
to minimize possible security risks.

6.2.1 Information security education and
training

All employees of the organization and, where
relevant, third party users, should receive
appropriate training and regular updates in
organizational policies and procedures. This includes
security requirements, legal responsibilities and
business controls, as well as training in the correct
use of information processing facilities e.g. log-on
procedure, use of software packages, before access
to information or services is granted.

6.3 Responding to security incidents and
malfunctions

Objective: To minimize the damage from security
incidents and malfunctions, and to monitor and
learn from such incidents.

Incidents affecting security should be reported
through appropriate management channels as
quickly as possible.

All employees and contractors should be made
aware of the procedures for reporting the different
types of incident (security breach, threat, weakness
or malfunction) that might have an impact on the
security of organizational assets. They should be
required to report any observed or suspected
incidents as quickly as possible to the designated
point of contact. The organization should establish
a formal disciplinary process for dealing with
employees who commit security breaches. To be
able to address incidents properly it might be
necessary to collect evidence as soon as possible
after the occurrence (see 12.1.7).
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6.3.1 Reporting security incidents

Security incidents should be reported through
appropriate management channels as quickly as
possible.

A formal reporting procedure should be established,
together with an incident response procedure, setting
out the action to be taken on receipt of an incident
report. All employees and contractors should be
made aware of the procedure for reporting security
incidents, and should be required to report such
incidents as quickly as possible. Suitable feedback
processes should be implemented to ensure that
those reporting incidents are notified of results after
the incident has been dealt with and closed. These
incidents can be used in user awareness training
(see 6.2) as examples of what could happen, how to
respond to such incidents, and how to avoid them in
the future (see also 12.1.7).

6.3.2 Reporting security weaknesses

Users of information services should be required to
note and report any observed or suspected security
weaknesses in, or threats to, systems or services.
They should report these matters either to their
management or directly to their service provider as
quickly as possible. Users should be informed that
they should not, in any circumstances, attempt to
prove a suspected weakness. This is for their own
protection, as testing weaknesses might be
interpreted as a potential misuse of the system.

6.3.3 Reporting software malfunctions

Procedures should be established for reporting
software malfunctions. The following actions should
be considered.

a) The symptoms of the problem and any
messages appearing on the screen should be
noted.

b) The computer should be isolated, if possible,
and use of it should be stopped. The appropriate
contact should be alerted immediately. If
equipment is to be examined, it should be
disconnected from any organizational networks
before being re-powered. Diskettes should not be
transferred to other computers.

c) The matter should be reported immediately to
the information security manager.

Users should not attempt to remove the suspected
software unless authorized to do so. Appropriately
trained and experienced staff should carry out
recovery.

6.3.4 Learning from incidents

There should be mechanisms in place to enable the
types, volumes and costs of incidents and
malfunctions to be quantified and monitored. This
information should be used to identify recurring or
high impact incidents or malfunctions. This may
indicate the need for enhanced or additional controls
to limit the frequency, damage and cost of future
occurrences, or to be taken into account in the
security policy review process (see 3.1.2).

6.3.5 Disciplinary process

There should be a formal disciplinary process for
employees who have violated organizational security
policies and procedures (see 6.1.4 and, for retention
of evidence, see 12.1.7). Such a process can act as a
deterrent to employees who might otherwise be
inclined to disregard security procedures.
Additionally, it should ensure correct, fair treatment
for employees who are suspected of committing
serious or persistent breaches of security.

7 Physical and environmental security

7.1 Secure areas

Objective: To prevent unauthorized access, damage
and interference to business premises and
information.

Critical or sensitive business information
processing facilities should be housed in secure
areas, protected by a defined security perimeter,
with appropriate security barriers and entry
controls. They should be physically protected from
unauthorized access, damage and interference.

The protection provided should be commensurate
with the identified risks. A clear desk and clear
screen policy is recommended to reduce the risk of
unauthorized access or damage to papers, media
and information processing facilities.

7.1.1 Physical security perimeter

Physical protection can be achieved by creating
several physical barriers around the business
premises and information processing facilities. Each
barrier establishes a security perimeter, each
increasing the total protection provided.
Organizations should use security perimeters to
protect areas which contain information processing
facilities (see 7.1.3). A security perimeter is
something which builds a barrier, e.g. a wall, a card
controlled entry gate or a manned reception desk.
The siting and strength of each barrier depends on
the results of a risk assessment.

The following guidelines and controls should be
considered and implemented where appropriate.

a) The security perimeter should be clearly
defined.

b) The perimeter of a building or site containing
information processing facilities should be
physically sound (i.e. there should be no gaps in
the perimeter or areas where a break-in could
easily occur). The external walls of the site should
be of solid construction and all external doors
should be suitably protected against unauthorized
access, e.g. control mechanisms, bars, alarms,
locks etc.

c) A manned reception area or other means to
control physical access to the site or building
should be in place. Access to sites and buildings
should be restricted to authorized personnel only.
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