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Foreword

Publishing information

This British Standard is published by BSI Standards Limited, under licence from The British
Standards Institution, and came into effect on 31 July 2021. It was prepared by Subcommittee
GW/1/10, Closed circuit television (CCTV), under the authority of Technical Committee GW/1,
Electronic security systems. A list of organizations represented on these committees can be obtained
on request to the committee manager.

Supersession

This British Standard supersedes BS 8418:2015+A1:2017, which will be withdrawn on 31 July 2022.

Information about this document

This is a full revision of the standard, and introduces the following principal changes:

a) the simplification of the technical requirements of the standard with the introduction of a tiered
approach as follows:

¢ Type A (base recommendations);
¢ Type A+ (enhanced recommendations for higher risk sites); and
b) the removal of the RVRC (ARC) recommendations as these have been moved to another

standard (BS 9518).

This publication can be withdrawn, revised, partially superseded or superseded. Information
regarding the status of this publication can be found in the Standards Catalogue on the BSI website at
bsigroup.com/standards, or by contacting the Customer Services team.

Where websites and webpages have been cited, they are provided for ease of reference and are
correct at the time of publication. The location of a webpage or website, or its contents, cannot
be guaranteed.

Use of this document

As a code of practice, this British Standard takes the form of recommendations and guidance. It is not
to be quoted as if it were a specification. Users are expected to ensure that claims of compliance are
not misleading.

Users may substitute any of the recommendations in this British Standard with practices of
equivalent or better outcome. Any user claiming compliance with this British Standard is expected to
be able to justify any course of action that deviates from its recommendations.

Presentational conventions

The provisions of this standard are presented in roman (i.e. upright) type. Its recommendations are
expressed in sentences in which the principal auxiliary verb is “should”.

Commentary, explanation and general informative material is presented in smaller italic type, and
does not constitute a normative element.

The word “should” is used to express recommendations of this standard. The word “may” is used in
the text to express permissibility, e.g. as an alternative to the primary recommendation of the clause.
The word “can” is used to express possibility, e.g. a consequence of an action or an event.
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Notes and commentaries are provided throughout the text of this standard. Notes give references
and additional information that are important but do not form part of the recommendations.
Commentaries give background information.

Where words have alternative spellings, the preferred spelling of the Shorter Oxford English
Dictionary is used (e.g. “organization” rather than “organisation”).
Contractual and legal considerations

This publication has been prepared in good faith, however no representation, warranty, assurance
or undertaking (express or implied) is or will be made, and no responsibility or liability is or will
be accepted by BSI in relation to the adequacy, accuracy, completeness or reasonableness of this
publication. All and any such responsibility and liability is expressly disclaimed to the full extent
permitted by the law.

This publication is provided as is, and is to be used at the recipient’s own risk.

The recipient is advised to consider seeking professional guidance with respect to its use of this
publication.

This publication is not intended to constitute a contract. Users are responsible for its correct
application.

Compliance with a British Standard cannot confer immunity from legal obligations.
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Introduction

A detection-activated video surveillance system (VSS), also known as CCTV (closed circuit
television), is intended to obtain a response to a confirmed incident from the police (or other
responding authority).

The recommendations of this British Standard are intended to assist in ensuring that the integrity
and effectiveness of an installed VSS are not compromised. The resilience and quality of the VSS
needs to always be maintained and in all environments in which the system is required to work.

When an alarm occurs, images are transmitted to, and displayed at, a remote video response centre
(RVRC) to enable the cause to be determined. An emergency response is only requested by the RVRC
if there is positive evidence in these images of unauthorized access to the secure area and of actual or
perceived criminal activity.

NOTE  Requirements for the handling of alarms, technical services and structure of the RVRC are contained in
BS EN 50518, BS 9518, BS 8591 and BS 5979. An RVRC might be referred to as an ARC or a monitoring centre in
other standards. For the purposes of this British Standard, the term RVRC is used throughout.

This British Standard recognizes two key types of system (Type A and Type A+) with different
recommendations dependent on the levels of risk. Below is a summary table of the key differences to
assist with the user’s understanding.

Table 1 — Key features: Type A vs Type A+

Feature Type A Type A+
Risk analysis/threat assessment, operational requirement (OR), system v v
design proposal (SDP)

Audio challenge facility® v v
Camera video loss signal to RVRC v v
Alternative power source - movement detectors v v
Tamper detection - interconnections (to detection devices) and movement |V’ v
detection enclosure, e.g. PIRs

Tamper detection - pluggable connectors and removal from mounting of X v
detectors

Fault indications (see 5.6 and Table 2) X v
Control equipment located in an area with restricted access X v
Uninterruptible power source (UPS) - Control equipment (see 5.10.1) X v
Reporting time <24 hr <10 min
(Identification of transmission path failure)

A Audio challenge is mandatory for both Type A and Type A+ systems if police response is required.

NOTE X indicates that not all of the recommendations of the associated feature are included. See
applicable clauses.
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1 Scope
This British Standard gives recommendations for the design, installation, commissioning,
maintenance and operation of detection-activated VSS, whether permanent or temporary/portable. It
is intended for use by VSS companies, including the installation and maintenance engineers working
for the VSS company:.
This standard applies irrespective of the length of time the VSS are installed and/or whether the
equipment can be re-used on another site.
This standard provides recommendations for two types of system, Type A and Type A+, which
might differ in design based on the results of a threat assessment and risk analysis, which takes into
account the threat and consequences of an incident occurring. A Type A system sets the minimum
recommendations applicable to all systems within this scope. A Type A+ system design would include
all Type A recommendations, with additional security features to detect or prevent the system being
compromised.
2 Normative references
The following document is referred to in the text in such a way that some or all of its content
constitutes provisions of this document. For dated references, only the edition cited
applies. For undated references, the latest edition of the referenced document (including any
amendments) applies.
BS EN 62676-4:2015, Video surveillance systems for use in security applications -
Part 4: Application guidelines
3 Terms, definitions and abbreviated terms
3.1 Terms and definitions
For the purposes of this British Standard, the following terms and definitions apply.
3.1.1 activation
operation of a VSS triggered by an alarm resulting in the transmission of images to an RVRC
3.1.2 alternative power source
power source capable of powering components of the VSS for a predetermined time when a prime
power source is unavailable
3.1.3 as-fitted document
document in which details of the VSS actually installed are recorded
3.1.4 control equipment
equipment for receiving, processing and initiating the onward transmission of data
3.1.5 customer

person or organization utilizing the services of a VSS company

1 Documents that are referred to solely in an informative manner are listed in the Bibliography.
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3.1.6

3.1.7

3.1.8

3.1.9

3.1.10

3.1.11

3.1.12

3.1.13

3.1.14

3.1.15

3.1.16

3.1.17

data

information in the form of images, audio and other associated, linked or processed information
including outputs from detectors

NOTE 1 For example, faults, activations, system status.
NOTE 2 This might include specific information regarding an individual.
detection device

device designed to generate an alarm message in response to the sensing of an abnormal condition
indicating the presence of a hazard

[SOURCE: BS EN 50518:2019, 3.1.12, modified]
digital key
device used for setting and/or unsetting a VSS, which can be removed from the supervised premises
NOTE  Formerly known as “portable ACE” or “PACE".
digital key reader
fixed equipment that uses a digital key to unset a VSS
fault

condition of one or more component or interconnection that prevents the VSS or part thereof from
operating as expected

functional camera

camera with the ability to offer a combination of pan and/or tilt and/or zoom facility
illumination

light that is visible to the camera

incident

activation where there is positive evidence in images of unauthorized access to the secure area or of
actual criminal activity requiring intervention

omission

status of a detection device in which an activation cannot occur

open site

supervised premises not entirely surrounded by a securely constructed barrier
operational requirement (OR)

key document for system designers, which clearly defines the functions of the VSS according to the
customer expectations

NOTE See BSEN 62676-4:2015, Clause 5 “Operational requirements specifications”.
[SOURCE: BS EN 62676-1-1:2014, 3.1.100, modified]
power supply

device that stores, provides and modifies or isolates (electrical) power for a VSS or part thereof

Documents

© THE BRITISH STANDARDS INSTITUTION 202Z - ALL RiGHE¥RESERVED Si3aring Hub

Full document details: BS 8418:2021


http://www.avadocuments.com/doc/bs-8418-2021
http://www.avadocuments.com/doc/bs-8418-2021

BS 8418:2021 BRITISH STANDARD

3.1.18

3.1.19

3.1.20

3.1.21

3.1.22

3.1.23

3.1.24

3.1.25

3.1.26

3.1.27

3.1.28

3.1.29

3.1.30

prime power source

power source used to support components of a VSS under normal working conditions

remote video response centre (RVRC)

continually manned remote centre capable of receiving multiple concurrent VSS images from
remote locations for the purpose of interacting with supervised premises to provide security and
related services

NOTE  An RVRC might be referred to as an ARC or a monitoring centre in other standards. For the purposes of this
British Standard, the term RVRC is used throughout.

reporting time

period from the time a fault occurs in the VTS until the fault information is reported to the
RCT at the RVRC

RVRC operator

person located at the RVRC who is specifically designated, trained and authorized to carry out
monitoring of the VSS

secure area

area within the supervised premises in which unauthorized access or attempted unauthorized access
is intended to be detected

set

state in which a VSS, or part thereof, automatically generates an activation in response to an alarm
supervised premises

site address, agreed by contract, at which there is one or more secure areas

tamper

deliberate interference with a VSS or part thereof

uninterruptible power supply (UPS)

electrical apparatus that provides emergency power to a load when the prime power source fails

unset

state in which a VSS, or part thereof, is prevented from generating an activation in
response to an alarm

unwanted activation

avoidable alarm

NOTE  This can include activations caused by animals and/or vegetation.
user

person authorized to operate a VSS

video surveillance system (VSS)

system consisting of camera equipment and/or other image-capture devices, detector(s), monitoring
and associated equipment for transmission and controlling purposes

NOTE  This might be used for the surveillance of a defined secure area.
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3.1.31 VSS company

organization which provides installation and/or maintenance services for VSS

3.2 Abbreviated terms

For the purposes of this British Standard, the following abbreviated terms apply.

OR operational requirement

RCT receiving centre transceiver
RVRC remote video response centre
SDP system design proposal

UPS uninterruptible power supply
VSS video surveillance system
VTS video transmission system

4 System planning

4.1 Threat assessment and risk analysis

Prior to VSS design, and to help understand its purpose, a survey of the intended site should take
place and a threat assessment and risk analysis should be performed. The threats and hazards to the
premises should be identified and assessed for their likelihood and impact (these represent the risk
to the premises, property or organization).

The premises area to be protected is likely to be an open or closed site and the level of detection; the
camera coverage and expected response should take account of this. The threat assessment should
be used to determine the most appropriate design parameters and the need to minimize false alarms
to the RVRC.

The VSS should be designed to mitigate the assessed risks.

NOTE 1 Examples of issues to be taken into account are given in Annex A. BS EN 62676-4:2015, 4.2.1 also gives
examples of issues to be considered when conducting a threat assessment and risk analysis.

NOTE 2 BS IS0 31000 describes the principles for carrying out a risk assessment.

4.2 Operational requirement (OR)
Following the risk analysis, threat assessment and site survey, an OR document should be produced.

NOTE 1 The OR is a formal written statement of need, justifications and purpose of the proposed VSS. In certain
instances, the client might supply the OR.

The OR should clearly state what the customer expects the functions of the system to do. If there is an
agreement between the system designer and the customer, the OR could be defined within the system
design proposal (SDP) and specification; if so, this should be clearly stated within the document.

The OR should include as a minimum the factors contained in Annex B.
NOTE BSEN 62676-4:2015, 5.2 and 5.3 gives further recommendations for the content of an OR document.
4.3 Temporary and/or portable systems

Where temporary and/or portable systems are used, they should conform to all of the
recommendations in this British Standard.
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